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Product Overview Package Contents
In addition toyour switch, the package includes:

M Quickinstallation Guide
1 Power cord (1.5m/5 ft.)
1 Rackmounkit

If any package contents are missing or damaged, please contact thestetail online
retailer, or reseller/diributor from which the product was purchased.

TPE3012LS

TPE3018LS
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Features

¢cw9b5ySiQa DatSurveillatice Swatch berigs ¥ tesigned to simihlisy
installation and management of surveillance networks, especially fograters and
installers. These ONVIF sgties are opmized for the surveillance industrgurveillance
mode provides a grapbal dashboard interface with detailed information atighe
switch and each connected PoE device. Connect ONVIF compliant IP samieNlVRs
for more advanced capabilittesuch ashanging device IP settings, and towie

individual IP camera video withthe switch GUI. The Smart Surveillance Switches are

also PE sekhealing switches featuring POE device atgoovery and power s@duling.

Installers and integrators caave on egipment costs and reduce installatidime with
¢tw9b5ySiQa DatIun@ilaice Svathds by d¥livering up to 30Wgmet
of POE power and data over existing Ethernet cables. Available Poéptidls include
enabling and disablinBoE, PD alé check, and power scheduling. P@ealheck is an
automated PoE seliealing switch feature that attempts to recover an usponsve
PoE device connected to the switch. If a POE device such as anke& bacomes
unresponsive to pings, theNVIF compnt switch will autereboot the PoE prt in an
attempt to recover the deice.

These PoE+ ONVIF switches featuredég#t LEOdispay showing total POE power,

available power, and powgrer-port. They ao support long distance PoE+ networking
up to 656ft./200m away at speeds up to 10mbpsw 9 b 5y S Qa DA Il 6 Al

Survellance Switches also feature SFP slots to suppog-diisiance fiber networking
applications.

Advanced managed switch featureslume LACP to group ports to increase taidth
between switches, VLANSs for segmenting &ualating virtual LAN groups, Qa$ f

traffic prioritization, port bandwidth controls,red SNMP monitoring, making this ONVIF

switch a powerful SMB network solutioimprove voice performance by isolatingd
prioritizing VolIP traffic from normal data ffec with the easyto-use voice VLARature.

Hardware Design

Provides gigabit PoE+ e, { Ct
design with brakets included

PoE Power

Each PoE+ manag©NVIF suth supplies up to 30W of power per pi@and data over a

single Ethernetable to PoE devices

Surveillance Mode

ONVIF switcheare gtimized for the surveillance industry, proving a graphical
dashboard ingrface with useful information about thewitch andeach connected
device

Troubleshootng

Realtime traffic comparison charts, error group charts, and a coramintable
diagrostictest aid in rapid troubleshooting.

Long Range PoE+
Long distance PoE-&tworking up to 656 ft./200m away at spds up to Dmbps

4-Digit PoE LED Display
4-digit 7-segment LED display to view total power, available power,paneer-per-port

{BVEREY | i

ONVIF switches support IPv6 configuration and IPv6 neighbor discovery

Traffic Management

Managed switch featuresmclude: Lik aggregation, 802.1Q VLAN, Voice V,LAN
Surveillance VLAN, RSTP, MSTP, Loopback Detection, QoS énahghidth
management

Troubeshooting

aft2Ga F2NJ FAO0SNI O2yy SOl A @roimrienticaplR didgnosti¢ testagit traffilstatiptivs@aideyvidrk troubleshooting

Monitoring
RMON, SNMPand Port Mirroring support administrat monitoring solutions

© Copyright 220 TRENDnet. All Rights Reserved.
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Product Hardware Features T Diagnodic LEDIndicators
TPE3012LS SYS.ED
_ On . [The device igeceiving power.
Rear View Blinking : [The devie is booting up.
Off . |The device powered off or not receiving power.
e PoEAlert
On : |When reaching near thenax PoE power budget provid
100w or above, the LEWIll turn onto indicate that Po
power consumption is near max. budget available.
Off : [When the PoE power provided is below th&é0W PoE
power budget.
AC Power Connector POE+ Gigabit Portd-8)
1 AC PowerlConnetor ¢ Connect the AC power cord to the connector and the . . .
L i On : |When the Link/ACT LED lights on, the resped
other side intoa power outlet. [nput: 100~240VAC, 560Hz) port is successfullyconnected to an Ethern
network.
Front View W — —
Greaen/Amber |Green indicates the link is connectet HO00Mbps
Amber indicates the link is conned at
Blinking : |\When the LiR/ACT LED isblinking, the port i
transmitting or receiving data on the Ethmet
network.
Off . INo link.
PoE (Powebpver Ethenet)
4-Digit Reset Diagnostic PoE+ Gigabit Gigabit ~ SFP Green :|When the PoE powered dee (PD) is connected and
Display Button LEDs Ports Ports  Slots port supplies power normally.
Off No PoE powered deviceilPconnected or unplugged th
1 4-Digit 7-Segment Display Displays total power, available power, and POE output port.
power consumption per port usg the toggle button. o
1 Reset Buttonc Press and hold this button for 10 secoratsirelease to Gigabit Ports (910)
reset the switch to faciry defauls. On : |When the Link/ACT LED lights on, the redtpe
1 PoE+ Gigabit Ports {8) ¢ ConnectPoE and notPoE network devices. port is successfully connected to an Ethef
1 Gigabit Ports (910) ¢ Connect norPoE devices or uplisk network.
1 SHP Slots (1412) ¢ Supports optional 1000BASEX/LX mirGBIC Green/Ambel |Green indicates the link is connected at 1000M
modules. Amber indicates the link is connead at

© Copyright 220 TRENDnet. All Rights Reserved.
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10/100Mbps. TPE3018LS
Blinking : |When the Link/ACT LED liinking, the port i Rear View
transmitting or eceiving dé on the Etherng
network.
Off : INolink.

SFP Slotsl(-12)
Green m :|When the mini-GBICGreen LED lights on, th
respectve pat is inserted miniGBIC Gigal
module.
Green blinking: [When themini-GBICGreenLED is blinking, the pd
is transmitting or receiving data on th@igagi AC Power Connector
network. 1 AC Power Connectay Connect the AC power cord to the qmttar and the
Amberon When the mini-GBICAmber LED lights on, th ide i . ~
resgelctive port isinserted min-GBIC 100Mbp other side into a poweoutlet. (Input: 100~240VAC, 50/60Hz)
module.
Amber blinking |When the mini-GBICAmber LED is bfiking, the Front View
Eort is transmitting or receing data @ the
thernet network.

Off No link

4-Digit  Reset  Diagrostic PoE+ Gigabit Gigabii SFP
Display  Button LEDs Ports Ports  Slots

1 4-Digit -Segment Disfay - Displays total power, availablgpower, and
power consumption per port using the toggle button.

T Reset Buttong Press and dld this button for 10 seconds and release to

reset the switch to factory defats.

PoE+ Gigabit Ports {16) ¢ Connet PoE and an-PoE networldevices.

Gigabit Portg17-18) ¢ Connect norPoE devices or uplinkBisabled if

SFP slot&7For 18Fare used.

1 SFPRSlotsShared(17~18F ¢ Supports optional 1000BASEX/LX miRi
GBIC modes.

=a —a

© Copyright 220 TRENDnet. All Rights Reserved.
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1 Diagnostic LEIndicators

SYSED
On . |The devce isreceiving power.
Blinking : [The device is booting up.
Off . |The device powered off or not receiving power.
PoEAlert
On : IWhen reaching near the max PoE power budget prov
200W or above,the LED will turn ofto indicate that P&
power corsumption is near max. budget available
Off : [When the PoE power provided is below tB80OW Pot
power budget.
PoE+ GigabiPorts(1-16)
On : |\When the Link/ACT LED lights on, the respe
port is sucessfully connected to an Ethern
network.

Green/Anber |Green indicates the link is coacted at 1000Mbpg
Amber indicates the link is conned at

10/100Mbps.

Blinking : |\When the Link/ACT LED is blinking, the por
transmitting or receiving data onhé Ethernet
network.

Off . |No link.

PoE (Power oer Ethernet)

Green :|When the PoE powed device (PD) is connected and
port supplies power normally.

Off No PoE poweredaVvice(PD) connected or unplugged t
PoE output port.

Gigabit Ports {7-18)

On : (When the Link/ACT LED lights dhe respecive
port is successfully connected tan Etherne
network.

Green/Ambel |Green indicates the link is connected at 1000M
Amber indicates the link is conneetl at

TPE30124.S / TPEB018LS
10/100Mbps.

Blinking : |\When the Link/ACT LED is blinking, the port
transmitting or reeiving data on the Ethern
network.

Off : [No link.

SFP Slots Sharetif~18P

Green m :|When the mini-GBICGreen LED lighd on, the
respective port isinserted miniGBIC Gigak
module.

Green blinkig : [When themini-GBIGGreenLED is bliking, the mrt
is transmitting or receiving datan the Gigabi
network.

Amberon When the mini-GBICAmber LED lights on, th

respective port is inserted miniGBIC 100Mbg
module.

Amberblinking

When the mini-GBC Amber LED is blinking, t
Eort is transmitting a receiving data on th
thernet netwak.

Off

No link

© Copyright 220 TRENDnet. All Rights Reserved.
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Application Diagram

TheGigabit POE+ Surveillan8eitchesareinstalled and providing POE/PoE+ and data
connectivity to the PoE surveilland@dameras. Thesurveillance switches sb offer adlitional
management features via theNYIF protocol and other sédfiealing features such as PD alive
check to automatically rexer POE devices or reboot the switchtie PoE devices are
unresponsive Theswitchesto your network through the no-PoE GigabEthernet uplink poror
SFP fibeto a switch that is connected to your network.

© Copyright 220 TRENDnet. All Rights Reserved.
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Switchlnstallation RackMount Hardware Installation
; The switch can be mmted in an ElAtandardsize, 19nch rack, which can be placed in
DesktopHardwarelinstallation awiringclosgl A GK 20KSNJ SljdzAa LIYSY (i © Padr OK

front panel(one on eah side), ad secure them with the provided screws

The site where yoinstall the hub stacknay greatly #ect its performance. When
installing,consider tle following pointers:

1 Install the Swithin a fairly cool and dry place.

1 Install the Switchin asite free from strong electrmagnetic field generators (such
as motors), vibrdon, dust, and direct exposure to sugtiit.

1 Leaveat least 10cm of space at the frontéumear of the hub for ventilation.

1 Install the Switch on a sturdy, level surface that sapport its weight, or in an
ElAstandardsize equipment rack. ofF information on rack installatiorsee the
next section, Rack Motimg.

1 When installing the Switcbn a level surface, attach the rubber faetthe

bottom of each device. The rubber feet cushion the hub and protezhtib Then, use screws praléd with the equipment rack to mount each switch in the rack.
case from scratching.

U

T Rubber Feet

© Copyright 220 TRENDnet. All Rights Reserved.
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Basiclnstallation

Power
o) <.
(D) | STa——r

TPE-3018LS

[ —

® aaAidy |
192.16810.x (e.9g192.168.10.25) and a subnet mask 866255.255.0.

4. Open your web browser, and type the IP address of the switch in thesslthr, and
then pressEnter. The default IP address192.168.10.200

2 http://192.168.10.200

5. Enter the User Name and Password, #meh clickLogin.By default:
User Nameadmin

Password:admin

Note: User name and password are case sensitive.

Username:

admin

Password:

6.0n the Setup Wizarpage,clickNext.

SETUP WIZARD Welcome to the Switch Setup Wizard

This wizard will guide you through a step-by-step process to configure your switch.

= Step 1: Configure Web Mode
= Step 2: Configure IP Information
= Step 3: Configure password

@ IP Information Prev | ‘&
Password

@ Complete

a0 GA O L netwbrRadapirandhe dubnettoR dzNJ O 2 Y LJdzi SN &

7. For the web interface mode, selestirveillance Modeand clickNext

SETUP WIZARD Step 1: Configure Web Mode

Please choose the web interface mode:

Standard Mode

Surveillance Mode

@ IP Information
Password

@ Complete

© Copyright 220 TRENDnet. All Rights Reserved.
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8. For the IP addredgsformation, configure the switch to match theequirements of 9. Create a new administrator password foanagenent access to the switch by
your network by entering the appropriate IP Address, Subnet Mask, anduDefa entering a new passworith the fields provied, then clickNext.
Gateway settings, then cliddext. SETUP WIZARD
Note: You may need to modify the statict | RRNB &a &S0 Anédaerk 2 F
adapter to IP address settings withinyrassubnet to regain access to the switch.

Step 3: Configure password

Set up the password for authorized access.
@ Welcome

password I

Web Mode Verify Password

SETUP WIZARD Step 2: Configure IP Information

The wizard will help to complete settings for IP address, Netmask,and Gateway.
@ Welcome

@ IP Information
@ Password
@ Complete

O static ® DHeP

Web Mode IP Address 192.168.10.200

Subnet Mask 255.255.255.0
@ IP Information

Default Gateway 19216810 1

Password

@ i 10. On the finasetup wizaR LI 383 22dz Ol y @RKISIONR GyKSE
option to prevent the setup wizard prompt from appearing at the negfirao the web
management interface, then clickpply.

SETUP WIZARD Setup Complete!

The Switch Setup Wizard is complete. Click the Apply button to save and apply your settings.
@ Welcome

M Ignore the wizard next time

Web Mode
@ IP Information [ Cancel ] T Aenly
Password
@ Complete

© Copyright 220 TRENDnet. All Rights Reserved.
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Connect additionabevices to yourswitch

You can conneadditional mmputers or other network deviceBoE(Power over Ethernet) or neRoE device® your switchusing Ethernet cables to conngbiemto one of the
availablePoE+ Gigabit Port$PE3012LS PoE+ poris8/ TPE3018LS PoE+ portsl®)or Gigabit prts (TPE3012LS Gigabit por&-10/ TPE3018LS {gabit ports 1718). Check the
status of the LED indicators on the front panel of yswitch to ensure the physical cable connection from your computer or device.

Note: If you encounter issues connectimgypur netwak, there may be a problem with youwsraputer or device network settings. Please ensure that your computer or device network

sdtings (also called TCP/IP settings) are configpregerly within thenetwork subnetyour switch is connecte@heswitch modelmay be different than the one showmthe example
below.

ONVIF PoE Camera ONVIF PoE Camera

802.3af PoE 802.3at PoE+ _

TR P
] % TPE-3018LS

e
o

50 BO

Network

© Copyright 220 TRENDnet. All RighReserved.
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Access your switch management page Saving configuation and switch between web modes

Note: Your switch defaultmanagement IP addresisttp://192.168.10.20 is accessed Savirg configuraion changes to NMRAM
through the use of younternet web browser (e.g. Internet Explo@Hrefox® fter ; ' - . - : .
) Aty LA s SN . pplyingconfiguration changes ip the switch managemehe configuration
Chromaer, Safai@ Operaty. + YR At T 65 NEFTSNBEYOSR TNE] %geé)%lfsbeg‘ag}led t's Bcor'llfi@u%{i\bpc?rN\/-R/glag(r%alolatile random access
memory) to keeponfiguration changes after the devicehoots. Ifchanges are not
1. Open your web browser and go to the IP addretp://192.168.10.200 You switch saved to NVRAM, thewwill be lost after device reboots. After applying configuration
will prompt you for a user name and passd. changes, please make suecommit changes to NNRAM one of the sections below.

Standard Mode GUI
Click Saveat the top right to commit charesto N\V\RAV.

Note: You can also clidkogoutto log out of the switch management pagRebootto
2.Enter the user name and password. By default: initiate a switch rebootSurveillanceMode to switch to theSurveillance Mode GUI
User Name:admin switch management.

Passwordadmin

(2 hittp:/192168.10.200

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Note: User Name and Password are case sensitive.

Username: admin

Save Logout Reboot

| Surveillance Mode |

You can alsalick Management click onConfiguration and clickon Save Configuration.

Management

= User Account
Firmware

[=] Configuration

= Upgrade / Backup

In the mainwindow, clickApply with the Running config as the source and Startup
config as the destiation to save changes to NRAM.

O Running Configuration

Source File
@ Startup Configuration

Destination File QO Startup Configuration

| Apply | | Restore Factory Default |

© Copyright 20 TRENDnet. All RighReserved.
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Surveillance Mode GUI . @ aStSOGAy3 (KS alL 3y 2 MBtepiokte saiup WitaMRhey S
ClickSaveat the top left to commit changes to NRAM. setup wizard willno longerappearafter log and the welinterface mode set will
Note: You caralso clickStandard Modeto switch tothe Standard Mode GUswitch automatically load after loggg in.

management. Clickogoutto logout at the top right of thewitch management page. SETUP WIZARD Setup Complete!

The Switch Setup Wizard is complete. Click the Apply button to save and apply your settings.

I:I Save 3, Tools ~ 7 Standard Mode
: M 1gnore the wizard next time
@ IP Information | |7‘ |w‘ ‘7
Password
Switching between Standard and Surveillance Modeb @) comvice
interfaces
In the initial Setup Wizd, you carconfigure which GUI mode will load tgfault after
logging into the switch management padgy default, the Standard mode Gl You can manually switctetween web interface modes using the buttons noted below.
configured. Standard Mode GUI

SETUP WIZARD Step 1: Confi Web Mod = . - 2 . S
ep onfigure Web Mode Gigabit PoE+ Smart Surveillance Switch

TPE-3018LS

Please choose the web interface mode:

Standard Mode

Save Logout Reboot

Surveillance Mode i

| Surveillance Mode |

@ IP Information

e ord : i ' Qurveillance Mode GUI

@ Complete

Standard Mode )

-2 Save

% Tools =

© Copyright 20 TRENDnet. All RighReserved.
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QurveillanceMode Web Irterface

The surveillance mode interfagrovices asimpified graphical interface including only
the most commonlysed featurs. To @cess all thswitchfeatures, please usthe
standard mode wk interface.

Dashboard

The SurveillancMode Weblnterfacedashboard will providan overviewof which
ports are usedtotal POE budet, total POE powertonsuned, and thedevices
connected. Additionally, you can easilturn PoE on or off in the Overview page.

Staus
Status

The status page will display switch s information suckas model numberhardware
version, IP address settindd AC and firmware versiondditionally,this pagewill
provide the total POE budget power utilization/consumption and tatairently
aggregated receivand transmitbandwidth per port.

1. Log into youswitchY I y I 3SY Sy i Atcksay®uswitshSr&hagemet page
on pagell).

2. Click orswitch Madel Numberin thetop left and clickhe Satus tab.

3. Reviewthe information below.
Switch

1 Device Type Displayghe modelnameof the switch.
1 System Name; Displayghe currently assigned system name.
1 Hardware Vesion ¢ Displayghe switchhardware version
1 Serial Number Displaythe switchserial number.
Web
1 IP Addressc Displays the curmtly assignedPv4 address.
1 Maskc Displayghe currently assigned IPv4 subnet mask.
1 Gatewayc Displayghe currenty assignd IPv4default gateway.
1 MAC Aldressg Displayghe switth MAC address.

Info
9 Boot PROM Versiom Displayghe switch currentoot loaderversion.
1 Firmware Versiorg, Displayghe switch currenfirmware version.
1 System Time Displayshe switch devicedate ard time.
1 Using Tme ¢ Displg/sthe switch uptime running continugs operationwithout
rebootor interruptions.

238 switcH QA wes INFO

TPE-3012LS [ 192.168.10.220 Bool PROM Version 2.1.3.46351

System Name Swiich Mask 255.255.255.0 Firmware Version 1.01.28

192168 10.1 20000111 06:31:45 UTC 8

Serial Number N/A MAC Address 3C:8CIF8F9.D04A Using Time 10 day,6 hi,31 min and 45 sec

PoE Utilization

| o ]

1 b 2 s 4 s s 7 :

Total Receive Bandwidth

Total
Bandwidth 1000 mops

Total Transmit Bandwidth

Total ‘
Bandwidth 1000 mops

Note: Port numbes will be indicated at the bottom of thdisphy chats. Hovering over
your mouse cursor over the chart will provide moreadet

© Copyright 20 TRENDnet. All RighReserved.
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Overview

Overview

Theoverview page will provide a display of the frgr#inel and icons representing
connecteddevices otinks.Additinally,this page will displagpecifically if IRameras are
connected omwther linksand also displathe data Ink sped the devices are connected
PoEcan also be enabled or dispkyon exch port.

1. Log into youswitchmanagement pagé a \&cesé youswitchmanagemet page
onpagell).

2. Click omMPE3012L Sr TPE3018LS(depending orthe switch modé in thetop left
and clickthe Overview tab.

Note: System scans IP cameras svery 30s. ‘9 w1 @ =0 @I x 1
e dl wm £

Icons will indicag
whether the device is an
IP canera or other.

Port Number
Amber: 10/100Mbps
Green: Gigabit

PoE On/Off Button Click
the port PoE button to
turn PoE on opff.

On Off

Note: The switch will scan foloanected devicevery 30 second#dditionally, the green
colored ports on therbnt indicate which ports are PoE abldie whid ports are data
ports only

© Copyright 20 TRENDnet. All RighReserved.
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Port Info IP Camerdnfo

Port Irfo IP Camera Info

Theport info. page vhich indicate which portare connected, the appramated The IPCamea Ihfo page will display which portre specificalljconnected to P
distance between the switch and the connected deyibe loopback detection status. camerasand additionalinfo. about the IP camerasich as the detectethodel number,

IP address, MAC address, daE power cosumption for ech connected IP camera.

1. Log into youswitchmanagement.J- 3 S AzcesS $oustvitchmanagemet page
on pagell). 1. Log ito yourswitchY I Yy I 3SY Sy (i AtdissTSurswitdéhSidhagemet page
onpagell).

2. Click omMPE3012L Sr TH=30181S(depending orthe switch modé in thetop left
and clickthe Port Info tab. 2.Click onTPE3012Lr TPE3018IS(depending orthe switch modé4 in thetop left
and clickthe IP Camerarifo tab.

TRENDNET

2 -ii
1 3 5 7 s 10 11 12

POE+ Smart Surveillance Switch
o

5
7 s 10 1 12

5

0

Description: IPC_GE02
Loopback Detection: OFF Loopback Detection: OFF Loopback Detection: OFF |P Address: 192 168.10.163

Distance: < 10.0m Distance: < 6.0m Distance: < 11.0m MAC. 3C.8C F8 DEFFEF
Power Consumption: 4/30W

© Copyright 20 TRENDnet. All RighReserved.
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NVR hfo
NVRInfo

TheNVR Infgage will display which portre specificallyconnected to NVRsand
additionalinfo. about theNVRsuch as the detectedhodel number, IP address, MAC
address, andPoE power cosumption for ech connectedVR

1. Loginto youswitchY I Y I 3SY Sy i AtcksIy®uswitéh S rdhagemet page
onpagell).

2. Click omMPE3012L Sr TPE3018IS(depending orthe switch modéd in thetop left
and clickkhe NVR Infatab.

C ]
1 E El 7 E] 10 11 12

PoE Info
PoEInfo

ThePoE Info pagwill display which ports ardelivery POE power to the connected
devices, total PB power budgettotal PCE power onsumed, and power consuntion
for each conected device.

1. Log into youswitchY I Y I 3SY Sy (i AtdksdyduswitshSr&hagemet page
onpagell).

2. Click ommPE3012L2r TPE30181S(depending orthe switchmodé) in thetop left
and clickthe PoE Infaab.

@ Deivering [ | 30w

@%m [~ JE

|/

TRENDNET

L
i 3 5 7 5 10 11 12

110 awsrow AR
e

2

PoE On/Off: On

PoE Status: Delivering
PoE Budget: Up fo 30W
Power Consumption: 3W

© Copyright 20 TRENDnet. All RighReserved.
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PoE Scheduling

PoE Scheduling

This page will allow you to configusehedules when PoE should be enabled or disabled

for each pot. Please make sa to configure the time andlate setting under Tne Edit Delete
before configuing PoE schedinlg. _ _

| Range Name

1. Log into youswitchY | Y I 3SY Sy i AtdissTQurswitéhSr&hagemet page

on pagell). Name_Default
) ) Date BMon MTue BMwed MThu BFi BMSat ESun
2. Click orPoE Scheduling From m to FERN)

3. Create schedules under tiiéme Rangeab and appy the PoE scheduling Apply
configuration under theschedulingab. Reviewthe settings below.

4. After completing your configuration changes, cigiply.

Time Range
ClickAddto create a new shedule. Apply
_ 5. Clck Savein the top leftmenuto save configuation to NVRAM.

Range Name SelectRange name.

Days Select a vild time for this schedule.
Start Time Input the Start Time.
End Time Input theEnd Time.

© Copyright 20 TRENDnet. All RighReserved.
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Scheduling Item Description
Unde the Schedule Statusetting, click the droglown list and Enableto enable PoE - -
; Index The serial number ofchedulelist.
Scheduling.
Item Description Schedule Status
Nominal Power Maximum supply power Schedile Status A CheckedSchedule statuis enabled
Consuming Power Current consurad powert A UncheckedSchedule statuis disabled
Remaining Power Remainingvailable power
: Name Enter the PoE $edule name.
Schedule Sttus Schedus status globakwitch
Port List Select the porprovide power.
Name PoEScheduldName.
Port List The mrts provide powerin designated schedule index.
Schedule Status The current schedule status.
st Wewe

1 ~
CO -
Nominal Power 110 W 2 4 [ 8

Consuming Power |3 W

Remaining Power | 107 W Port List

Schedule Status Disable +

Port No Select |

.+ Port Select i

Apply

Apply

Selectan enty to to configure Polport scheduing and clickedit

4. After completirg your configuration changes, cliéipply.

Apply

Edit
5. Cick Savein the top leftmenuto save configuation to NVRAM.

© Copyright 20 TRENDnet. All RighReserved.
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Time
This sectionwill allow users to configure time andate settings.

Cbck Settings

1. Log into youswitchY I Y I 3SY Sy i AtcksIydusuitéh Srdhagemet page
onpagell).

2. Click orTime and click orClock $ttings.

3. The date and time and can be manuallyezed and configured in theptions
provided

Clock Setting

INTP Settings
1. Log into youswitchY I Yy I 3SY Sy i AtdbsdyduswitshSr&hagemet page

onpagell).

. Click onTime and click orSNTPSEttings

. Revew the settings below.

Manual Time

Date [2000-01-11 | Y¥yy-mm-DD
Time [11:36:14 | HH:MM: 58
Time Zone UTC -8:00 +

Current Time 2000-01-11 11:36:14 UTC-3

Apply

4. After completing your comjuration changes, cliokpply.

Apply

5. Clck Savein the top leftmenuto save configuation to NVRAM.

= | Save

Item Description
Select the time source.

Source A SNTP: Time sync from NTP server.
A FromComputer: Time g€rom browser host.

Time Zone Slect a time zone difference from listing district

SNTP

Address Type Select the anress type of NTP server. This is enabled whe
time source is SNTP.

Server Input IP¥ address or hostname for NTP servigris is

Address enabledwhen time source is SNTP

ServerPort Input NTP porF for NTP se.rver. Defan 123. This is
enabled whertime source is SNTP.

Manual Time

Date Input manual date. This enabled when time source is
manual.

Time Input manual time. Tlsiis enabled when time source is

manual.

Daylight Saving Time

© Copyright 20 TRENDnet. All RighReserved.
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Type

Select the mode of daight saving time.
A Disable: Disable daylight saving time.
A Recurring: Using recurring modeadylight saving time.

A NonRecurring Using norrecurring mode of dayligh
saving time.

A usa: Using daylight savitigne in the United States that
starts on the secoth Sunday of March and ends on the
first Sunday of November

A European: Using dayligkawving time in the Europe that
starts on he last Sunday in March and endingtbe
lastSunday in October

Offset

Spedfy the adjust offset of daylight saving time.

Rearring
From

Specify the starting time of recurring daylight saving time.
ThisFASER I @rAflotS gKSy &St

Recurring To

Specify the ending timef recurring daylight saving time.
Thisfieldr @F Af 1 6t S gKSy &aSt SOdA)

Non-recurring
From

Specify the starting time of nerecurring daylighsaving
time. ThisFASt R @I Af | 06f SRedKBY y &
mode.

Nonrecurring
To

Spedy the ending time of recurring dayligkaving time.
This field @1 At F 6t S & KEWS GASNINRO/LRE

Non-recurring
From

Specify the starting time afion-recurring daylight saving
time. This field available Sy & St SGAEOYANK
mode.

Non recurring
To

Specify the ending timef recurring daylight saving time.
Thisfieldavail 6 f S 6 KSyYy &83%$ CShNMNWYET 4

SNTP Settings

SNTP Server Setiings

Source Manual Time
SNTP State Disabled v
Hostname

Address Type PV

Server Address | |

Server Port | | (1 - 65535, default 123)

‘

Daylight Saving Tim

) None

) Recurring
Type ) Non-recurring

® USA

() Europe
Offset |60 |M|‘n (1 - 1440, default 60)

From: Day| \Week IMonth| Time] |
Recurring

To: Day| |Week| |M0nth| |T|'me| |

From:| | Yryv-Mm-DD | | HH:MM
Non-recurring

To: | | YYvy-MM-DD | | HH: MM

Operational Status

Current Time 2000-01-11 11:39:30 UTC-8

Apply

4. After completing your configuration changes, cigiply.

Apply

5. Clck Savein the top leftmenuto save configuation to NVRAM.

._: | Save

© Copyright 20 TRENDnet. All RighReserved.
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Qurveillance Settings SNMP Host Settings
Suweillance Settings After you have canpleted configurationclick Add, Apply, and clickSave.
This sectiorwill allow usersto configureswitch settings such aswitchlPv4 address ltem Description
settings, DNS server settings, SNMPT host sett8ygsog server, araimin password AddressType Notify recipients host address type
1. Log into youswitchY I y I 38 Y Sy i Atcksa\@uswitshSidnagemet page Server Adress IP address or the hostname of the SNMP trap recipients
on pagell). Specify SNMP noatificatiorersion
2. Cliclon Surveillance 8ttings. A SNMPv1: SNMP Versiomdtification.
Version
IP i
Settings S _ A SNMPv2: SNMP Version 2 notificati
After you have conpleted configuration, clickpply and clickSave.
Note: After changing IP address settings, you may need to logetgwitch with the A SNMPv3: SNMP Version Ztification.

new IP address settingBleasealso makesure to clickSave

1 Address TypeSelectStaticto manually specify your IRldress settings or
Dynamicto allow your switch to obtain IP address settings austically from a
DHCP server on yonetwork. Type

9 IPAddress Enter the newswitchIP addess. (e.g.192.168.20QR00)

1 Subnet MaskEnter the newswitch subnet mask. (e.®55.55.255.0

1 Default GatewayEnter the default gateway IP address. (e.g. 192.1681260.
typically your router/gatewayo the Internet). SNMPcommunity/user name for notification. If version

1 DNS Server Enter the primaryPvi DNS server address. is SNMPv3 the name iser name, else is community

9 DNS Server Enter the secondariP\vi DNS server address. pame

: SNMP notification packet senty level, the security
\P Setfings level must less than or equd the community/user
Address Type name

IP Address |192.168.10.220

Notification Type
A Trap: Send SNM#iRaps to the host.

A Inform: Send SNMP informs to the host.(version 1 hé
no inform)

Community/ser

A No SecuritySoecify that no packet authentication is
Security Level performed.

Subnet Mask 255.255 255 0

A Authentication: Specify thato packet authentication
without encryption igperformed.

Default Gateway | [192.168.10.1

DNS Server 1 |168.95.1.1
DNS Server 2 [168.95.192.1 A Authentication and Rvacy: Specify that no packet
authentication withencryption is performed.
Apply

© Copyright 20 TRENDnet. All RighReserved.
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Recipiensd SNISNJ ! 5t LR NI ydzyo S Log Server
checked the value is 162, elsserconfigure This section will allowsersto configure @ externalremotelog serveror syslogserver.

After you have canpleted configurationglickAdd, Apply, and clickSave.

Server Port

SpecifyhS { bat AyF2N¥a (AYS2dg

Timeout . i
checked he value is 15, elsaser configure
Retry Specify the SNMP informs retry countdidlza S &S ¥ I _
checked the value is 3, elsser configure Server The IP address of the remote logging server.
Server The portnumber of the remote logging seesr.
e ] e
SNMP Host Settings . _
The facility of the logging messagétscan be oe of the
Sever Address | ] i :
Suer e Facility following values: local0,locall, local2, local3, local4, locals,
® SNMPv1
—— . S local6, and local7.
) SNMPvV3
Ty ® Trap The minimum severity.
yp Inform
Community / User A Emergence: System is nasable.
@® No Security . . .
Security Level Authentication Severity A Alert: Immediate action is neede
Authentication and Privacy
Use Default e . e e e
Server Port il o EEER, T 1) A critical: System is in the critical condition.
. Use Default . : - P
Timeout Sec (1 - 300, default 15) A Bror: Systemsin error condition
Use Default
Retry (1.- 255, default 3 has occurred.
B Server Address ServerPort Timeout Retry Version Type Community/User Security Level A Informational: @2vice information.
0 results found. A
Debug: Provides detad information about an event.
[ Add g

© Copyright 20 TRENDnet. All RighReserved.
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Server Address | |

Server Port 514

Severity

| (1 - 65535, default 514)

Note: Emergency, Alert, Critical, Error, Warning, Notice

W Entry Server Address ServerPort Facility Minimum Severity

0 results found

Delete Edit
| Add M Delete

Password Settigs

This section will allowsers to change the admin password to log into the shwit
managemeninterface.

After you have canpleted configurationgclick Apply and clickSave.

Password Settings

Password | |

Confirm Password | |

Apply

4. After completing your anfiguration changes, clickpply.

Apply

5. Clck Savein the top leftmenuto save configuation to NVRAM.

= | Save

Mail Alert
Mail Alert

This section will allow users to configure email alert fidtion for PD alive cheand
PingWatchdog.

1. Log into youswitchY I y I 3 S Y Sy i AtcksS®uswitsh&r&hagemet page
on pagell).

2. Cliclon Mail Alert.

3. Review the settings below.

1 State Select Enableto enable the email notificatiofalerts.
1 SMTP ServeiEnter theSMITP server domain name or IP address.
Note: Pleag make surg¢he switth IP address defaujateway and DNS server
address settings are set correctly élmmain nameesolution.
9 SMTP PortEnter the SMTP port maber used by the @TPemail server.
1 User Nane: Enter the user name or email account user name.
9 Pasword: Enter the pasword for the email account.
i State Selet Enableto enable the email notificatiofalerts.
9 Sender:Enter a sender email address.
9 Receiver:Enter the receiving email address.
1 Alert Type: Select thealert type to send notifications.
o PD Alive:lf selecting this ofion, emdl notifications willbe sert when
PD alive check is activated.
o Ping Watchdogif selecting this option, email notifications will bent
ping watchdog is activated.
1 Send Test:Use this toverify your SMTP email conigation settings are
configuredcorrectly and email notification is workingroperly.

© Copyright 20 TRENDnet. All RighReserved.
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Mail Alert

IP Settings

State

SMTP Server | |
SMTP Port i |
User Name | |
Password | |
State [Disable v]

Sender | |
Receiver | |

Apply

4. After completing your configuration changes, cigiply.

Apply

5. Clck Savein the top leftmenuto save configuation to NVRAM.

— | Save

PD Alive Check
PD Alive Check

Thissection will allowusers configure PD alive check which as feature that allows the
switch to run a conneatity check on PoE device by ging thelP address and
automatically turn PoE on and off ibrenectivity fails to the PoE device in attempt to
restorethe PoE device to normal operation.

1. Log into youswitchY I Y I 3SY Sy (i AtcksdyduswitshSidhagemet page
on pagell).

2. Clickon PD AliveCheck

3. Check the PoE port with the PoE device cotateto you wouldike to configure for
PD alive check and cliEdit

PD Alive Check Table

ping PD IP Address Interval Time o8 Reboot Time

1 GE1 Disable 0.0.0.0 30 2 nNone 90 off

4. Check th&nableoption for Status to enable PD alive check on the seteptart.
Enter the IP Address for tHeoE device undehe ping PD IP Addregex:
192.168.10.107)

Reviewthe additionalsettings below.

1 Interval Timec Enter the time in secondsaeh time the switch will check for a
ping response from the PoE device. (Rarif¢ 300)

1 Retry Count; In the ca&e that a ping rgponse fails, enter the number of times
the switchwill retry for aping response before disabling anderabling the
PoE pot. (Range: 5)

1 Action ¢ An option must be selected for PD alive check tacfiam.

0 Noneg If the ping responsesils according tohe time parameters set,
no action will be taken.

© Copyright 20 TRENDnet. All RighReserved.
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o PD Reboot If the ping response fails according to the time
parameters setthe switch will disable and fenable the PoE port
attempting to automatictly recover the connected PoE device

0 Reboot&Alarm- If the ping response fails according to the time
parameters set, te switch will disable and renable the PoE port
attemptingto automatically recover the connected PoE devaod
also send out an emailotification is configured.

o Alarm- If the pingresponse fails according to the time parameters set,
the switch will oty send out an email notification if configured.

o0 Reboot Tine - If the ping response fails according to the time
parameters set, enter tatime in seconds from the time theoE port
is dsaled to the time the PoE port is+&nabled. (Range30-180)

Apply

4. After completing your configuration changes, cigiply.

Apply

5. Clck Savein the top leftmenuto save configuation to NVRAM.

ONVIF

This section will allow yowtconfigure the ONVifeatures available on the switch such
as ONVIF des# discovey and authorization. Apply configuration settings to ONVIF
compliant IP cameras such as IP address settings, changinvgopdsscreateusers, and
firmware upgrades. The stgh is capable of di®vering and applying configuration
settings to ONWF compliahdevices connected to the same IP address subnet. The
Suneillance Mode User Interface may provide more grapHieaed bols in monitaing
your devices and applying cogdiration settings.

Discovering and authorizing ONVIF compliant devices
ONVIF 3PC Disoger

After the surveillance switch has discoed the ONVIF compliant device, the devices

must be authorizedvith the survéllance switch to apply configuratiochanges to the

ONVIF devices.

1. Log into youswitchY | Y I 3SY Sy (i AtcksdyduswitshSi&hagemet page
on pagell).

2. Click orONVIFand click orlPCDiscover The will list will displag list of the
discovered ONVIF compliant IP caasefound on your network. The ligill also
disphy the IP address, MAC address, and paetdbvice is connected. If the device or
devices areonnected to another swith in your network, the list will dplay the
connected port as the uplink port frogour surveillance switch to your hgork.

IPC Discover

IP Address MAC Address PortID Status
192.168.10.163 | 3C:8C:F8:DF.FF.FF| GE2 unAuth

B Device Name
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3. Bebre the surveillance switch can apply amnfiguration settings to your ONVIF
compliant IP carras, you must authorizey entering the ONVIF administrator
credentials for each device.

Note: The IP cameradministrator user name and passvebmust be configred on
the IP cameras first before theyrche used with the surveillance switch. Some IP
camaas may not have configation options specific to ONVIF buay still comply
with ONVIF. In this case, thedémera management access user naanel password
may be the same as the ONVIF administrat@rusame and password.

4. To authorize an ONVIF colmapt IP camera, check¢hP camera in the list and click
Auth.

IP Address MAC Address PortID Status
192.168.10.163 | 3C:8C:F8:DF-FF.:FF| GEZ2 unAuth

B Device Name

IPC_GEO02

Edit | Auth

5. Under the IPC Authorization sectiomfer the ONVIF administrator useame and
passwordn the fields provided and cligkpply. Asuccess message will appear
indicating that the IPamera has been successjuauthorized. Under the Status
column next to the device, the status will changerfronAuth to Auth.

Note: If you areunable to succssfully authorize the IP camera, please ldewcheck
your ONVIF administrator credentials. Yoaun also try to reboot t IP camera.

IPC authorization

Device Name IPC_GED2

Username |admin |

Password ]

IP Address MAC Address PortID Status

192.168.10.163 | 3C.8C:F8:DF.FFFF | GE2 Auth

B Device Name

OJ IPC_GEDZ

Applying IP addrss settings to ONVIF authorized devices
ONVIF #C Disoger

After ONVIFampliant devices have beadiscovered and successfully aattzed, you
can apply IP address configuration segts to these devices frothe surveillance switch
interface.

1. Log into youswitchY I Y I 3SY Sy i AtcksdyduswitshSr&hagment pagé
onpage 1).

2. Click orONVIFand click orilPCDiscover

3. For the ONVIF diees that have been successfully otized, check the device in the
list and clickedit.

IPC Discover

IP Address PortID Status
192.168.10.163 | 3C.8C.F8.DF.FF.FF| GE2 Auth

MAC Address

B Device Name

IPC_GEO02

Edit
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4. Under the IPC Die Inb Edit section, you cariewv additional device information,
modify the Device Name arl& address configuration.

Basic info

Device Name |IPC_GE[12

MAC Address 3C:BC:F8:DF:FF:FF

Manufacturer TRENDnet

Model Name TV-IP318PI

SN TV-IP318PI20170926AAWRE37164107

Hardwareld 38

Firmware Version V5.5.3 build 191123

5. Scroll down the widow to view or modify the device BRidress configuration.
IP info

) Static

Address Type .
P ® Dynamic

IPv4 Address [192.168.10.163 |

Subnet Mask [255.255.255.0

IPv4 Default Gateway |{EERELRN

Token
Time info

Date 2020-11-11

Time 23:47:34

6. After you have applied configuration changasoll to the bottom of the windev and

clickApply. A success mesga will appear if the configation changes were
successfully applied.

Note: After the configuration changdsave been successfully applied, the device will
appear in the list with thepdatedinformation.
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Changimg the ONVIF device administratoragsword
ONVIF > Device Aetfitication

After ONVIF compliant devices have bafiscovered and successfully autized, you
can change the ONVIF administrator password of the ONVIF comgdigices

1. Loginto youswitchY I Y I 3SY Sy (i Atcksay®uswitshSr&nagement page
onpage 1).

2. Click orONVIFand click orlPCDiscover

3. For the ONVIF devices that have been successfully authaetzeck the device in the
list and clickAccount

IPC Discover

IP Address
192.168.10.163 | 3C.8C.F8.DF.FF.FF| GE2 Auth

MAC Address PortID Status

B Device Name

IPC_GEO02

4. Underthe IP Camera Listection below, a list of the current user accounts of the
ONVIF device will be listed. To miydhe ONVIF administrator password, check the
device in the list with User Levadmin and clickedit.

Privilege

MAC Address
3C:8C:F8:DF-FF:FF

B Device Name Username Userlevel PortID

| IPC_GEO02 admin admin GE2

5. Scroll down to theeditUser Accant section and you can enter in the administrator
password settings in thegssword fields provided.

Note: Pleag note that the ONVIF user password typically requires eight characters for

accourts.

Username

Password

Confirm Password

User Level

6. After you have ggied configuration changes, scrtd the bottom of the window and
clickApply. A success message will appédhe configuration changes were
successfully applied.

Apply
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Creating new ONVIF users in the ONVIF device
ONVIF > Da&e Authentication

After ONVIF compliant devices have beiscovered and successfully authorized, you
create new ONVIF users to thosevites if supported.

1. LogintoyarswitchY I y I 3SY Sy (i Atdksay®usuitéhSr&nagement page
onpage 1).

2. Click orONVIFandclick onDevice Authentication

3. For the ONVIF devices that have been sssfully authorized, check the degim the
list and clickAccount

IPC Discover

PortID Status
GE2 Auth

IP Address
192.168.10.163 | 3C.:8CF8:DF.FF.FF

MAC Address

B Device Name

IPC_GEO02

4. Under thdP Camera Listection below, a listf the current user accoun of the
ONVIF device will betedd. To create a new ONVIF user for the device, check the device
in the listand clickAdd.

Privilege

MAC Address
3C:8C:F8:DF-FF:FF

B Device Name Username Userlevel PortID

O IPC_GE02 GE2

admin

admin

5. Scroll down tahe Add User Accounsection and enter the new accounser name
and password inte fields provided. For th&Jser Level, select Operator oréys

Note: Please note that the ONVIF user password typically requires digitstoters for
accounts.

S —

Username

Password

User Level

6. Afteryou have applied configuration changes, scroll to tbédm of the window and
click Apply. A success messagdl appear if the configuratiochanges were
successfully applied.

Apply
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Upgrade ONVIF device firmware
ONVIFE Device FW Upgrade

After ONVIF ampliant devices have been discovered and successfuthogzed, you
can upgrade tk firmware of the ONVIFaVice from the surveillance swit¢hterface.

1. Log into youswitchY | Y I 3SY Sy i Atcdksay®uswitéh B r&nagement page
onpage 1).

2. Click orONVIFand click orFW Upgrade

3. Depending on your wb browser at the topfor the Filename, clickBrowseor Choose
Fileand ravigate to the folder on your computevhere the unzipped firmware filtor
the ONVIF devicis located andelect it. Then clickApply to upload the firmwae fileto
the surveillane switch.

Filename empty

Filename I Choose File | No file chosen

Apply

4, After the firmwae file has been successfully uploaded, a success message will appear
indicating that the firmware file was sucssfully uploaded. ClidRone.

5. The firmware file name will now appear undereRme.

6.In the IP Camra List, check the device you wddike to upgrade with the previously
loaded firmware file, then clicklpgrade.

Note: If you have multiple devés of the same model that use the same firmware file,
you can upgrade multiple dees of thesame model by lzecking multiple devices in the
list before clicking Upgrade.

B PortiD Brand Model Firmware Version Status

GE2 |TRENDnet| TV-IP318PI | V5.5.3 build 191123 | stand by

The Status will change to uploading indicatihgt the firmware of the ONVIF deeids
upgrading.

If the firmware upgrade was successful, the Status will indidae upgrale was
successfl

Note: After the ONVIF devidws successfully upgraded firmware and reboots, you may
need to reauthorizethe ONVIF device again under DisegvelP Camera.
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E-map Management
ONVIF EMap Management

Thissection will allow users to upld images ofloorplanswhere IP camer&an be
placed on as vsual referenceo the IP cameras physical locations.

Uploading EMap Floorplan Images
ONVIFE EMap Management Image Upload

1. Log into youswitchY | Y I 3SY Sy (i Atcdksay®uswiiéh S r&nagement page
onpage 1).

2. Click orONVIFE click onE-Map Managenent, and click orimageUpload

3. ClickAddto upload a newfloor plan imageClickBrowseor ChooseFileand navigate
to the location of thefloorplan image to upload from your local dristeen clickApply
to start the upload.

Image Upload

B Name Bind Num

0 results found.

Image Upload Add

Filename Choose File | No file chosen
Apply

Note: Images are automatically scaled when uploaded. The image formats are JPG and PNG.
Maximum file size for images is 1.5MB. The recommended resolution for images is 1024 x 768 pixels.

4. The filename of the image will be displag after it has been successfully uploaded.

BindingE-Map Images with Location Name
ONVIE EMap Management ImageSetings
This section will allow users to selogation to a specific map image.

1.Log into youswitchY | y I 3SY Sy i Atdksay®uswitéh S rdnagement page
onpage 1).

2. Click orONVIE click onEEMap Managenent, and click orimageSettings

3. Séectan entry and clicledit

1 Location Nane: Entera location namdor the image.
1 Map Image:Click the dropdown list to select amploaded floorpan image to
assign. Clickpply.

Image Setting

1 empty

|:| 2 empty

O 3 empty

O 4 empty
Edit

Image Setting Edit

Entry 1

Location name | Office |

Map Image | office-floorplansample.jpg V|
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4. The location name araksignedloorplan image filename will appear in the entry.

Image Setting

B Entry Location name Map Image

| Office office-floorplansample jpg

empty

1
2
3 empty
4

empty

Edit

EMap View
ONVIE EMap Management EMap View

This sectiomwill allow users tglace IP camerasnto the uploaded image floorplans for
visual referenceo IP camera installed locations.

1.Log inb yourswitchY | y I 3SY Sy i Atdksay®uswitéh S rdnagement page
onpage 1).

2. Click orONVIE click onEEMap Managenent, and click ore=Map View.

3. Review the settings.

1 Location The dropdown list will ontain a list of uploaded image ftoplans
that have been uploaded and alrealdinded to a location name.

1 Map ScaleScding adjustment forreference to the physical afbjects in the
uploadedfloorplanimage.

IP Cameras will be available in the left ©i2éhe emap.Ushg your nouse, drag and
drop the IP cameras to the locationa the floomplan image foreference to the phgical
locations. Clickpply.

Note: ClickingRe®t will reset thee-map to default and remove all IP camefeom the
floorplanmowved back tahe top left of thee-map.

Express View

Location Map scale NI

cl

IPC_GE02

1p acioress 1182.165.10.163
max :3C BC FBOF FRFF
port 2

— 1 |
PLEROOM EXECUTIVE OFFICE 2y

4. After completing your configuration changes, cigiply.

Apply

5. Clek Savein the top leftmenuto save configuation to NVRAM.

._: | Save
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Tools

The tools menu will allow users tew firmware information, upgrade andalokup
switch firmware, bakupandrestore switch configuration, rebopaind reset switch to
factory defaults.

View Firmware Infrmation
Tods > Firmware Information

1. Log into youswitchY I Y I 3SY Sy (i AtcksI&irswitshSr&hagemet page
on pagell).

2.In the top left mau, clickon Toolsand clickon Firmware hformation.

|“_ Standard Mode

Firmware Information

= TPE-3012LS| Firmware Upgrade & Backup 3
= PoE Schedul{Configuration Restore & Backup »
i Time Reset

. Reboot System

" ¥ PD Alive Check Update Time
= ONVIF

Firmware Information

Version 1.01.28

Size(Byte)

8168864

Oct 14 2020 - 11:16:11

Update Time

Firmware Upgrade and Backu
Tods >Firmware Ygrade& Backuy

1. Log into youswitchY I Yy I 3SY Sy (i AtcksdyduswitshSr&hagemet page
onpagell).

2.In the top left meau, clickon Toolsand clickon FirmwareUpgrade& Backup
1 Upgrace from HTTP/TFT@Thissection will allow you to upgrade the switch
firmware by HTTP or TFTP protocwthods.

1 Backup from HTTH/FTR Thissection will allow you tdackup he switch
firmware by HTTP or TFTP protocol nueth.

|_ Standard Mode

Firmware Information

- = TPE-3012LS| Firmware Upgrade & Backup >

" & PoE Schedul{Configuration Restore & Backup »
®- @ Time Reset

1 Surveillance Reboot System

..... 2 Mail Alert Size(Byte)
- =1 PD Alive Check Update Time
B ONVIF

HTTP

Firmware operabns

Action A Upgrade: Upgrade firmware from remote host to DUT.

A Backup: Backup firmware agefrom DUT to remote host.
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Firmware upgrade / backup method. Specify TFTP server address type
Method A TFTP: Using TFTP to upgrade/backup firmware. Address Type A Hostname: Use domain name as server address
A HTTP: Using WEB browser to upgrade/backup firmware. A 1Pv4: Use IPV4 as server addres

Q

Server Addres Specify TFTP server address.

Use browser to upgrade firmware, you should select firmware

Filerame image file on youhost PC.

Fiename Firmware image file name on remote TFTP server

Firmware Upgrade/Backup

rmiere TheracerBackup
Action
@ Backup
O Upgrade
@® Backup
Q TFTP
® HTTP

® TFTP
Method
-
: Choose File | No file chosen

S & IPv4

Address Type
® IPv6

jai seoverraores: | I

Firmware operations

Action A Upgrade: Upgrade firmware from remote host to DUT| Apply

A Backup: Backup firmware image from DUT to remote

Firmware upgrade / backup method
Method A TFTP: Using TFTPujmgrade/backup firmware.

A HTTP: Using WEB browser to upgrade/backup firmwg
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Backup/Restore switch Configuration Confi gu ration Resto I'Ef Backu p

Tools >Confguration Backu@® Resbre
1. Log into youswitchY I Y I 3 S Y Sy (i AtcksSy®uswitsh&r&nagemet page
onpagell). ) O Upgrade
Adtion ® Backup
2.1n the top left meu, clickon Toolsand clickon Configuration Backup & Restore
1 Restorefrom HTTP/TFTP Thissection will allow you teestorethe switch
configurationby HTTP or TFTP protocol mexis. O Running Configuration

f  Backup from HTTAIFTR Thissecton will allow you tdackup he switch Configuration ® Startup Configuration

. - @® RAM Log
configurationby HTTP or TFTP protocol medis. ® Flash Log

HTTP | Choose File | No file chosen

om  oeeipien ] heoy

Configuraion operations

TFTP

A Backup: Backup firmware image from DUT to remote hd - - -
Configuration operabns
Configuration upgrade / backup method
Action A Upgrade: Upgrade firmware from remote host to DUT
Method A TFTP: Using TFTP to upgrade/backup firmware

A Backup: Backup firmware image from DUTdmote host

A HTTP: Using WEB browsemagrade/backup firnvare

- - Configuraton upgrade / backup method
Configuration types

Method
) ) ) ) A TFTP: Using TFTP to upgrade/backup firmware
) ) A Running Configuration: Merge to current running
Configuration configuration file L :
Configuration types
A Startup Configuation: Replace startup configuration file ) _ _ )
] ) A Running Configuration: Merge to current running
o Confguration

Use b de confi . hould sel configuration file
Filename se browser to upgide configuration, you should select

configuration file on your host PC. A Startup Configuration: Regde startup configuration file

Qo
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Specify TFTP server addrégse

Address Type A Hostname: Use domain name as server address
A IPv4: Use IPV4 as senatdress

Server Specify TFTP server address address

Address

Filename File name saved on remote TFTP server

Configuration Restore/Backup

) O Upgrade
O TFTP

Running Configuration
. _ Startup Configuration
Configuration
9 RAM Log
Flash Log

Hostname
Address Type IPv4
IPv6

(o | —

Apply

Reset switch to factory default

Tools >Reset

1. Log into youswitchY I y' I 3 S Y Sy (i AtcbsS®uswitéhSrdhagemaet page
on pagell).

2.In the top left meawu, clickon Toolsand clickon Reset

Note: Clicking Restore Factory Default will reséswitch configuration settings to
factory defaults.

Reset

The Switch will be reset to its factory defaults including IP address.
Restore Factory Default

Reboot switch

Tools >Reboot

1. Log into youswitchY I Yy I 3SY Sy i Atcksd®uswitéhSrdhagemet page
on pagell).

2.In the top left mau, clickon Toolsand clickon Reboot.

Note: Any configuratiorchange thatnot been save to NRAM using th
button will belost after a switch reboot.

Reboot

Reboot the system and unsaved changes in the configuration will be lost.

Reboot
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Standard ModeWeb Interface

Status

View your svitch systeminformation

Status >Systemnformation

You maywant to check thegyeneralsystem information offour switchsuch adirmware
version, boot loader informationsystem time/dée, MAC addressystem uptime
administration information, IPv4 informatiorThis section explairfsow to assigra
name location,and contact information for the switch. Thigémmation helps in

identifying each specific switch among other switcheshimdame local area network.

Enteringthis information is optional.

1. Log into youswitchmanagens y (i  LJ A&es®ydBvBtchanagemet page
onpagell).

2. Click orstatusand click orSystem Infemation.

System Information

9 Model ¢ Displayghe model name of the switch.

9 System Name Displays the currdly assigned stem name.

9 SystemLocationg Displays the currently assigned srstlocation

9 System Contact Displays the currently assigned system contact.

Note: Clickingeditat the top willallow you to modify the System Name, Location,

and Contact irdrmation.

System Information

Model TPE-3018L5
System Name Switch

System Location Default

System Contact Default

Loader Version

Loader Date

Firmware Date

1 MACAddress Displag theswitch system MAC address.

1 IPv4 Addressg Displays the currenv4 address assigned to yoawitch.

1 SystemUptime ¢ The duration yourswitchhas been runimg continuously
without a restart/power cycle (hard or sofeboot) or reset.

1 Current Timeg Displays the current system time and date seagsrof the switch.

MAC Address 3C:8C:F8:F9:D0:57

IPv4 Address 192.168.10.200

System Uptime

0 day, 1 hr, 55 min and 17 sec

Current Time 2000-01-01 01:55:17 UTC-8

9 Loader Versiorg The current boot loader version your gh is running.

9 Loader Dateg The arrent boot loader version date your switch is running.

9 Firmware Version- Thecurrent softwareor firmware version your switch is
running.

91 Frmware Datec The current software or firmware version date your switch is
running.

2.1.3.46351

Mar 18 2020 - 20:49:44

Firmware Version 1.01.25

Mar 18 2020 - 20:50:25
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1 Telnet- Displays the cuent state of Telnet management access to the switch.

1 SSH; Digplays the currat state of SSH mnagement access to the switch.

1 HTTR;, Displayghe current state of HTTP management access to the switch. By
default, HTTP mmagement access is enabled.

1 HTTPS Displays the current state of HTTPS management accese tvitch.

1 SNMPg¢ Displays the curret state of SNMP management access to the switch

Telnet Disabled

Disabled

Enabled

Disabled

Disabled

9 Consuming Poweg Displays the current POE power consumption utilizedPbig
devices connected to the switch

Consuming Power 15

View your switch logging messages
Status >Logging Messge

You may wanto check your swich logging messages for switch troubleshootimg
verification on functionality.

1. Log into youswitchmanagement pagei( S Sccess youswitchmanagement page
onpage 1).

2. Cick onStatusand clck onLogghg Message
3. Review the settings.

1 Viewingc¢ Click the dropdown list to view logging messages in RAM or Flash
memory.

1 Showing¢ Click the dropdown list toselect how log entries tbe displayed per
page.
Note: You carsearch the logimg messages byédyword using the field below.

Logging Message Table

Viewing
Showing entries showing 1 to 25 of 25 entries O I

Log ID Time Severity Description

Jan 01 2000 01:49:45 notice New http connection for user admin, source 192.168.10.135 ACCEPTED

1
2 Jan 01 2000 01:32:40 notice New http connection for user admin, source 192.168.10.135 ACCEPTED
3

Jan 01 2000 00:01:17 notice GigabitEthernet8 link up
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View yourswitch port status information 1 Error Disabled;Pats or link aggregation groupsan be configured to enter an
Status > Port > Statistics error disabled site based on an gent such as a loop, broadcast flood,
multicastflood, etc. In error disabled state,timer will be assigned tihe port
or link aggregation in which will not pass traffiuntil the timer has reached.0
The reason the pt was set to a error disabledstate will also be displayed.
Once the issue dhe event has been resolved, the port calso be manually
taken our of eror disabled state in this section tarfiction normally.

You may want to @w port statistics information, ermodisabled state, obandwidth
utilization information per port

1. Log intoyourswitchmanad Y Sy (i LJ-A8c8ss yoastishmanagement page
on page 1).

Error Disabled Table

2. Click orStatusandclick onPort.

Reason Time Left (sec)

3. Review the sttings.

9 Statisticsg This section displays the statistics draime type couters for each
switch port interface. Click the dregown list toselect which switch port to
view the current statistics, (ex: GE10 means @itgathernet port number 10)
You ca filter which statistics to view by selectiddl, Interface,Etherlike,
RMON TheRefresh Rat option allows you to select the interval thtte
statistical data is updated. Cli€kearto clear all statistics and resthe
counters.

[}
m
—

All
Interface
Etherlike
RMON

MIB Counter

None
5 sec
10 sec
30 sec

Refresh Rate

eCe® #9890

Clear

Interface

ifInOctets
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Bandwidth Utilizationg This section diplays the cuent transmit andreceive

bandwidth utilization per port by perceage in graphical format. THeefresh [~ [1000mbps][10ombps]  |Link Dow
Rateoption allows you to select #hinterval that the bandwidth utilizatin data

is updated.

[ 1000Nepsl_[100Mops| _Link Dowr

20% 30%: 40% 50%: 60% T0% B0% 80% 100%
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View link aggregation status
Status > Link ggregéion

You my want to check the link aggregation status. Taiele will disable the link
aggregation groups, type, lidtatus, and actie/inactive port members.

Link Aggregation Table

Q I

Name Link Status Active Member Inactive Member

Viewthe MAC address table
Status > MAC Address Table

You may wantd check the MA@ddress tablefor reference to the client devices
connected to pur switch and their MAC addreskePlease note that the einy labeled
CPUMype: Managementdisplays theswitchMAC address information.

MAC Address Table

Showing entries

VLAN MAC Address Type

Showing 1 to 9 of 9 entries

Management
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

Dynamic
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Net—\Nork |Pv4 Address
The network section Ews you to cofigureyour switd IPv4 and IPv6 address, default :
. " . . . O Static

gateway, and DH server settings. Additionally, you can configuredage/time settings Address Type T
andidle timeout settings.

1P Address
Set yourlPv4 settings Subnet Mask
Network > IP Address Default Gateway
This section allows you to chge your switcHPv4address sdings. Typically, the IP
address settings shoulte changed to match your existing network subnet idesrto DNS Server 1
access the swih management page on your network DNS Server 2

DefaultSwitchlPv4 Address: 192.168.10.200

) 4. ClickApply.
DefaultSwitch IPv&ubnet Mask255.255255.0

| Apply |

1.Log into youswitchY I Yy I 3SY Sy i AtcksS®uswitshEr&agément page
on pagell).

5.1In the top right, tick Sawe to save the configuration settinde N\V\RAM/startup

configuration.
2. Click orlNetwork and clickon IP Address. J

Gigabit PoE+ Smart Surveillance Switch
3. Review the settingd/hen you have completemaking changs clck Applyto save TPE-3018LS
the settings. Save Logout Reboot

1 Address TypeSelectStaticto manually specify your IP address settings or
Dynamicto allow your switcho obtain IP address settings autatically from a
DHCP server on your network.

Surveillance Mode

1 IPAddress Enterthe newswitchIP addess. (e.g 192.168.20@00) 6. ClickOK

1 Subnet MaskEnter the newswitch subnet mask. (e.@55.255.255.p ) i ) i

1 Default GatewayEnter the default geeway IP address. (e.g. 192.168.206r Save running configuration to startup configuration. Do you want
typically your router/gateway to the Internet). L

1 DNS Servet: Enter the pimary IPvA DNS erver address.
1 DNS Server Enter the secondariPvi DNS server address.

o]
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Set yaur IPv6settings
Network > IP Adress

Internet Protocol version 6 (IPv6) is amiP protocol designed to replace IP version 4
(IPv4). The IPv6 address protd meets the current requirements aew applications
and the never ending growth of the Internéthe IPv6 addiss spae makes me
addresses available but it must lag@proachedwith careful planning. Successful
deployment of IPv6 can be achieved withsting IPv4 infrastructures. With gper
planning and design, the transition between IP versiomd @ is possilel today as well.

Use helPv6 System Settingsage to configurghe IPv6 network interface, which is the
logical interface used fdn-band @nnectivity with the svitch via allof the switch's
front-panel ports. The configuration parametessociated wh the switch's ndwork
interface do not affect the configuratioof the front-panel ports through which traffic is
switched or routed.

1. Lognto yourswitchmanagement page & SAcdess youswitchmanagement pagé
on pagell).

2. Clickon Network and click oriP Address

3. Review the settingsWhen you have completed making changes, dipglyto save
the settings.

1 Autoconfiguration: By default, the switch is set to obtain IPv6 address settings

automatically Ya aubconfiguraton. Uncheck this option if you would like to
assign static IPv6 address settings.

1 DHCPv&lient: Check this option to sehe switch to obtain IPv6 address
settings automatically from the DHCPv6 server on your netwbréteck this
option if you would lile to assign static IPv6 address settings.

1 IPv6Addresslf statically assigning IPv6 address settings, enter the IPv6 address

in the field provided.

Prefix Lengh: Enter the prefix length (€.28) in the field provided.
IPv6Gateway:Enterthe IPv6 defaulgateway address.

DNS Server Enter the primay IPv6 DNS server address.

DNS Server Enter the secondary IPv6 DNS seiagdress.

=A =4 =4 =

IPv6 Address

Auto Configuration ¥ Enable

B Enable

I
DN (0 - :20)

DHCPvé6 Client

IPv6 Address

Prefix Length

IPv6 Gateway
DNS Server 1

DNS Server 2

1 Operational StatusThissection displays theurrent IPv4/IPv6 status
information.

o IPv AddressDisgays te currenty assigned IPv4 address.

o |IPv4 Default Gatewaybisplays the currently assigned IPv4 default
gateway address.

IPv6Address:Displays the currently assigned IPadidress.

IPv6 Default GatewayDisplays the currently assignéelvé default
gaewayaddress.

0 Link Local Addres4A linklocal address is af\I6 unicast address that
can be automatically configured on any interface gdime linklocal
prefix FE80::/10 (11 1110 10) and the interface identifier in the
modified EU64 format. Linkocaladdresses i@ used in the neighbor
discovery protocol anthe stateless autoconfiguration process. Nodes
on a local link can use lid&cal addresses to communicate; thedes
do not need globally unique addresses to communicate. tewvéces
must nd forward packetghat have linklocal source or destination
addresses to other links.
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4. ClickApply.

| Apply |

5. In the top right, cliclSaveto save the configuration settings N\VV\RAM/startup
configuration.
Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

3
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Set the switch dateand time
Network> System Time

1. Log into youswitchmanagemei  LJI 3 @ccessiyBu8witchmanagenent page

onpage 1).

2. Click orNetwork andclick onSystem Time

3. Review the setting<lck Applyto sawe charges.
1 Time Dnec¢ Click thedrop-down list to select your the zone.

1 Sourceg Select the source where you would like the switch to obtamdate
time settings.

O SNTP

Source ® From Computer
® Manual Time

o From Compter: This option will copy the time and date settings from
your computer.

0 Manual Tme: This opion will allow you to manually set the date and
time settings of the switch. If selecting this option, under the Manual
Timesection, enter the date and time &ings in the fields provided.

Note: The time settings is spéied in 24hourformat.
Manual Time

Date 2020-09-30 YYYY-MM-DD

Time 14:11:20 HH:MM:5S8

0 SNTPSimple Nework Time Protocol)Select this optia to configure
the switch to obtain date and time settings from an externdilr®
server.

A If SNTP is selected, tenthe Server Addressnd Server Port
of the external SNTP sar to obtain he dake and time
settings.ClickApply to save the settings.

Note: If the SNTP server is located on the Internet, please
make sure to configaryour IP address settings, IP addre

default gateway accordingly to ensure your switch can access

the Internet.If corfiguring ahostname/dmain address,
please make sure to cfigure your DNS server address
settings accordingly to ensure your switch cesolve
hostdomain names to IP addsses.

SNTP

® Hostname

Address Type = e

Server Address

Server Port (1 - 65535, default 123)

1 Daylight Saving Time Configure the specific dayligsavings timesettings
accordng to your region.

Daylight Saving Time

@® None

® Recurring

® Non-recurring
O UsA

@® Europe

T i~ (1 - 1440, default 60)

From: Day [ERGERE Week Month Time —
To: Day SRR Week Month Time —
From: I ~-+v-00 [ -
To: I o0 [

1 Operational Status; Disphys the current date and time settings configured on
the device.

Recurring

Non-recurring

Operational Status

Current Time

2000-01-01 00:20:15 UTC-8

4. ClickApply.

| Apply |

© Copyright 20 TRENDnet. All RighReserved.

45



TRB5Yy S0 | 38 NNa DdzA R

TPE3012LS / TRBO18LS

5. In the top right, cliclSaveto save the configuration sengs to NVRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Surveillance Mode

6. ClckOK

Save running configuration to startup configuration. Do you want

to continue?

3

Set the web management idle timeout
Network > Tmeout Settings

The web management idle timeout settingsaimount allowed ik when logged into the
web managemeninterface. When the idle timer is reached, you will automaltic be
loggedout of the web management interface.

1. Log into youswitchmant 3SY Sy (i  LAccasS yous@itShdnanagement page
onpage 1).

2. Cick onNetwork and click ornTimeout Settings

3. Enter the idé time intervalin the Web IdleTimeoutfield in minutes, then clicRpply.

Timeout Settings

Web Idle Timeout Min. (3-60)

4. ClickApply.

. Apply |

5. In the top right, clicaveto save the configurationeitings to NVRAM/startup
configuraton.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

E3
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The port section will allow you toonfigure theswitchenable/disable state, speed,
duplex, flow control, and julmo frame settingsAdditionally, this section will also allow
you to enable/dsable long PoE configuration on &éagwort, configure error disabled
state, link aggregation settiys and power sangsmode.

Corfigure your switch ports and view port status
Pat > Port Setting

This section allows you to configure the physical port peaters such as speed, duplex,
flow control, and port description. This section also reports theent link statis of
each port aml negotiated speed/duplex.

1. Log into youswitch management pad S 6A&c®@sS yo@iswitchmanagement page

on page 1).

2. Click orPortand clickPort Setting

3. In the left calmn, check theort or ports youwould like to configureand clickEdit at
the bottom of the pageYou can configure a single port or multiple ports. Statkdates
whether the port is disablé or enabled and Link Status Up or Down will indicate
whether a not the portis comected or dsconnected.

Port Setting Table

Q

B Entry Port | Type Description State | Link Status Speed Duplex

GE1  1000M Copper Enabled Up Auto (100M)  Auto (Full)
GE2  1000M Copper Enabled Auto Auto
3 GE3  1000M Copper Enabled Auto Auto

1000M Copper Enabled Auto Auto

4. Review the settings belowhen clickApply to save the configuration changes.
Edit Port Setting

Port GE1-GE3

Description

State Enable

Auto ® 10M
Auto - 10M ® 100M
Auto - 100M ® 1000M
Auto - 1000M

Auto - 10M/100M

Full
Half

Duplex

Auto
Enable
Disable

Flow Control

.
(o]
[ ]
[
[
[ ]
O Auto
[
[
[
[ ]
(o]

 Apply Close
1 Port¢ List the port mmber or range of ports to be contiged. GE stands for
Gigabit Ethernet followed by the port numbe

1 Description¢ Enter a commentor description texto more easily identify the
device or network connected to the specified port or ports. (Optional)

i Stateg Checking this option enables tipert, unchecking this option disables
the port.

1 Speedq Selectthe speed confjuration for theport. Selecting Aut will set the
port to auto-negotiate 10Mbps/100Mbps/1000Mbps. Selecting AgthO0M
will auto-negotiate hie speed but can only link at a maxim speed of
100Mbps or below 10Mbps. If you would like to setpecific spes without
auto-negotiation, select @M, 100M or 1000M to lock darn the port speed.

1 Duplexg Select the duplex configuration for the port. &eting Auto will set
the port to aub-negotiate the duplex. If you would like to set a specificldup
setting ona spedic port o ports, select Fubr Half.
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1 Flow Controlg Seéct the flow control configuration of the port. Selecting Auto
will automatially enable or disable flow controh the specific depending on
the flow control setting on the dter side of thdink. If you woud like to set a
specific flow control settingof the port or ports, select Enable or Disable.

Note: When selecting #ode setting, the following points apply:

0 When a twistegpair port is set to AutdNegotiation, theend rode should
alsobe sé to Auto-Negotiation toprevent a duplex mode mismatch.

o0 Aswitch port usingAuto-Negotiation defaults to halfluplex if it detects
that the end node is not using Aubdegptiation. Thiscan result in a
mismatch if the end node is oing ata fixed dupkex mode ofull-duplex.
To avoid thisproblem when connectg an end node with a fixetlplex
mode of fullduplex to a switch port, difde Auto-Negotiation on the port
anda S (1 KS laigl Niplexdmode IniSnSaiy.

0 The only validetting for theSFP prts is Aub-Negotiation.

4. ClickApply.

| Apply |

5. In the topright, clickSaveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

=

Enablelong-range POE mode on PoE ports
Port >Long Range Mode

This ction allows gu to enable or dsable longrange PoE feature on the switch POE+
ports to extend the PoE+ power across the Ethernet cable up to 656 ft. 200
PoE+ range will be extendedwever, the link speed will be limited to only 10Mbps.

1. Lognto yourswitch management paged a A\&essiyouiswitchmanagement page
onpage 1).

2. Click orPortand clickuong Range Mode

3. In the table, ctik the dropdown list underStatenext to the port number (exGE1
Gigabit Etlernet Port 1) andselectEnableto enable longrange PoOE mode fahe
PoE+ port.

Long Range Mode Table

Enable long range mode will double the cabling distance but reduce the speed to 10Mbps.

Port State

Disable ~

isable
isable

Disable ~

4. ClickApply.

. Apply |

5. In the top right, clicaveto sawe the configuration settings to NRAM/startup
configuration.
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Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Surveillance Mode |

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

[lox |

Configure Error Babledport state
Pat > ErrorDisabled

UDLD-/ KSO1l GKA&a 2LBENRKA&RO I SAREDRINIG S
configuration. UDD must be configured under the Diagnostics > DBéction.
SelfLoop-/ KSO]1 GKA& 2LIiA2y (2 adteNBhaaiSaNd d
loop detected on he switch.

Broadcast Flood Check thi® LJG A 2y (2 NIi RA A H §8 R § NNE
there a broadcast flood detected on the switch. Addital configuration for
broadcast flood prevention can also be configured unithe Security > Storm
Control sectn.

Unknown Multicast Flood Check thi® LJG A 2 Y { 22 NI NRAAZaTEoND &
state for the Unknown Multicast Flood configuration. UnknowruMcast Flood
must be configured under Multicast > General. Additional gurétion for
broadcast flood prevemdn can also be configured under the 8ety > Storm
Control €ction.

UnicastFlood-Checkth & 2 LJiA 2y (2 G NR 33 SiNtheteS NI
is a unicast flood detected on the switghdditional configuratiorfor broadcast
flgod prevention caralso be configured under the Securitgtorm Control

This section will allow you to trigged2 NIia (2 Sy GSNJ G9ONNBNI 5Aal 0f SRfonatlb S 08 O2yRAUA2Y A
or events configured irhie switch.When switch ports have énSNBR 6 9 NNE NJ 5 A & Iy 0 Ack-Roheck tis opontotrigd SNJ ¢ SNNB NJ RA A 60 SRE LI

state, they will no loger pass traffito prevent undsiredtraffic to reach the rest of the
network until the end of lhe configured recovery interval is reached. Once the recovery

interval is reghed and the triggered event is rdged, the switch port will return to
normal operation.

1. Lognto yourswitch management paged a &essiyouiswitchmanagement page

on page 1).

2. Click orPort and clickEror Disabled

3. Review the settingg When you have completed making changeskdipplyto save

the settings.
1 Recovey Interval Enter the duration in seconds that the portligtay in

GSNNBNJ RAaloft SRE aidl S ¢ KSyerylingrvads @Sy G
has expired, the port il return to normal operation until aevent is triggered

on the port.

 BPDU @ardqCheckthi2 LJGA2Y (G2 GNAIISNI ©3INNR NI RA AL
BPDU guard configuration. BPDU guard must be configured under thaiBgan

Tree > Port Setting section.

configuration. ACL must be configured under the ACL section.

Port Securit Cheq G KA & 2LIIA2Y df2S RaNAIFIANINI &
Port Security enfiguration. Port Seaity must be cafigured under the

Security > Port Security section.

DHCP Ratemit-/ KSO]l GKA& 2LJiA2y (G2 GNR3I3S
the DHCP &e Limit configuration. DHCP Ratmit must be configured under
the Secutly > DHCP Snooping >oPerty section.

ARP Rte Limit-/ KSO1 GKA& 2LIIA2Yy (ctstiedr Bad S 1
ARP Rate Limit configuration. ARP Rate Limit must be aoadiginder the
Security > IP Sourcguard > Port Setting section.

GNAIISNBRO® ! FGSNI GKS NBO20O

0of SRé LIR2NI adlrasS 7
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Configure Trunk/Link Aggregation settings

Recovery Interval Sec (30 - 86400) Port >Link Aggregation

The trunking fundbn enables the cascading of two more ports fora combineddrger
BPDU Guard Enable total bandwidth. Up to8 trunk groups may be created. Add a trunking Naane select
UDLD Enable the ports to be trunked together, and click Apply to activate siedectedtrunking groups.
Self Loop Enable Important Note: Do not connect theables of a port trunk to the portsidghe switch

until you have corifured the ports on both the switch and the ematles. Connecting
Broadcast Flood Enable the cables prior to configuring the ports car@ate loopsn your network topology.
Unknown Multicast Flood Enable Loops camesult in broadcasstormswhich can severely limited the effae bandwidth

of you network.

Unicast Flood Enable

ACL Enable

1. Log into youswitchY I y I 3SY Sy i AtcksIy®uswitshSr&nagement page
Enable onpage 11)

Port Security

DHCP Rate Limit Enable

2. Click orPort, click o Link Aggregationand cick onGroup.

ARP Rate Limit Enable

3. Review the settingd-or each truk growp, clickApply to save changes.

_ : 1 Load Balance Algorithm Yau can select either MAC Address otMRC
Apol | Address algorithms. The load balaralgorithms must be configured toatth
pply : -
(TR O on both sides ofink aggregation link group.

4. ClickApply.

5. In thetop right, clik Saveto save tle configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

E3
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Select d.ink Aggregatio Groip or LAG taonfigure and clickEdit ClickApplyto save Under Link Aggregatbn and Port Setting allows you to enable or dible the LAG,
the changes. configured the speed, duplex, and flow control of the LAG.cBéte LAG group in the
list and clck Edit. ClickApplyto save the changes.

Name Type Link Status LAG Type Description State Link Status Speed Duplex Flow Control

LAG 1 eth1000M test Enabled Down Auto Auto Disabled

LAG 2 Enabled Down Auto Auto Disabled

LAG 3 Enabled Down Auto Auto Disabled
Enabled Down Auto Auto Disabled
Enabled Down Auto Auto Disabled
Enabled Down Auto Auto Disabled

Enabled Down Auto Auto Disabled

EEEEEENEN-< g

Enabled Down Auto Auto Disabled

® & & 8 & & & O

Edit Port Setting

Port LAG1

Description fest__|

Namec Enter a name or description to identify the LAG. (op&b

Typec Select the LAG type, $iaor 802.3addynamic LACP.

Member ¢ In the Available Port coinn, select theportsto add tothe LAG and
click the > add the ports to the ®eted Ports list. You can select multiple ports
at the same time by holdindhe Ctrl or Shift key. You can remq@rts by
seleding the ports in the Selected Port list anccklng < .

<

State Enable

Auto ® 10M
Auto - 10M ® 100M
Auto - 100M @ 1000M
Auto - 1000M

Auto - 10M/100M

=A =4 =4

Speed

Edit Link Aggregation Group Auto

Enable
Disable

1 Flow Control

O Static
@ LACP

of N BN N N N Ne

Available Port Selected Port
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If you are ugg 802.3ad dyamic IACP, you aathe port priority and timeout settings
underLink Aggregatiorand LACPSelect the port or ports to configure and cligdi to
modify the configuration.

Port Priority Timeout

Edit LACP Port Setting

Port GE2-GE3

Port Priority (1 - 65535, default 1)

O Long

Timeout
® Short

4. ClickApply.

| Apply |

5. In the top right, cliclsaveto save theconfiguration gttings to NVRAMstartup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

E3

Canfigure port power savings
Port > EEE

The IEEE 802.3az standard defines raaidms and protocolmtended to redice the
energy consumption of network links during periodsaf lutilization,by transitioning
interfaces into a lowpower state without interupting the network connection. The
transmitted and received sides should lEEEE802.3az EEE campde. By defalt the
switch disabled the IEEE 802.3az EEE function. Useesiahle thiséaturevia the
IEEE802.3az EEE setting page.

1. Loginto youswitchY I y I 3SY Sy i AtcksIy®uswitéhSrdhagement pges
on page 1).

2. Click orPortandclick onEEE

3. Check the port or mtiple ports toconfigure EEE poer savings and clidkdit

State Operational Status
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled

(Y= I~ = R Y~ RN ¥ (R - % B N R

Disabled Disabled

=
(=}

Disabled Disabled

-
[

Disabled Disabled

-
N

Disabled Disabled
Disabled Disabled

—
w

(=
iy

Disabled Disabled

-
[5]

Disabled Disabled

-
[

Disabled Disabled

-
~

Disabled Disabled

H EEEEEEEEEENEERER - EHBER 5

=
[==]

Disabled Disabled
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4. In the Edit EEE&etting, checlEnableto enable EEE power savings on the port or
multiple pats.

Edit EEE Setting

Port GE3

State B Enable

5. ClickApply.

| Apply |

6. In thetop right, clickSaveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode

7. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

E3

Enable jumbo frame support
Pat > Jumbo Frame

Enabling jumbo frame support will allow your switch to samd receive frames larger
than the ¢andard size (Up to 10KB size max.).

1. Log into youswitchmanagement pagé a \&cesé youswitchmanagement pagé
onpage 1).

2. Click orPort andclick onJumbo Frame.

3. Check theEnableoption to enable junbo frame support and enter the max. frame
size in the field pyvided in bytes

+ Enable

1518 Byte (1518 - 10000, default 1518)

Jumbo Frame

4. ClickApply.

. Apply |

5. In the top right, clicaveto save he configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

(o]
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ONVIF

This section will allow yowtconfigure the ONVIF features available on the switch such

asONVIF device scovey and authaeization. Apply configuration settings to ONVIF
compliant IP cameras such as IP address settings, changinvgopdsscreatausers, and
firmware upgrades. The stgh is capable of discovering and applying configuration
settings to ONVIF copliart devices onnected to the same IP address subnet. The
Suneillance Mode User Interface may provide more grapHizesed dols in moniteing
your devices and applying cogdiration settings.

Discovering and authorizing ONVIF complialgvices
ONVIF Disovery > IRCamera

After the surveillance switch has discosd the ONVIF compliant device, the devices
must be authorizedvith the survéllance switch to apply configuratiochanges to the
ONVIF devices.

1. Log into youswitchmanagens y i  LJ A&es®ydBvBtchanagemet page
onpagell).

2. Click orONVIE click onDiscovery and click onP CameraThe will list will displag
list of the discovered ONVIF compliant IP cameras foundbannyetwork. Tle listwill
alsodisplay the IP address, MAC address, and patdbvice is connected. If the
device or devices areonnected to another swith in your network, the list will dplay
the connected port as the uplink port from your surveite switch to gur nework.

IP Camera List

Showing entries

Showing 1 to 3 of 3 entries

Q I

Device Name IP Address MAC Address Status

IPC_GE17 192.168.10.109 unAuth

IPC_GEO1 192.168.10.110 unAuth

IPC_GE13 192.168.10.161 unAuth

[(Edt | [ Adh |

3. Before the surveillance switch can apply aogfiguration settings to your ONVIF
compliant IP camras, you must authorizy entering the ONVIF administrator
credentials for each device.

Note: The IP camera administrataser name and gsswod must be onfigured on
the IP cameras first before theyrche used with the surveillance switch. Some IP
cameaas may not have configation options specific to ONVIF buoay still comply
with ONVIF. In this case, the IP camera mansyg access useameand passwad
may be the same as the ONVIF administrat@ruame and password.

4. To authorize an ONVIF colmapt IP camera, check¢hP camera in the list and click
Auth.

IP Camera List

Showing entries

Showing 1 to 3 of 3 entries

O I
] Device Name IP Address MAC Address Status

v IPC_GE17 192.168.10.109 unAuth

n IPC_GEO1 192.168.10.110 unAuth

| IPC_GE13 192.168.10.161 unAuth

| Edit |

5. Under the IPC Authorization section, enter the ONMIRinistratoruser rame and
password in the fields provided and cliéfpply. Asuccess message will appear
indicating that the IPamera has been successjuauthorized. Under the Status
column next to the device, the status will change from unAuth tohAu

Note: If you areunable tosuccessfully authorize the IP camera, pleasélocheck
your ONVIF administrator credentials. Yoaun also try to reboot th IP camera.

IPC authorization

Device Name IPC_GE17

Username

Device Name IP Address MAC Address Status

192.168.10.109 Auth
IPC_GEO1 192.168.10.110 unAuth

n
| IPC_GE17
|
|

IPC_GE13 192.168.10.161 unAuth
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Applying IP addrss settings to ONVIF authorized devices
ONVIF > Discovery >GBmera

After ONVIF ompliant devices have been discovered and successfullyaiztd, you
can apply IP address configuration seg$ to these devices frothe surveillance switch
interface.

1. Log into youswitchY | Y I 3SY Sy (i AtdksayduswitshSr&nagement page
onpage 1).

2. Clik onONVIF click onDiscovery and click onP Camera

3. For the ONVIF dwes that have been successfully laoized, check the device in the
list and clickedit

Device Name IP Address MAC Address Status

IPC_GE17 192.168.10.109 Auth

n
v
| IPC_GEO1 192.168.10.110 unAuth
|

IPC_GE13 192.168.10.161

= | [ Aath )

4. Unckr the IPC Dewe Inb Edit sedbn, you can view additional device information,
modify the Device Name arl@ address configuration.

IPC Device Info Edit

Basic info
IPC_GE17

Device Name

MAC Address

Manufacturer

TRENDnet
Model Name TV-IP316P1
SN

Hardwareld

5. Scroll down the widow to view or modify the device BIdress configuration.

Firmware Version V5.4.6 build 190118

IP info

@ Static
O Dynamic

192.168.10.109
255.255.255.0
IPv4 Default Gateway XSl

Token ethD

Address Type

IPv4 Address

Subnet Mask

6. After you have applied configurah changes, soll to the bottom of the window and
clickApply. A success mesga will appear if the configation changes were
successfully applied.

Note: After the configuration changdsave been successfully applied, the device will
appear in theist with the uglatedinformation.
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Changing the ONVIF device administratagsword
ONVIF > Device Atlhtication
After ONVIF compliant devices have bafiscovered and successfully autized, you

can change the ONVIF administrator password of th¥/[BNompliant evices Password ]
]

Edit User Account

Username admin

A ~ . ~ o Confirm Password
1. Logmto yourswitchY' I y I 3 SY Sy 0 AdcksdysuswitehBr&hagement page
onpage 1).

O Admin
User Level ® operator
® User

2. Click orONVIFand click orDevice Authentication

6. After you have applied configuration changes, ddmthe bottom of the window and
3. For the ONVIF devices that have beercsssfully autbrized check thedevice in the clickApply. A success message will appéadhe configuration changes were
list and clickedit. successfully applied.

Device Name IP Address MAC Address I
| Apply |

IPC_GE17 192.168.10.109

|
4
n IPC_GEO1 192.168.10.107
| IPC_GE13 192.168.10.161

[ Edit |

4. Underthe IP Camera Listection below, a list of the current user accounts of the
ONVIF device will be listed. To migdhe ONVIF administrator password, check the
device in the Bt with User Leel adnin and clck Edit.

IP Camera List

Showing entries Showing 1 to 1 of 1 entries

n Device Name User name User Level Port ID MAC Address

v IPC_GE17 admin admin GE17

[ add | | | | | (First | [Previous | (1| Next|

5. Scroll down to th&dit User Accant section and you can enter in the administrator
password settings in thegssword fields provided.

Note: Pleag note that the ONVIF user password typically requires eigimacters for
accounts
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Creating new ONVIF users in the OR\device Add User Account
ONVIFE Dewce Aithentication

After ONVIF compliant devices have bekscovered and successfully authorized, you
create new ONVIF users to thosevites if supported. B

Username

1. Loginto yarswitchY I y I 3SY Sy (i AtcksSehir switéh $r&nhagiment pagé Confirm Password

onpage 1). ® Admin
User Level @ operator
QO User

2. Click orONVIFandclick onDevice Authentication

3. For the ONVIF devices that have been sssfully authorized, check the dewim the 6. Afteryou have applied configuration changes, scroll to tbéidm of the window and
list and clickEdit clickApply. A siccess message will appear if the configuratbanges were

successfully applied.
Device Name IP Address MAC Address

| Apply |

IPC_GE17 192.168.10.109

|
4
n IPC_GEO1 192.168.10.107
|

IPC_GE13 192.168.10.161

[ Edit |

4. Under thdP Camera Listection below, dist of the current user accounts of the
ONVIF device will betesl. To create a new ONVIF user for the device, check the device
in the listand clickAdd.

IP Camera List

Showing entries Showing 1 to 1 of 1 entries

n Device Name User name User Level Port ID MAC Address

v IPC_GE17 admin admin GE17

“ad | [ B ! (First | (Previous | [ 1] Next

5. Scroll down tahe Add User Accounsection and enter the new accounser nane
and passwordn thefields provided. For the User Level, select Operator oerUs

Note: Please note that the ONVIF user password typically requires éiaitstaters for
accounts.

© Copyright 20 TRENDnet. All RighReserved.
57



TPE3012LS / TRBO18LS

Upgrade ONVIF device firmware
ONVIFE Device FW Upgrade

After ONVIF ampliant devices have been discovered and successfuthoaized, you
can upgade the firmwareof the ONVIF device from the surveillance swittlerface.

1. Log into youswitchY | Y I 3SY Sy i Atcdksay®uswitéh B r&nagement page
onpage 1).

2. Click orONVIFand clickon Device FW pPgrade

3. Depending on your web browser at the tofor the Filkename, clickBrowseor Choose
Fileand ravigate to the folder on your computavhere the unzipped firmware filfor
the ONVIF devics located andelect it. Then clickApply to upload the frmware file to
the surveillance switch.

Filename

empty

: Choose File | No file chosen

Filename

. Apply |

4. After the firmwae file has been successfully uploaded, a success message will appear

indicating that the firmware file was sucssfully uploaded. ClidRone.

Upgrade Dcne

Done

5. The firmware file name wilow appear undr Fiename.

Filename digicap.dav

: Choose File | No file chosen

Filename

6.In the IP Camera List, check the device youlditike to upgrade with the previously

loaded firmware file, then clickipgrade.

Note: If you have multiple devés of the same model that use the same firmware file,
you can pgrade multipledevies of thesame model by checking multiple devices in the

list before clicking Upgrade.

IP Camera List

Showing entries

Showing 1 to 3 of 3 entries

Brand Model

TRENDnet TV-IP316PI

TRENDnet TV-IP318PI

TRENDnet TV-IP420P

Upgrade | | Refresh |

Firmware Version
V5.4.6 build 190118
V5.5.3 build 200327
V5.4.3 build 180621

Q I
Status
stand by
stand by
stand by

The Status will change to uploading indicatihgt the firmware of the ONVIF deeids

upgrading.
IP Camera List

Showing RS entries Showing 1 to 3 of 3 entries

| Port ID Brand Mndel

| | GE17
| | GE1
| | GE13

TRENDnet T -TP316PI

TRENDnet TV-IP318PI

TRENDnet TV-IP420P

Firmware Version
V5.4.6 build 190118
V5.5.3 build 200327
V5.4.3 build 180621

O I
Status
stand by
stand by
uploading

If the firmware upgrade was successful, that@s will indtate that upgrale was

successful.

IP Camera List

Showing entries

Showing 1 to 3 of 3 entries

Port ID Brand Model

GE17 TRENDnet TV-IP316PI

TRENDnet TV-IP318P1

|
|
| GE1
| GE13 TRENDnet

TV-IP420P

Upgrade | | Refresh |

Firmware Version
V5.4.6 build 190118
V5.5.3 build 200327
V5.4.3 build 180621

Status
stand by
stand by

upload succeed

Note: After the ONVIF devides successfully upgraded firmware and reboots, you may
need to reauthorizethe ONVIF device again under DisecgvelP Camera.
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PoE (Power over Ethernet)

The main advantage &foE is that itan make instdling a network easiefThe selection
of a location for a network device is often limited by whethiéyere is a power source

nearby. This constraint limits equipmeplacement or requires the added time and cost

of having addional electrical souces insalled. However, with PoE, you can install
PoEcomptble devices wherever they are needed without having to waiput
whetherthere is power source nearby.

Power Sourcingequipment (PSE)
A device that provides PoE to othegtwork devicess referred toas
power sourcing equipment (PSE). Thigabit Smé Surveillance PoE3witch is a PSE

device which provides DC power to thetwerk cable and functions ascentral power
source for other network devices.

Powered DevicéPD)
A device thateceiwes power fom a PSE device is calledavered

device(PD) Examples include wireless access points, IP pheveds;ams, and even
other Ethernet switches.

PD Classes PDajrouped into five classes. The classes are based on the amun
power thatPDs equire. TheGigabit Web Smart PoBwitch supports alfive classes.

Maximum Power
Class Output Power Ranges of theDs

from a Switch Port

0 15.4W 0.44W to 12.95W

1 4.0W 0.44W to 3.84W

2 7.0W 3.84W to 6.49W

3 15.4W 6.49W t012.95W

4 34.2W 25.5Wto 38.9wW

Power Budget

Power budget is the maximum amounitgower that the PoE switch cgmmovide at one
time to the connected PDs. RdPrioritization As long as the tdtpower requirements

of the PDs is less than thetal availabé power of theswitch, it can spply power to all
of the PDs.

Enable or disablé’oE

PoE > PoE Enable/Disable

1. Log into youswitchY | y I 3SY Sy (i Atdksay®uswitshSr&nagement page
onpage 1).

2. Click a PoEand clickon PcE Enable/Dsable.

3. By default, all PoE+ ports are couafigd with POE enabled indicated by the
checkmark. To disable PoE on a speaifick the port to uncheck andakiApplyto
disable BE on the selected port. To enable PoBlmspecific pa, click the pot to
check it and clickpplyto enable PoE orhe selected port.

1 Nominal Powerg Displays the maximum PoE power budget iritea

1 Consuming Powec Displays theurrent POE power praded to PoE devices or
PDs (Powered Des) in watts.

1 Remaining Power- Indicates the port with a specific POE statusl &mat you
are configuring.
Noeminal Power 220 W
Consuming Power 11w

Remaining Power 209 W

10 12 14 16

v vV
v v v

2 4 & 8
VvV
VvV
i 3 5 7

v
v
9 1 13 15
ble | | Disabled

| v Enabled
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4. ClickApply. 1 Datec Selectthe days that PoE should be enabled and enter the time range
— FromandTo(24-hour format). Gck Applyto save he schedule configuration
| Apply | and the schedule entry will appear tine list.

Q I

Range Name Days Start Time End Time

5. In the top right, clicaveto save the configuration settgs toNV-RAM/startup
configuration.

0 results found.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Time Range Add

Range Name Name_Default

HMvon MTue Mwed MThu MrFri Bsat Esun

From to EIENE.
6. ClickOK [ Appy | | (Close |

Surveillance Mode

Save running configuration to startup configuration. Do you want

to continue? Time Range

o]

Q I
| Range Name Start Time End Time
| Name_Default b 11:30 12:00
PoE Sacbduling
PoE > 8E Sceduling 3. Cick onPoEand click orPoE SchedulingCheck the first emy in the list and clicEdit
Thi section allows you to set a schedule for eRoe port when PoE should be enabled. = S Name I S
Note: Please make sure to set your timed date settings accordingly unddetwork > o Sl ——

System Time before using this feature.

Edit |

1. Log into gur switthmanagementpage (se@Access yar switchmanagement page
onpage 1).

2. Click otManagementand click orTime Rangend clickAddto add a rw schedule.

3. Review the settings below.

1 RangeName- Entera name or degiption to easilyidentify the schedule
(optional)
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4. Under the PoE Schedule Edit sectirgck theSchedule Statusption to enable PoE
scheduling. Click thdamedrop-down list to selecthe schedule gu created and cleck
the POE port or ports you would like to agsithe schedule.

PoE Schedule Edit

Index

Schedule Status v Enable
Name Name_Default v

2 4 6 8 14 16

Port : GE13
S
[V
L
Port List 1 3 5 7 9

{1 Enable [ | Disable |

4. ClickApply.

. Apply |

5. In the top right, clicaveto sawe the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode |

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

o]

PD Alive Check

PoE> PD Alive Clok

Thi section Hows you to configure a ping to a specific Riglzice on a specific POE port
and ifthe ping becomes unresponsive the switeghl automatically disable and re
enable the PoE port in an attempt to automatically recover to& Bevice (PDawered
device).

1. Log into youswitchY | Yy I 3SY Sy i Atdksay®uswitshSr&nagement page
onpage 1).

2. Click orPoEand clickon PD Alive Check.

3. Check the PoE port with the PoE devimenected to youvould like to canfigure for
PD alive check and cliEkit.

B  Entry Port Mode ping PD IP Address | Interval Time Retry Count Action Reboot Time Conng

v 1 GE1 Disable 0.0.0.0 30 P None S0 off

| Edit |

4. Check th&nableoption for Status to enable PD alive check on the seteptart.
Enter the IP Address for tHeoE device under &ping PD IP Addreqgx:
192.168.10.107)

Review the addiional settings béow.

1 Interval Timec Enter the time in secondsaeh time the switch will check for a
ping response from the PoE device. (Rarif¢ 300)

1 Retry Count; In the cae that a ping resptse fails, enter the number of times
the switch will retryfor aping respmse before disabling and 4#enabling the
PoE pot. (Range: B)

1 Action ¢ An option must be selected for PD alive check tafiom.

o0 Nonec If the ping responseails according to th time parameters set,
no action will be taen.

o0 PD Reboot; If the ping reponse fails according to the time
parameters setthe switch will disable and fenable the PoE port
attempting to automatic#ly recover the connected PoE device
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0 Reboot&Alarm- If the ping response fails according to theé
parameters st, the switch wil disable and reenable the PoE port
attemptingto automatically recover the connected PoE dedod
also send out an emailotification is configured.

o Alarm- If the pingresponse fails according to the time parameterg se
the switch will only send outan email notification if configured.

o0 Reboot Tine - If the ping response fails according to the time
parameters set, enter thtime in seconds from the time tHeoE port
is dsabled to the time the PoE port is-emabled. (Rnge: 36180)

PD Alive Check Table

Port List GE1

Status ¥ Enable

ping PD IP Address

Sec (10 - 300, default 30)
(1 - 5, default 2)

acton

T - (c0 - 130, default 50)

Interval Time

Retry Count

Reboot Time

4. dick Apply.

| Apply |

5. In the top right, clicaveto save theconfiguration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch

TPE-3018LS

Logout Reboot

‘Surveillance Mode |

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

=

VILAN
Add, modify, and remove VLANs
VIAN

A VLAN is a group of ports that can be anywhere in the ndtlvat communiate as
though they were in the same area.

VLANS can be easilygamnized to reflect department groups (such as R&D, Marketing),
usage groupss{ich as email), or multicast groupémultimedia applications such as
video conferencing), and thefore help to énplify network nanagement by allowing
users to move devices toreew VLAN without having to change any physical
connections.

1. LogintoyarswitchY I y I 3SY Sy (i AtdksayduswitshSr&hagemenpage
on pagell).

2. Click a VLAN click onvVLAN,and click orCreate VLAN

3. To create a new VLAN, under theailable VLANist, select the VLAN witVID and

click > to add theCreatedVLANIist to create the new VLAN, then cligkply.
Note: Youcan select muiple MLANs by hding shift or ctrl.

Available VILAN Created VLAN

VLAN 1
n.
o

Created VLAN
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4. In the VLAN table, twonfigure the VLAN name, check the VLAN and EtiakEnter a
VLAN name ithe field provided and clickpply.

Name
default Default
VLANODZ20 Static

VLANOD30 Static

5. To configure the VLAN port membership, clitlANand clickVLAN Cori§uration.
Reviewthe settings below and cliokpply after compléing configuration.

1 VLANc Click the drogdown list to and select which VLAdconfigure VLAN
port membership.

1 Excludedg The port will not be a member of the VLAN but mayadeed
through dynamicprotocols.

1 Forbiddencg The port will not be a member of hWWLAN and cannot be added
to the VLAN through dynamic protocols.

1 Tagged; The port will be a tagged member oféhVLAN.

Note: On a port, the tag information within a frameégamined wheitit is

received todetermine if the frame is qualified as a membéa specifitagged
VLAN. If it is, it is eligible to be switched to ottmember ports othe same
VLAN.Ifif & RSGSNX¥AYSR GKI G (KS theNgeEsS Qa
VLAN, therme & dscarded Typically, tagged ports are used for VLAN
conrectivity between links to other managed switches. Some network devices
or network cards may have the ability t@sign VLAN tag information for
connectivity to a tagged VLAN iseh port. If aswitch port is €t as a tagged
VLAN member, the other side o€tlink should also be set as a tagged VLAN
member with the same VLAN ID fonomunication.

1 Untaggedg The port wil be an untagged member of the VLAN.

Note: Untagged VLAN portsre used to conectedge devics (VLAN unaware)
such as computers, laptops, apdnters to a specified VLANny ports set as

untagged members of a VLANIwiutomatically set the PVID (pdrLAN ID) to
the same as the VLAN ID. The PVID can be manoaflgured undei/LAN>
Port Seting.

Example:n the example below, we will agsi ports 12 as untagged VLAN
members of VLAN VID 20 and portd4 8s untagge VLAN members of VLAN
VID 30. We Miialso configure port 18 as a tagged member of both VLAN 20
and VLAN 30 to s tréfic acrosghe single link for both VLANS.

VLAN VID 20 @diguration
91 Click the VLAN dregown list and select/LAN20

VLAN

VLANZD

B VLAN3O

1 SelectUntaggel for ports 12.

Entry Port Mode

Membership

1 GFE1 Trunk ® Excuded @ Forbidden @ Tagged O untagged

2 GE2 Trunk ® cxcluded @ rorbidden @ Tagged O Untagged

1 SelectTaggedor port 18.

18 GE18 Trunk ® Excluded @ Forbidden O Tagged #® Untagged

91 ClickApplyto save the VLAN 20 port membership figaration.

GFr3 R2Sa yz2i

O2y F2NX (2

VLAN VD 30 Confguration
91 Click the VLAN dregown list and selecVLANBO.
VLANSD w

default
VLANZO

1 SeleE:tUHtaggedfor ports 34.
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Trunk ® Excluded @ Forbidden @ Tagged O Untagged

Trunk ® Excuded @ Forbidden @ Tagged O Untagged

1 SelectTaggedor port 18.

18 GE18 Trunk ® Excluded @ Forbidden O Tagged #® Untagged [ |

1 ClckApplyto save the VLAN 30 port mmbership configuration.

| Apply |

Modify VLAN Port Membership

VLAN /LAN Memberslip

After VLANs hae been created, this section allows you to nfgd/LAN port
membership, however, it is still recommended to configure VLAK membership

through the VLAN > YAN Configuration section. This is section is more useful when
modifying VLAN rambersip for a ink aggregation group (LAG).

1. Log into youswitchY I Y I 3SY Sy i AtcksayduswitshSr&nagement page
onpage 1).

2. Click o’VLAN click onVLAN and click otMembership.

3. In the list select the portor LAG and clickdit

Mode Administrative VLAN Operational VLAN

Trunk 20upP 20UP

4. Review the settigs below.

1 Membership¢ The list on the lefhand displays the current VLANembership
(VLAN IDs) for the selectgort. The list on the righhand displays the o#r
VLAN IDsavailable.

Note: TheVLAN IDsailable in the list may not appear if the VLAdNnot been
created under VLAN > Create VLAN section.

To modify port membetsip, select the VLAND according agh use the arrow buttons

to change VLAN port @embership.

Excluded; Modifies the type ofVLAN membershig:he port will not be a
member d the VLAN but may be added through dynamic protocols.

Forbiddeng Maodifies te type of VLAN membershiphe portwill not be a
member of the VLAN and cannot bdded to the VAN through dynaic
protocols.

Taggedc Modifies the type of VLAN membershifheport will be a tagged
member of the VLAN.

Note: On a port, the tag informabn within a frame is examined whdris
received to determine if the frame is gifigld as a memeér of a specifitagged
VLAN. Iitis, it is eligible to be switched to otheember ports othe same

+[ 1 bd LT Al A& RSGSNY btdBrm fotke tagged K S
VLAN, therbme is discardedypically, tagged ports aresad for VLAN
connectivity betveen Inks to othe managed switches. Some network devices
or network cards may have the ability to assign VLAN tag information for
connectiviy to a tagged VLAN switch port. Ifaitch port is set as a tagged
VLAN member, thether side othe link shouldalsobe set as aagged VLAN
member with the same VLAN ID for@aunication.

Untaggedc Modifies the type of VLAN membershiphe port will & an
untagged member of the VLAN.

Note: Untagged VLAN ports are used to connect etlggces (VLANnaware)
such & compuiters, lapbps, and printers to a specified VLAY portsset as
untagged members of a VLAN will automatically set the PVID (port N)AbI
the same as the VLAN ID. T¥éID can be manually configured under VLAN >
Pat Setting.
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Edit Port Setting Modify VLAN portsettings
VLAN > VLAN > Port Setting

After VLANs have been created, this section allows you tofsnadditional LAN pot
Mode Trunk settingssuch as mode, port VLAN ID (PVID), acceptadneef type, and ingress filtering.

1
30 1. Log into youswitchmanagement pagei( S Sccess youswitchmanagement page

. onpage 1).

Port GE1

. 2. Cick onVLAN cick onVLAN andclick onPort Setting.

Membership
. 3. In the list, selectite port or LAG and clidkdit.
@ Forbidden

® Excluded
O Tagged
@® Untagged

# pPVID

Mode PVID Accept Frame Type Ingress Filtering
Trunk 20 Al Enabled

| Edit '

5. ClickApply. ) )
4. Review the settings below.

| Apply | f  Mode ¢ Selet the VLAN port mode.
' : 0 Access This mode is used to connect edge devices that are VLAN
unaware sich as workstabns.The port ca only be assigned
6. In the bp right, clickSaveto save the configurationettings to NVRAM/startup membership to a single VLAN an untagged member port.
configuration. 0 Trunkg This mode can allow traffic for multgp\ML_ANs and is used to
= - T E ; S DT connect to othe’VLAN aware network devices such as switches,
sigabit PoE+ Smart Surveillance Switch . . . .
TPE-3018LS access points, ahrouters. Thigort can be asgined membership to
Save i ogout Reboot multiple VLANs as a tagged mker port. The port can also be
T | A T ass_lgned to a single VLAN as an untaggethber also known as the
native VLAN.
0 Hybrid ¢ This mode is similar to Trunk mode however, also alli@ws
7. ClickOK control ofingres filteringand acceptable frame type.
o - - - . 1 PVIDq This is poriVLAN ID setting for the port and is used for untagged VLAN
ve running configuration to startup configuration. Do you want . .
to continue? member ports orresponding to the VLAN ID. When configg VLAN port
[ ok | membership under VLAN > VLAN Configuration PMED is autontaally to

untagged VLAN member ports. You can also manuallyrethie PVID setting in
the field provided.
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Edit Port Setting

Port GE1

@ Hybrid
Mode ® Access
O Trunk

(1 - 4094)

@ all
Accept Frame Type @ Tag Only
® Untag Only

Ingress Filtering ® Enable

5. ClickApply.

. Apply |

6. In thetop right, clickSaveto save the confjuration settings to N\RAM/startup
configuration.
Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

‘Surveillance Mode |

7. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

o]

Voice VLAN

Thischagf NJ O2y iF Aya | RSaONXNUAN fesduye aithe (G KS  {
procedures to create, modify, and deletesaice VLAN adiguration.

The Voice VLAN featuig specifically designed to maintain high quality, uninterrapte
voice trafficthrough the swith. When talking on a voice over IP phone, a espects

to have no interruptions in the conversation and exsel voice quality. The Voice VLAN
feature can beconfigured to meet these requirements.

CoS with Voice VLAN

The Voice VLAN Goparaneter maintains the voice quality between the ingress and
egress ports of the switch. CoS must be enabled for the VoicH oS priont to take
effect. The CoS prioritevel that you config is applied to voice traffic on all portshe
voice VLAL. Nomally, most(non-Voice) Ethernet traffic transverses theitsh through
lower-order egress queues. To avoid delays andrifgions inthe voice data flow, the
CoS prioriy level assigned to the voice VLAN should be mapped to a higtier queue
and the schedulingalgorithm should be set to Strict Priority. Tlesettings ensure that
the voice data packets are processed refother types of data so that the voice quality
is maintained as the voice data passes through the switch.

Organization Uniqge Idertifier (OUI)

Each IP phone manufacturer can be identifigdome or more Organization Unique
Identifiers (OUIs). An OUltleee bytes bng and is usually expressed in hdgeimal
format. It isembedded into the first part of each MAdgidress of antBernet network
device. You can find the OUltbE IP phone inte first three complete bytes of its MAC
address.

Typically, yowvill find that all of the IP phones you are iafiing have the same OUI in
common. The switch identifies a eeidata packeby conparing theOUI information in
0KS LI 01 SiQa ssiteNdD8I table that yoR ddMifure when you initially
set p the voice YAN. This is important when the Adetection feature for a port and

is a dynamic voice VLAN port.

When you are anfiguring the vace VLAN parameters, you must enter the complete
a!/ | RRNBaa 27F a4 €Srad 2y Sautématicaly2 dzZNJ Lt
generated and applied by the Webadagement Utility software to yield the

Y y dzFf I Ol dzNds QI af thedmhirdng phdnesrom that manufacturer is the
same, then no othelP phone MAC addresses need to be entered into the configurati
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It is posible tofind more than one OUI frorthe same manufacturer among the IP
phones you are installingt is also podble that your IPphones are from two or more
different manufactuers in which case you will find different OUIs for each
manufadurer. If youidentify more than one OUI amongehP phones being installed,
then one MAC address representiagch OUI mustdconfgured in he voice VLAN.

Dynamic AuteDetection vsManual Ports

Prior to configuring the voice VLAN, you must configutagged VLAMhich is the

basis for the voice VN configuration. The VLAN must be configured with one or more
tagged or untaged pats that wil serve as the voice VLAN uplink/downlink. Bjedilt,

a tagged or untagged port is a static member of a taggedN. The pits that you

choose to configure adynamic AuteDetection portsmust be connected directly to an

IP phone. Whengu intially defne the ports of a tagged VLAN for your voice VLA

O2Yy FAIANI A2y S (KSE ¥Y&X0SoE ORWNIANDPENER
ports are eligible to dynamidlgt join the voice VLAN when voice data is detected with a
predefined OUI inhe souce MAC adrkss. The port will leave the voice VLAN after a
specified timeout period. This port behavior imfigured with the voice VAN Aute
Detection feature.

For the Aito-Detection feature to function, your IP phone(s) must beaiap of
generaing 8@.1Q packed withembedded VLAN ID tags. You must manuzailyfigure
your IP phone(s) for the same VLAN IDi &6 S
detectedonon@ ¥ G KS ab2d aSYO6SNE L}RNIa Zcoriftamé
thevoce VLA IDsothe | NB &a6AG0KSR SgAGKAY (KS
One or more ports in your voice VLAN must be comiguas Static tagged or tagged
members. Static VLAN memben®e permanent member ports of the voice VLAN and
there is no dpendency on theonfiguration ofthe devices connected to the ports.
These portsnight be connected to other voice VLAN network asduch as other
Ethernetswitches, a telephone switch, or &GP server. The voice VLAN Auto
Detection feature cannot be etied on Statitcaggedor taggedports.

Note: Any Static tagged members of theie® VLAN are required to have the port VLAN
ID (PMD) configured to be the aze as the voice VLAN ID. Ténisures that all untagged
packets entering the port are switched wiiitthe voice VAN asthe voice dta passes
through the switch.

If the IP phone(sthat you are installing cannot be configured with/LAN 1D, then the
switch ports should be configured as Statagged ports within the voice VLAN.

Note: Link Layer DiscomeProtocol foMedia Endpoint Bvices (LLDRMED) ihot
supported on the switt Each IP phone that is VLAN aware should be nilgnua

a6 A0O0OKQaWhéxdicOd®tais[ ! b L
LI 01 S Wdice
a4Al0KQ &Noteg‘?he \9L§N szt be created under VLAN andN\@axfiguration first

configured for the VLI ID that matches your voice VLANHach of the voice VLAN
ports connected to an IP phone shobi@configureda da& 2Yio S N&of thé2
tagged VLAN.

Create a Voice VLAN
Voice VLAN > Voice VLANProperty

Note: Prior to coniguring your voice VLANQy must first configure a taggedLAN. This
VLAN will be used as a basis for your voice VLAN.

1. log into yourswitch managementp 3 S Acee8Syousiwitchmanagement page
on pagell).

&b ikk ofBR dick onvoice VLANand click orProperty.

3. Review the setting€lickApplyto save the configuratiosettings.
Use he folowing pro@dure to configure voice VLAN:

1 Stateg¢ Checkinghe Enableoption will enable the Voice VLABature.
Unchecking the option il disable the Voice VLAN feature.

115 VLANc Click the dro an list to select the VLAN assPnedrBdeS|gnated
\ai I@Iﬁf L t LK2yS 6A

before the VLANS are ailable in the dropdown list.

1 GoS/802.1p Remarking Check theEmable option to attach the specified
802.1p CoS priority tag tdoice VLAN tréit. Gick the dop-down list to select
the 802.1p priority tagd assign to voice VLAN traffic.

Note: Forthe CoSpriority to be effective, @S must benabled

1 PortAging Time This parameter indicates the amount of time, in hours, after
the last IP pbne'sOUI was regived on a port, after which this port will be
removed from the voice VLAN. The rang8(d$o 65536minutes
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Edit Port Setting

Bl Enable

State B Enable
CoS / 802.1p S EES

Remarking Mode QO Auto
: ® Manual

Port Aging Time 1440 Min (30 - 65536, default 1440)

Note: Aging Time = Port Aging Time + OUI Aging Time(30 mins) QoS Policy - IEE R

® All

| Apply |

6. ClickApply.

4. Check theorts you would like to enable faroice VLAN autdetection and clicledit |W|

| Entry Port State Mode QoS Policy

v Disabled Auto Voice Packet

| Edit | 7. In the top right clickSaveto save the configuration settings to NRAM/starup
- configuratian.

. ) . Gigabit PoE+ Smart Surveillance Switch
5. Under the parsetting, chek Enable to enabk voice VLAN autdetection on the TPE-3018LS

port. =

Save Logout Reboot

il Mode Surveillance Mode
0 Auto ¢ This option will allow a connected device to be automatically
detectedby OUI and automatically configutiee port or ports as an

untagged member of the voice VLAN. 8. ClickOK.

(0} Manuali This opti)n wil require rot automatically configure any Save running configuration to startup configuration. Do you want
ports and the parmust be configured in the Voice VLAN manually —
under VLAN > VLAN Configusati ok |

1 QoS Policy
o Voice Packet This gtion will apply QoS priority only to VolIP traffic
on the voiceVLAN. QoS witlot be applied b other types of traffic on
the voice VLAN.

o All ¢ This option will apply QoS priority to all traffic on the voice VLAN.

© Copyright 20 TRENDnet. All RighReserved.
68



TRB5Yy St ! 48 NNa DdzA R

TPE3012LS / TRBO18LS

Configure Voice VLAN OUI settings
VLAN>Voice VLAN > Voice OUI

1. Log into youswitchY I Y I 3 S Y Sy (i AtdisshSuswitséh&i&agement page
on pagell).

2. Click on/LAN, click onVoice VLA, and cli& onVoice OUI

3. By default, a list ofresetOUls are available. Please double check your device MAC
address If the manafcturer OUI is already on the list.

Note: You can check the existing OUI in the list and Eliitto modify an &isting OUI.

Showing IR entries Showing 1 to 8 of 8 entries

OuUlL Description
00:E0:BB JCOM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0: 1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/Philips
00:0F:E2 H3C

00:09:6E LAEVE]

4, To add a new OUI to the list, clisid.

5. Enter the devic®©UIin the fields provided and entexrdescription that hgbs you
ARSY (A Te KS UlTheh diigkkpyitaattShe e Oul.

Add Voice OUI

our g 3 |

6. ClickApply.

' Apply |

7. In the topright, clickSaveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode

8. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

[ox ]
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MAC VLAN Add MAC Group

The MAC VLAN feature adthe capability to assign devicesdpecific a specific VLAN I - -

by detecting the device MAC addreMAC address gups ae created ad filter by Group ID (1 - 2147483647)
MAC address mask ttetermine whichbits to check in the MAC address and assign MAC Address ]

them to the configured VLAN.

Note: The MAC VLAN feature can onlyused if switch ports are set to Hybrid mode REE I (5 - 48)

under VLAN > Porefiing.

CreateMAGbased VLANmups 5 ClickApply save the new MAC VLAN group.
VLAN > MAC VLAN > MAC GrouAp o ) B |W|
1. Loginto yarswitchY' I y I 3 SY Sy 0 Adcks3durswitéhSr&hagement page —

on pam 1]) Group ID MAC Address

1 AA:BB:CC:DD:EE:FF

2. Click on/LAN click onMAC VLANand click oMAC Goup.
6. In the topright, clickSaveto save the configuration settings to NRAM/startup

3. ClickAddto add a newMAC VLAN group. configuration.
( 1 Gigabit PoE+ Smart Surveillance Switch
|. Add | TPE-3018LS
Save Logout Reboot
4. Review the settings below Surveillance Mode "
1 Group IDg Assign a group ID to the MAC VLAN group.
1 MAC Addres$ Enter thre MAC address for filtering. (ex::bh:cc:dd:ee:ff) 7. ClickOK
T Maskc Enter the mask used to filter the entsl MAC address. Save running configuration to startup configuration. Do you want
Note: A device M\C address consists of 12 hexadecimal chara(@9s-f) and to continue?
each hexadecimal character is equivalent to 4 bits each cterakherefore, [oK |

the total bits in asingle device MAC address is 48 bits. The bit number entered
will be used to dtemine which bis should match the MAC address entered
and whid bits can change starting from left to right.

Examplelf MAC address aa:bix:dd:ee:fis entered and the masdntered is

16, this mask will check if the first 16 bits of MAC address mah ard the
remaning bits of the MAC address will not be chechkadaning all device MAC
address matching aa:bb:xx:xx:xx:xx will be filtel@dthe newMAC VLAN

group. If a mak of 48 is entered, the entire MAC address aa:bb:cc:dd:eedf mu
be matched.
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Confgure MAC VLAN group binding
VLAN > MAC VLAN > Group Binding

After you have eatedthe MAC VLN group with MAC address and filter mask, yolll wi
need to bind the MAC VLAN group to the specific ports and VLAN.

Note: TheMAC VLAN feature can only be usexhitch ports are set to Hybrid mode
under VLAN > Port Setting.

1. Log intoyourswitchmanad Y Sy (i LJ-A8c8ss yoastishmanagement page

on page 1).

2. Cliclon VLAN dick onMAC VLANand click orGroupBinding

3. ClickAdd to add a new MAC VLAN group.
| Add |

4. In he Portsection in the Available Portlist, select the port to bind to the MABased

VLAN group and use tt
Port list.

Note: You can selechultiple ports by hold shift or ctrl.

buttons to move the port to and from the et

Add Group Binding

Available Port Selected Port

5. Click theSroup D drop-down lig to select MAC YANgroup to bind and enter the
VLAN ID to movthe devices that match the MAC VLAN group filter.

- -
GE7
GE8 -
Note: Only VLAN Hybrid port can be set MAC VLAN
vLAN I (1 - 054)

| Apply | [ Close |

Group 1D

6 ClickApply save the ew MAC VLAN group.

| Apply |

Group ID MAC Address

1 AA:BB:CC:DD:EE:FF

7. In the t right, clickSaveto save the configuration settings to NRAV/startup
configuration.
Gigabit PoE+ Smart Surveillance Switch

TPE-3018LS

Save Logout Reboot

Surveillance Mode

8.Clik OK

Save running configuration to startup configuration. Do you want
to continue?

=
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Surveillance VLAN

Thischaptercg G I Ay a |
procedures to create, modify, and deletesairveillance/LAN configuration.
TheSurveillance&/LAN featurés specificajl desgned to mantain high quality,
uninterruptedIP camera/NVRideo streamingraffic through the switch. Whesending
video surveillanceideo traffic IT may requireo interruptions in thetraffic and
excellentvideoquality for their surveillance navork. TheSurvellanceVLAN feature can
be configured to meet thse requirements.

CoS withSurveillanceVLAN

TheSurveillance/LAN CoS parater maintains the voice quality beeen the ingress
and egress ports of the switcho€ must be eabled for theQurveilanceVLANCoS
priority to take effect. The CoS prioritykd that you config is applied tadeotraffic on
all ports of thesurveillaace VLAN. Normally, most (nerideo) Ethernet traffic
transverses the switch througbwer-order egess queues. Tavoiddelays and
interruptions inthe video traffic flow the C& priority level assigned to tlsirveillance
VLAN should be mapped to a higtorder queue and the schedulinggalrithm should
be set to Strict Priority. Thesettiags ensurethat the videodata packets argrocessed
before other types of data so that éwoice quality is maintained as th@leodata
passes through the switch.

Organization Unique Identifier (OUI)

EachlP camera/NVRhanufacturer can be identifiedy one or moe Organization
Uniqueldentifiers (OUIs). An OUl is three bytes long and isllysagpressed in
hexadecimal format. It ismbedded into the first part of e&h MAC address of an
Ethernet netwok device. You can find the OUltbé IP cameran the first three
complete byes ofits MAC adress.

Typically, you will find that all of tH& camerasyou are installing have the same OUl in
common. The switch ideniés avideodata packet by comparindpe OUI information in
G§KS LI O1 S Q &ress githrdO@ tabld thiatyol @nfigure wren you initially
set up thesurveillance/LAN. fis is important when the Aut®etection feature for a
port and is a dynamisurveillance/LAN port.

When you areconfiguring thesurveillance/LAN parameters, yaaust enter he

complete MAGaddress of at last one of your IRamerasP ! v ah|] L al aiée
automatically generated and applied by the Web Management Utility softwarestd yi
G§KS YI ydzF I Ol dzNSNERZemairing ghonestrond tkaSmahufactuisr

R S a O NRASudellahgd/L ANFeatiirk &hd thes A (i O

the samethen no other Pcamaa MAC addesses need to be entered into the
configuration.

KQa

It Is possiblgo find more than one OUI from the same manufacturer amorgy|th
camerasyou are installing. lis also possible that your Rmerasare from two or more
different manufactuwers n which cae you will find different OUls for each
manufacurer. If you identify more than one OUI among thec#itherasheing installed,
then one MAC address representingaeh OUI must be configured in tearveillance
VLAN.

DynamicAuto-Detectionvs Manual Ports

Prior to configuring the voice VLAN, you must figare a tagged VLAN which is the
basis for thesurveillance/LAN configurabin. The VLAKhust be configured witlone or
more tagged or untagged ports that will serve as guveillanceVLANuplink/downlink.

By default, a tagged or untagged port is a stamember of a tagged VLAN. The ports
that you choose to configure as dynamiato-Detecion portsmust be conneied

directly to an IRamera When you initially define the pta of a tagged/LAN dér your
surveillanceVLAN configuration, they must be c@fizZNER I & | ab2d a
Gb23G aSYoSNE LJ2 NI aalyjdtre Sifveill AnkeyLIAIS whgréidedR & Y
data is detected with a predefined OUI in the source M#@ress. The gt will leave

the surveillance/LAN after a specified timeout ped. This port behavior is configured
with the surveillance/LAN AuteDetecion feature.

For the AuteDetectionfeature to function, your IRamera(3 must be capable of
genemting 802.1Q peketswith embedded VLAN ID tags. You must manually configure
your IPcamerad 80 F2NJ 6KS &l YS [ ! b L5 Iideodat S

AAAAA i Kc8metalillO 1 S ¢
contain thesurveillanceVLAN IDsothey a6 & 6 A § OK S R ¢ Asiinkeillayice (i K ¢
VLAN

One or more ports in yowurveillance/LAN must be configured as Statigdgad or
untagged members. Static VNAnembers are permanent member ports of the
surveillance/LAN ad there is nalepencdency on theconfiguration of the devices
connected to the prts. These ports might be connected to ottserrveillance/LAN
network nodessuch as otbr Ethernet switchesr a DHCP server. TharveillanceVLAN
Auto-Detection feature canot be enabledn Stdic taggedor tagged ports.

Note: Any Static tagged membeds the voice VLAN are required to have the port VLAN

Al (PVID) configured tme the same as the voice VLAN Iiis@nsures that all untagged

packets entering the port are siehed within the voie VLAN agie voice data passes
through the switch.
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If the IPcamerds) that you are installing cannot be configured with a VLAN | D, ttes
switch ports should be configed as Static tagged ports within tiseirveillance/LAN.

Note: The Surveillareefeature can ont be used if switch pter are set to Hybrid mode
under VLAN > Port Setting.

Create a Surveillance VLAN
Voice VLAN SurveilanceVLAN > Property

Note: Prior toconfiguring your voice VLAN, you must first configure a tagtet®N. This
VLA willbe used as basis for yousurveillance/LAN.

1. Log inb yourswitchY | y I 3SY Sy i AtdissiSuswitshSr&nagement page
onpage 1).

2. Click on/LAN click onSurveillance VLANand dick onProperty.

3. Review thesettings. Click\pplyto save the configuratiosettings.
Use the following procedure to configure surveillance VLAN:

i Statec¢ Checking thé&nableoption will erable the Surveillance VLAN feature.
Unchecking the option witlisable the Swreilance VLAN fature.

1 VLANc Click the drogdown list to selecthe VLAN assigned as the designated
surveillance VLAN ID.
Note: The VLAN nsi be created under VLAN and VLAN(fi@aration first
before the VLANSs are available in the ddgpvn list.

1 CoY 802.1pRemarkingg Check theEnableoption to attach the specifig
802.1p CoS priority tag to Surveillance VLAN traffic. Click thedirep st to
select the 802.1p priority @to assign to surveillance VLAN traffic.

Note: Forthe CoSriority to beeffective QoS musbe enabled

1 Port Aging Time This parameter idicates the amount of time, in hours, after
the last IPcameras OUI was redeed on a port, after which this powill be
removed from thesurveillance/LAN. The range is 39 65536 mintes.

Bl Enable

van

B Enable
CoS / 802.1p

Remarking
1440 Min (30 - 65536, default 1440)

Port Aging Time . - i ) _
Note: Aging Time = Port Aging Time + OUI Aging Time(30 mins)

| Apply |

4. Check theoorts you would like to enable for surveillangde AN autedetection and
clickEdit

| Entry State QoS Policy

v Disabled Voice Packet

| Edit |

5. Under the port setting, chedkmableto enable surveillance VLAN awdetection on
the port.

Note: The Surveillance feature canlpie used ifwsitch ports are st to Hybrid mode
under VLAN > Port Setting.
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1 Mode ConfigureSuveillanceVLAN OUI settings
0 Auto ¢ This option will allow a connected device to be automatically VLAN sSurveillanc&/LAN Surveillanc®©UI
detected by OUI and automatically caydire the port or ports as an
untagged member of the surveillaed/LAN.
o Manuali This option wil require not automatically configure any
ports and the mrt must be configured in the Surveillance VLAN
manually under VLAX VLAN Configuration. 2. Click orVLAN click onSurveillanceVLAN and click onSurveillanceOUL

Edit Port Setting

1. log into yourswitchmanagement pagé a \&cesé youswitchmanagement page
on page 1).

3. To add a new OUI to the list, clisid.

Port GE1

B Enable
Note: Only VLAN Hybrid port can be set Surveillance VLAN

State
Q Auto

Mode ® Manual 5. Enter the devic®UIin the fields provided and entea description that helps you
identify theY' I y dz¥ I GOUHANGS 8li&k&pply to add the new OUI.
6. ClickApply.

Add Surveillance OUI
: ! our N
| Apply |
— Description ]

7. In the top right, clicksaveto save the configurédn settings taNV-RAV/startup
configuration. 6. ClickApply.

| Apply |

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode

7. In the top right, cliclSaveto save the configuration settings to NRAM/dartup
configuration.
8. ClickOK

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Save running configuration to startup configuration. Do you want
to continue?

Surveillance Mode

[ox ]

8. ClickoK

Save running configuration to startup configuration. Do you want
to continue?
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MAC Address Table

This section allows you to view the soti MAC addrestble, add statt MAC address
entries to the table, ad also addMAC addresses used for filtering.

View the switch MAC address table

MAC Addess Table > Dynamic Address

1. Lognto yourswitchY | Y I 3SY Sy (i AdcsidbrswitshSr&nag@ment page
onpage 1).

2. Click oMACAddress Tabland click orDynamic Address

3. The table will display atlisf the dynamically learned MAC adgses. You can clear
the MAC address table by clickiG¢garor you can add e ofthe learnedVMAC
address to the Static MAC @iess table byhecking the entry and cligkdd Static
Address.

Dynamic Address Table
Showing entries

VLAN MAC Address

Showing 1 to 8 of 8 entries

| Add Static Address |

Add static MAC addresentries

MAC Address Table > Stadiddress

1. Log into youswitchY I y I 3 S Y Sy (i Adc#isslySuswitéh&&agement page
on page 1).

2. Click oMAC Address Tabland click orStatic Address

3. To add a stit MAC address to the list, cliékid.
__Add |

4. Review the settings below.

1 MAC Addresg Enter he MACaddress. (exaa:bbcc:dd:ee:fj

1 VLANc Enter the VLAN ID that the static MAteess entry should be
assigned.

1 Port¢ Click the dropdown to select the pdrthat the MAC address should be
assgned.

Add Static Address

00:00:00:00:00:00
viAN I (: - <054)

MAC Address

5. ClickApply.

. Apply |

6. In the top right, clicaveto save the confjuration settingsto N\V\RAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Surveillance Mode
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7. ClickOK 6. In he top right, clickSaveto save the configuration settgs to NVRAM/startup
Save running configuration to startup configuration. Do you want Configuration

to continue? == : E 3 > e X
Gigabit PoE+ Smart Surveillance Switch

TPE-3018LS

=

Surveillance Mode

Add MAC Addresses used in filtering 7. ClickOK

Save running configuration to startup configuration. Do you want

MAC Address Table > Filtering Addre to continue?
1. Log into youswitchmanagemedi  LJI 3 Sccessiy@uBwitchmanagemat pageé [oK |

on pagell).
2. Click otMAC Address Tablaend click a Filtering Address

3. To add a static MAC address to the list, Aid8.

| Add |

4. Review the settings below.

1 MACAddressc Enter the MAC address. (ex: aa:bb:cc:dd:ee:ff)
1 VLANg Enter the VLN ID hat the stdic MAC address entry should be
assigned.

Add Filtering Address

MAC Address 00:00:00:00:00:00

e I (: - <054)

5. ClickApply.

. Apply |
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Spanning Tree (STP, RSTP, MSTP)

Cafigure Spannig TreeProtocol ®ttings

Spanning Tree > Property

Spanning TreerBtocol (STPProvides network topology for any arrangement of
bridgegswitches. STRalso provides a single palietween end stations on a network,
eliminating loops. Loops ogcwhen alternde routes exist letween hosts. Loops in an
extended network canause bridgesd forward traffic indefinitely, resulting in
increased traffi@and reducing network efficiency.

1.Log into youswitchY | y I 3SY Sy i AdkdissyBuswitéh § i&nagement page
onpage 1).

2. Click @ Spanning Tre and click orProperty.

3. Review the setting<lickApplyto save changes.

i State Check theEnale option to enable spanning tree on the device. Uncheck

the option to disabé spaming tree.

1 Operation Mode Specifies th&Spanning Tree Protol STPmodeto enable
on the switch The possible fieldalues are:
0 STR; Enables ST802.1don the device.

0 RSTR; Enables Rapid S8B2.1won the device. This is the defau
value.
0 MSTPg Enalles Multipe STR02.1son the device.
1 Path CostSelect tle pathcost range for calculation. This will depend on your
path cost calculdgon method.
o0 Short¢ Range X 65536
o LonggRange X 200,000,000

1 BPDU Handling

o Filteringg If BPIV filtering isseleced for spaming tree protocol, it
will check ports for seridg andreceiving BPDUSs. If selecting filtering,
then all ports with edge deees such as workstations should bav
BPDU Filter enabled under Spanning > Port Setting. Do nbteena

BPDU filteing onports thatare connected to other switches that
would be B°DU spaning tree protocol information.

o Flooding - If BPDU flooding is seled, this is the standad behavior
where are ports are flooded with BPDU information for the spagnin
tree procotoltopology or chages in STP topology.

Priority: TheBridge Priority hasa range 0 to 61440 in increments of 4096.
Srecify the increment thatepresents the desiretiridge priorily value.

Hello Time:The Hello Time is frequency with which ttoet bridge se&xds ou a
BPDU.

Max Age:The Maximum Age defines the amount ohe aport will wait for
STP/RSTP information. MSTP uses this paramgten interacting with
STP/RSTP domains e boundary portslts range is 6 40 seconds

Forward DelayThe Forward Day ddines the ime that thebridge spends in
the listening andearning states. Its range #- 30 seconds.

Tx Hold Count:The Transmit Hdl Count specifies thmaximum numbenof
BPDUs that the bridge can send per secdtsdrange is 1 10.

RegionName: A mnfigured rame set on the switch to uniquely identify the
MST (Multiple Spanning Tree). If a configuration name is not set, this field
shows the MAC address of the deviegnning MSTP.

Revision (865535):This value, together with theonfiguration rame, and
identicd vlans mapped for STP instance IDs identifieMST region
configured on the switch.

Max Hop:The MaxHop Count is a pamaeter set in a BPDU packet when it
originates. It is decremented by leach time it is retransmitbgdhe next
bridge. WWlhen the HopCount value reaches zero, the bridge drops B#®U
packet. Itsrange is 6 40 hops.

Bridge Identifier:Displays the currdrbridge priority along with the bdge
identifier (MAC Address).

Designated Root Bridgdisplaygshe MAC addressf the currentlydesignated
root bridge in the spanning tree pracol configuration.

Root Port:Displays the currently assigned root portlire STP topology.
Root Path CostDisplays the current root path cost.

Topology Change CourRisphys the numbetimesthe STP toplogy has
changes since enabling the spanninggtprotocol.
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1 Last Topology Chang®isplays the time and date of the lastasming tree 5. ClickApply.
protocol topology change p—

. Apply |

State

Enable

STP 6. In the top right, clicSaveto save he configuratio setiings to NVRAM/startup

RSTP configuration.
MSTP

Operation Mode

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Long

Path Cost
ath £0s Short

Surveillance Mode

Filtering

BPDU Handling Flooding

oO® @0 @e0e®

7. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

Priority (0 - 61440, default 32768)
Hello Time Sec (1 - 10, default 2)
Max Age Sec (6 - 40, default 20)
Forward Delay Sec (4 - 30, default 15)
Tx Hold Count T (: - 10. default6)

o]

Region Name 3C:8C:F&:F9:D0:4A
Revision T (0 - 65535, default 0)
Max Hop (1 - 40, defautt 20

Operational Status

Bridge Identifiter 32768 200000000 0EXX
Designated Root Bridge 0-00:00:00:00:00:00
Root Port N/A

Root Path Cost 0

Topology Change Count O

Last Topology Change  OD/OH/OM/0S
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Configure Spanning Tree Protocol Port settings
Spanning Tree > Port Setting

1. Log into youswitchmanagementp 3 S Acke8<Syousiwitch managemenpage
on page 1).

2. Click orspanning Treand click orPort Setting

3. Check the ports in the list you would like to edit for spantiag protocol and click
Edit

B  Entry Port State Path Cost Priority BPDU Filter BPDU Guard Operational Edge

v 1 GE1 Enabled 20000 128 Disabled Disabled Enabled

4. In Edit Port section, review the settings below. Ghipklyto save the cofiguration
changes.

1 State¢ CheckEnableto enable the port for panning tree. By default, all ports
are enabled for spanning tree but the goeol is not active until enabling
spanning tree globally under Spanning Tree > Property.

9 Path Cost- The path cet (orbridge prority value) to the root brige can be

entered nanually or enter O for the path cost to be determined automatically.

9 Priority: Indicates the port prioritylf two paths have the same port cost, the
bridges must select a prefred path. Insome nstanceghis can involve the use
of the port priority parameter which is used as a tie breaker when two paths
have the sameost.

The ange for port priority is 0 to 24@&s with bridge priority, this range is
broken into incrementsin this casenultiples of 16. Teselect a porfpriority for
a port, you enter tle desired value. Tablklists thevalues that are valid.

Valid Port Prioriyy Values

Step |1|2(3|4|5(6|7|8|9|10|11|12|13|14|15]|16

Port
Priority

0 |16(32|48(64|80|96|112|128|144|160|176|192|208|224|240

Edge Brt ¢ Check the option to set the port as an edgort. Edge ports are
connected edge devices such as hosts or workstatibasare not switches
part of the spaning tree protocol topology. If ports are set to edge porteyt
can start drwarding trafficimmediately as soon as the link is up. MSTP
requires, that edge ports and neadge ports are manually set.

BPDU Filter If BPDU filtering is selected for spang tree protocol, it will

check ports for sending and receigi BPDUs. If decting filtering then all ports
with edge devices such as wotksons should have BPDU Filter enabled under
Spanning > Port Setting. Do restable BPDU filtering on ports thate

connected to other switches that would be BPDU spannieg frotocol
information. For BPD filtering to work, the BPDU handling optiondan
Spanning Tree > Property must be set to BPDU filtering.

BPDU Guard Enabing BPDU Guard adds an extra lagesecurity tospanning
tree by temporarily disabling all edg®rts upon rec&vingBPDU datarém

other switches about the spanning tree statand topology. This prevents
possible attacks to the flow of network trafficrough spanning tree from edge
port devices and limiting spanning tree control information to dran only

the desigrated portsconnected to other switches part of the spannimge
topology.

Point-to-Point ¢ This option specifies the spanning tree ltgke and is taken
from the port dupex mode. For 802.1w Rapid Spanning Tree or MSTP to use
fast transtion, thesespanring tree potocols only use poinrto-point links
between svitches meaning full duplex mode. It is recommended to keep this
setting as Ato.

Port Statecg Displays the currerspanning tree state of the selected port.

Designated Bridge Displays the urrent MAC addres of the designated bridge
in the spanning tre¢opology/configuration.

Desigated Port I, Displays the current designatea in the spanning tree
topology/canfiguration.

Operational Edge; Displays ithe selected ports configured aan edye port.

Operational Pointto-Point ¢ Displays if the seléed port is configured as a
point-to-point spanning tree link to another swtt in the spanning tree
topology/corfiguration.
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Edit Port Setting

Port GE1

State + Enable

Path Cost I (0 - 200000000) (0 = Auto)
Priority

Edge Port + Enable

BFDU Filter B Enable

BPDU Guard B Enable
O Auto

Point-to-Point @ Enable
@ Disable

Port State Disabled

Designated Bridge 0-00:00:00:00:00:00

Designated Port ID 128-1

Designated Cost 20000

Operational Edge True

Operational Point-to-Point False

5. ClickApply.

. Apply |

6. In the top right, clickSaveto save tle confguration ®ttings to NVRAM/startup
configuration.
Gigabit PoE+ Smart Surveillance Switch

TPE-3018LS

Save Logout Reboot

Surveillance Mode

7.ClickOK

Save running configuration to startup configuration. Do you want
to continue?

o]

Configure Spanning Tree Protocol MST settings (MSTP)

Spanninglree > MSThstance

Note: The folloving configuration settings only apply MSTP multiple spanniricee
protocolconfiguration. MS'P must be selected for the Operation Mode urgsnning
Tree > Property. In order to use MSTP, LLDP flooding cannot kendsadist be
changed to Filtering d8ridge under Discovery > LLDProperty under LLDP Handling.

1. Log into yar switchmanagens y (i LJI A&es®y@BvBtchanagement page
on pagell).

2. Click orSpanninglree and click otMSTInstance

3.In the MST Instance tablelick the radio button for the slinstance in thdist and
click Hit.

MSTI  Priority Bridge Identifiter

Designated Root Bridge Root Port Root Path Cost
0 32768 32768-3C:8C:F8:F9:D0:4A 0-00:00:00:00:00:00 N/A
1 32768 32769-3C:8C:F8:F9:D0:4A 0-00:00:00:00:00:00 NfA
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4. Review the settinggzor each seabn, clickApplyto save changes. 5. ClickApply.
T VLANG Select the VLANs from the AvailableAW list and you can use the |.f-'tDD|¥ |
arrow buttons to add and remawto the Selected VLAN list. —
Note: Multiple VLANDs ca be selead at the same time by holding the Shift
or Ctrlkey.
T Priority - Enter the new priority in the Priority field. The user may & priority 6. In the top right, clicSaveto save the configuration settings to NRAM/startup
value betweerD-6144Q configuraton.
1 Bridge Identifier¢ Displays the current Bridge Identifier fstISTP CioaDitPoE T ot SarvaillanceSwiteh
topology/configuration. B el :;(’)’ I.)l‘il s
1 Designated Root Bridge Displays the designatedot bridge for the current S PP
MSTP topology/configuration.
1 Root Port¢ Displayghe current root port for the MSTP 7 ClekOK
topology/configuration. i
i Save running configuration to startup configuration. Do you want
1 Root Path Cost Displays the current @ path cost fo the MSTP to continue?
topology/configuration. [ox ]

1 Remaining Hop, Displays the wrrent remaininghops of the MSTP
topology/configuration.
Edit MST Instance Setting

MSTI il

Available VLAN Selected VLAN

O~ bWl
4

Priority 32768 (0 - 61440, default 32768)

Bridge Identifiter 32769-3C:8C:F8:F9:D0:4A
Designated Root Bridge 0-00:00:00:00:00:00
Root Port

Root Path Cost

Remaining Hop
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Confgure Spanning Tree Protocol MST Port settingtS{TP)

Spanning Tree > MST Port Setting

Note: The following configuration settgs only apply to MSTP multiple sppéng tree
protocol configuration. MSTP must be selected fer@peration Mod unde Spanning
Tree > Property. In order to use MSTP, LLD#&rigaannot be used and must be
changed to Filtering or Bridge under DiscgvelLLDP > Property under LLDP Hiamdl

1. Log into youswitchY I Y I 3 S Y Sy (i AtcksF&irswitshSr&nagement page
on page 1).

2. Click onSpanning Tregand click oMST Port Setting

3. Select the porti the list to modify the MST configation and clickedit.

Entry Port Path Cost Priority Port Role Port State Mode Type Designated Bridge Design

1 GE1 20000 128 Disabled Disabled MSTP  Internal 0-00:00:00:00:00:00 128-1

| Edit |

4. Review the settings below anlick Applyto save the configurdion.

1 Path Cos{(0 = Auto)- This ighe port cast used by MSTP whealculating path
cost to the root bridge.

9 Priority - Thi is the port priority used by MSTrPcalculating patttosts when
two ports on the switch have theame port cost

1 PortRole¢ Digplays thecurrently assigned port role for the 8TP
topology/configuration.

Mode ¢ Displays the current spanning tree protdecoode.

Type¢ Displays the port typ for the MSTP topology/configuration.
Designated Bridge Disgays the desigated kridge ID.
DesignatedPort ID¢ Displays the designated pdid.

Designated Cogt Displays the designated cost.

=A =4 =4 =4 A A

Remaining Hop; Displayghe current remaining hops of the $TP
topology/configuration.

Edit MST Port Setting

MSTI 0

Port GE1

Path Cost I (0 - 200000000) (0 = Auto)
Priority

Port Role Disabled

Port State Disabled

Mode MSTP

Type Internal

Designated Bridge 0-00:00:00:00:00:00
Designated Port ID 128-1

Designated Cost 20000

Remaining Hop 20

5. ClickApply.

. Apply |

6. In the topright, clickSaveto save the onfiguration settings to NMRAM/startup
configution.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Surveillance Mode

7. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

[ox]
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View your Spanning Tree Protocol InstanSeatisticsInformation (MSTP)
Spanning Tree Statistics
This section will display the sent and receive®BPR on each par

1.Log into purswitchY I y I 3SY Sy (i Atdksay®uswitshSr&nagement page
onpagell).

2. Click onSpanning Treand click ortatistics

3. Select the port to view and clidkiew.

Note: You select whiclport to view stdistics and click/iew which will display the
receive and transmit BPDU statistics and allow you to set the Refresh Ratalifive
the statistical data to diglay.

Receive BPDU Transmit BPDU

Config TCN Config TCN

LLDP (Linkayer Discovery Protocol)

Link LayebiscoveryProtocol (LLDP) allow&thernet network devicesuch as switches
androuters, to receive and transmit devigelatedinformation to directly conneted
devices on the network and tdare datathat is learned about other devices.

Configure LLDBettings
Discowery >LLDP > Prapty

1. Log into youswitchmanagement page (§ Access youswitchmanagement page
on page 1).

2. Click ombiscovery click onLLDPand click orProperty.

3. Review the settings

Enabling oDisabing LLDP

1 Sate - Check theEnableoption to enable the LLIP global state.
1 LLDP Handling This option specifies how the switch will ithe LLDP
packets received when LLRdisabled.
o Filtering¢ LLDP packets wihe dropped.
0 Bridgingg LLDP packetmre forwarded toall ports.
0 Floodingc LLDP packets are flooditmall ports.

1 TLV Advertisénterval: Sets the transmit interval, which ikd interval
between regular transmgons of LLDP advertisements. The rasgeom
5-32767secords.

1 Hold Multiplier: Sets the htd multiplier value. The hold time multiplier is
multiplied by the transmit interval to give the Time To Live (TTL) that the
switch advertises to the neighborghe range is from 2 to 10.

1 ReinitializingDelay:Sets the reirtialization deay, wtich is thenumber of
seconds that must elapse after LLDBisabled on a port before it can be
reinitialized. The range is from 1 to $8conds.

1 TransmitDelay:Sets the wlue of the transmission delay timer, which is
the minimum timeinterval between transmission®f LLDP advertisements
due to a change in LLD#t4l information. The range is from 1 to 819
seconds

© Copyright 20 TRENDnet. All RighReserved.

83



TPE3012LS / TRBO18LS

Configure LDP Port Settings
Discovery > LLDP > Port Settin

1. Log into youswitchY I y' I 3 S Y Sy (i AtcbsS®uswitéhSrdhagemaet page
® Filtering onpage 1).

LLDP Handling O Bridging
® Flooding

TLV Advertise Interval Sec (5 - 32767, default 30)
Hold Multiplier _ (2 - 10, default 4) 3. Séect the port or ports to modify the LLDP configtion and clickedit
Reinitializing Delay Sec (1 - 10, default 2)

Transmit Delay Sec (1 - 8191, default 2)

LLDP

State B Enable

2. Click orDiscovery click onLLDPand click onPort Setting.

Mode Selected TLV

Normal 802.1 PVID

Normal 802.1 PVID

5. ClickApply. |Ed|—t|

| Apply |

| J 4. Review the settings.

1 Mode ¢ By default, alports are set to transmit and rece\LLDP frames
however, you can set specifionfiguration of LDP frames.

6. In the top right, cliclSaveto save the configuration settings to NWAM/startu ; . A
prg g g P 0 Trarsmit ¢ Only allowLLDP traffic to be transmitted from the seledte

conflurtlon. . . port or ports. Received LLDP traffic will be dropped.
s e o Receiveg Only allowLLDP traffic to be received on thelected port
Save J- Logout (&) Reboot or ports. LLDP traffic will ndite transmitted fran the port or ports.
Surveillance Mode o Normalg Default setting. LLDP traffic can be both transeit and
received on the port or ports.
7. ClickOK o Disableg Disables all LLDP traffioin being transmitted or received

- —— : onthe selected port or ports.
R LRI T P iR T § Optional TL\, Select the optionaTlLVs (typdength-values) or addional

[oK | information to be sent in the LLDP triaffor the switch in the Available TLV list

and you can use the arro buttons to add and remove to the
Seleted TLYV list.
Note: Multiple TLVs can be selected at the sam® by holdinghe $hift or Ctit

key.
I 802.1 VLAN NameSelect the VLAN IDs &alvertise the LLDP traffic for the
switch in the Available VLAN letd youcan use the arrov. buttons

to add and remove to the 8ected VLAN list.
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Note: Multiple VLANsan be selectedt the same timeby holding the Shift or
Ctrl key.

Edit Port Setting

Port GE1-GE2

® Transmit
® Receive
QO Normal
@ Disable

Available TLV Selected TLV

System Capabilities = 802.1 PVID
802.3 MAC-PHY .

802.3 Link Aggregatiol

802.3 Maximum Fram .
Management IP Addre:

Optional TLV

Available VLAN Selected VLAN

VLAN 1
802.1 VLAN Name .

5. ClickApply.

| Apply |

6. In the top right, clicSaveto save the configuration settings té\V-RAM/startup
configuration.
Gigabit PoE+ Smart Surveillance Switch

TPE-3018LS

Save Logout Reboot

Surveillance Mode

7. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

=)

View LLDRPacket View Detail
Discovery > LLDP adRet View

1.Log ino yourswichY I y I 3SY Sy (i AtdksayduswitshSr&nagement page
onpage 1).

2. Click a Discoveryclick onLLDPand cli& onPacket Viéw.

3. Select the port to view the LLDP packatistics and tick Detail.
® 1 GE1 48
o} 2 GE2 48

1440 Not Overloading
1440 Mot Overloading

| Detail |

Under the Packet View Detail section, you chaak the LLDP packet statistics of the
selected port.

Packet View Detail

Port GE2

Mandatory TLVs
Size (Bytes) 21

Operational Status Transmitted

802 3 TLVs
Size (Bytes) 0

Operational Status Transmitted

Optional TLVs

Size (Bytes) 1]

Operational Status Transmitted
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View LLDR.ocal Infomation
Discovery > LLDP > Ldoébrmation

1. Log into youswitchY | Y I 3SY Sy (i AkdisslyBuswitshSr&nagement page
onpage 1).

2. Click orDiscovery click onLLDPand click orLocal Information

Under the Device Summargection, you ca view the LLDP local device information and
capabilities.

Device Summary

Chassis ID Subtype MAC address

Chassis ID 3C:8CF8:F9:D0:4A
System Name Switch
System Description TPE-3012LS
Supported Capabilities Bridge

Enabled Capabilities Bridge

Port ID Subtype Local

3. You can alsselectthe port to view more details about local LLDP informatiSelect
the port and cliclDetalil.

Entry Port LLDP State

1 GE1 Normal

2 GEz2 Normal

Local Information Detail

Chassis ID Subtype
Chassis ID

System Name

System Description
Supported Capabilities
Enabled Capabilities
Port ID

Port ID Subtype

Port Description

Management Address Table

Address Subtype | Address Interface Subtype

0 results found.

MAC/PHY Detail
Auto-Negotiation Supported

Auto-Negotiation Enabled

MAC address
3C:8C:F8:F9:DO0:4A
Switch

TPE-3012LS

Bridge

Bridge

GE8

Local

Interface Number
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View LLDMNeighbors
Discaery > LLDP Neighbor

1. Log intoyourswitchY | y I 3SY Sy i Atcdks3dbrswitshSr&nagément pagé
onpage 1).

2. Click orDiscovey, click onLLDPand click orNeighbor.

3. Select the port to view the LPheighbor information and clidhetail.

B Local Port Chassis ID Subtype Chassis ID Port ID Subtype Port ID

GE10 MAC address D8:EB:97:85:42:40 Interface alias Gin/8
GE10 MAC address D8:EB:97:83:8E:FB Interface alias Gin/8
GE10 MAC address D8:EB:97:89:3F:3A Interface alias Ginf19

GE10 MAC address 1C:87:2C:CA:9B:62 MAC address 1C:87:2C:CA:9B:62

| Detail |

Under the Neighbor Detail section, you scroll dowview the LLDReightor
information.

Neighbor Information Detail

Local Port

Basic Detail
Chassis 1D Subtype MAC address

Chassis 1D D8:EB:97:85:42:40

Port ID Subtype

Interface alias
Port ID Gi0/8

Port Description TEG-082WS5 3.01.004 Port 08

View LLDR5tatistics Counters
Discovey > LLDP > Statistics

1. Log into youswitchY | Yy I 3SY Sy (i AtdksI&irswitshSr&nagement page
onpage 1).

2. Click orDiscorery, click onLLDPand click o Statistics

You can view the total statissacounters for LLDP tfaf.

Global Statistics

Insertions
Deletions
Drops

AgeOuts

|- Clear |

Transmit Frame Receive Frame Receive TLV Neighhor

B | Entry Port Timeout

Total Total Discard Error Discard Unrecognized
1 GE1
2 GE2
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3. Select the port to view the LLDEighbor information and clicRetail.

View LLDP System Information

ll

Chassis ID Subtyp@his paameter describe theChassis IBubtype which is
Yl O! RRNBaaé¢ o thisgaradéte.y 2 OKFy3S
Chassis IDThis parameter lists the MAC Address of the shit

You cannot change this parameter

System NameThis parameter lists the System Name of the skityou can
assgn the system nme.

System DescriptionThis parameter lists thproduct name of the switch. You
cannot change this parameter

LLDP System Information

Chassis ID Subtype:

Chassis ID:

macAddress

00:01:02:03:04:05

System Name:

System Description:

TPE3012LS / TRBO18LS

Set LLDIPort State
For each port, click th8tatedrop-down list and choose from the following options.

1 Disabled:Indicates LLDI% disablée on the port. The port cannoeceive or
transmit LLOP data packets.

1 Enabled:Indicates LLDP is enabled on the port. The panreceive and
transmit LLDP datpackets.

1 RxOnlyindicates LLDP is enabled on the port. The panreceiveLLDP dta
packets

1 TxOnly:Indicates LLDP is enabled on the pdtie port can transmit LLDP data
packets.

Note: You can select thew labelel ALLto apply settings to all ports

ClickApplyto save the settings.
LLDP Port State Settings

Port State

Disabled

4. Clicksave Setting$o Flash (menu)

Save Settings to Flash

5. Clicksave Settings to Flash (buttonthen clickOK.

Note: This step saves all configuration changes to theR&¥¥ to ensure thaf the
switch is rebooted or power cigd, the configuration changes will still be applied.

| Save Settings to Flash ‘
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View LLDP Neighbdnformation

LLDP> LLDP Neighbémformation

1. Log into youswitchY I Y I 3 S Y Sy (i Atcks3yBusnitéh S idnagement page
on pagell).

2. Click o.LDRand click or.LDP Neighbor Informatian

3. View the LLDPeaighba information.

1 Entity: This parameter is a number assigrtedhe reportingneighbors in the
order that the LLDP information is recedvFomthem.

91 Port: This parameter sgrifies the TRE020WS local pomiumber where the
LLDP informigon was receied.

1 Chassis ID Sutype: This parameter describes the Chassisubtype of the
neighboring network device which is reporting theDP informadn.

f Chassis IDThis parameterisk S ySAIKo2NRAyYy3I RSOAOSQa OKlI daira L5®
1 Port ID SubtypeThis parareter describeshe Pat ID subtype ofthe
YSAIKO2NAY A y S sHdnneRed diedhIMATPEI2 NI G K| {
1020WS switch port.
f  Port ID:This parametespecifies the neighboring networksdd A fo& Q &
number from which the LLDP information was tranted.
1 Port Desciption: This paameter describes the neighboringS i 6 2 NJs RS@A 0SQ
port.

1 Show Normalif you click on this button, a detailed report of theighboring
network device will be dayed.

If the entries span multiple pages, you can navigatgenumber inhe Page field and
clickGoor you can clickirst, Previous, NextandLast Pagé¢o navigate the pages.

LLDP Neighbors Information

Chassis ID Chassis Port ID Port Port Show

Entity | Port Subtype D Subtype ID  Description = Normal

Page 0/0 page [Jj
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M Unknown Multicast 2 AT
Drop

. . : : . . Adti
The.ml-JItlc.ast section \NII.aHOW you to configure IGMP andL® snooping for multicast 10N ® Forward to Router Port
traffic filtering on the switch.

Corfigure unknown multicast and muticast forwarding method Multicast Forward Method

Multicast > General >rBperty 1Pv4 O DMAC-VID

1. Log into youswitchY | Y I 3SY Sy i Atcdksay®uswitshSr&agément pagé ® DIP-VID
onpage 1).

4. Clicksave Settings to Flash (menu)

2. Click orMulticast, click onGeneral, and clck Property. 5
Save Settings to Flash

3. Review the settings. Click épplyto save theconfiguration changes.

T Unknown Multicast Actiong 5. dick Save Settings to Flash (buttorthen clickOK.

0 Flood:When the swichreceives unknown multicast traffic, flabthe Note: This step savedl@onfiguration changes to the NRAM to ensure that if the
traffic out all switch ports. switch is rebooted or power cycledethonfigurationchanges will stil be applied.

o Drop: When the switch recges uknown multasttraffic, drop the —_—
traffic. | Save Settings to Flash ‘

o Forwardto Router Port When theswitchreceives uknown multicast
traffic, forward the traffic to the mliicast router port.
0 AgeOut Timer¢ Entea the amount of time in seconds that you want
your switchto wait before it puges a inactivedynamic MAC address.
T Multicast Forward Methodg Select the method the switch should forward 1Pv4
multicasttraffic.

o DMAGVID. Multicast frames are forwarded byestination MAC
address.

o DIRVID:Multicast frames are forwardkby destination IP adress.
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Add static multicast group ddresses
Multicast > General > Group Address

Staticmulticast group addressezsan be added to the table in additi to the multicast
group addresses that are learned by thetsWwidynamically

1.Log into yarswitchY | y I 3SY Sy (i Atdksay®uswitshSr&nagement page
onpage 1).

2. Qick onMulticast, click onGeneral and clickGroup Address

3. ClickAddto add a new static miticast addres®ntry.

1 VLANCIick the dropdown list to selecthe VLAN IDd assign the multicast
address.

1 IP Versiorg Select the IP address versiontloé multicast static addres$Pv4
or IPva

1 Group Addresg, Enter the the multicast static address
' Member¢ In the Avalable Portlist, select the ports tassign the multicast

static group address.ov can use the arrov buttons to add and
remove tothe Selected Port list.

1 Note: Multiple portscan be selected at the same time by holding thet hif
Ctrl key.

Add Group Address
VLAN
IP Version

Group Address

Available Port

Member

4. ClickApply.

. Apply |

Selected Port

5. In the top right, clicaveto save tle configuration settings to NRAM/startup

configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want

to continue?

o]
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Add multicast router ports Add Router Port
Multicast > General > Router Port
Static router ports can be specifiéor multicasttraffic in thissection.

Available VLAN Selected VLAN

1. Log into youswitchmanagement pagé a \&cesé youswitchmanagement pgeé
on page 1).

2. Click oMulti cast click onGeneral and clickRouter Port IP Version
Type )
3. ClickAdd to add a new stat muliticast addess entry. @ Forbidden
Available Port Selected Port
Add
a
T VLANc In the Available VLAN ljstelect }he VLAN IDs to assign the multicast a
router ports. Yu can use thermow buttons to add and remov
the Selected VLAN list.
Note: Multiple VLAN IDs can belagted at the sare timeby holdingthe Shift
or Ctrl key. 4. dick Apply.

9 IP Versiorg Select thdP address version of the multicast static addréRg4 ?
or IPV6 | Apply |

1 Portc¢In the Available Port list, selec;t th&atic multicast router ports to

configure. ¥u can use the arng buttonsto addand removeto the 5. In the top rightclickSaveto save theconfiguration settings to NNRAM/startup
Selected Port list. configuration.
Note: Multiple ports can be selected at the same time by holding the Shift or Gigabit PoE+ Smart Surveillance Switch

Ctrl key. TPE-3018LS

Save Logout Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

[ox ]
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Configure IGMP snooping settings
Multicast >IGMP Snooping > Property
Configure IGMP snooping settings for IPv4 multitadtic.

1. Log into youswitchmay | 3SY Sy (i Adced $ourdwitch Sanagenent page
on page 1).

2. Click oMulticast, click onlGMP Snoopingand clickProperty.

3. Review the settings. Click dpplyto save the configuration changes.

1 State Check thé&nableoption to enable IGMP snooping. Uncheck tsatble
IGMP snoping.

1 Version Slect the IGMP snooping versid&MPv2or IGMP\8.

1 Report SupressionEnable the report suppression option to limit the amoéun
of IGMP multicast reports to the ufticast router to reduce multicast traffic
overhead.

State B Enable

O IGMPv2

Version ® IGMPV3

Report Suppression | ¥ Enable

| Apply |

Underthe VLAN Settiptabk, the actve VLANSs will be listed. To edit the IGMP snogpi
settings for a specific VLAN, select the VLAN andEsdiitk

1 State Checlkthe Enableoption to enable IGMP sioping for the specific VLAN.
Uncheck to disable IGMP snooping.

1 Router Port Atio Lean: Check lhe Enableoption to configure the router
port(s)to be dynamically learned by the switch for the specific VLAN

1 Immediate Leae: Check theEnableoption to enablel GMP immediate leave
for IGMP snooping. Enabling this optidioass the swith to remove an

interface from the forwarding table without firgending out IGMP group
specific queries to the interface and the VLAN integfaan be removeddm
the multicasttree to ensure optimal bandwidth for multicast traffic.

Versim: Select the GMP sooping verson. IGMPv2or IGMPv3

Report SupressionEnablethe report suppression option to limit the amount
of IGMP multicast report® the multicast roter to reduce miticast traffic
overhead.

Query RobustnessEnter the thevarisble number of macknavledged
snooping queries that switch can send before rermgvthe multicast client
from the group list. Default: 2, Range71

Query Irterval: Enter the interval time/pend between each IGMP
membership query message the switeill send out. Defaut 125 Range: 30
18000

Query Response IntervaEnter the intenal time/period the switch will wait for
an IGMP response after each IGMP mensihip query message is sent out by
the switch. Default: 10, Range:2®

Last Member Query Goter: Enter the numier of query messges the router
sends in response to an IGMP leadessage. Default: 2, Ranger 1

Last Member Query IntervalEnter the inteval time/period for sending query
messages to active IGMP interfaces. Default: 1, Rangg: 1

Opernational Status:Disphys a summgy of all the IGMP snooping configuration
settings.
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Edit VLAN Setting 5. In the top right, cliclBaveto save the confjuration settings to N\RAM/startup

configuration.
VLAN 1

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

State B Enzble

Surveillance Mode

Router Port Auto Learn ¥ Enable

Immediate leave B Enable

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

Query Robustness (1 - 7, default 2)
Query Interval Sec (30 - 18000, default 125)
Query Max Response Interval Sec (5 - 20, default 10)

Last Member Query Counter (1 - 7, default 2)
Last Member Query Interval Sec (1 - 25, default 1)

o]

Operational Status

Status Disabled
Query Robustness P

Query Interval 125 (5ec)
Query Max Response Interval 10 (Sec)
Last Member Query Counter 2

Last Member Query Interval 1 (Sec)

4. ClickApply.

. Apply |
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Configuremulticast querer settings 5. In the t right, clickSaveto save the configuration settings to NRAM/startup
Multicast> IGMP Sraping > Querier configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

1. Log into youswitchmanagenS y (i LJI A&es®yv@BvBtchianagment pagé 38¢ J5 Loooie (8 pebou
on page 11 Surveillance Mode

2. Cliclon Multicast, click onGMP Snoopingand clickQuerier. 6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

3. Review the settigs. Atk onApply to save the configuration changes. [0k ]

1 State Che& the Enableoption to enable IGMP snooping querier for the
selected VLAN. Wheck to disable IGMP snooping geerfor the selected
VLAN.

1 Version:Select the IGIP querier ver®n for the setcted VLANIGMP\2 or
IGMPV3

Querier Table

| State Operational Status Version Querier Address

v 1 Disabled Disabled
| Edit

Edit Querier
VLAN 1

State B Enable

® IGMPv2

Version
: ® IGMPv3

4. ClickApply.

| Apply
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View IGMP snooping statistics
Multicast > IGMFSnooping > Statists

1. Log inb yourswitchmant 3 SY Sy i

onpage 1).

LAEcEsS youswitShBnanagement page

2. Click oMulti cast, click onnGMP Snoopingand cick Statistics

3. Review the settings. You can ciRéfreshto force the satistics to be uplates to most
recent or clear to reset all statics to 0.

1 Receive PackeDisplays the multicast statistics received by sétch.

o

o

Total: Displays the numbeof all multicastpackets received by the
switch.

Valid: Displa the total nunier ofvalid mulicast packets received by
the switch.

InValid: Displays the total number of invalid multicast packets
received by the switch.

Other: Displays other nomulticastpackets such akCMP packets.
Leave:Displays the total of IGWl leave packetseceived by theswitch.
Report: Displasy the total of IGMP repgrackets received by the
switch.

General QueryDisplays the total number dGMP query packets
received by theswitch.

Special Goup Query:Displaysthe total number of speail group query
packes includingquerier special group queries received by thnétsh.
Sourcespecific Group Quenyisplays the total number of source
specfic group queries received by the gah.

1 Transmit PacketDisplplays the multicast statistics tremitted by theswitch

(o]

Leave:Displays the total of IGMP leave packets transedtby the
switch.

Report: Displasy the total of IGMP report packets transetitby the
switch.

General QueryDigplaysthe total number of IGMP query packets
transmitted by theswitch.

0 SpecidGrow Query:Displays the total number of special group query
packets including querier special group queries transmitted by the

switch.

0 Souce-specific Group QueryDisplays he total number of source
specific group queriesansmitted by the switch.

Receive Packet
Total

valid

Invalid

Other

Leave

Report

General Query
Special Group Query

Source-specific Group Query

Transmit Packet
Leave

Report

General Query

Special Group Query

Source-specific Group Query

0

0
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Cafigure MLDsnooping settings
Multicast >MLDSnooping > Rperty
Configure MLD snooping settings for IPv6 multicast traffic.

1. Logmto yourswitchmanagement page (se#\ccess youswitchmanagement pagé
on pagell).

2. Qick onMulticast, click onMLD Snooping and dick Property.

3. Review the settings. Click dpplyto save the configuratin changes.

I Stae: Check théenableoption to enableMLDsnooping. Uncheck to disable
MLDsnooping.

1 Version Selet the MLDsnoopirg version MLDv1 or MLDv2

1 Report SupressiorErable the report suppression option to limit the amount
of MLDmulticast repots to the multicast router to reduceulticast traffic
overhead.

State B Enable

O MLDv1

Version
® MLDv2

Report Suppression « Enable

| Apply |

Under the VLAN Setting tabldnet active VLANwIll be listed.To edit theMLDsnooping
settings for a spedif VLAN, select the VLAN and chakt

1 State Check théenableoption to enatbe MLDsnooping for the specific VINA
Uncheck to disabl&LDsnooping.

1 Router Port Auto LearnCheek theEnableoption to configue the router
port(s) to be dynamically learnday the switch for the specific VLAN

1 Immediate LeaveCheck theEnableoption to enableMLDimmediate leave for
MLDsnhooping. Enabling this option allows the switch to removénserface

from the forwarding teble without first sending ouMLDgroup specit queries
to the interface and the VLAN interface can be removed from theioadt tree
to ensure optimal bandwith for multicast traffic.

Version Select theMLDsnooping ver®n. MLDv1 or MLDv2.

Report Supession:Enable the report suppression option limit the amount
of MLDmulticast reports to the multicast router to reduceutticast traffic
overhead.

Query Rolustness:Enter the the variable number of unacknowledged
snooping queries thaswitch can sendefore removing the multicast client
from the gioup list. Default: 2, Range:71

Query Interval:Enter the interval time/peind between eaciMLDmembership
query message the switch will send out. Default: 125, Rangd.8800

Query Respose Inerval: Ente the interval time/period the switch will waitor
anMLDresponse after eacMLDmembership query message is sent out by
the switch. Default: 10, Range2b

Last Member Query CounteEnter the number of query message®tiouter
sendsin repponse to arMLDleave message. Default: 2, Rang€: 1

LastMember Query Interval: Enter the interval time/period for sending query
messges to activdLDinterfaces. Defalt: 1, Range: 25

Operational StatusDisplays a summary ofl &he MLDsnoopng canfiguration
settings.
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Edit VLAN Setting 5. In the t right, clickSaveto save the configuration settings to NRAM/startup

configuration.
VLAN 1

Gigabit PoE+ Smart Surveillance Switch
TPE 18LS

Logout R oot

State B Enable

Surveillance Mode

Router Port Auto Learn v Enable

Immediate leave B Enable

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

Query Robustness (1 - 7, default 2)

Query Interval 125 Sec (30 - 18000, default 125)

Query Max Response Interval _ Sec (5 - 20, default 10)

Last Member Query Counter (1 - 7, default 2)
Last Member Query Interval _ Sec (1 - 25, default 1)

o]

Operational Status

Status Disabled
Query Robustness P

Query Interval 125 (Sec)
Query Max Response Interval 10 (Sec)
Last Member Query Counter 2

Last Member Query Interval 1 (Sec)

4. ClickApply.

. Apply |
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View MLD snooping statistics
Multicast > MLD Snooping > Statistic

1. Log intoyour switch manads Y S y i

onpage 1).

LJ-AcBss poss®ithmanagement page

2. Click orMulticast, click onMLD Snoopingand clickStatistics

3. Review the settings. You can ciRéfreshto force the statsticsto be updages to most
recent or clear to reset all statiss to O.

1 Receive PackeDisplays the multicast statistics received by thétchw

o

o

Total: Displays the number @l multicastpackets received by the
switch.

Valid: Displays e total numberof vdid multicast packets received by
the switch.

InValid: Disdays the total number of invalid multicast packets
received by the switch.

Other: Displays other nomulticast pakets such akCMP packets.
Leave:Displays the total of MLDd&e packets rezivedby the swith.
Report: Displasy the total of MLD report pests received by the
switch.

General QueryDisplays the total number of MLdery packets
received by the switch

Special Group Quenpisplays the total number of special gpquery

packes incuding querér special group queries received by the switch.

Sourcespecific Group Quenyisplays the total number of source
specific goup queries received by the switch.

1 Transmit PacketDisplplays the multicast statistics transmittby the switch

(o]

Leaw: Displayghe total of MLD leave packets transmitted et
switch.

Report: Displasy the total of MLD report packets transmitted bg th
switch.

General QueryDisplays tl total number of MLD query packets
transmitted by the switch.

0 Special Group Qery: Displays tle total number of special group query
packets icluding querier special group queries transmitted by the

switch.

0 Sourcespecfic Group QueryDisplays the totahumber of source
specific group queries transmitted by the setit

Receive Packet
Total

valid

Invalid

Other

Leave

Report

General Query
Special Group Query

Source-specific Group Query

Transmit Packet
Leave

Report

General Query

Special Group Query

Source-specific Group Query

0

0
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Confgure MVR settings
Multicast > MVR > Property

For layer 2 IP muttast networks, it may be necessary for multicast clients/subscribers in VLAN
different IP subnets/VLANSs to access fane multicast group. MVR (Multicast VLAN
Registration) will &w the sendingnulticast packes received in a multicast source Mode Compatible
VLAN to one omore multicast receive VLANS. Dynamic
Group Start 0.0.0.0
1. Log into youswitchY | Y I 3SY Sy i Atdksay®uswitshSr&nagement page o T (1 - 128)
onpage 1).

Query Time Sec (1 - 10)
2. Click a Multicast, cick onMVR and dick Property.
Operational Group
3. Review the settings. Click &pplyto save the configuration changes.
I State Check théenableoption to enable MVR. Uncheck to disable MVR.
1 VLAN Click the dropdown list to select the MVR source VLAN.
1 Mode: Select theMVR male.

o Compatble: In this mode, multicast datreceived by MR hosts is 4. ClickApply.
forwarded to all MVR data ports, regardless of MVR host membership e —
on those ports. | Apply |

o Dynamic:in this male, multicast data received by MVR hosts is
forwarded only to hose MVR dataral clents portsthat the MVR
hosts have joined which eliminatesing unnesscary bandwidth on
MVR data port links.

Maximum

Current

1 Group Start Enter the IP¢ multicast starting range. (€2281.2.240) 5. In the top right, clicSaveto save theconfigurationsettings to NVRAW/startup
f  Group CountEnter the number of total multicast grps included foNVR The configuration.
count will count the IPv4 multicast group specifiectie Group Start field and Gigabit PoE+ Smart -'*"fvci“*;::*{3;*:;;:12
count the next ascending sequential multicast greup SR P
1 Query TimeEnter the time irsemnds to wait for MVR report memberships to SurverllancelMode
be received on a pobefore the svitch removes theport from multicast group
membership. 6. ClickOK
1 Operationd Gro_up:DlspIays a summary of _the maximum MVR groups allowed Save running configuration to startup configuration. Do you want
and currently ative MVR groups on the switch. to continue?

=)
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Conigure MVR port settings 4. ClickApply.
Multicast > MVR > Property —_—

. Apply |

1. Log into youswitchml Y I 3SY Sy (i Actdess usai@hdndnagement page
onpage 1).

2. Gick an Multicast, click onMVR and clickPort Setting 5. In the top right, clicaveto save the configuratiosettings to NVRAM/startup

configuration.
3. Select the port in the list and clicEditto configure the MVR port settings Gigabit PoE+ Smart Surveillance Switch
1 Port: Displays the selected port numbe m wlm?
1 Role Set the MVR port role. —

1 Immediate LeaveCheck the optin to enable IGIP imnediate leae on the
selected port. 6. CickOK

Save running configuration to startup configuration. Do you want
to continue?

Port Setting Table [ox |

Immediate Leave

Disabled

Edit Port Setting

Port GE1

O None
Role ® Receiver
& Source

Immediate Leave W Enable
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Configure MVR Group Address Table 4. ClickApply.
Multicast > MVR> Group Addres P ——

Appl
Disgays the goups that have been dynamically learned by théteh and allowed you |&|
statically add MVR groups to the switch.

o . . 5.1n the top righ, click Saveto save the configuration settings to NRAM/startp
1. Loginto gurswitchY' I Y I 3 SY Sy 0 AdcksdyduswitehBr&hagemehpaget configuration.

onpace 11).

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout 3 Yot

2. Clickon Multicast, click onMVR and clickGroup Addess SEEREE e
3. ClickAddto a static MVR group address. 6. ClickOK
il GrOUp Addres: Enter the miticast group address to Staticakkﬁld to the table. Save running configuration to startup configuration. Do you want

to continue?

' Member¢ In the Available Port list, seledi¢ ports to stéically assign fothe

o]

MVR multicast group.ot can use the arro\. buttons to add and
remove to the Selected port list.

Note: Multiple pats can be selected at the same tifm holding the Shift or
Ctrl key.

VLAN 1
Group Address I 000.0-00.00)

Available Port Selected Port

Member .
< |
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Secu rity 3. Review the settings. idpplyto save the settings.

This chapter contains iafmation about the Porbased secuty featuresand the Configure the following parametsras required:

procedures for setting this feature. 1 Retry:Set the number of retries to autorizeRADIUServers
1 Timeout: Set the timeout period in seconds before starting the retry process
Confgure RADIUS stigs agan for authorization oRADIUServes.
Security SRADIUS 1 Key StringSet the RADIUS shared secret for all RADIWSrser
This section contains information aedrfiguration procedures for the Use Default Parameter
Portbased Access Control. Pdrased Network &cess Control (IEEE 802.1x) is used
control whocan send traffic through and receive traffic finca switch port With this Retry (1 - 10, default 3)
feaFure, the switch does not allow an end nodederd or receive traffithrough a port Timeout Sec (1 - 30, default 3)
until the user of the node logs on by @ming a user namand password.
Thisfeature can prevent an unauthorized individual from connectimpmputer toa Key String ]

port or using & unattended workstation to access youetwork resources. Only those
users to whom you have assigned a usame and passwadrare able to use the switch

to access the network. To adda RADUS serverclickAdd.
This feature can be used with onétwo authertication methods: 1 Address Type Select the address pg to identify the RADIUS server on the
1 TheRADIUS abentication protocol requires that emote RADUS server is network. Hostname IPv4,or IPv6
present on your networkThe RADIUS server performs the authestion of f  Sener Address; Depending on the addrestype selected in the previous,
the user name and passwombmbinations. enter theHostname, IPv4 addss, or IPv6 adess h the fieldprovided to
f The Diain User (local) authentication methodi@vsyou to sé up the identify the RADIUS server.
authentication parameters internallin the swith without an external server. 1 ServerPort¢ Enter the RADIUS server port. By default, the RADIUS server po
In this casethe user name and password combinatiare entered in the is se to 1812.

associated with a optional VLAN whethey are defined. Based on these 9 Priority ¢ Enter the RARIS server priority value. The lower the number, the

entries, the authenticaion process is doe locally by thaVeb Management higher thepriority value.Thiscan applyfiyou have multiple RADIUS servers

Utility using astandard EAPOL. transaction. listed and wiich will indicate which RADIUS servers to take priority over others
Note: RADIUS with Extensible Authentication Bcot (EAP) extensioissthe only in the list.

stpported authentication server for this feature. 1 Key Strig ¢ By default, the Us®efault setting is checked to use the Default

Key String/ShakSecret speddd inthe globalsettings. If the key
string/shared secret for apecified RADIUS server, uncheck the Use Default

1. Log into gur switthmanagementpage (se@Access yor switcthmanagement page option and enter the key sing/shared gcret in the field proided.

on page 1). 1 Retryg By default, the Use Default setting is checkedse the Retrynumber
specifiedin the global settings. If the Retry number fospecified RADIUS
server, uncheck the Use Default option and enter the Retnyber in tre field
provided.

2. Click orsecurityand click orRADIUS
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1 Timeaut ¢ By default, the Use Default setting is checked to usditheout
interval spedfied in the global settings. If the timeout interval forspecified
RADIUS server, uncheck the Use Default option and enter the tinrgeuval
in the field provided.

1 Usagecq Select the authentication type to use for RADIUS clients.

o0 Loging Only wse bag user angpassword authentication from the
switch local ger database.
Note: Local authentication users must be specified unier
Management > Uarswith the User Prilgge.

0 802.1Xc Only use the user credentials specified in tixteenally
connected RADIUS servés).

0 All¢Use either Login or 802.1X to authmate users access to the
switch.

Address Type

Server Port

Priority

Key String

1 NAS ID This parameter assigns an 802identifier to the switchthat applies
to all ports. The NAS ID can be up to sixtelearacters. Vad characters g 0
to 9, ato zand A to Z. Spacese allowed. Specifying &AS ID is optional.

1 Port Access ContrelThis parameter enables or disablsrt Access Control.
Select one othe following choices from the pulldowmenu:
o Enable:The PortAccess Contrdeature is activéed.
o Disable:The Port Access Control featuralssactivated.

1 Authentication Method- This parameter indicates theuthentication method
used by the switch. Satt one of thefollowing choices:

o RADIUSThis parameter configres port seclity for remote
authentication. After completing steps, you musirdigurethe :
Gw! 5/LE XSyilié aSOGAz2Yy®

o Local:This parameter configures porésurity for localauthentication.
After completing stepsyou must configuréi K S LI NJ' Y 8KinS NB  hidiiatib®
User Loal Auhenticatiore a SSOUA2Y

0 TACACSThis parameter configures posecurity forterminal

authentication. After completingteps, you must cofigure the
OGTACACS+ Settirgggectian.

Timeout

4. ClickApply.

6. ClickOK

Save running configurati

| Apply

Server Address

Add RADIUS Server

O Hostname
® IPv4
® IPvo

1812 (0 - 65535, default 1812)
I o - o5535)

+ Use Default

+ Use Default

(1 - 10, defaut 3

+ Use Default

Sec (1.- 30, default 3

® Login
® 802.1X
Q Al

5. In the top ri%\ht, cliclsaveto savethe configuraton sdtings to NV-RAM/startup

Gigabit PoE+ Smart Surveillance Switch

3018LS

nfiguration. Do you want
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Configure RADIUS networuthentication settings
Security JAuthentication Maager > Property

This sectiorallowsthe configuration of ports to require authorization/authentiben,
guest VLA asgginment forunauthenticated usersand authentication methosl
required on network access ports.

1. Log into youswitchmanagement pagé a \&cesé youswitchmanagement page
onpage 1).

2. dick onSecuriy, click onAuthentication Manager,and click orProperty.

3. Review the settings. Clickpplyto save thesettings.
Configure the followingparameters as required:
1 Authentication Type:Check the 802.1X option to enable 802.1X.

1 Guest VLANCheck the Enabloption and clik the dropdown list to select the
guest VLAN agnment for unauthorized/authenticated use
Note: VLANs must be createdider the VLAN > VLAN > Create Vigkhon to
be available in the drogdown list.

1 MAGCBased User IBormat: Clickthe drop-down lig to select the MAC User
Name/Password ID formatsed for portauthentication.

Authentication Type B 802.1x

M Enable
Guest VLAN

MAC-Based User ID Format REESESEE6.6.6.64 w

To configure the ports to set/require fol0.1X authentication, select the paor ports
in the list and clicledit

Port Mode Table

Q

Authentication Type
B  Entry Port Host Mode Method Guest VLAN VLAN Assign Mode
802.1x

v 1 GE1 Disabled

Multiple Authentication RADIUS Disabled Static

| Edit |

1 Port: Displays thespecified portor ports to confgure.

1 Authentication Type:Check the 802.1X teequire authentcation for the
selected port or ports.

1 Host Mode: Select thehost mode.

0 Multiple Authentication: Using this mode, all 802.1X clients must
authenticate individally for netwok acces.

0 Multiple Hosts:n this mode, only a single 802.1X wtienust be
authenticated, all clients afterwards will also be provided netkor
access.

0 Single Hostln this mode only a single 802.1X client can be
authenticated and providaetwork accessat anygiven time The
client must logout or deauthenticate beferanother 802.X client can
be allowed network access.

1 Method: In the Availale Method list, select the authentidion methods
allowed for the authentication on the selected por ports. You canuse the

arrow buttons to add and remove to the Seledt&lethod list.
Note: Multiple methods can be selected at the same time Hgihg the Shift or
Ctrl key.

1 Guest \LAN:Check the Enable option to allow unauthorized users to be
assigned to thguestVLAN assignent. The Guest VLAN ID can be assigned in
the global settings.

Note: VLANs must be created under the VLAN > VLAN > @lleahésection to
be available in thelrop-down list.
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1 VLAN Assign Mode Slgabibb o Su
o Disable:lgnores VLAN authization resultand lkeeps theoriginal
VLAN ID of host.
0 Reject:Use VLAN autharation if received, andeject host if VLAN is
unauthorized. 6. ClickOK
o Static:Use VLAMuthorization information if receed and if VLAN .
information in unauthorized, keep original VLANof host.

Sa nfi

Edit Port Mode

Port GE1
Authentication Type W 802.1x

Q Multiple Authentication
Host Mode @ Multiple Hosts
@ Single Host
Available Method Select Method

Local RADIUS
Method .

Guest VLAN W Enable
@ Disable
VLAN Assign Mode @ Reject
O Static
il
4. Clck Apply.
. Apply |

5. In the top right, cliclSaveto save the cofiguration settings to N\RAM/startup
configuration.
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Gonfigure RADIUS network port settirsg Common Timer
Security > Authentication Manager > Port Settings 1 Reauthentication:Set the reautlenticaion interval in seconds to in which a
This sectia will allow yai to configure R®IUS network port settings. client will automateally attempt reauthentication.

1 Inactive: Set the idle timeout period in seads to automatically de
authenticae a client if no traffic is received and thigeat is idle.

1. Log into youswitch Y I y' I 3 S Y Sy U AdcksSvouswitehSishagement page 1 Quiet: When a potis in locked sate after authentication fails several times,

onpage 1}. the host will be locked in quiet period. Only after the quiet period has eapire
the client will be able to reau#mticate.
2. Click orSecurity,click onAuthentication Managerand dick onPort Sdtings. 802.1x Parameters
1 TX PeriodSet thetime period in #conds that thedevie will waitfor a
3. Seletthe port you would like to configure and clieklit. Reviewthe settings. Click resporse to an EAP (Extensible Authertiica Protocol) request/identity frame
Applyto save the settings. from the supplicant (client) before reading the request.

Port Setting Table i Supplicar_n Timeqt: Sgt the time pv_erioq allowed to receive @sponse from
the supplicant (cknt) in the authentication process.
1 Server TimeoutSetthe time period allowed before EAP requests are resent to
. the supplicant (client).
B g roll IRy S 80 1 MaxRequess: Set maximum allowed numb@f EAP requests sent.

Reauthentication Inactive Quiet TX

v 1 GE1 Disabled Disabled 256 3600 60 60

Edit

91 Port: Disgaysthe selected port(s).
1 Port Contol:
o Disabled:Disable authentication and allows clients netk@ccess.
o Fore Authorized: Pott forces authorization and allows client network
access.
o Force UnauthorizedPort prevents authorization and denies client
network access.
o Auto: Authentication § required for clients to allow network access.
1 Reauthenticatio: CheckErabled to allow clients to attempt reauthentication
automatically afer the reauthentication period has expired.
1 Max Hosts:Specify the max. numbef hosts allowed. (Ap@s to muliple
authentication mode only)
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Edit Port Setting 4. ClickApply.

. Apply |

Port E1

O Disabled
@ Force Authorized . . . . .
® Force Unauthorized 5. In he top right, tick Saveto savethe configuration settings to NRAM/startup

® Auto configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Port Control

Reauthentication B Enable

Max Hosts (1 - 256, default 256)

Common Timer

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

Reauthentication Sec (300 - 4294967294, default 3600)
[ox]

Inactive Sec (60 - 65535, default 60)
Quiet Sec (0 - 65535, default 60)
802.1x Parameters

TX Period Sec (1 - 65535, default 30)
Supplicant Timeout Sec (1 - 65535, default 30)
Server Timeout Sec (1 - 65535, default 30)

Max Request (1 - 10, default 2)
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View authenticated sessions 1 (Authorized Inb.) Inactive Tmeouts. Displaysnactive timeout provided from
Securiy > Authentication Manager > Sesson authorization.

This section displaydetails about the current sessions.

Sessions Table

1. Log into youswitchmanagement.J- 3 S AzcesS $oustvitchmanagement page
on page 1), Showing entries Showing 0 to 0 of 0 entries

Operational Information

. . _ . . . . B SessionID Port MAC Address Current Type Status
2. Click orSecurity,click onAuthentication Managerand dick onSessions VLAN | fime  Time Time

Session Inactived | Quiet

0 results found.
3. Review details belowClearcan be usedd delete all sesions

I Session IDDisplayghe session ID.
1 Port: Displays the pa number for the session.
1 MAC AddressDisplays the MAC address of the devionnected for the
session.
T CurrentType:
0 802.1X:802.1X authentication is used for the session.
o0 MAGBased:MACbased aithentication is used for the session.
o0 Web-Based:Web-basedauthentication is used for the session
1 Status:
o IP VersioniPv4 or IPv6 igsed in the session.
Disable:Sesgin is ready to be deleted.
Running:Authentication is in proces
Authorized: Authertication has passed and obtaining network access.
Unauthorized: Authentication has failed and restricted network
access.
(Operational Irfo.) VLANDisplays the associated XN ID of the session.
(Operational Info.) Session Timé& Authorized statedisplays total the session
has been currently active.
1 (Operationd Info.) Inactive Timeln Authorized state, displays the time period
the client has been idle.
1 (Operational Infa) Quiet Timeln Locked state, displays the time period the
connected devicéhas ben in set b quiet time.
1 (Authorized Info.) VLANDisplayghe VLAN ID assigned after authentication
was successful.
1 (Authorized Info.)Reauthentication:Displays the readnentication period
provided from authorization.

O O oo

=A =4
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Configure Management Access SSHEnablesSSH command
Security sManagement Access > Management\iee
This sectiorallows the configration of ports to require authorization/authentication,

Session Timeout

guestVLAN assignmerfior unauthentiated users, and authentication methods Console Min (0 - 65535, default 10)
requiredon network access ports.
Telnet Min (0 - 65535, default 10)
1. Log into youswitchY | Y I 3 S Y Sy (i AtdisslySuiswitéhSighagement page SSH Min (0 - 65535, default 10)
onpage 1).

HTTP Min (0 - 65535, default 10)

2. Click orSearity, click onManagement Acces, and click orManagement Service Min (0 - 65535, default 10)

3. Reviewhe settings. ClicRpplyto save the settings. 1 Passwad RetryCaunt: Configure the number of failed attempts @aied for

Management Service the specified management access before access is locked for thual peri
 Telnet:Enales Telnecommand line managemericcess to the switch. specified under Silent Time.

I SSHEnables SSH command line managenaegess to thewsitch.

1 HTTPEnalles HTTP web management access to the switcdeBult, HTTP
management access is enabled. Console (0 - 120, default 3)
HTTPSEnables HTTPS web manageiaccessd the switch.
T SNMP:Endles SNMP management access to the switch. Telnet (0 - 120, default 3)

(0 - 120, defauit 3

Password Reiry Count

]

Management Service

Telnet B Enable 1 Slent Time:Configure the silent time period defining amounttwhe the
managmentaccess preants logins after the max. password retry coist
SSH B Enable reached

HTTP + Enable )
Silent Time

Console T - (0 65535, default 0)

M Enzble
M Enzble

Telnet T - (0 65535, default 0)

1 Session TimeoutConfigure thedle timeout setings to automatically log out of SSH _ Sec (0 - 65535, default 0)
the specified mnagement session during times of inactivignter the 0 value
to disable atomatic logaut.

1 ConsoleEnables Taet command line management access to the switch.
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4. ClickApply.

. Apply |

5. In the top right, clicSaveto save tte configuration settings to NRAM/dartup
configuration.
Gigabit PoE+ Smart Surveillance Switch

TPE-3018LS

Logout Reboot

Surveillance Mode |

6. ClickOK

Save running configuration t configuration. Do you want
to

[
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Configure Managemet ACL/ACE (Aess Catrol ListdAccess Control Entries)
Security > Managementcgess > Management ACL

Acces<ontrol configuration allows you to control fdifent aspects of th&thernet
traffic as it enters the switch ports and is process throughStich. You can sgxify
what traffic is permitted or denied to flow througte swich by setting up specific tiér
criteria at an ingress port. You calso nanage the switching priority oftBernet
packets. All of this is dortey specifying policies thatefine the filtering and priority
behavior.

Create new access control list
Secuity > Management Access > Mageanent ACL

1. Log into youswitchmanagementp 3 S  Acte8<Syouiwitchmanagement page T
onpage 1). T
) ) ) ) 1
2. Click orSeualrity, click onManagement Accessnd click orManagement ACL
3. In theACL Namdield, enter a name for the new access control list. Ghipgly.
ACL Name -
| Apply | 1
After creating the new ACIt will appear in the Management ACL Table
Management ACL Table T
Showing entries Showing 1 to 1 of 1 entries
n ACL Name
| ACL1 Deactive
| Deactive |
- 1

4. To create aew policy un@r thenew ACL,lick onSecurity,click onManagement
Accessand click onManagement ACE

5. Make sure the correct ACL is selected inAl®. Namelrop-down list. CliclAdd to a
new policy under the ACL.

Management ACE Table
ACL Name

6. Review the AEpolicy ®ttings below.

ACL Mme:Displays the ACL name in which the new polidll beadded.
Priority: Specify the priority value for the policy. (Lower numbdrigher
priority. Ex: A value of 1 epifies the highest priority.)
Service:Select the service ormrptocol for thepolicy.
o All: All ports and protocols.
HTTPPolicy willonly fiter HTTP traffic.
HTTPSPolicy will only filter HTTPS traffic.
SNMP:Policywill only filter SNMP traffic.
SSHPolicy will only filter SSH traffic.
0 Telnet:Policy will onlyifter Telnet tiaffic.
Action: Sdect the action for the policy.
o Permit: Forwardthe traffic based on thparametersspecified in the
policy.
o Deny:Drop the taffic based on th@arametersspecfied in the policy.
Port: In the Available port list, selectétports the paky wil be appled. You

O O OO

can use the arrov. buttons to add ad remove to the SelecteBorts

list.

Note: Multiple portscan be selected ahe same time by holding the Shift
Ctrl key.

IP VersionSelect the IP version used to identifhe source IRddress of the
traffic to apply policy.
0 All: The policy will beapplied to both IPv4 and IPv6 address source
traffic, all IPv4 and IPv6 addises.
0 IPv4:The policy will be apmd only to IPv4 address source traffic.
o0 IPv6:The policy will b applied onlyto IP\6 address aurce traffic.
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1 IPv4:lf applying the policy toRv4 traffic, enter the specific IPv4 and subnet
mask to apply the policy.

1 IPV6: If applying the policy to IPv6dffic, enter the specific IPv6 address and
subnet mask to applyhe policy.

ACL Name

Priority

Service

Action

o N N Noi N N

Available Port Selected Port

IP Version

7. After the pdicy has been created under the ACL, cliclSeurity, click on
Management Accessnd click orManagement ACLCheck the ACto activateand
clickActiveto adivate the ACL.

Management ACL Table

Showing entries

n ACL Name

Showing 1 to 1 of 1 entries

v ACL1

8. ClickApply.

| Apply

9. In the top right, ctik Saveto savethe configuration settings to NMRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch

Surveillance Mode

10. ClickOK

Save running configuration to startup configuration. Do you want
2
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Configure Port Security
Security > Port Security

This pag allows users to configure port seity settings for each port based dAC
address learning.

1. Log into youswitchmanagement.J- 3 S AGcesS $oustvitchmanagement page
on page 1).

2. Click orsecurityandclick onPort Security

3. In thePort Security Table, check the portsapply port security andlickEdit
Port Security Table

State MAC Address Action
Disabled 1 Discard

I = |

4. Review thesettings below.

1 Port: Displays the port or port® be configured.

1 State:Checking th&nableoption will enable port secuntfor the selected
port or ports.

1 MAC AddressSpecify the maxaumber of MAC address that can leaining
on theseleced port orports.

1 Action: Select the action after the marumber of MAC addresses is reached
on the selected port or ports.

o Forward:Fawards the traffic any new source MAaddress learned
after themax number MAC addresses is reacbedhe selectd port
or ports.

o Discard:Discard or drop any packets from newusce MAC address
detected after max. number of learned MAC addresses is ezhch

o0 Shutdown:Selected port or portsvill shutdown after the max
number of learned MAC addressagéched.

Edit Port Security

Port GE1

State B Enable

(0 - 255, default 1)

® Forward
O Discard
® Shutdown

MAC Address

8. ClickApply at the bottom to apply the port security settings.

. Apply |

9. At the top of the page, check tliableoption and clickApply to enabk the. port
security function

¥ Enable

10.1n the top right, clickSaveto save the configuration settinde N\V\-RAM/statup
configuration

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS
Logout Reboot

Surveillance Mode

11. CliclOK

Save running configuration to startup configuration. Do you want
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Configure Protected Pds 6. In the top right, cliclSaveto save the configuration settisgto NVRAM/statup
Security > Protected Ports configuration.

This page allows users to configure protectenitp. Protected ports withot be alowed
to communicate to another protected port, only communiicat between proected
and unprotcted ports will be allowed.

1. Loginto youswitchY I y I 3SY Sy (i Atdksay®uswitshSr&nagement page
on page 1).

2. Click orsecurityandclick onProtected Ports

3. In he table, seletcthe ports to sé as protected ports and clidkdit

Unprotected

| Edit |

4. Forthe State, check theProtectedsetting to set the selected port or ports as
Protected.

Edit Protected Port

Port GE1

State B Protected

[ Apply | |  Close |

5. ClickApply.

| Apply |

© Copyright 20 TRENDnet. All RighReserved.
115



TPE3012LS / TRBO18LS

Configure Storm Control
Security > Storm Control

This page allows users to configure rate limitstfiaradcast, miticast, and unicast
storms.

1. Log into youswitchY | Y I 3SY Sy i AtdissiSuswitshSr&nagement page
onpage 1).

2. Click orSecurityandclick onStorm Control

3. The configuration settigs at the top of the page are foras control global
configuration. Review the configuration siettys below andlick Applyto apply the
configuration settings.

1 Mode: Set the uiits used for storm contratonfiguration.
o Packet/ SecStorm control configration values are set to packets per
second.
o Kbits / SecStorm control configuration values aretge kilobits per
semnd.
1 IFG:Set IFG settings to whether or not to calculatétwor without Preamble
and IFG (20 bytes)
0 ExcludeExclude the preamble & @when counting the ingress storm
control rate.
0 Include:Include the preamble & IFG when countitngtingress stan
control rate.

4.In the table, select the ports to configureosm control rae limits and clicledit

Broadcast Unknown Multicast Unknown Unicast

Entry Port State

State Rate (Kbps) @ State Rate (Kbps) | State Rate (Kbps)

1 GE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000

f
f

f

4. Review the settings below.

Port: Displays the port or ports tbe configured.
State: Checking th&nableoption will enablestorm controlfor the slected
port or ports.
Broadcast:.Check theEnableoption to enable the boadcast storm control for
the selected port.Depending on thenifis set in the global storm control
conifiguration, set the rate limit accordingly.

0 Packet Per Semd (pps) Rangé ¢ 262,143

o0 Kilobits Per Second (Kbps) Ranged.$,000,000
Unknown Multicast: Check theEnableoption to enable thaunknown multicast
storm control for the selected port.Depeliray on the units set in the global
storm control conifigurationset the ratdimit accordingly

0 Packet Per Second (pps) Raribe 262,143

o0 Kilobits Per Second (Kbps) Range 6,000,000
Unknown UnicastCheck theEnableoption to enable theunknown unicas
storm control for the selected port.Depending on the unitsisethe global
storm control canifiguration, set the rate limit accordingly.

0 PaketPer Second (pps) Rande; 262,143

0 Kilobits Per Second (Kbps) Rangecl5000,000
Action: Select the actionvhen the rate limit settings are reached the storm
control corfiguration.

o Drop: Trdfic that has exceeded the storm control rate limits wié b

dropped.
0 Shutdown:The port will be shutdown if the traffic has exceeded th
storm control weight limit setttigs.
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Edit Port Setting

Port GE1

State B Enable

B Enable

10000 Kbps (16 - 1000000, default 10000)

B Enable

10000 Kbps (16 - 1000000, default 10000)

B Enable

10000 Kbps (16 - 1000000, default 10000)

O Drop
® Shutdown

Broadcast
Unknown Multicast

Unknown Unicast

5. ClickApply.

| Apply |

6. In the top right, cliclSaveto save the configtation settings b NVV\RAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode |

7. ClickOK

Save running configuration to startup configuration. Do you want
?

Denial of Service (DoS)
Security > DoS

The switch has buiih DoS prewvetion features to restrict specifitype of traffic
associated denial of service attacks on youmeek. By defalt, DoS is disaleld on all
ports. For additional secity, DoS ca be enabled on all ports or specific ports as

needed.

1. Log into youswitchY I y I 3SY Sy (i AtdksayduswitshSr&nagement page
onpage 1).

2. Clek onSecuity, click onDoS click onProperty.

3. Reviewthe settings below.

=a =4 =8 -4 A

=a =4 =8 -4 A

E ]

POD:Enable this option to block the ping of death Ddtaeks.

Land:Enable this option tdlock LAND DoS attacks.

UDP BlatEnable this option to blockP flood DoS tdcks.

TCP BlatEnable thioption to block TCP flood DoS attack

DMAC = SMAEnable this option to block traffic where the destination MIAC
same as the source MAC.

Null Sca Attack: Enable this option to block TCP port scanghe swich to
preventdiscowery which rts are lisening.

X-Mas Scan AttackEnable tlis option to block XMas Scan attacks to prevent
discovery of which devicesfptocols are being used via TCP/IP.

TCP SY4RINAttack: Enable this option to block TCP S¥IN Do%ttacks.

TCP 8N-RSTAttack: Erablethis option to block TCP S\RET DoS attask
ICMP FragmentEnable this option to block ICMP fragment DoS attacks.
TCPRSYN Enable this option to block TEFYN flood attacks.

TCP Fragmeng&nable this option to block Pdragment Do&ttacks, also
known asteardrop.

Ping Max Size (IPv4Enable ths option to set the maximum size for ICMP ping
packets.

TCP Min Hdr Siz&nale this option to set the maximumze for TCP headers.
IPv6 Min FragmentEnable this option toet the minimumlPv6 fagment sie.
Srrurf Attack: Enable this option to set thaubnet mask maximum length to
prevent smurf DoS attacks.
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Enable
Land Enable
UDP Blat Enable

TCP Blat Enable

DMAC = SMAC Enable
Null Scan Attack Enable
¥X-Mas Scan Attack Enable

TCP SYN-FIN Attack Enable

TCP SYN-RST Attack Enable

ICMP Fragment ¥ Enable
v Enable

TCP-S5YN
Mote: Source Port < 1024
v Enable

TCP Fragment
Note: Offset = 1

¥ Enable IPv4
Ping Max Size

512 Byte (0 - 65535, default 512)
« Enable

Byte (0 - 31, default 20)

+ Enable

1240 Byte (0 - 65535, default 1240)

+ Enable

T ctask Length (O - 32, default 0)

TCP Min Hdr size

IPv6 Min Fragment

Smurf Attack
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5. Click orBecuity, click onDoS,and click orPort Setting

6. Check the ports to enable DoS and didlit.

Disabled

7. For the Sate, dheck theEmable option to enable DoS for the selected portports.
Edit Port Setting

Port GE1

State B Enable

8. ClickApply.

. Apply |

9. In the top right, cliclsaveto save theconfiguration settings to NYRAM/statup
configuration.
Gigabit PoE+ Smart Surveillance Switch

TPE-3018LS
Reboot

Surveillance Mode

10. CliclOK

Save running confi i ion. Do you want




DHCP Snooping
Secuty > DHCP Snomyg >Property
Here is a summary of the rules to observe when goufigure DHCBnooping:

il

A trusted port is connected to one of the following
o Directly to the legitimate truste®HCP Server.

o0 A network device relaying DHCP messagestbfrom a trusted
sever.

Another trusted source such as a switch withiCP Snoopirenabled.

Untrusted ports are connected to DHCP clients anttdfiic that
originates outside of the local areztwork.

The VLANS to which the DHCP Snoofeature applies mst be specifiedn
the DHCP Snping VLANSetting configuration.

Any static IP @dresses on the network must eanually added to the Binding
Database.

1. log into yourswitchmanagement pagé & $\&cesé youswitchmanagement page
onpage 1).

2. Click orsecurity,click onDHCP Snoopingnd click onProperty.

3. Configure the DHCP global settings.

State Set checkbox to enablefstable DHCP Snooping function.
Select VLANS in left boxeth move to righto enable DHCP
VLAN Snooping. Or select VLANS in right box then moueft to

disableDHCP Snooping.

State

TPE3012LS / TRBO18LS

M Enable
Available VLAN Selected VLAN
WLAN 1

4. In the table, select the ports monfigure for DHCP snooping and lchmait

Edit

Trust Verify Chaddr Rate Limit

Disabled Disabled

5. Reviewvithe settings below.

Port Display skectedport to beedited
Set checkbox to enable/disabledist of interface. AIDHCP
Trust packetwill be forward directly if enable trusDefault is
disabled.
Set checkbox to enable or disable chaddr validation of
Verify interface. AIDHCP pdets will be che&edwhether client
Chaddr hardware ma@ddress is samas source mac in Ethernet
header if enable chaddralidation. Default is didded.
Rate Limit Input rate_lin_witaion of DHCP pa_ckets. The unit is pps. 0
meansunlimited. Defaul is unlimited.
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Edit Port Setting View DHCP Snooping Statistics

Security > DHCP Snooping > Statistics
Port GE1

Trust B Enable 1. Log into youswitchmanagement pagéseedAccess youswitchmanagement page
Verify Chaddr B Enable onpage 1}.

Rate Limit R - (0 - 300, default 0), 0 is Unlimited

2. Click orSecurity,click onDHCP Snoopingnd click onStatistics

6. ClickApply. 3. Reviewthe statistics settings below.
— =
Port Display port ID.
7. In the top right, cliclSaveto savethe configuration settings to NRAM/startup Forw arded Display how many packets forwarded
configuration. normally.
Tiega Py Chaddr Display how many packets dropped by chaddr
Check Drop validation.
Untrusted Display how many DHCP server pac  kets that
8. CliclkOK Port are received by untrusted port dropped.
Save running configuratit configuration. Do you want D rop
Untrusted Display ho w many packets dropped by
Port untrusted port with op  tion82 checking.
with
Option8 2
Invalid Drop Display how many packets dropped by invalid
checking.
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Configure DHCP Optid8R settings
Security > DHCFhooping > Opti@2 Property
1. L@ into yourswitch management p@ S 6A&c8sS yodswitchmanagement page

Untrust Port : onpage 1).

with Options2 g“'a"d page 1}
rop

Drop

Statistics Table

Chaddr Check Untrust Port
Drop Drop

Entry Port Forward

e 2. Click orSecurity,clickon DHCP Snoopingnd click onOption82 Property.

2 GE2

3. Review the settings below.

User Set tieckbox toenable userefined remotelD. By default,
Defined remote ID is switch mac in byte order.

Input userdefined remote ID. Oy available when enable

Remote ID .
userdefineremote ID.

B User Defined

Operational Status

Remote ID 3c:8c:f8:f9:d0:4a (Switch Mac in Byte Order)

4. In the table, select the ports to configui@ Option 82 ad clck Edit

Port Display selected port toebedited

Set checkbox to enable/disable option82 function of
interface

State
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Gigabit PoE+ Sm

Select the actioperformwhen untrusted port receive
DHCP packet has option8#. Default$ drop

Allow A Keep: Kep original option82 content.

untrusted 7. Clik OK
A Replace: Replace tpn82 content by switch setting e e T

A Drop: Drop packets with option82

State Allow Untrust

Disabled Drop

Edit Port Setting

Port GE1
State B Enable

@ Keep
Allow Untrust O Drop
® Replace

5. ClickApply.

| Apply

6. In the top nght, clickSaveto save the configuration settings to NRAM/startup
configuraion.
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Configure DHCP Option 82 Circuitd€xtings 4. ClickApply.
Security > DHCP Snooping > Option Property T a s
| Apply

1. Log into youswitchml y' I 3SY Sy i Atdes3 ®uswittndnagement page —|
on page 1).

2. dick on Security click onDHCP Snoopingndclick onOptiong2drcuit ID. 5. In the top right, clicBaveto savethe configuraton setings to NVRAM/startup

configuration.
3. ClleAdd. RevleW the Settlngs beIOW, Gigabit PoE+ Smart Surveillance

E-301

Re

Port Select port from list to associate CID entry. Only available 6. ClickOK
on Add dialog. sa :
VLAN Input VLAN IDo associated ciralit ID enty. VLAN ID is not
mandatory. Only available ordA dialog.
Circuit ID Inp_ut String a_s ci_rcuit ID. Packets match @ort VLA will
be inserted circuit ID.

Option82 Circuit ID Table

Showing entries Showing 0 to 0 of 0 entries

VLAN Circuit ID

0 results found.

Add Option82 Circuit ID

Port GE1 w

VLAN I (@ - 2054) (Keep empty to set without VLAN)
Circuit ID |
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Configure IP Source Guard - -
g. . Edit Port Setting
Security > IP Source Guard > Batting

1. Lognto yourswitchmanagement page (§ Access youswitchmanagement pagé Port GE1

onpage 11). State B Enable

O IP
® IP-MAC

Max Entry _ (0 - 50, default 0), 0 is Unlimited

2. Click onSecurity,click onlP Source Guardyndclick onPort Setting Verify Source

3. In the table, select the ports to configure f& $ource Guard and clieklit

State Verify Source Current Entry Max Entry

5. Clek Apply.

. Apply |

Disabled 1P Unlimited

Edit

4. Review the setting below.

_ 6. In the top right, clicaveto save the conjuration settirgs toN\V-RAM/statup
configuration.

Port D|5p|ay SmCted port tObe edted Gigabit PoE+ Smart Surveillance Switch

Stats Set checkbox to enable or disable IP SourcarGtunction.
Default is disabled.

Select the mode of IP SoerGuard verification 7. ClickOK

Verify A ) | . dd ¢ K running configuration t TR O T e
Source IP: Only verifource IP address of packet.

A IPmMAC: Verify source IP and soarMAC addressf padet.

Input the maximum number of entries thatport can be
Max Etry bounded.Default is wtimited on all ports. No entry will be
bound if limitation reached.
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Configue IP Source Guard IMPV Binding
Security > IP Source Guard > IMPV Binding

1. log into yourswitchmanagement pagé a \&cesé youswitchmanagement page
on page 1).

2. Click orsecurity,click onlP Source Guardindclick onIMPV Binding

3. ClickAdd and review the settings below.

Port Select port fronlist of a binding entry.
VLAN Specify a VLAN ID obandingentry.

Selet matchingmode of binding entry

A IPMAGPort-VLAN: packet ost match IP

Binding
addresss MAC address Port and VLAN ID.

A IP-Port-VLAN: packet mushatch IP address or

MAC Input MAC address. On&vailable on IIMAG
Address Port-VLAN mde.

IP Address Input IP address and rsk. Mask only available
on IP-MAGPort mode.

IP-MAC-Port-VLAN Binding Table

Showing 0 to 0 of 0 entries

Showing entries

| Port VLAN

Q I

MAC Address IP Address Binding Type Lease Time

0 results found.

Add IP-MAC-Port-vLAN Binding

VAN I (: - 1054)

O IP-MAC-Port-VLAN
@ IP-Port-VLAN

Binding

MAC Address

IP Address

4. ClickApply.

| Apply |

5. In the top right, clicawe to save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch

Surveillance Mode

6. ClickOK

figuration. Do you want
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Save DHE Snooping Dataase
Security > P Source Guard > Sdvatabase

This page allowser to configure DHCP snooping database which can backup and
restore dynamid®HCP snooping entries.

1. Log into youswitchmanagens y (i LJI A&esgaairSvtchanayement pagé
onpagell).

2. Click orsecurity click onlP Source Guard@ndclick onSave Database

3. Review the settigs below.

Select the type oflatabase agent.
A None: Disable database agemreice.
Type
A FlashSave BICP dynamibinding entries to fish.
A TFTP: Save DHCP dyimahinding entries to remote TFTP
. Input filename for backufile. Only available when
Filename . . < o - ,
selectingtyped Tt  a K¢ | YR a¢C¢t e d
Select the type of TFEerver.
Address
Type A Hostnane: TAP serverddress is hostname.
R e b e 4
Server Input remote TFTP server hostname or IP addr@sdy
Addres available when selecting type¢ C¢ t €
_ Input delay timer for doing backup after @hge happened.
Write Delay Defaut is 300 seonds.

Input aborts timeout for doing Ackup failure. Default is

Timeout 300 seconds.

Type

G ENE

@ Hostname
Address Type ® IPv4
® IPvb

Write Delay 300

Server Address
Sec (15 - 86400, default 300)

Timeout 300 Sec (0 - 86400, default 300)

4. ClickApply.

. Apply |

5. In the topright, clickSaveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS
t Reboot

Surveillance Mode

6. ClickOK

Save running configuration t
to

nfiguration. Do you want

[
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ACL 4. ClickApply.

This secion allowsusers to configure trific access control lis&nd access control | Apply |
policies/entries. | = |

Configure MAC ACL 5. In the top right, clicaveto save the configuration settings to NRAM/startup
ACL :MAC ACL configuration.

This ection allows users to configure access control lists filtered based on MAC address. Gigabit PoE+ Smart Surveillance

E-301

Re

1. Log into gur switchmanagementpage (se@Access yor switchmanagement page
onpage 1).

6. ClickOK

Sa

2. Click orACLand click onVIAC AC.

3. Review the settings below.

ACL Name Input MAC ACL name.

ACL Name Display MAC ACL name

Rule Display tle number ACE rule ofCA.
Port Display the portist that bind this ACL

| Apply |

ACL Table

Showing entries Showing 0 to 0 of 0 entries

| ACL Name Rule

0 results found.
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Conigure MAC ACE Destination Select the type for Destination MAC address.
ACL > M\C ACE MAC L
Thissection allows user® configure access contrentries/policies for the MAC ACLs P Any: All destination addresses are acceptable.
defined and filtered based on MAC address b  User Defined: Only a destination address or a range of
destination addreses which users define are
1. Log into youswitchY | Y I 3SY Sy i AtcksIy®uswitshSr&hagemet paces acceptable. Enter the destination MAC adsseand
onpagell). mask to which will he matched.
Select the type for Ethernet frame type.
2. Click orACland click orMAC ACE b Any: All Ethernet frame type is acceptaltile.
3. Review the settings below. Ethertype 8 Usgr D.efined: Only an Ethernet frame typhigh users
define is acceptable. Enter the Ethernet frame type
ACL Name Display the ACL nante which an ACE is being added.. Select the type fowLAN 103
Specify the sequence of the ACE. ACEs with higher P Any: All VLAN ID is acceptatie.
sequence are procesd first (1 is tie highest priority). @ly VLAN b User Defined: Only a VLAN ID which users define is
Sequence available on Addial : -
@- acceptable. Enter the VLAN ID toiatwill be
Select the action after ACE match packet. matched.
Select the type for 802.1p valu@.
H  Permit: Forward pekets that meet the ACE criteria.
b Any: All 802.1p value is acceptahite.
b  Deny: Drop packets that meet the ACE criteria.
. 802.1p b  User Defined: Only an 802.1p value or a range of 802.1p|
Action b Shutdown: Drop packets that meet the ACE criteria, and value which users define is acceptable. Enter the 802.1p
disable the port from where thpackets were received. value and mask to which will be mcaed.

Sweh ports can be reactivated from the Port Settings

noco

Select the type for source MAC address.

1. Any: All source addresses are acceptable.

Souce MAC 2. User Defined: Only a source address or a range of
sourceaddresses which users define are accéfega
Enter the source MAC address and mask to which will
be matched.
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ACE Table 5. In the top right, clicSaveto save the configuration settings to NRAM/startup

configuration.
ACL Name

Showing entries Showing 0 to 0 of 0 entries

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Surveillance Mode

Source MAC Destination MAC
B Sequence Action Ethertype
Address Mask | Address Mask Value

0 results found. 6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

| Delete |

(o) [

Add ACE

ACL Name ACL1

O Permit
Action ® Deny
® Shutdown

¥ Any

I / I (s / Mask)

¥ Any

I / I (~ddress / Mask)

< Any

< Any

I <05

< Any

I / I (v / Mesk) (0 7)

Source MAC

Destination MAC

Ethertype

4. ClickApply.

. Apply |
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Configure IPv4 ACL 5. In the top right, clicSaveto save the configuration settings to NRAM/startup
ACL > IPv4 ACL configuration.

This section allows users to configure access control listeefilteased on IPv4 address.

1. Log into youswitchmanagement page (& Access youswitchmanagement page
onpage 1).

6. ClickOK
Save running configuration t

2. Click orACLand click orlPv4 ACL e

3. Review the settings below.

ACL Name Input IPv4 ACL name

ACL Name Display IPv4 ACL name

Rule Displa y the number ACE rule of ACL
Port Display the port list that bind this ACL

ACL Name |

[ Apply |

ACL Table

Showing entries Showing 1 to 1 of 1 entries

| ACL Name

| ACLIPV41

4. ClickApply.

| Apply |
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Configure IPv4 ACE Select the type of protocol for a matdh.
ACL > IRVACE
This section allows users to configure access control entries/policies for the IPv4 ACLs P Any (IP): AllIP protocols are acceptalile.
defined and filtered based on IPv4 address. b  Select from list: Select one of the following protocols
Protocol from the dropdown list.

1. Log into youswitchmanagement page (sa#\ccess youswitchmanagement pget (ICMP/IPinIP/TCP/EGBP/UDP/HMP/RDP/IPV6/IPV6:R

onpage 1). OUT/IPV6:FRAG/ RSVP/IPV6:ICMP/OSWIELIP)

) ) h  Protocol ID to match: Enter the nrotocol ID
2. Click omACLand click onPv4 ACE Select the type for source IP addres.
3. Review the settings below. H  Any: All source addresses are acceptable.
- - - - source addresses which users define aceeptable.
ACL Name Display the ACL name to which an ACE is being added. Enter the source IP address value and mask to which
Spedfy the sequence of the ACE. ACEs with higher sequencs will be matched.
Sequence are processedffst (1 is the highest sequence). Only Select the type for destination IP address.
q available on Add dialog.
b  Any: All destination addresses are acceptalile.
Select the action for a match.
Destination b  User Dehed: Only a destination address or a range of
Action b Deny:Drop packets that meet the ACE criteria. acceptable.. Ente.r the destination IP address value and
mask to which will be matched.

Shutdown: Drop packets that meet the ACE criteria, and
disable the port from where the packets were received
Such paots can be reactivated from the Port Settings page.
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Source Port

Select the type of protocol for a match. Only available when
protocol is TCP or UDP.

Any: All source ports aracceptable

Single: Enter a single TCP/UDP source port to which
packets are matched!

Range: Select a range of TCP/UDP source ports to which
the packet is matched. There are eight different port
rangesthat can be configured (shared between source
and destination ports). TCP and UDP protocols each
have eight port ranges.

Destination
Port

Select the type of protocol for a match. Only available when
protocol is TCP or UDP.

h  Any: All source ports are acceptabte.

b  Single: Enter a single TCP/UDP sourcetporhich

packets are matched.

b  Range: Select a range of TCP/UDP source ports tdhwhi

the packet is matched. There are eight different port
ranges that can be configured (shared between source
and destination ports). TCP and UDP protocols each
have eigh port ranges.

Destination
Port

b

Select the type of protocol for a match. Only available when
protocol is TCP or UDP.

Any: All source ports are azutable.R

Single: Enter a single TCP/UDP source port to which
packets are matched.

Range: Select a range of TCP/UDP source ports thwhi
the packet is matched. There are eight different port
ranges that can be configured (shared between source
and desination ports). TCP and UDP protocols each
have eight port ranges.

TCP Flags

Select one or more TCP flags with which to fitackets.
Filtered packets are either forwarded or dropped. Filtering
packets by TCP flags increases packet control, which
increases network security. Only available when protazol i
TCP.

Type of
Service

s
O

s

Select the type of service for a matéh.
Any: All types of service are acceptalale.

DSCP to match: Enter a Differentiated Serves Code Poin
(DSCP) to match.

IP Precedence to match: Enter a IP Precedence to

ICMP Type

b
s

Either select the messadgpe by name or enter the
message type number. Only available when protocol is
ICMPR

Any: All message types are acceptalle.

Select from list: Select message type by name.
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Select thetype for ICMP code. Only available when protocol Add ACE
is ICMPR ACL Name ACLIPV41

O Permit

: . Action ® Deny
O  User Defined: Enter an ICMP code to match. ® Shutdown

ICMP Code  Any: All codes are acceptabe.

O Any

Protocol ® Select RS v
 erine I o ->55)

v Any

I / I (+dress / Mask)

< Any

I / I (Address / Mask)

O Any

peorserce @ Dsce N (0 - c3)
® 1P precedence NN (o - 7

@ Any

Source IP

Destination IP

Source Port e single [N (0 - s3>
e range [N - I (o - 65535)

@ Any

Destination Port ® Single _ (0 - 85535)
® range [N - I (0 - 65535)

Urg: ® Set @ unset @ Don't care

Ack: ® Set @ Unset @ Don't care

Psh: @ Set ® unset @ Don't care
TCP Flags

Rst: @ Set @ Unset @ Don't care

Syn: ® Set ® Unset ® Don't care

Fin: @ Set ® unset @ Don't care

@ Any

ICMP Type L I-=Tu gl Echo Reply v
® Define [N (© - 255)

@ Any

o pefine [N © - 255)

ICMP Code
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4. ClickApply.

. Apply |

5. In the top right, cliclSaveto save the configuratiosettings to NVRAM/startup
configuraton.

Gigabit PoE+ Smart Survei

6. ClickOK

Save running configurati configuration. Do you want

Configure ACL Port Binding
ACL > ACL Binding

This section allows users to bind MAC or IPv4 ACLs to specific switch ports or link
aggregation groups.

1. Log into youswitchY | Yy I 3SY Sy (i AtcksayduswitshSr&nagement page
onpage 1).

2. Click orACLand click orACL Binding

3. Review the settings below.

Port Display port entry ID.

MAC ACL Select ma@CL name from list to bind.
IPv4 ACL Select IPv4 ACL namerh list to bind.
IPV6 ACL Select IPv6 ACL name from list to bind

ACL Binding Table

MAC ACL IPv4 ACL

Add ACL Binding

GE1
Port

Note: ACL without any rules cannot be bound

MAC ACL MNone w

[ None |
IPv4 ACL
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4. ClickApply.

. Apply |

5. In the top right, cliclSaveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Sm

Surveillance Mode

6. ClickOK

Save running configurati configuration. Do you want
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This section allows users to configuraffic priority.

Configure QoS Global Settings
QoS > General > Property

1. Log into youswitchY I Y I 3 S Y Sy (i AtcksIuswitsh&r&nagement page
on page 1).

2. Click orQoS click onGeneral,and cli& onProperty.

3. Review the settings below.

State Set checkbox to enable/disable QoS.

SelectQoS trust mode

A cos: Trafficis mapped to queues based on the CoS fitild
VLAN tag, or based on the pgort default CoS value (ifiere
is no VLAN tag on the incoming packet), the aatabping off
the CoS to queue can be configured on E@tting dalog.

Trust A 1P Precedence: Traffic is mapped to queues based on the

precedence. The actual mapping of the IP precedence to
queue can be adfigured on the IP Precedence mapping pal

State B Enable

O Cos

Trust Mode
® IP Precedence

Apply |

4. In the table, select the ports to configure for QoS and &litik

Remarking
Trust
CoS IP Precedence

1] Enabled Disabled Disabled

Edit

5. Review the settings below.

Port Seleced port list.
CoS Set default CoS/802.1p priority value for the selecte
Trust Set checkbox to enable/disable port trust state

Remarking Set checkbox to enable/disable port CoS remarking

Remarking Set checkbox to enable/disable port IP Precedence

remarking

(IP
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Edit Port Setting Configure Queue Scheduling
QoS > General > Queue Scheduling

1. Log into youswitchY I y I 3 S Y Sy (i Adc#isslySuswitéh&&agement page
O o 7 onpage 13

Trust + Enable

Port GE1

2. Click @ QoS click onGeneral,and click orQueue Scheduling

Remarking . .
3. Review the settings below.

IP Precedence B Enable

Queue Queue ID to configure.

6. ClickApply. Strict Priority Set queue to strict priority type

e WRR Set qieue to Weight round robin type

_ Aoply _ .

Weight If the queuetype is WRR, set the queue weight for the
gueue.
7. In the bp right, clickSaveto save the configuration settings d\-RAM/startup -
confi ; WRR Percentage of WRR queue bandwidth
guration. )

Bandwidth

Gigabit PoE+ Smart S

Queue Scheduling Table

Method

8. ClickOK Strict Priority

Sa -onfi

3
E
S

= O T
)
g
=
=

WRR Bandwidth (%)

o]
o]
0
o]
Q
o]
o]
o]
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4. ClickApply. Configure CoS Mapping
|W| QoS > General > CoS Mapping o ) o
(e P 1. Log into youswitchY' | Y I 3SY Sy 0 AdcksSyduswitehBr&hagement page
5. In the top right, cliclaveto save the configuration settings to NRAM/statup onpage 1).
configuration.
Gigabit PoE+ Smart Surveillance Swi 2. Click orQoS click onGeneal, and click orCoS Mapping

3. Review the settings below.

5 ciiox fom  [foessteion ]

Save running configuratit configuration. Do you want C OS tO Qu eue M appin g
CoS CoS value.
Queue Select queue id for the CoS value

Queue to CoS Mapping

Queue Queue ID

CoS Select CoS value for the queue id

CoS to Queue Mapping

CoS

(=]

-

N

&

5]

(=]

Queue
> (I

~
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Queue to CoS Mapping

Queue

N e

w

(< BT, I Y
"-.IG'\U‘I-D(«INO»—AS)
7]
<M <M <M< <Ml <M<

~

<.}

4. ClickApply.

| Apply |

5. In the top right, cliclSaveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
T

Configure IP Precedence Mapping

QoS > General > IP Precedence Mapping

1. Log into youswitchY I y' I 3SY Sy (i AtcksS®uswitsh&r&nagement page
on page 1).

2. Click omQoS click onGeneral and click onP Precedence Mapping

3. Review the settings below.

IP Precedence tQueue Mapping

IP Precedence IP Precederevalie.

Queue Queuevalue which IP Precedence is mapped.

Queue to IP Precedence Mapping

Queue Queue ID

IP Precedence IP Precedence value which queue is mapped.

IP Precedence to Queue Mapping

IP Precedence
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Queue to IP Precedence Mapping

Queue IP Precedence

4. ClickApply.

. Apply |

5. In the top right, cliclSaveto save the configuration settgs to NVRAM/startup
configuration.

Gigabit PoE+ Smart S

6. ClickOK

Sa

Configure Rate Limiting per port

QoS > Rate Limit > Ingress/Egress Port

1. Log into youswitchY I y' I 3SY Sy (i AtcksS®uswitsh&r&nagement page
onpage 11).

2. Click omQoS click onRate Limit and click odngresgEgress Brt.

3. In the table, select the ports to configure for QoS and itk

Ingress Egress

State Rate (Kbps) State Rate (Kbps)

Disabled Disabled

Edit |

4. Review the settings below.

Port Select port list.

Set checkbox toreable/disable ingress rate limit. If ingress
Ingress rate limit is enabled, rate limit value need to be assigned.

Set checkbox to enable/disable egress rate limit. If egress rate

Egress S o .
g limit is enabled, rate limit value need to be assigned.
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Edit Ingress / Egress Port

Port GE1
B Enable

Ingress
Kbps (16 - 1000000)

Kbps (16 - 1000000)

4. ClickApply.

| Apply |

5. In the top right, cliclSaveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to coi e?

(o) [
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Diagnostics

This section provides diagnostics tools for troubleshooting.

Configure Logging
Diagnostics }togging > Property

1. Log ito yourswitchY | y I 3SY Sy (i Atdksay®uswitshSr&nagement page
onpage 1).

2. Click orDiagnostics click onLogging and click orProperty.

3. Review the settings below.

Enable/Dsable the global logging services. When the logging
service is enabled, logging configuration of each destination
State rule can be individually configured. If the logging service is
disabled, no messages will be senthese destinations.

Console Logging

State Enable/Disable the console logging service
Minimum The minimum severity for the console logging.
Severity

RAM Logging

State Enable/Disable the RAM logging service.
Minimum The minimunseverity for the RAM logging.
Severity

Flash Logging

State Enale/Disable the flash logging service.

Minimum The minimum severity for the flash loggin.

State

Console Logging

State « Enable

o i R
Minimum Naotice

Severil
ty Note: Emergency, Alert, Critical, Error, Warning, Notice

RAM Logging

State ¥ Enable

o i ~
Minimum Notice

Severi
ty Note: Emergency, Alert, Critical, Error, Warning, Notice

Flash Logging

State B Enable

. i ~
Minimum Notice

Severi
ty Note: Emergency, Alert, Critical, Error, Warning, Notice

4. ClickApply.

| Apply |

5. In the top right, clicsaveto save the configuration settings té\-RAM/startup
configuration.

6. ClickOK

Save running configurati ration. Do you want
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Configure Remat Logging/Syslog Server

Diagnostics > Logging > Remote Server

1. Log into youswitchY I Y I 3 S Y Sy (i Atcks3yBuswitsh&i&nagement page
on page 1).

2. Click orDiagnosticsclick onLogging and click orRenpte Server.

3. ClickAdd andreview the settings below.

Server The IP address of the remote logging server.
Server The portnumber of the remote logging server.
Ports

The facility of the logging messages. It can be afrthe
Facility following values: local0,locall, local2, local3, local4, locals,
local6, and local?.

The minimum severity.

A Emergence: System is nagable.

Severity A Alert: Immediate action is needed.

A Critical: System is in the critical condition.

A Error: Systensiin error condition

has occurred.
A Informational: @vice information.

A Debug: Provides detailed information about an event.

Remote Server Table

Q I

Minimum

Server Address Server Port Facility Severity

0 results found.
__ Delete |
O Hostname

Address Type @® IPv4
@ IPvE

Note: Emergency, Alert, Critical, Error, Warning, Notice

Server Address

Server Port

Minimum
Severity

4. ClickApply.

. Apply |

5. In he top right, clicksaveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS
ut Reboot

Surveillance Mode

6. ClickOK

Save running configuration to startup configuration. Do you want
to continue?

(o) [
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Configure Port Mirroring
Diagnostics > Mirroring

1. Log into youswitchY I Y I 3SY Sy (i AtcksSe8r switsh&1&nagement page
on page 1).

2. Click orDiagnosticsand click orMirroring.

3. In the table, select the session to configure for port mirroring and Elitik

Mirroring Table

Q I

Session ID State Monitor Port Ingress Port Egress Port

1 Disabled === === ===

Edit |
4. Review the settings below.

fom  oesctpn ]

Session ID Selected mirrosession ID.

Select mirror session statgort-base mirror or disable
State A Enabled: Enable port based mirror

A Disabled: Disable mirror.

Monitor Select mirror session monitor port, and select whether
Ingress Select mirror session source rx ports.
Egress port Select mirror session source tx ports.

TPE3012LS / TRBO18LS

dit Mirroring

Session ID 1

State B Enable
GE1 ~

Monitor Port
B Send or Receive Normal Packet

Available Port Selected Port

Ingress Port

Available Port Selected Port

Egress Port

5. ClickApply.

. Apply |

6. In the top right, cliciSaveto save theconfiguration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch

Surveillance Mode

7. ClickOK

© Copyright 20 TRENDnet. All RighReserved.

144



TPE3012LS / TRBO18LS

Ping Test Ping Result

Diagnostics > Ping

1. Log into youswitchY I Y I 3 S Y Sy (i Atcks3yBuswitsh&i&nagement page
on page 1).

Packet Status
2. Click orDiagnosticsand click orPing Status

Transmit Packet
3. Review the settings below.

Address Type {LISOAFe (KS I RRNB&aa GeL)S 4

Receive Packet

Packet Lost

Server Specify the Hostname/IPv4 address for the remote logging Round Trip Time

Address server. Min

Count Specify thenumbers of each ICMP ping request. Max

Average

O Hostname
Address Type ® IPv4
® IPv6

server address |

MW User Defined

O (! - 65535)
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Ping Watchdog
Diagnostics > Ping Watchdog

Thissection allows users to configueeconnectivity test to remote host. If connectivity

is lost to the remote host, the switch will reboatitomatically.

1. Log into youswitchY I Y I 3SY Sy (i Atdksay®uswitshSr&nagement page
onpage 1).

2. Click orDiagnosticsand click orPing Watchdog

3. In the table, select the port to configure fongiwatchdog and clickdit

Reboot Enable Ping Host

Ping Interval Retry Count

Disable 0.0.0.0 5 2

Edit

4. Review the settings below.

Port Displays the port or ports clently selected to configure for
ping watchdog.

Reboot Checking the Enable option will automatically reboot the

Enable switch on pindailure to the remote host.

Ping Host Enter the IPv4 address of the remote host to ping.

Ping Enter the time riod between each ping send to the host in

Interval minutes.

Retry Enter the number of retries allowed if ping fails to the host.

Count After the retry count is reached, the switch will automatically
reboot.

Ping Watchdog

Port GE1

Reboot Enable B Enable

0.0.00
Min (1 - 60, default 5)
(1 - 100, defaut 2)

Ping Host
Ping Interval

Retry Count

5. ClickApply.

. Apply |

6. In the top right, cliclSaveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS
t Reboot

Surveillance Mode

7. ClickOK

Save running configuration to startup configuration. Do you want
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Traceroute Copper Test

Diagnostics Jraceroute Diagnostics > Copper Test

1. Log into youswitchY I Y I 3 S Y Sy (i Atcks3yBuswitsh&i&nagement page 1. Log into youswitchY I y' I 3SY Sy (i AtcksS®uswitsh&r&nagement page
onpage 11). on page 1).

2. Click orDiagnosticsand click onTraceoute. 2. Click orDiagnosticsand click onCopper Test

3. Review the settings below. 3. Review the settings below.

Address Type {LISOAFe (GKS FRRNBaa deL)S 32
Copper Test Result

Server Specify the Hostname/IPv4 address for tiast address for Port The interface for the copper test.
Address traceroute.
Time to Live Specify the max hops of hosts for traceroute. The status of copper test. It include:

OK: Correctly terminated palin.

Short Cable: Shorted pait.
O Hostname

® IPv4 Open Cable: Open pair, no link partn@ar.

server address || KGN Result Impedance Mismatch: Terminating impedance is not in
W User Defined the reference range?

Address Type

Time to Live

Length Distance irmeter from the port to the location on the cable
where the fault was discovered.

(2 - 255, default 30)

Apply |

Port

| Copper Test |
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Fiber Module
Diagnostics > Fiber Module

1. Log into youswitchY I Y I 3 S Y Sy (i Atcks3yBuswitsh&i&nagement page
on pagell).

2. Click orDiagnosticsand click orFiber Module

3. In the table, select th€FP slot/fiber module and clickckDetail.
Fiber Module Table

Port Temperature (C) Voltage (V) Current (mA) Output Power (mW) Input Power (mW)
O GE11 N/A N/A N/A N/A N/A
® GE12 N/A N/A N/A N/A N/A

Detail

4. Review the settings below.

Port Interface or port number.

Temperature Internally measured trangiver temperature.
Voltage Internally measuredupply voltage.

Current Measured TX bias current.

Output Power Measured TX output power in milliwatts.

Input Power Measured RX received power in milliwatts.

Transmitter State of TX fault.

Canlt

TPE3012LS / TRBO18LS

OE Preséen

Indicate transceiver has achieved powerard data is

Loss of Signal

Loss of signal.

Refresh

Refresh the page.

Detail

The detall information on the specified port.
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Fiber Module Status uDLD
Port Diagnostics > UDLD > Property
4] A A
1. Log into youswitchmanagement pagé a $\&cesd youswitchmanagement page
on page 1).
OE Present Remove
Loss of Signal Loss 2. Click orDiagnostics click onUDLD and click orProperty.

Transceiver Type N/A
3. Review the settings below.

N/A

Ethernet Compliance Code - X - X
Message Time Input the interval for sendingnessge. Range is B0

Transmission Media N/A seconds

wavelength N/A Port Display port ID of entry.

Bitrate N/S Mode Display UDLD running mode of interface.

vendor OUI N/A Bidirectional Display bidirectional state of interface.

el BT N/A Operational Display operational status of interface

Vendor PN N/A Neighbor Display the nurber of neighbor of interface

Vendor Revision N/A

Vendor SN N/A

Message Time Sec (1 - 90, default 15)

Date Code N/A
| Apply

Temperature (C) N/A

Voltage (V) N/A

E i (s N/A 4. In the table, select the port to configure for UDLD and click Etidk

Output Power (mwW) N/A

Port Display selected port to be edited.

Input Power (mW) N/A
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Select UDLD running mode of interfage. 7. CliclOK

Save running configurati nfiguration. Do you want

Disabled: Disable UDLD functi@n.

Mode . Normal: Running on normal mode that port goes to Link
Up One phase after last neighbor ages @ut.

Aggressive: Running on aggressive mode that port goes ta
ReEstablish phase & last neighbor ages out.

Port Setting Table

Q

Mode Bidirectional State Operational Status Neighbor

Disabled Unknown 0

Edit Port Setting

Port GE1

O Disabled
Mode ® Normal
@® Aggressive

5. ClickApply.

. Apply |

6. In the top right, ick Saveto save the configuration settings to NRAM/startup
configuration.

Gigabit PoE+ Smart Survei
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View UDLD Neighbors
Diagnostics > UDLD > Neighbor

1. Log into youswitchY I Y I 3 S Y Sy (i Atcks3yduswitéh&1&nagément pagé
on page 1).

2. Click orDiagnostics click onuDLD and click orNeighbor.

3. Review the settings below.

Entry Display entry index.

Expiration Time Display expiration time before age out.

Current Neighbor State Disphy neighbor current state

Device ID Display neighbor device ID.

Device Name Display neighbor device name.

Port ID Display neighbor port ID that connected
Message Interval Display neighbor message interval.
Timeout Interval Display neighbor timeounterval.

Neighbor Table

Q I

Message @ Timeout
Interval Interval

Entry ﬁ::::’atmn Current Neighbor State Device ID | Device Name Port ID

0 results found.
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Management
This section allows users to modify the admin password, create users, upgrade

firmware, backup/restore configuration, create schedules, and configure SNMP/RMON

management settings.

Modify admin password and create new users

Managament > User Account

1. Log into youswitchY I Y I 3 S Y Sy (i AtcksIuswitsh&r&nagement page
on page 1).

2. Click onrManagementand click orlJser Account

3. ClickAddto create a new user or select theaacint to modify and cliciEdit Review
the settings below.

Username User name of the account.
Password Set password of the account.
Confirm Set the same password of the accountadin | a & 6 2 NJy
Password field.

Select privitgge level for new account.

A Admin: Allow to change switch settings. Privilege value
Privilege equals to 15.

A User: See switch settings only. Not allow to change

it.Privilege level equals to 1.

User Account

Showing entries

uUsername Privilege

Showing 1 to 1 of 1 entries

admin Admin

| [ Edit

Add User Account
Username
Password

Confirm Password

Privilege

[ Apply |

5. ClickApply.

| Apply |

6. In the top right, clicaveto save the configtation settings to N\RAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch

Surveillance Mode

7. ClickOK

Save running configuration to startup configuration. Do you want
2
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Upgrade switch firmware
Management > Firmware > Upgrade / Backup

1. Log into youswitchY I Y I 3 S Y Sy (i Atcks3yBuswitsh&i&nagement page
on page 1).

Action

Method

2. Click onManagement click onFirmware,and click orlJpgrade / Backgp. Filename

3. Review the settings below. After the firmware has been selected, Afiphky to start
the firmware upgrade process.

HTTP

Apply

O Upgrade
® Backup

® TFTP
O HTTP

: Choose File | Mo file chosen

Firmware operations
A Upgrade: Upgrade firmware from remote host to DUT

A Backup: Backup firmware image from DUT to remote

Firmware upgrade / backup method
A TFTP: Using TFTPugrade/backup firmware.

A HTTP: Using WEB browser to upgrade/backup firmwg

Specify TFTP server address type
A Hostname: Use domain name as server address

A IPv4: Use IPv4 as server addres

Q

Specify TFTP server address.

Firmware operabns
Action A Upgrade: Upgrade firmware from remote host to DUT.
Action
A Backup: Backup firmware imaffem DUT to remote host.
Firmware upgrade / backup method.
Method A TFTP: Using TFTP to upgrade/backup firmware.
. i Method
A HTTP: Using WEB browser to upgrade/backup firmware.
. Use browser to upgrade firmware, you should select firmware
Filerame . .
image file on youhost PC.
Address Type
Server Addres
Filename

Firmware image file name on remote TFTP server
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Backup/Restore switch Configuration
Management > Configuration > Upgrade / Backup
Upgrade

Action
' Backup

1. Log into youswitchmanageney (i  LJ 3/%cess §dbsditckimanagement page
on page 1).

TFTP

Method e

2. Click onManagement click onConfiguration and click orUpgrade / Backp.
Hostname

Address Type IPv4
IPVG 3. Review the settings below.

Server Address

HTTP
T| Configuraion operations
pply

Action A Upgrade: Upgrade firmware from remote host to DUT
A Backup: Backup firmware image from DUT to remote hg
Configuration upgrade / backup method

Method A TFTP: Using TFTP to upgrade/backup firmware
A HTTP: Using WEB browseagrade/backup firrvare
Configuration types

] ) A Running Configuration: Merge to current running

Configuration configuration file
A Startup Configuration: Replace startup configuration file

Filename Use browser to upgide configuration, you should select
configuration file on your host PC.
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. O Upgrade Specify TFTP server address type
Action
@ Backup ]
Address Type A Hostname: Use domain name as server address
® TFTP
Method O HTTP
A IPv4: Use IPV4 as senagtdress
© Running Configuration
T @ Startup Configuration Server Specify TFTP server address address
® RAM Log Address
® Flash L - .
ash Log Filename File name saved on remote TFTP server

Filename Choose File | Mo file chosen

T N Upgrade
| Apply P

Action
' Backup

TFTP

Method HTTP

TFTP

Configuration operations

Running Configuration
Startup Configuration
RAM Log
Flash Log

Configuration

Action A Upgrade: Upgrade firmware from remote host to DUT Hostname

IPv4
IPv6

Address Type

90 9090 980 @80

A Backup: Backup firmware image from DUTdmote host

Configuraton upgrade / backup method Server Address
Method

A TFTP: Using TFTP to upgrade/backup firmware Filename

!

Configuration types Apply

A Running Configuration: Merge to current running

Configuration configuration file

A Startup Configuration: Regude startup configuration file

Q
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Save switch configuration to NYRAM / Restore to default Destination file

Management > Configuration > Save Configuration Destination
1. Log into youswitchY I Y I 38 Y Sy (i Atcksa\BuswitshSidnagement page File A Startup Configuration: Save file as startup configuration
on page 1).

A Backup Configuration: Save file as backup cordigpn.

2. Click onManagement click onFirmware,and click orave Configuration

Note: Clicking Restore Factory Default will reset all switch configuration settings to

factory defaults.
3. Review the settings below.

Note: After applying configuration changes you must also save aanafiign the
Running Configuratioto N\\RAM/Startup Configuration to ensure the configuration
settings are saved after a switch reboot. ClickingSageicon in the bp righthand
side of the page will configuration settings to IR¥M/Startup Configuratio.

O Running Configuration

Source File
® Startup Configuration

Destination File O Startup Configuration

| Apply | | Restore Factory Default |

Source file types

Source File A Runplng_ Configuration: Copy running configuration file 4
destination.

A Startup Configuration: Cogstartup configuration file to

destination
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SNMP 0 Included:This selection allows the specified MIB object to be included
You can manage a switch by viewing andfiguring the managemerimformation base in the view.

Thissectiondescribes how to configurBNMP. A Group Name, IP addresthe switch
and atleast one community string is the minimumquired to manage the switchising

SNMP. View Table

Showing entries Showing 1 to 1 of 1 entries

View OID Subtree

Conigure the SNMP View Table

Management SSNMP ¥iew Table

The SNMR/iew table specifies the MIB object access criteria for &detv Name. Ifhie
View Name is not specified on this page, then it aesess to all MIB objects. You can Add View
specify specific areas of the MIBatttan be accessed or denied based on the entries in
this table. You canreate and delete entries in the View table

View
OID Subtree

O Included

1. Log inb yourswitchY | y' I 3 S Y Sy (i Atcks@yBuswitshSignhagement page e ® Excluded
onpagell). [ Apply | [ Cose |

2. Click onManagement click onSNMR and click orView. 4. ClickApply.

3.ClickAdd to add a new SNMP view tabReview the settings. | Appl’f |
View The SNMP view name. Its maximum length is 30 characters 5. In the top right, cliciSaveto save the confjuration settings to N\RAM/startup
configuration.
Gigabit PoE+ Smart Surveillance Switch
oIb Specify the ASN.1 subtree object identifier (OID) to be R, R
Subtree included or excluded frorthe SNMP view Surveillance Mode
Type Include or exclude the selected MIBs in the view
6. ClickOK

Save running configuration t p configuration. Do you want
to

1 Enter theSubtree OID.
1 Selecthe View Type
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Configure the SNMP Groupable
Managemen > SNMP > Group Access Table

The SNMP VielNames are defined in the SNMP Group Access tatdeare based on
the User and Group Nass

1. Lognto yourswitchY | y I 3SY Sy i Atdksay®uswitshSr&nagement page
onpagell).

2. Click onrManagement click onSNMR and click orGroup.

3. ClickAddto anew SNMP grop table.Review the settings.

Specify SNMP group name, and the maximum length is 30
characters.

Group

Version Spedify SNMP version
A SNMPv1: SNMP Version 1.
A snmpv2: Communilgased SNMP Version 2.

A snmPvs: Usesecurity model SNMP version 3

Specify SNMBeairity level

A No Security : Specify that no packet authentication is
performed.

Security

Level A Authentication: Specify that no packet authentication with

entryption isperformed.

A Authentication and Privacygpecify that no packet
authentication withentryption is peformed.

View

Read Select read view name if Read is checked
Write Select write view name, if Write is checked
Notify Select notify view name, if Notify is checked

Group Table
Showing entries

Showing 0 to 0 of 0 entries Q

| Group Version Security Level

Write

0 results found.
Configure to associate a non-default view with a group. | First"l | Previous'l ‘T| | Next"l |
[ || Edit | | Delete |

Add Group

Group I

O SNMPv1
Version ® SNMPv2
® SNMPv3

@ No Security
@® Authentication
@ Authentication and Privacy

Security Level

® Read
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4. ClickApply. Configure the SNMP Community Table

. Apply |

[ S A community string has attributes for controlling who can use the stimdjwhat the
string will allow a network management sitan to do on theswitch.You must first
define an SNMP User and Group Naonehe SNMP User/Group pagjend then define
a Community Name othe SNMP Community Table page.

Management SS\NMP > Community

5. In the top right, cliclSaveto save the configuration settgs to NVRAM/startup
configuration.

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

e, SR 1. Log into youswitchY' I y' I 3S Y Sy (i AdcksSyBuswitshBidhagement page
Surveillance Mode | on pagell).

6. ClickOK 2. Click onrManagement click onSNMR and click ortCommunity.

Save running configuration t configuration. Do you want
to

[

3. ClickAdd to anew SNMPcommunity table. Review the settings.

Community The SNMP community name. Its maximum leng0i
characters.

SNMP Community mode
Type A Basic: SNMP communispecifies view and access right.

A Advanced: SNMP community specifies group

Specify the SNMP view to define the object available to the

View community.
SNMP access mode
Access A ReadOnly: Radonly.
A Readwrite: Read and write.
Group Specify the SNMP aup configured by the command snmp

group to define theobject available to the community.
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4. ClickApply. Configure the SNM®sers

|.AFD|Y | Management SSNMP >User

e An SNMP group muske created first in order to assign SNMP users.
5. In the top right, cliciaveto save the configuration settings to NRAM/starup 1. Log into youswitchY' I y' I 3S Y Sy i Atdbsa\dusuitéhBridhagement page
configuration. on pagell).

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Logout () Reboot 2. Click onrManagement click onSNMP and click orlJser.

Surveillance Mode

i 3. ClickAdd to anew SNMPuser. Review the settings.
6. ClickOK

Save running configuration t configuration. Do you want

t© 2
[

User Specify the SNMP user name on the host that connects to the
SNMP agent. Thmaxcharacter is 30 characters
Group Specify the SNM&roup to which the SNMP user belongs.
SNMP privilege mode
A No Security : Spdyithat no packet authentication is
Security performed.
Level L . _ .
A Authentication: Specify that no packet authentication with
encryption isperformed.
A Authentication and Privacyp8cify that no packet
Authentication
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Method

Authentication Protocol which is available when Privilege
Mode isAuthentication or Authentication and Privacy.

A None: No authentication required.
A w™mDs: Specify theiIMACGMD5-96 authentication protocol.

A sHa: Specify the HMASHA96 authentication protocol.

Pasword

The authentication password, The number of character range
is 8 to 32characters.

Privacy

Method

Encrypion Protocol
A None: No privacy required.

A DESDES algorithm

Password

The privacy password, The number of character range is 8 to
64 characters.

User Table

Showing entries

| uUser Group

Configure
|
Add User

User

Group
Security Level
Authentication
Method

Password

Privacy

Method

Password

TPE3012LS / TRBO18LS

Showing 0 to 0 of 0 entries

Security Level Authentication Method

0 results found.

[First | [ Previous |
to associate an SNMPv3 group with an SNMPv3 user.

[ Edit | | Delete |

SNMPGROUP1 v

® No Security
® Authentication
O Authentication and Privacy
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4. ClickApply. Set the SNMP Engine ID
I Management >SNMP > Engine ID
. Apply |

I - R The SNMENgine ID screen allows network managers to define the SNMP Engine ID ¢
to assign the default Engine ID to SNMP.

5. In the top right, cliclSaveto save the configuration settings to NRAM/startup

configuration. 1. Log into youswitchmanagement page €& GAccess youswitchmanagement page
Gigabit PoE+ Smart Surveillance Switch on pagell).

Surveillance Mode

2. Click onrManagement click onSNMP and click orlJser.

6. ClickOK

Save running configuration t configuration. Do you want
0

z Local Engine ID

LT OKSO] SR a! x&angire £3 dopfigurrdy
user, else use thdefault Engine ID which is made up of MAC
and Enterprise ID.

3. Review the settings.

Engine ID
The user defined engine ID is range 10 tdhé4adecimal
characters, and thbexadecimal number must be divided by
2.

Local Engine 1D

B User Defined
Engine ID
IEEEEUEELGRAELIEENN (10 - 64 Hexadecimal Characters)

Apply |
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Configure the SNMP Trap Management
Management S5NMP > Trap Management

Address Remote host address type for Hostname/IPv4/IPv6 . . . .

= vP AHost IP address is used to specify a management devitedeas toreceive SNMP
Server Remote hos traps sent by the switch. This IP address is associatedhd@tSNMP Version and a valid
Address Community Name in the Host table of theitch.

Specify Remote SNMP engine ID. The engine ID is rangel0 t
Engine ID 64 hexadecimatharacters, and the hexadecimal number
must be dvided by 2.

1. Log into youswitchY | y I 3SY Sy (i Atcdks3ydr switshSr&nagement page
onpagell).

. 2. Click ocManagement click onSNMR and click oriTrap Event
Add Remote Engine ID

O Hostname 3. Review the settings.
Address Type ® IPv4
Server Address _ Authentication SNMP authentication failure trap, when community not
. match or useruthenticationpassword not match.
Engine ID _ (10 - 64 Hexadecimal Characters) Falure
Link Up/Down Port link up or down trap
4. ClickApply. Cold Start Device reboot configure by user trap
|' Apply | Warm Start Device reboot by power down trap
) ) ) ) ) 4. ClickApply.

5. In the top right, cliclSaveto save the configuration settings to NRAM/startup -
configuration.  Apply |

Gigabit PoE+ Smart Surveillance Switch
S

5. In the top right, cliciSaveto save the configuration settings to NRAM/dartup
configuration. ClickOK

Gigabit PoE+ Smart Surveillance Switch

6. ClickOK TPE-3018LS

Logout Reboot

Save running configuration to startup configuration. Do you want
inue?

o continue

Save running confi

Surveillance Mode
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Configure the SNMRotification
Management SSNMP > Trap Management

1. Log into youswitchY | Y I 3SY Sy (i Atdksay®uswitshSr&nagement page
onpagell).

2. Click orManagement click onSNMR and click orNotification.

3. Review the settings.

AddressType Notify recipients host address type

Server Address IP address or the hostname of the SNMP trap recipients

Specify SNMP noatificatiorersion

A SNMPv1: SNMP Versiomatification.

Version
A SNMPv2: SNMP Version 2 notificati
A SNMPv3: SNMP Version 3 notification.
Notification Type

Type A Trap: Send SNMP traps to the host.

A Inform: Send SNMP informs to the host.(version 1 h4
no inform)

SNMP notification packet security level, the security
level must less than or equid the community/user
name

Security Level A No SecuritySoecify that no packet authentication is
performed.

A Authentication: Specify thato packet authentication
without encryption igperformed.

R A .- e e . P
Recipiensd SNIISNJ ! 5t LJ2 NI Yy dzYo S
checked the value is 162, elaserconfigure

Server Port

{LISOATFe (GKS {bat AyTF2N)a

Timeout . )
checked the value is 15, elaser configure

Specify the SNMP informs retry countditlzd S & S F |

Retr
Y checked the value is 3, elsser configure

SNMPcommunity/user name for notification. If version
is SNMPv3 the name iser name, else is community

Community/ser

Notification Table

Showing entries Showing 0 to 0 of 0 entries Q _

B Server Address Server Port Timeout Retry | Version Type Community / User Security Level

0 results found.

For SNMPv1,2 Notification, needs to be defined.
For SNMPv3 Notification, must be created.

| = | | Delete |
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Add Notification

O Hostname
Address Type @® IPv4
@ IPvE

server address |

SNMPv1
Version SNMPv2
SNMPv3

Trap
Inform

Community / User

O No Security
Security Level ® Authentication
® Authentication and Privacy

Type

¥ Use Default
server port (1 - 65535, default 162)
_ # Use Default
Timeout Sec (1.- 300, default 15)

# Use Default

Retry (1 - 255, default 3)

Apply | Close |

4. ClickApply.

| Apply |

5. In the top right, cliclSaveto save the configuration settings to NRAM/startup
configuration. ClickOK

Gigabit PoE+ Smart Surveillance Switch
TPE-30181LS Save running configuration to startup configuration. Do you want

Reboot

Surveillance Mode

RMON
The RMON (Remote MONitoring) MIB is used with SNMP applis&iomonitor the

operations of network devices. TI8itch supports the fouRMON MIB groups listed
here:

9 Statisticgroupt This group is used to view patiatistics remotely with SNMP
programs.

1 Historygroupr This group is used to collect historiglsport statistics to
identify traffic trends or patterns.

1 Eventgroupt This group is used with alarms to defite actions of the
switch when packet statistihresholds are crossed.

1 Alarmgroupt This group is used to create alarms tkrdgger event log
mesagesor SNMP traps whestatistics thresholds are exceeded.

You can use your SNMP Network Management System (NMS) soéméitbe RMON
section of the MIBree to view the RMON statistics, histaapd alarms associated with
specific ports. Since RMON sglee SNMPagent for communicating with your NMS
software, the SNMP Agent musé enabled and the SNMP feature must be configured
on your switchSince RMOMorks in conjunction with the SNMP agent, the SNMP
agentmust be enabled for the RMON feature to aetive.

View RMON Statstics
Management SRMON >Statistic

1. Log into youswitchY I y I 3 S Y Sy (i AtcksIBuswitshSr&nagement page
onpagell).

2. Click onManagement click onRMON and click orftatistic.

3. Review the settings.

Port The port for the RMON statistics.
Bytes Number of octets receed, including bad packets and FCS
Received octets, but excluding framing bits.
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Frames of Number of frames, containing 64 bytes that were received.
64 Bytes

Frames of Number offrames containing 65 to 27 bytes that were
65to 127 received.

Frames of Number of frames, containing 128 to 255 bytes that were
128to 225 received.

Frames of Number of frames, containing 256 to 511 bytes that were
256 to 511 received.

Frames of Numberof frames, containing 512 to 1023 bytes that were
512 to received.

Frames Number of frames, containing 1024 to 1518 bytes that were
Greater received.

Clear Clear the statistics for the selected ports.

View View the statistis on the specified qrt.

Drop Events Number ofpackets that were dropped.
Packets Number of packets received, including bad packets,
Received Multicast packets, and Broadcast packets.
Broadcast Numbe of good Broadcast packets received. This number
Packets does not include Multicast packets.
Multicast Number of good Multicagbackets received.
CRC &Align Number of CRC and Align errors that have occurred.
Errors
Undersize Number of undersized packets (less than 64 octets)
Packets received.
Oversize Number ofoversized packets (over 1518 octets) received.
Dackote
Fragments Number of fragments (packets with less than 64 octets,
excluding framing bits, but including FCS octetsgire.
Number of received packets that were longer than 1632
octets. This number excludes frame bits, but includes FCH
octets that had @her a bad FCS (Frame Check Sequence
with an integral number of octets (FCS Error) or a bad FCS
with a nan-integral octet (Alpnment Error) number. A Jabber
packet is defined as an Ethernet frame that satisfies the
Jabbers following criteria:®
b  Packet data length is greater than MRU.
b  Packet has an invalid CRC.
b  RX error event has not been detected.
Number of collisions reeived. If Jumbo Frames are enabled,
o the threshold of Jabber Frames is raised to the maximum siz€
Colisions

of Jumbo Frames.
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Configure RMON Historyable
Management >RMON >History

1. LOg into yOUBWitChY I y I 3 S Y S y l:l Ad‘.dksﬂx@usmitéhﬁ]é’laqément pacfe Shuwing entries Showing 0 to 0 of 0 entries Q _
on pagell).

History Table

Sample
| Entry Port Interval Owner
Maximum Current

2. Click onManagement click onRMON and click orHistory. © redls ik

The SNMP service is currently disabled.

3. Click "Ad¢Edit" button to AddEdit the Historymenu.Review the settings. For RMON configuration to e effective, the must be enabled.

[ Add | [ Edit | [ pelete | [ View |

Item Description o[ ieae

- - Entry 1

Pott Specify port for the RMON histary oot

Max Sample Specify the maximum number of buckets Max Sample (1 - 50, default 50)

Interval Specify the number of seconds for each sample interval o (1 = 3600 default 1600)
Oowner

Owner Specify the owner name efvent (0~31 characters). ooy

pply

4. ClickApply.

| Apply |

5. In the top right, cliciSaveto save the configuration settings to NRAM/startup
configuration. ClickOK

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Reboot

Save running configuration to startup configuration. Do you want
to

Surveillance Mode
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Configure RMONEvent Table
Management SRMON >Event

1. Log into youswitchY I Y I 3 S Y Sy (i Atcks3yBuswitsh&i&nagement page
on pagell).

2. Click onManagement click onRMON and click orEvent

3. Click "AddEdit" button to AddEdit an event Review thesettings.

Item Description
Specify the notification type for the event, and the
possible value aren
o b  None: Nothing for notificatior?
Notification
H  Event Log: Logginge event in the RMON Event Log
table
b  Trap: Send a SNMP trap.
GCommunity Specify the SNMP community when the notification type is
ALISOAFASR & G¢NILE LN 690S
Description Specifyithe description for the event.
Owner Specify owner for the event.

Event Table

Showing entries

B Entry Community Description Notification Time Owner

Showing 0 to 0 of 0 entries
0 results found.

The SNMP service is currently disabled.

For RMON configuration to be effective, the must be enabled.

( | [ Edit | [ Delete | [ View |
Add Event

Entry 1

QO None

® Event Log

® Trap

® Event Log and Trap

Notification

Community Default Community
Description Default Description

4. ClickApply.

| Apply |

5. In the top right, cliciSaveto save the configuration settings to NRAM/startup
configuration. ClickOK

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

ogout Reboot

Save running configuration to startup configuration. Do you want
to

Surveillance Mode
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Configure RMOM\larm Table
Management SRMON >Alarm

1. Log into youswitchY I Y I 3 S Y Sy (i Atcks3yBuswitsh&i&nagement page
on pagell).

Oversize Packets: Number of oversized packets.

Fragments: Total number of packeagment.

Jabbers: Total number of packet jabb@r.

2. Click onvlanagement click onRMON and click orAlarm. Collisions: Collisiof

o o O o O

Framesof 64 Bytes: Number qfackets size 64
3. Click "AddEdit" button to AddEdit an alarm Review the settings. octets.

— b  Frames of 65 to 127 Bytes: Number of packets
ltem DS eI size 65 to 127 octet&l
Pott Specify the port for sampling b  Frames of 128 to 255 Bytes: Number of packets
Specify the counter for samplirfey size 28 to 255 octets
b  Drop Eent: Total number of events received in b Frames of 256 to 511 Bytes: Number of packets
whichthe packets were dropped size 256 to 511 dets.
b  Received Bytes (Octets): Octets. b  Frames of 512a 1023 Bytes: Number of packets
Counter b  Received Packets: Number of packets. Sampling ecify the sampling type
b  Broadcast Packets RecaivBroadcast packets. o Absolute: The selegted variable value is
compared diredy with the thresholds at the end
b  Multicast Packets Received: Multicast packets. of the sampling intervala
S E— b  Delta: The selected variable value of the last

sample is subtracted from the current value and
the differene is compared with the thresids.

Interval Specify the sampling interval.

Owner Specify the owner for the sampling.
Trigger Specify the type for the alarm trigger.
RISING
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Threshold Specify the threshold for firing rising event. Add Alarm

- - — Entry 1
Event Specify the indx of rising event whealarm was

ven fired. Port GE1 w
Faling
; O Absolute

) . - Sampling

Threshold Specify the threshold fdfiring falling event. ® Delta
Interval 100 Sec (1 - 2147483647, default 100)

Event Specify the index of falling event when alarm was fired

O Rising
Trigger @ Falling

Alarm Table @ Rising and Falling

Showing entries Showing 0 to 0 of 0 entries Q Rlsmg
Counter Rising Falling

B Entry Port Sampling Interval | Owner Trigger
Name Value Threshold Event Threshold

Threshold 100 (0 - 2147483647, default 100)

Event 1 - Default Description ~

0 results found.

The SNMP service is currently disabled. =0 o 5
For RMON configuration to be effective, the must be enabled. ‘El |MJ |l| L

Falling

Threshold (0 - 2147483647, default 20)
Event 1 - Default Description ~

[ | [ Edt | [ Delete |

4. ClickApply.

| Apply |

5. In the top right, cliciSaveto save the configuration settings to NRAM/startup
configuration. ClickOK

Gigabit PoE+ Smart Surveillance Switch
TPE-3018LS

Save Logout Reboot

Save running configuration to startup configuration. Do you want
to continue?

(o) [

Surveillance Mode
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Create Schedules

Managemat >Time Range

Create schedules to be used in applida switch features such as PoE.

1. Log into youswitchY | Y I 3SY Sy (i Atdksay®uswitshSr&nagement page
on pagell).

2. Click onrManagementand click @ Time Range

3. Click "AddEdit" button to AddEdit a scheduleReview the settings

Range Name Input Time Range name.

Date Select a valid time for thischedule.

Time Range

Range Name Days Start Time End Time

0 results found.
. |
Time Range Add

Range Name Name_Default

Emvon Miue Mwed MThu MFri Msat ESun

Rate From [ZEQ to RN

[ Apply | [ Close |

4. ClickApply.

| Apply |

5. In the top right, cliciSaveto savethe configuration settings to NRAM/startup
configuration. ClickOK

Gigabit PoE+ Smart Surveillance Switch

TPE-3018LS Save running configuration t¢
to

configuration. Do you want

Logout Reboot

Surveillance Mode
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Technical Specifications Performance
1 Switch fabric24Gbps
TPE3O12LS 1  RAM buffer512KB
Standards 1 MAC adresstable: &K entries
1 |EEE 802.1d 1 Jumboframes: 1&KB
1 IEEE 802.1p 1 Forwarding mode: store and forward
1 |IEEE 802.1Q 1 Forwarding rate17.8Mpps (6-byte packet size)
1 |IEEE 802.1s Management
T IEEE802.1w T HTTP/HTTPS wbhsed GUE Standard or Surveillance Mode
T IEEE 802.1X 1 CLI commandrie interface (Telnet / SSHv2)
1 IEEE 802.1ab 1 SNMP v1, v2c, v3
f IEEE 802.3 1 IPv4/IPv6 support
1 IEEE802.3u 1 Multiple user accounts
T IEEE 802.3x 1 Dynamiéstatic unicastMACaddresstable
1 IEEE 802.3z 1 Enaleor disable 802Bazpower saving per port
71 |EEE 802.3ab 1 Syslog
1 IEEE 802.3ad 1 System message logging severity levels
1 IEEE 802.3af Port mirroring (transmit, recee, oneto-one, manyto-one)
1 IEEE 802.3at 1 ICMPV4/ICMPV6
1 IEEE 802.3az 1 Traceroute
Device Interfae f LLDP
1 8x Gigabit PoE+ ports 1 Cablediagnosticdest
1 2xGigabit ports 1 SFP DDM (Digitdiagnostiemonitoring)
1 2 x100/1000MbpsSFRslots 1 UDLD (UniDirectional Link t@etion)
§ LED indicators 1 Port error disabled/Errdisable state
1 4-DigitPoE LED displdotal power budget, available power, consumption T Ping watchdog
per port) MIB
Data Transfer Rate f RMON MIBRFC 1271
1 Ethernet: 10Mbps (half duplex), Rbps (full duplex) 1 IPV4 MIERFC 1218ead only)

1 Fast Ethanet: 100Mbps (half duplex), 208bps (full duplex) T SNMP MIBRFC 3415

1 Gigabit Ethernet: 2000bps (full duplex)
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Spanning Tree

1 STP (sanningtree)

1 RSTPrépidspanningtree)

1 MSTPfultiple spanningtree)
Link Aggregation

1 Static linkaggregation and dynamic LACP (Up to 8 groups)

Quality of Service (QoS)

1 802.1p Class of Service (CoS)

1 DSCP (Differentiated Services Code Point)

1 Bandwidh limit per port

1 Queue Scheduling: strictiprity (SP)weightedroundrobin (WRR)
VLAN

1 Multiple managment VLAN assignment

1 802.1Q Tagged VLAN

1 MAGbased VLAN

1 Surveillance VLAN

1 Voice VLAN

1 Upto 256 VLAN groups, ID Rangé094
Multicast

1 IGMP Snooping2/v3

1 IGMP immediate/fast leave

1 IGMP querier

1 Dynamic/statianulticastMAC address table

1 MVR(Multicast VIAN registration)

1 Up tolKmulticast entries

Access Control

|l

f
f
f

802.1Xport-based authentication (Local user databaB&DIUSGuest VLAN)

DHCPRsnooping Option 82
Loopback dtection
Denial of Service (Dofjevention

DdzA RS

= =4 =4 =4

TPE3012LS / TRBO18LS

Storm control (broadcast, unknown mukist, unknown unicasimin:
16Kbp3

Headof-line (HoL) blockig prevention

IP Source Guard /fMAGPort-VLAN binding

Protected ports

Port Security/MAC address learnirgstriction (Up to 255 entries)

Access Control List (ACL)

f
f

MAC Addres$VLAN IDEtheype, 802.1p)

IPv4 [P Protocagl TCP/UDP Port, 802.1p, DSTER flag, ICMP type, ICMP
code)

SurveillanceMode (ONVIF)

f

=A =4 =4 -4 -4

Surveillance mode GUI for simplified configuration and network monitoring
Device discovery for ONVIF compliant deviugsh as IP camesandNVRs
Upload floor plans to creata visual overview of the network
ChangecameralP addressonfiguration

Upgrade IP camera firmware

Change IP camera administrator user name and password

PoE

PoE budget: 110W

802.3d: up to 30W per port (ports-B)
PoEMode A: Pins 1,2dnd pins 3,6 for power
PoE power scheduling

PD alive check

Over current/short circuit protection

=A =4 =4 -4 -8 A

Power

f
f

Input: 100¢ 240V AC, 5@0Hz,internal power supply
Max. @nsumptian: 10W (No PoE load
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Protection
f 6kV (Port® & 10)

Fan/Acoustics
M Fanless

MTBF
1 434,157hours

Operating Temperature
T 0°¢40°C B2°¢104°F)

Operating Humidity
1 Max. 9% noncondensing

Dimensions
1 330 x230x 4445mm (129x9.1x1.75in.)
f 1Urack mountable

Weight
1 2.26kg @.98Ibs.)

Certifications
1T CE
1 FCC
T ETL

TPE3018LS

Standards

=4 =4 =4 A4 -4 -4 -8 -a -aoa s s s e

==

IEEE 802.1d
IEEE 802.1p
IEEE 802.1Q
IEEE 802.1s
IEEE 802.1w
IEEE 802.1X
IEEE 802.1ab
IEEE 802.3
IEEE 802.3u
IEEE 802.3x
IEEE 802.3z
IEEE 802.3ab
IEEE 802.3ad
IEEE 802.3af
IEEE 802.3at
IEEE 802.3az

Device Interfae

= =4 =4 =

16 x Gigabit POE+ ports

2 x SharedGigabit portqRJ345 or SFR100/1000Mbps))

LED indicators

PoE power status LED disp{ggtal power budget, available power,

consumption per poit

Data Transfer Rate
1 Ethernet: 10Mbps (half duplex), Rbps (full duple)
1 Fast Ethernet: 100Mbps (half duplex), R0fps (full duplex)

1 Gigabit Ethernet: 2000bps (full duplex)
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Performance
1 Switch fabric36Gbps
1 RAM buffer512KB
1 MAC adresstable: & entries
1 Jumbo Frames: KB
1 Forwarding mode: store and forward
1 Forwarding rate26.Mpps (64byte packet size)
Management
T HTTP/HTTPS wblsed GU¢ Standard or Surveillance Mode
1 CLI commandrie interface (Telnet / SSHv2)
1 SNMP v1, v2c, v3
1 IPv4/IPv6 support
1 Multiple administrator or user accounts
1 Dynamiéstatic unicastMACaddresstable
1 Enaleor disable 802.3apower saving per port
1 Syslog
1 System message logging severity levels
1 Port mirroring (transmit, receive, onto-one, manyto-one)
1 ICMPv4/ICMPVv6
1 Traceroute
1 LLDP
1 Cablediagnosticgest
1 SFP DDM (Digitdiagnostiemonitoring)
1 UDLD (UniDirectional Link Detection)
1 Port error disabled/Errdisable state
1 Ping watchdog
MIB

1 RMON MIBRFC 1271
1 IPV4 MIERFC 121@ead only)
1 SNMP MIBRFC 3415

Spanning Tree

il

STP (@anningtree)

TPE3012LS / TRBO18LS

1 RSTPrépidspanningtree)
1  MSTPrultiple spanningtree)
Link Aggregation

9 Static link aggregation and dynamic LACP (Up to 8 groups)

Quality of Service (QoS)

1 802.1p Class of Service (CoS)
1 DSCP (Differentiated Services Code Point)
1 Bandwidh limit per port
1 Queue Scheduling: strictiprity (SP)weightedroundrobin (WRR)
VLAN
1 Multiple management VLAN assignment
1 802.1Q Tagged VLAN
1 MACGhbased VLAN
1 Surveillance VLAN
1 Voice VLAN
T Upto 256 VLAN groups, ID Rangé094
Multicast
1 IGMP Snooping2/v3
1 IGMP immediate/fast leave
1 IGMP queer
1 Dynamic/stationulticastMAC address table
1  MVR (Multicast VLAN registration)
1 Up tolKmulticast entries
Access Control
1 802.1Xport-based authentication (Local user databaR&DIUSGuest VLAN)
1 DHCFsnooping Option 82
1 Loopback detection
1 Denial ofService (DoS)revention
1 Storm control (broadcastinknown multicast, unknown unicasnin:
16Kbp3
1 Headof-line (HoL) blocking prevention
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1 IP Source Guard /{/MACPortVLAN binding
1 Protected ports
1 Port Security/MA address learning restriction

Acces<ontrol List (ACL)
1 MAC AddreséVLAN IDEtherType, 802.1p)

1 IPv4 [P Protocal TCP/UDP Port, 802.1p, DSCP, TCP flag, ICMP type, ICMP
code)

Surveillance Mod€ONVIF)

1 Surveillance mode GUI for simplified configuration and network monitoring
Device discoverior ONVIF compliant devicesich as IP cameras or NVRs
Upload virtual maps
Change IP camera IP address settings
Upgrade IP camera firmware
Change IP camera administor user name and password

= =4 =4 -4 =4

PoE
PoE budget220W

802.3t: up to 30W per port (ports-16)
PoEMode A: Pind,2and pins 3,80or power
PoE power scheduling

PD alive check

Over current/short circuit protection

=A =4 =4 -4 -4 4

Power
1 Input: 100¢ 240V AC, 5Q 60Hz,internal power supply
1 Max. consumption14W (No PoE load)

Protection

1 6kV (Ports 17 & 18)

Fan/Acoustics
1 Quantity: 1 (Hot swappable)
1 Noise Level60.1dBA (max.)

MTBF
1 331,516hours

Operating Temperature
1 0¢40°C (3% 104°F)

Operating Humidity
1 Max. 9% nonrcondensing

Dimensions
1 440 x195x 4445mm (17.3x9.8x1.74in.)
1 Rack mountable 1U height

Weight
1 2.9%g 6.45Ibs.)

Certifications
1 CE
1 FCC
1 ETL
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Troubleshooting gr:]!ssvr:r\hged the IP address of the switch, but | forgot it. How do | reset my switch?

. Using a paper clip, push and hold the reset battm the front of the switch and release
Q: | typedhttp://192.168.10.200in my Internet Browser Addess Bar, but a error after 15 secads

YSddl3S dled d¢KELII BSROEY Y 2Ewi@S yRL | 00 Sthdefult P address of the switch i211%8.10.200. The default user name and

management page? LI 8a62NR Aad al RYAYED
Answer:

M® / KSO1l @2dzNJ KI NR gwitbhBistallafiaiéli Apg@& | I3 Ay d { SS «a
2. Make sure théower andport Link/Activityand WLAN lights are lit.

3. M&ke sure your network adapter TCP/IP settings are séige the following IP

addressor Static IPsee the steps below).

4. Make sure your computer is connected to one of Hibernet switchports.

5. Since the swith default IP address is 192.168.10.20@kmsure there are no other

network devices assigned an IP address of 192.168.10.200

Windows 78/8.1
a. Go into theControl PanelclickNetwork and Sharing Center
b. ClickChange Adapter Settingsight-click he Local Area Connectioizon.
c. Then ctik Propertiesand clickinternet Protocol Version 4 (TCP/IPv4)

d. Then cliclkJse the following IP addresand make sure to assign your
network adapter an IP addregsthe subnet of 192.168.10.&lick OK

WindowsVista
a. Go into theControl Panel clickNetwork and Internet
b. ClickManage Network Connectionsight-click theLocal Area Connection
icon and cliclProperties
c. Clicknternet Protocol Version(TCP/IPv4and then clickProperties

d. Then cliclkse the following IP addresg&nd make sur¢o assign your
network adapter an IP address in the subnet of 192.168.10igkOK

Windows XP/2000
a. Go into theControl Paneldoubleclick theNetwork Conrectionsicon
b. Rightclick theLocalArea Connectia icon and the cliclProperties
c. Clicknternet Protocol (TCP/IPand clickProperties

d. Then clicldse the following IP addresand make sure to assign your
network adapter an IP address in thebsiet of 192.168.10ClickOK

Note: If you are expeencing difficulties, please contact yaigmputer or operating
system manufacturer for assistance.
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Appendix
How to find your IP addres’

Note: Please note that although thfellowing procedures provided to follow for your
operatingsystem orconfiguring your network settings can be usexigeneral
guidelines, however, it is strongly recommended that you consult your computer or
operating system manufacturer directly for assige on the proper procedure for
configuring network settigs.

Comnand Rompt Method
Windows 2000/XP/Vista/78/8.1/10

1. On your keyboard, pres¥indows Logo+Reys simultaneously to bring up the Run
dialog box.

2. In the dialog box, typemdto bring up the command prompt.

3. In the command prompt, typ@config /all to displayyour IP address settings.
MAC OX

1. Nav@jate to yourApplicationsfolder and operitilities.

2. Doubleclick onTerminalto launch the command prompt.

3. In the command prompt, typg@config getifaddr <en0 or enlte display the wired
or wireless P addess settings

Note: enQis typically thewired Ethernet anénlis typically the wireless Airport
interface.

Graphical Method

MACOS 10.610.5

1. From the Apple menu, seleBystem Preferences

2. InSystem Preferencefrom theView menu,selectNetwork.

3. In theNetwork preference window, atk a network port (e.g., Ethernet, AirPort,
modem). If you are connected, you'll see your IP address settings under "Status:"

MACOS 10.4

1. From the Apple menu, selecbcation and thenNetwork References

2.In theNetwork Preferencevindow, next to"Show:", selecNetwork Status You'll see
your network status and your IP address settings displayed.

Note: If you are experiencing difficulties, please contact your computer or operating
system nanufacture for assistance.

How to configure your netwok settings touse a static IP addre8s

Note: Please note that although the following procedures provided to follow for your
operating system on configuring your network settings can be used as ¢enera
guidelires, fowever, it is strongly recommended thatuoonsult your computer or
operating system manufacturer directly for assistance on the proper procedure for
configuring network settings.

Windows 78/8.1/10
a. Go into theControl PanelclickNetwork and Sharng Ceater.
b. ClickChange Adapter Settingsight-click theLocal Area Connectioiton.
c. Then cliclropertiesand clickinternet Protocol Version 4 (TCP/IPv4)

d. Then cliclkJse the following IP addresand assign your network adapter a
static IPaddress ClickOK

Windows Vista

a. Go into theContol Pane| clickNetwork and Internet

b. ClickManage Network Connectionsight-click theLocal Area Connection
icon and cliclProperties

c. Clickinternet Protocol Version (TCP/IPvdnd then dck Properties.

d. Then clicldse the following IP addresand assign your network adapter a
static IP addres<lickOK

Windows XP/2000
a. Go into theControl Panel doubleclick theNetwork Connectionscon
b. Righiclick theLocal Area Connectioitonandthe dick Properties
c. Clickinternet Protocol (T®/IP)and clickProperties

d. Then cliclJse the following IP addresand assign your network adapter a
static IP addres<lickOK
MAC OS 10.4/10.5/10.6
a. From theApple, drop-down list, selec8/stem Preérences
b. Click theNetwork icon.
c. From theLocationdrop-down list, selecAutomatic.
d. Select and view your Ethernet connection.
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In MAC OS 10.4, from ttfghowdrop-down list, selecBuilt-in
Ethernetand select thelf CP/IRab.
In MAC OS@5/10.6,in the left column, selecEthernet

e. Configre TCP/IP to use a static IP
In MAC 10.4, from th€onfigure IPvddrop-down list, selecManually
and assign your network adapter a static IP addr&senclick the
Apply Nowbutton.
In MAC 10.510.6 fromthe Configuredrop-down list, selecManually
and assign your network adapter a static IP addrédsenclick the
Apply button.

f. Restart your computer.

Note: If you are experiencingjfficulties, please contact your computer or operating
system manuécturer for assistance.

How to find your MAC ddress?
In Windows 2000/XP/Vista/8/8.1,

Your computer MAC addresses are also displayed in this window, however, you can type
getmac ¢v to display the MAC addresses only.

In MAC OS 10,4

1. Apple Menu > Syeem Preferences > Network

2. From theShowmenu, selectBuilt-in Ethernet

3. On theEthernet tab, the Ethernet IDis your MAC Address.

In MAC OS 10.5/10.6,

1. Apple Menu > System Preferences > Network

2. Seleckthernetfrom the list on the lef

3. Clik the Advancedbutton.

3. On theEthernettab, the Ethernet IDis your MACGAddress.
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Federal Communication Commission Interference Statement RoOHS

This equipment has been tested and found to comply with the limits for a Class B digital device, Tpig product is RoHS compliant.
pursuant to Part 15 of the FCC Rules. These limits areghesl to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed andinsedordace wth

the instructions, may cause harmfuténference to radio communations. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or telein recepton, which can be determined by
turning the equpment off and on, the usds encouraged to try to correct the interference by
one of the following measures:

1 Reorient or relocate the receiving antenna.

Europeg EU Declaration of Conformity

1 Increase the separation between the equipniemd recéver. T EN62368L: 2014 + Al: 2017
1 Connect the equipment into an outlet oncircuit different from thatto which 1 EN55032:2015+AC:2016
the receiver is connected. 1 ENS55035:2017
1 Consult the dealer or an experienced radio/TV technician for help. 1 EN610003-2:2014ClassA
FCC Caution: Any changes or modifications not expressly approvbd party responsible T EN610003-3:2013
for compliance could void the ussrauthority to operate thiquipment. T EN610064-2:2009
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two T Esgigggj'i:5822+A1'2008+A2'2010
conditions: (1) This device may not cause harmful interferesod,(2) ths device must accept T o )
any interference receivedncludinginterference that may cause undesired operation. T EN610004-5:2014+A1;2017
1 EN610004-6:2014
1 EN6100064-8:2010
1 EN610004-11:2004+A1:2017
IMPORTANT NOTE:
Radiation Exposure Statement: Directives:
This equipment complies with FCC radiation exposure limits set fo ed EMC Directive 2014/301E
environment Ths equipment should be installed and opegdtwith minmum distance ROHS DirectivéEU)2015/863
20cm between the radiator & your body. WEEE Directive 2012/19/EU
This transmitter must not be emcated or operating in conjunction with any other antenna REACH Regulation (EC) No. 1907/2006
or transmitter. Low \bltage Directive 2014/35/8

Country Code selection feawito be dsabkd for products marketed to the US/CANADA
CE Mark Warning

This is a Class A product. In a domestic environmentptbiduct may cause radio
interference, in which case theser may be required to take adequate measures.
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Limited Warranty

Limited Warranty

TRENDnNet warrants only to the original purchaser of this product from a TRENDnet
authorized reseller or distributor that this product will be free from defects in material
and workmanship under normal use and service. This limited warranty is non
transferable and does not apply to any purchaser who bought the product from a
reseller or distributor not authorized by TRENDnet, including but not limited to
purchases from Interrteauction sites.

Limited Warranty

TRENDnNet warrants its products against defects in material and workmanship, under
normal use and service. Specific warranty periods are listed on each of the respective
product pages on the TRENDnet website.

1 AC/DC Power Adapter, Cooling Fan, and Powepl$gprry a ong/ear
warranty.

Limited Lifetime Warranty
TRENDNnNet offers a limited lifetime warranty for all of its metatlosed network

switches that have been purchased in the United States/Canada on or after 1/1/2015.

1 Cooling fan and internal poweugply carry a ongear warranty

To obtain an RMA, the ORIGINAL PURCHASER must show Proof of Purchase and returr

the unit to the address provided. The customer is responsible for any shipglmigd
costs that may occur. Replacement goods will be shigyzedk to the customer at
¢two9b5ySiQa SELISyaSo

Upon receiving the RMA unit, TRENDnet may repair the unit using refurbished parts. In

the event that the RMA unit needs to be replaced, TRENDnet may replace it with a
refurbished product of the same or comparabhodel.

In the event that, after evaluation, TRENDnet cannot replace the defective product or
there is no comparable model available, we will refund the depreciated value of the
product.

If a product does not operate as warranted during #pplicable warranty period,
TRENDnNet shall reserve the right, at its expense, to repair or replace the defective
product or part and deliver an equivalent product or part to the customer. The
repair/replacement unit's warranty continues from the originaltel of purchase. All
products that are replaced become the property of TRENDnet. Replacement products
may be new or reconditioned. TRENDnet does not issue refunds or credit. Please
contact the pointof-purchase for their return policies.

TRENDnNet shall hbe responsible for any software, firmware, information, or memory
data of customer contained in, stored on, or integrated with any products returned to
TRENDnNet pursuant to any warranty.

There are no user serviceable parts inside the product. Do nobveror attempt to
service the product by any unauthorized service center. This warranty is voided if (i) tt
product has been modified or repaired by any unauthorized service center, (ii) the
product was subject to accident, abuse, or improper use, dthig product was subject

to conditions more severe than those specified in the manual.

Warranty service may be obtained by contacting TRENDnet within the applicable

warranty period and providing a copy of the dated proof of the purchase. Upon proper
submission of required documentation, a Return Material Authorization (RMA) number
will be issued. An RMA number is required in order to initiate warranty service suppor
for all TRENDnet products. Products that are sent to TRENDnet for RMA service mus
have he RMA number marked on the outside of return packages and sent to TRENDr
prepaid, insured and packaged appropriately for safe shipment. International custome
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shipping from outside of the USA and Canada are responsible for any return shipping CONTRACT OR TORT (INCLUDING NEGLIGENCE), FOR INCIDENTAL, CONSEQL
and/or cuistoms charges, including but not limited to, duty, tax, and other fees. INDIRECT, SPECIAL, OR PUNITIVE DAMAGES OF ANY KIND, (¥REVEQBSE OR
PROFITS, LOSS OF BUSINESS, LOSS OF INFORMATION OR DATE, OR OTHER |
LOSS ARISING OUT OF OR IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE, USE, PERFORMANCE, FAILURE, OR INTERRUPTION OF THE P
OF SUCH DAMAGES, AND ISMI$ LIABILITY TO REPAIR, REPLACEMENT, OR REI
OF THE PURCHASE PRICE PAID, AT TRENDNET'S OPTION. THIS DISCLAIMER C
FOR DAMAGES WILL NOT BE AFFECTED IF ANY REMEDY PROVIDED HEREIN ¢
OF ITS ESSENTIAL PURPOSE.

Refurbishedproduct: Refurbished products carry a- @y warranty after date of
purchase. Please retain the dated sales receipt with purchase price clearly visible as
evidence of theoriginal purchaser's date of purchase. Replacement products may be
refurbished or contain refurbished materials. If TRENDnet, by its sole determination, is
unable to replace the defective produete will offer a refund for the depreciated value
of the praduct.

WARRANTIEBXCLUSIVEE THE TRENDNET PRODUCT DOES NOT OPERATE AS GoverningLaw This Limitd Warranty shall be governed by the laws of the state of
California.

WARRANTED ABOVE, THE CUSTOMER'S SOLE REMEDY SHALL BE, AT TRENDNET
OPTION, REPAIR OR REPLACE. THE FOREGOING WARRANTIES AND REMEDIES A
EXCLUSIVE AND ARE IN LIEU OF ALL OTHER V#SRRARRESSED OR IMPLIED, Some TRENDnet products include software code written by third party developers.
EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE, INCLLThese codes are subject to the GNU General Public License ("GPL") or GNU Lesser
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSIGeneral Public License GBL").

TRENDNET NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERSON TO ASSL
IT ANY OTHER LIABY IN CONNECTION WITH THE SALE, INSTALLATION,

Visithttp://www.trendnet.com/gpl or the support section on
MAINTENANCE, OR USE OF TRENDNET'S PRODUCTS.
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