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Managed Industrial Switch

Producs Overview
TEPGA41i

¢ w9 b 5 y-Boit Raxdered Industrial Gigabit POE+ Layer 2 ManagedRBilNswitch,
model TIPG541i, has four Gigabit POE+ ports, one Gigabit port, one GigBlstdand

a 120W PoE budget. The switch is equipped with an IP30 rated metal enclosure and
designed to withstand a high degree of vibration, shock, protection against
ESD/EMI/surge, and operate within a wide temperature rang® € 70 °C{40- 158

°F) for harsh environments. L2 management include features such as PoE port control,
VLAN, multicast, and QoS which allow for network integration flexibility.

THPG102i

¢ w9 b 5y $drQriduswial Gigabit L2 Managed PoE+-R#&l Switch, model T1

PGLO2i, features eight Gigabit POE+ ports with a 240W PoE budget, and includes two
SFP slots that support both 100Bd2¢ and 1000BageX modules for long distance fiber
applications. The hardened switch is equipped with an IP30 rated metal enclosure,
designed to withstand a high degree of vibration and shock, while operating within a
wide temperature range o#40°¢ 75° C{40°¢ 167° F) for industrial environments.
Advanced traffic management controls, troubleshooting, and SNMP monitoring suppo
make thisa powerful solution for SMB networks.

© Copyright 208 TRENDnet. All Rights Reserved.



aSNNa DdzA RS

tw9b5ySi

Managed Industrial Switch

THG642i

''''''

tw9b5ySiQa
managed features with enhanced traffic controls to meet the evolving demands of
G2RIe@Qa {a. ySidlaywng2managed s@ich idefuipged witdRr1P30
rated metal enclosure, designed to withstand a high degree of vibration and shock,
while operating within a wide temperature range-@0°¢ 75° C40°¢ 167° F) for
industrial environments. Our industrillyer 2 managed switch models feature copper
Gigabit ports for higtspeed device connections, and SFP slots that support both
100Basd-X and 1000BadexX modules for long distance fiber networking applications.

These industrial layer 2 managed ERMil svitches provide an intuitive webased
management interface. Each TRENDnet industrial layer 2 managed switch supports
advanced traffic management controls, troubleshooting, and SNMP monitoring.
Advanced managed switch features include LACP to group pgedsher to increase
bandwidth between switches, VLANs for segmenting and isolating virtual LAN groups,
QoS for traffic prioritization, port bandwidth controls, and SNMP monitoring making
each TRENDnet industrial layer 2 managed switch a powerful soluti@vB

networks.

Ly Rdza (i NJ& R&il SWitetEskrishoffers[advanaet Idyler2 S R¢ B9 b5 Yy S Q4

THEGI102i

,,,,,,,

L Y Rdza G NR IRail ShitctEskri@sioffers[advaneet igyler®
managed features with enhanced traffic controls to meet the evolving demands of
G2RIHreQa {a. yStg2N] ao 9! OKiseqyypRedzuith NAIP30
rated metal enclosure, designed to withstand a high degree of vibration and shock,
while operating within a wide temperature range-d0°¢ 75° C{40°¢ 167° F) for
industrial environments. Our industrial layer 2 managed switcluels feature copper
Gigabit ports for higtspeed device connections, and SFP slots that support both
100Basd&-X and 1000BadexX modules for long distance fiber networking applications.

These industrial layer 2 managed ERMil switches provide an intive webbased
management interface. Each TRENDnet industrial layer 2 managed switch supports
advanced traffic management controls, troubleshooting, and SNMP monitoring.
Advanced managed switch features include LACP to group ports together to increase
bandwidth between switches, VLANSs for segmenting and isolating virtual LAN groups,
QoS for traffic prioritization, port bandwidth controls, and SNMP monitoring making
each TRENDnet industrial layer 2 managed switch a powerful solution for SMB
networks.

© Copyright 208 TRENDnet. All Rights Reserved.
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Managed Industrial Switch

TEG160NS

st

¢ w9 b 5 ¥eParQrdustrialGigabitWeb SmarDIN-Rail Switchmadel TFG160WS,
delivers advanced management features witB2&5bps switching capacitysers are

able to connecsixteendevices to the switcfor high speed gigabitetwork
connectims. The switch is equipped with an IP30 rated metal enclosure, designed to
withstand a high degree of vibration astiock while operatingwvithin a wide

temperature rangef -40°¢ 75°C (40°¢ 167°F) forindustrialenvironments Advanced
traffic managenent controls, troubleshooting, and SNMP monitoring support make this
a powerful solution for SMB networks.

TFEG160i

e

¢ w9 b 5y $ParQrduswial GigabMVeb SmarDIN-Rail Switchmadel THG160j

delivers advanced management features witB2&bps witching capacityUsers are

able to connecsixteendevices to the switcfor high speed gigabitetwork
connectionsThe switch is equipped with an IP30 rated metal enclosure, designed to
withstand a high degree of vibration astiock while operatingwithin a wide

temperature rangeof -40°¢ 75°C €40°¢ 167°F) forindustrialenvironments Advanced
traffic management controls, troubleshooting, and SNMP monitoring support make thi
a powerful solution for SMB networks.

© Copyright 208 TRENDnet. All Rights Reserved.
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Product Hardwares and Featuise LED Indicators
POE LED State Status
— ) PWR ON When the PWR LED is on, the device is using the pr
TEPG5H541i (Green) power input source.
i OFE Primary power input source is off, disconnected, or
Front View failed.
RPS ON When the RPS LED lights on, the device is usin
. (Green) redundant power input source.
I | IP30 Rated OFE ]B%dgndant power input source is off, disconnected or
) ailed.
9l «——— Housing ALM Indicates alarm has been triggered on DIP switch settin
(Red) ON sigral sent out through ALM terminals on terminal bloc
third party alarm device.
LED Indicators OFF No alarm triggered.
10/100/1000 POST ON Device is ready and completed boot process.
PoELEDs . Mbps perport (Green) OFF Device is not ready.
7 1S LED indicator SFP Sloé ON SFP link is connected.
(Green) BLINKINGDatais transmitting/receiving.
LINK/ACT per OFF SFP link is disconnected.
port LED PoE Ports 4 |ON PoE supplied to Ethernet port.
POE4Gigabit indicator ;i:fsei)s. OFF No PoE supplied to Ethernet port.
RJ45 ports 1000M ON Ethernet port is connected.
(Green)
BLINKINGData is transmiinhg/receiving.
10/100M
(Off) OFF Ethernet port is not connected.
1 Ports 14 ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in bott
_ _ half-duplex and fulduplex transfer modes. Supports Auto MOEhnd capable
Gigabit —_— of delivering up to 30W (802.3at PoE+) per port.
RJ45 port g 1 Port 5- Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in both
half-duplex and fuliduplex transfer modes. Supports Auto MBI
=y 1 SFP Slot 6 Designed to operate at Gigabit speeds.
SFP+ Slots > 5 | ! | tooomse 1 Reset/RebootButton ¢ Push the buttorfor 10 secondandrelease b resetthe
0l switchto factory defaultsPush the button for 3 seconds and release to reboot.

1 Grounding point/screw¢ The switch chassis can also be connected to a knowr
ground point for additional safety and protection. (grounding wire not
included)

Note: For any unused ports or SFP slots, it is recommended to leave the rubber plugs
installed during operation.

TRENDNET

© Copyright 208 TRENDnet. All Rights Reserved.
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Managed Industrial Switch

Top View

Reset Button

(bottom of unit) ,
_ DIP switch
DIP Switches definition
DC Jack

(optional, see below

6-pin terminal
block (PWR,
RPS, ALM)

Ground point

DC Jack Input for External Power Adapter

V+
The device includes a DC Jack for an external power adapteraand

DC-Jack

also be used as an additional redundant power supply (RPS) input.

Please ensure that the external powadapteris supplyingd8VDC @
120W or above. 130W for max. PoE+ 3powiéhease note power
adapter is sold separately (model: 48VDC3000)

*Please notgpower supply is sold separately*
*Supported power suppliesTES12024 (120W), 3324048 (240W), 3348048 (480W).

Lower wattage power supplies may be used but may result in decreased PoE power

budget*

6-pin Removable Terminal Block

-

Terminal Block

Terminal Block

Input/Ouput

Funcion

PWR Input
() &6

Connects primary power source (ex. external power supply) to powe
device. Device will obtain power from this input first priority if availg
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tgush the orange notches in order releg
the wiring connections. While holding in released position, intiee
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wire connections

Please ensure that the external power suppl{ is supplyirtginvihe
range of 48VDC ~ 57VDC @ 120W or above. 130W for max. POE+
Please note power supply is sold separately (modet24048)
Device supports overload current protection and revergelarity,
protection.

RPS Input
(+) &€)

Connects redundant Power source (ex. external power supply) to g
the device. Device will obtain power from this input secondary prior
primary power input is not available or has failed.

Please make sarto power supplies are turned off before wiring in.
Use a flathead screw driver tpush the orange notches in order rele:
the wiring connections. While holding in released position, infeel
wiring into the connection inputs from the external poweunpply and
release the orange notch to lock in the wire connections.

Please ensure that the external power suppl{ is supplyirtginvihe
range of 48VDC ~ 57VDC @ 120W or above. 130W for max. PoE+
Please note power supply is sold separately (mode#24048)
Device supports overload current protection and reverse pol
protection.

ALM Output

Connects external alarm and sends output signal if fault is det
based on DIP switch settings.

Supports an output with current carrying capacity of @24V DC.

© Copyright 208 TRENDnet. All Rights Reserved.
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DIP No|Name State Status
1 PWR ON Primary power input source alarm trigger enabled.

OFF Primary power input source alarm trigger disabled.
2 RPS ON Redundant power input source alarm trigger enabled.
OFF Redundant pwer input source alarm trigger disabled.

Managed Industrial Switch

© Copyright 208 TRENDnet. All Rights Reserved.



¢tw9b5ySit | AaSNRA&A DdzZARS Managed Industrial Switch

LGlOZi LED Status | Function
Front View . OFF | Terminal block PWR failure or disconnected
ON Terminal block PWR is connected
OFF Terminal block RPS failure or disconnected
IP30 Rated ——— RPS : :
Housing TRENDNET ON Terminal block RPS is connected
LED Indicators ??AL’M OFF No alarm setup
POELED e 1 ALM (Red) —
Y S £ 05000700 ON PWR/RPS failure or disconnected
10/100/1000 :
Mbps perport PoE OFF No PoE power supplied
7] oo LED indicator (Ports 1-8) | oN PoE power is supplied to connected device
LINK/ACT per 10/100/ OFF Link speed established at 10Mbps or 100Mbps
PoE+Gigabit port LED 1000Mbps
R345 ports indicator (Ports1-8) | ON Link speed established at 1000Mbps
OFF No link/port is disconnected
LINK/ACT . .
(Ports 1 — 8) ON Port connection is established
| ' Blinking | Data transmission
SFP+ Slots ———
OFF No link/SFP is disconnected
SFP 9-10 ON SFP link is established
: ”QS”" e Blinking | Data transmission

1 PoE+ Ports-8 ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed ir
both haltduplex and fulduplex transfer modewhile simultaneously prading
power to supported PoE deviceSupports Auto MBX

SFP Slot90¢ Designed to operate at Gigalmit 100Mbpsspeeds.

ResetButton ¢ Push the button for 80 seconds and release teset

Grounding point/screwg The switch chassis can also be corteéd¢o a known
ground point for additional safety and protection. (grounding wire not
included)

= =4 =4

© Copyright 208 TRENDnet. All Rights Reserved.
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Managed Industrial Switch

Top View

e « [1[pwe
ome= . [2|rrs
= ¢ I 3| Storm Ctrl
. = E
DIP Switches Nmm = . [4[8021p005)

wHN g 5
~HE T s

NOILLONNS

Ground point

6-pin terminal
block (PWR,
RPS, ALM)

DIP switch
definition

*Please note powesupply is sold separately*
**Supported power suppliesTFS12024 (120W), 3324048 (240W), 3348048 (480W).

Lower wattage power supplies may be used but may result in decreased PoE power

budget*

6-pin RemovableTerminal Block

* 1 *® 1 -

o =
£ (£ =] el =

Terminal Block Terminal Block
Note: Turnoff the power before connecting modules or wires.
Calculate the maximum possible current in each power avicecommon wire. Observe
all electrical codes dictating the maximum current allowable for each wire size. If curre

go above the maximum ratings, the wiring could overheat, causing serious damage to
your equipment.

Input/Output |[Function

PWR Input  |Connects primary power source (ex. external power supply) to pow¢
+) &() device. Device will obtain power from this input first priority if availa
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, intlee
wiring into the connection inputs from the external power supply
release the orange notclotlock in the wire connections.

Device supports ovdad current protection and reverse polar
protection.

RPS Input Connects redundant _Power_source (ex. external power supply) to p
) &6 the device. Device will obtain power from this input secondary prior
primary power input is not avaitde or has failed.

Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, inlee
wiring into the connecion inputs from the external power supply a
release the orange notch to lock in the wire connections.

Device supports overload current protection and reverse pol
protection.

ALM Output |Connects external alarm and sends output signal if faulteieaed
based on DIP switch settings.

Supports an output with current carrying capacity of 1A @ 24V DC

© Copyright 208 TRENDnet. All Rights Reserved.
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ALMDIP Switches

PWR RPS

dd|0a84

Switch Status Function

ON

OFF

1 OFF Disable alarm relay for PWR power input
ON Enable alarm relay for power failure on PWR power inpu
2 OFF Disable alarm relay for RPS power input
ON Enable alarm relay for power failure on RPS power input
3 OFF Storm control managed by switch configuration
ON Enable storm control (Broadcast and DLF rate set to 300py
Takes precedence over storontrol switch configuration
4 OFF 802.1p QoS managed by switch configuration
ON Enable 802.1p QoS on ports 1 and 2 (Set CoS priority to tg

on ports 1 and 2)
Takes precedence over 802.1p QoS switch configuration

5 OFF Port 9 SFP set to Gigabit spdatl duplex
ON Port 9 SFP set to 100Mbps speed full duplex
6 OFF Port 10 SFP set to Gigabit speed full duplex
ON Port 10 SFP set to 100Mbps speed full duplex

© Copyright 208 TRENDnet. All Rights Reserved.
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Managed Industrial Switch

Non-PoE
TEGH42i
Front View
it '
LED Indicators A B
IP30 Rated
Housing
10/100/1000
— Mbp§ pgrport
LED indicator
LINK/ACT per
Gigabit por_t LED
RJ45 ports indicator
L
Gigabit
SFP Slots

TRENDNET

Industrial Gigabit L2 Managed Switch

THGB42i

LED Status Function
OFF Terminal block PWR failure or disconnected
PWR
ON Terminal block PWR is connected
OFF Terminal block RPS failure or disconnected
RPS
ON Terminal block RPS is connected
OFF No alarm setup
ALM (Red)
ON PWR/RPS failure or disconnected
10/100/ OFF Link speed established at 10Mbps or 100Mbps
1000Mbps
(Ports 1—4) | ON Link speed established at 1000Mbps
OFF No link/port is disconnected
LINK/ACT . .
(Ports 1 — 4) ON Port connection is established
Blinking Data transmission
OFF No link/SFP is disconnected
SFP5-6 ON SFP link is established
Blinking Data transmission

1 Ports 14 ¢ Desigrd to operate at 10Mbps, 100Mbps, or Gigabit speed in both

half-duplex and fuliduplex transfer modes. Supports Auto MK

SFP Slot-b ¢ Designed to operate at Gigabit speeds.

Reset Button ¢ Push the button for 3 seconds and release tseteto factory

defaults

1 Grounding point/screwg The switch chassis can also be connected to a knowr
ground point for additional safety and protection. (grounding wire not
included)

= =

© Copyright 208 TRENDnet. All Rights Reserved.
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Top View 6-pin Removable Terminal Block

+ 0+ = N

Reset Button .
Ground point

Terminal Block Terminal Block
6-pin terminal Note: Turnoff the power before connecting modules or wires.
block (PWR, Calculate the maximum possible current in each power wire and common wire. Obser
RPS, ALM) all dectrical codes dictating the maximum current allowable for each wire size. If curre
go above the maximum ratings, the wiring could overheat, causing serious damage to
. DIP switch your equipment.
DIP Switches definition Input/Output [Function
PWR Input  |Connects primary power soee (ex. external power supply) to power |
) &6 device. Device will obtain power from this input first priority if availa
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in ordelease
the wiring connections. While holding in released position, inteet
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wire connections.
*Please note powesupply is sold separately* rI?r(?)\gacctg{io%upports overload current protection arrdverse polarity
**Supported power supplies: TM6024, T1S12024 (120 T+S24048 (240W) ** RPS Input  |Connects redundant _Power_source (ex. external power supply) to p
) &6 the device. Device will obtain power from this input secondary priof

primary power input is not available or has failed.

Please rake sure to power supplies are turned off before wiring in.
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, inlee
wiring into the connection inputs from the externglower supply an
release the orange notch to lock in the wire connections.

Device supports overload current protection and reverse pol
protection.

ALM Output |Connects external alarm and sends output signal if fault is det
based on DIP switcletings.

Supports an output with current carrying capacity of 1A @ 24V DC

© Copyright 208 TRENDnet. All Rights Reserved.
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ALM DIP Switches

PWR RPS

ik

ON

OFF

Switch | Status | Function

OFF Disable alarm relay for PWR power input

ON Enable alarm relay for power failure on PWR power input

OFF Disable alarm relay for RPS power input

ON Enable alarm relay for power failure on RPS power input

© Copyright 208 TRENDnet. All Rights Reserved.
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THEG102i LED Status Function
Fro ew OFF Terminal block PWR failure or disconnected
PWR
ON Terminal block PWR is connected
OFF Terminal block RPS failure or disconnected
RPS
LED Indicator ON Terminal block RPS is connected
OFF No alarm setup
IP30 Rated ALM (Red)
Housing 10/100/1000 ON PWR/RPS failure or disconnected
Mbps perport : -
LED indicator 10/100/ OFF Link speed established at 10Mbps or 100Mbps
1000Mbps
(Ports 1—8) | ON Link speed established at 1000Mbps
LINK/ACT per
port LED OFF No link/port is disconnected
Gigabit -
g indicator LINK/AGT ON Port connection is established
RJ45 ports (Ports 1—8)
Blinking Data transmission
OFF No link/SFP is disconnected
) ) SFP9-10 ON SFP link is established
Gigabit — —
SEP Slots Blinking Data transmission

1 Ports 18 ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in bott

half-duplex andfull-duplex transfer modes. Supports Auto MR

SFP Slot90 ¢ Designed to operate at Gigalmit 100Mbpsspeeds.

Reset Button ¢ Push the button for 3 seconds and release teeteto factory

defaults

1 Grounding point/screwc The switch chassis can alse éonnected to a known
ground point for additional safety and protection. (grounding wire not
included)

TRENDNET

Industrial Gigabit L2 Managed Switch
THG102i

= =

© Copyright 208 TRENDnet. All Rights Reserved.
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Top View 6-pin Removable Terminal Block

+ 0+ = N

B Ground point
Reset Button A
5 6-pin terminal
: block (PWR, Terminal Block Terminal Block
2 RPS, ALM)

Note: Turnoff the power before connecting modules or wires.

Calculate the maximum possible current in each power wire and common wire. Obser
all electrical codes dictating the maximum current allowable faheaire size. If current

DIP Switche DIP switch go above the maximum ratings, the wiring could overheat, causing serious damage to
definition your equipment.
Input/Output |Function
PWR Input  |Connects primary power source (ex. external power s_upply? to powe
) &6 device. Device Wiobtain power from this input first priority it availab
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released Hosi insertthe
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wire connections.
*Please note powesupply is sold separately* Device supports overload current protection and reverse pol
_ protection.
**Supported power supplies: TM6024, T1S12024 (120W T+S24048 (28W) ** RPS Input  |Connects redndant power source (ex. external power supply) to po
) &6 the device. Device will obtain power from this input secondary prior

primary power input is not available or has failed.

Please make sure to power supplies are turned off before wiring in
Us a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, inlee
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wrennections.

Device supports overload current protection and reverse pol
protection.

ALM Output |Connects external alarm and sends output signal if fault is det
based on DIP switch settings.

Supports an output with current carrying capacityléf @ 24V DC.

© Copyright 208 TRENDnet. All Rights Reserved.
14



cwOb5ySi ! aSNN& DdzA RS Managed Industrial Switch

ALM DIP Switches

PWR RPS
ON
OFF
Switch | Status | Function
OFF Disable alarm relay for PWR power input
1
ON Enable alarm relay for power failure on PWR power input
OFF Disable alarm relay for RPS power input
2
ON Enable alarm relay for power failure on RPS power input
OFF Storm control managed by switch configuration
3 ON Enable storm control (Broadcast and DLF rate set to 300pps)
Takes precedence over storm control switch configuration
OFF 802.1p QoS managed by switch configuration
4 Enable 802.1p QoS on ports 1 and 2 (Set CoS priority to tag 4 on ports
ON 1and 2)
Takes precedence over 802.1p QoS switch configuration
. OFF Port 9 SFP set to Gigabit speed full duplex
ON Port 9 SFP set to 100Mbps speed full duplex
¢ OFF Port 10 SFP set to Gigabit speed full duplex
ON Port 10 SFP set to 100Mbps speed full duplex

© Copyright 208 TRENDnet. All Rights Reserved.
15



¢tw9b5ySit | AaSNRA&A DdzZARS Managed Industrial Switch

TEFG160WS LED Indicators

Front View

PWR ON: Terminal block PWR is connected

OFF: Terminal block PWR failure
RPS ON: Terminal block RPS is connected
IP30 Rated———— OFF: Terminal block RPS failure
Housing TRENDNET :
ALM (Red) ON: PWR/RPS failure
LED Indicators OFF: No alarm setup
10/100/1000 110;1500f1000 ON: Network speed at 1000 Mbps
Mbps perport P OFF: Network speed at 10/100 Mbps
LED indicator
LINK/ACT ON: Port connection is established
LINK/ACT per
port LED Blinking: Data is transmitting/receiving
indicator OFF: Port disconnected
Gigabit 1 Ports 216 ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in
Igab both halfduplex and fulduplex transfer modes. Supports Auto MBI
RJ45 ports 1 ResetButton ¢ Push the button for 3 seconds and release tseteto factory

defaults

1 Grounding point/screwc The switch chassis can also be connected to a knowr
ground point for additional safety and protection. (grounding wire not
included)

© Copyright 208 TRENDnet. All Rights Reserved.
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Top View 6-pin Removable Terminal Block

+ 0+ = N

Reset Button Ground point
6-pin terminal
block (PWR,
RPS, ALM) Terminal Block Terminal Block
Note: Turnoff the power before connecting modules or wires.
] _ Calculate the maximurpossible current in each power wire and common wire. Observe
DIP Switche D|P S_V_Vl'[Ch all electrical codes dictating the maximum current allowable for each wire size. If curre
definition go above the maximum ratings, the wiring could overheat, causing serious damage to
your equipment.
Input/Output |Function
PWR Input  |Connects primary power source (ex. external power supply) to pows
) &6 device. Device will obtain power from this input first priority if availa
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order reles
the wiring connections. While holding in released position, inteet
wiring into the connection inputs from the external power supply
release the orange notch to lock in thereviconnections.
*Please note powesupply is sold separately* Device_ supports overload current protection and reverse pol
_ protection.
**Supported power supplies: TM6024, T1S12024 (120\ T+S24048 (240W) ** RPS Input  |Connects redundant _Power_source (ex. external power supply) to p
) &6 the device. Device will obtain power from this input secondary priafi

primary power input is not available or has failed.

Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released positiinsertthe
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wire connections.

Device supports overload current protection and reverse pol
protection.

ALM Output |Connects external alarrand sends output signal if fault is detec
based on DIP switch settings.

Supports an output with current carrying capacity of 1A @ 24V DC

© Copyright 208 TRENDnet. All Rights Reserved.
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ALM DIP Switches

OFF ON

B PWR
.

RPS

PWR ON: Primary power alarm enabled

OFF: Primary power alarm disabled

RPS ON: Redundant power alarm enabled

OFF: Redundant power alarm disabled

© Copyright 208 TRENDnet. All Rights Reserved.
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TFG160i LED Indicators
Front View PWR ON: Terminal block PWR is connected
OFF: Terminal block PWR failure
RPS ON: Terminal block RPS is connected
IP30 Rated —> OFF: Terminal block RPS failure
Housing TRENDNET
ALM (Red) ON: PWR/RPS failure
LED Indicators OFF: No alarm setup
10/100/1000 |1v| 0;150011000 ON: Network speed at 1000 Mbps
Mbps perport P OFF: Network speed at 10/100 Mbps
LED indicator
LINK/ACT ON: Port connection is established
LINK/ACT per
port LED Blinking: Data is transmitting/receiving
indicator OFF: Port disconnected
Gigabit 1 Ports 216 ¢ Designed to opete at 10Mbps, 100Mbps, or Gigabit speed in
Igab both halfduplex and fulduplex transfer modes. Supports Auto MBI
RJ45 ports 1 ResetButton ¢ Push the button for 3 seconds and release tseteto factory

defaults

1 Grounding point/screwg The switch chassis can alsodmnected to a known
ground point for additional safety and protection. (grounding wire not
included)

« | ENK/
ACT

Industrial Gigabit L2 Switch
TG160i

© Copyright 208 TRENDnet. All Rights Reserved.
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Top View 6-pin Removable Terminal Block

+ 0+ = e

Reset Button Ground point
6-pin terminal
block (PWR,
RPS, ALM) Terminal Block Terminal Block
Note: Turnoff the power before connecting modules or wires.
] _ Calculate the maximum possible current in each power wire and common wire. Obser
DIP Switche D|P S_V_Vl'[Ch all electrical codes dictating the maximum current allowable fohesice size. If current
definition go above the maximum ratings, the wiring could overheat, causing serious damage to
your equipment.
Input/Output |Function
PWR Input  |Connects primary power source (ex. external power s_upply‘) to powe
) &6 device. Device wWibbtain power from this input first priority it availab
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order reles
the wiring connections. While holding in released piosit insertthe
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wire connections.
*Please note powesupply is sold separately* rI?r(?)\gacctg{io%upports overload current protection and reverse pol
**Supported power supplies: TM6024, T1S12024 (120\ T+S24048 (24/) ** RPS Input  |Connects redndant power source (ex. external power supply) to po
) &6 the device. Device will obtain power from this input secondary prior

primary power input is not available or has failed.

Please make sure to power supplies are turned off before wiring in
Usea flat-head screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, inlee
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wirenmections.

Device supports overload current protection and reverse pol
protection.

ALM Output [Connects external alarm and sends output signal if fault is det
based on DIP switch settings.

Supports an output with current carrying capacityléf @ 24V DC.

© Copyright 208 TRENDnet. All Rights Reserved.
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ALM DIP Switches

OFF ON

B PWR
.

RPS

PWR ON: Primary power alarm enabled

OFF: Primary power alarm disabled

RPS ON: Redundant power alarm enabled

OFF: Redundant power alarm disabled

© Copyright 208 TRENDnet. All Rights Reserved.
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SwitchlInstallation The switch can be installed to a 35mm (W) {Rall located in cabinet, rack, or
. . enclosure.
DIN-Rail Installation

To mount the switch to a DHRail using the attached DiRail bracket, psition the
switch in front of the DINRail and hook the bracket over the top of the rail.

The site wherehe switch will be installednay greatly affect its performance. When Then rotate the switch downward towards the rail until your hear a click indicating the
installing, consider the following pointers: bracket is secure and locked into place.

Note: The switch model may be different théhe one shown in the example

illustrations.

1 Installthe switch in the appropriate location. Please refeithe technical
specifications at the end of this manual the acceptable operating temperature
and humidity ranges.

1 Install the Switchin a sitefree from strong electromagnetic field generators (such
as motors), vibration, dust, and direct exposure to sunlight.

1 Install the switch in a location that is not affected by strong electromagnetic field
generators (such as motors), vibration, dust, armecti sunlight.

9 Leave at least 10cm of space at the front and rear ofsthigchfor ventilation.

A

Fasten the DINRail bracketo the rear of the switch using the included . .
fasteners/screws. MOUI'IIII'IQ the unit
Note: The DINRailbracketmay already be installed to your switathen received.

To unmount the switch from th®INRail,slightlypull the switchdownwardsto clear

The movable C||p at the top of the DRMilbracketshould be on top the bottom of the DINRail and rotate aWay from DiRailto unmount.

N

R

Releasing the unit

© Copyright 208 TRENDnet. All Rights Reserved.
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Install power supply connections SEP Transceiver/Optical Cable Installation

Connect the power supply (sold separate, e.g. TRENDhE24048 to the switch

terminal blockas shown below. 1. Remove the rubber plug from the SFP slot.

Optional: The switch chassis can also be connected to a known ground point for Note: For any unused ports or SFP slots, it is recommended to leave the
addtional safety and protectiorgfounding wire not included). rubber plugsnstalled during operation.

Note: Polarities V+ and-\should match between power supply and connections to 2. Slide the selected SFP module into the selected SFP slot (Make sure the
switch terminal lock. module is aligned correctly with the inside of the slot)

Note: The models in the image may be different than your specific model. 3. Insert and slide the module into the SFP slot until it clicks into place.

4. Removeanyrubberplia GKI G YF& 6S LINBaSyida A
5. fA3dy (GKS FTAOSNI OloftSQa 02yySOi2N

connector
EoaoEH [ | 6.  Slide the connector in until a click is heard
RN ] 7. If you want to pull the connector out, first push down the release dtifap

of the connector to release the connector from the SFP module

To properly connect fiber cablingCheck that the fiber terminators are clean. You can
clean the cable plugs by wiping them gently with a clean tissue or cotton ball moisten
with a litle ethanol. Dirty fiber terminators on fiber optic cables will impair the quality of
the light transmitted through the cable and lead to degraded performance on the port.

Note: When inserting the cable, be sure the tab on the plug clicks into position t
ensure that it is properly seated.

© Copyright 208 TRENDnet. All Rights Reserved.
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BasiclP Configuration 5. ClickBasic Settingand then clickGeneral Settings

@ System Status

Basic Settings

MAC Management

6. Configure the switch IP address settings to be within your network subnet, then clic

Apply.
Note:, 2dz Y& ySSR (2 Y2RATE (GKS adlriaAaAod Lt
20 1 aaAdy | a0l GAO Lt FRRNXaa (2 @&2dzNJ O2 vadapelts Rmadiresg Setiings vwithin ypursuhiigt & Rex tg' redair &ceasdedhe Switc

192.168.10.x (e.g. 192.168.10.25) and a subnet mask of 255.255.255.0.

IPv4 Settings

3. Open your web browser, and type tHe &ddress of the switch in the address bar, and DHCP Client
then pressEnter. The default IP address192.168.10.200 - :
IP Address 192.168.10.200

Subnet Mask 255.255.255.0

Default Gateway 192.188.10.1

2 http://192.168.10.200

4. Enter the User Name and Password, and then thbgjin.By default: 7. ClickSaveat the top right.

User Nameadmin - e Tl L

Passwordadmin
8. When confirmation message appears ciik.

Note: User name and password are casesséve.

@ Note: Once the settings are saved, you can connect the switch to your network.

User Name:

Password:

© Copyright 208 TRENDnet. All Rights Reserved.
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Connect additional devices to youswitch

You can connect additional computers or other network devioggour switchusing Ethernet cables to connect them to one of the avail@itgabit PortsCheck the status of the LED
indicators on the front panel ofour switchto ensure the physical cable connection from your computer or device.

Note: If you encounter issues connecting to your network, there may be a problem with your computer or device network seaSegm$®Rlee that your computer or devicewark
settings (also called TCP/IP settings) are configpregderly within thenetwork subnetyour switch is connected

© Copyright 208 TRENDnet. All Rights Reserved.
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Accessing switch management interfaces
Access your switch command lineterface

Note: The system may be managasding the Telneprotocol The Telnet protocol is
enabled by defaultt K NB dz3 K 2 dzii G KA a dza Srifigucatiod dzw R $ I
used reference access through the command line interface.

1. Connect your computer to one of the available Ethernet ports and maleeyawur
computer and switch are assigned to an IP address with the same IP subnet.

k

(vl /

l@@@@

2. On your computer, run the terminal emulation program (ex. Hypeminal,
TeraTermPutty, etc.)and set the prgram to use the Telnet protocol and enter the IP
addressassigned to the switch. The default IP address of the switch is 192.168.10.200
/ 255.255.255.0.

3. The terminal emulation window should display a prompt for user name and
password.

Enter the user name and password. By default:
ConsoledUser Nameadmin
Note: User Name and Password are case sensitive.

Enable Mode/Privileged Exec User Naa@min
Enable Mode/Privileged Exec Passwadimin

0 5

Setting Default Value
Default Username admin
Default Password admin

'

w»
[N
w

NJY

0 B A i

Setting

Default Value

IP Address

192.168.1@00

Subnet Mask

255.255.255.0

Default Gateway 0.0.0.0
Management VLAN 1
Default Username admin
Default Password admin
CLI @BmmandModes
Node Command Description
enable show hostname ¢KA&E O2YYIYR RA&ALX | &
name.
configure | reboat This command reboots the system.
ethO ip address A.B.C.D/N This command configures a static IP and sub
mask for the system.
interface | show This command displays the current port
configurations.
vlan show This command displays the current VLAN
configurations.

© Copyright 208 TRENDnet. All Rights Reserved.
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The Node type: , vlan

enable Its command prompt i& ©5 9 + L / YeprifigZef 48/ 0 | € ®

Its command promptis§ @59+ L/ 9 @gd! a9 86 It means these commands can be executechis tommand prompt.

It means these commands can be executed in this command prompt. InConfigureO2 RS SESOdzivan2d SF YSNYy RK& Of
b23iSY 6KSNB (KS awé Aa (GKS @tly L

configure

Its command promptig§ @59+ L/ S PRYFAGO | ¢ ® [DEVICE_NAMEJgnfig)#vlan 2

It means these commands can be executed in this comnpaoishpt. [DEVICE_NAMERNfig-vlan)#

InEnabled2 RS2 S E S Odzicdnfigdre téraival’ | §RGIENI G KS O2y FA3IdzNB

node.

[DEVICE_NAMEBbnfigure terminal

ethO
Its command promptis ©5 9 = L / YcoriligAaf0e8 ¢ @
It means these commands can be executed in this command prompt.
In ConfigureO2 RS = S E S Odziihtgiface &Y YBY RSNU (KS SGKn
interface node.
[DEVICE_NAME]gnfig)#interface ethO
[DEVICE_NAMEgnfig-if)#
interface
Its command promptis ©5 9 + L / YcdniligAaf0e8 ¢ @
It means these commands can be executed in this commanahypzo
InConfigureO2 RS S E S O dziinkeyfage gigaetfiefietl/®% ¢ Sy G S NJ
the interface port 5 node.
Or
InConfigureO2 RS = S E S O dziimeyfage fa3@thevhkty/GB & Sy G S NJ
the interface port 5 node.

Note: depend on your port speed, gigaethernetB0for gigabit Ethernet
ports and fastethernet1/0/5 for fast Ethernet ports.

[DEVICE_NAMEJgnfig)#interface gigaethernet1/0/5
[DEVICE_NAMERNfig-if)#

© Copyright 208 TRENDnet. All Rights Reserved.
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Access your switckveb management page

Note: Your switch default manageent IP addreskttp://192.168.10.200is accessed

through the use of your Internet web browser (e.g. Internet ExgipFrerefo®

Chromer, Safai® Opera0 | YR gAff 06S NBFSNBYOSR FTNBIldSSyidte Ay (GKAa ! aSNNRa DdzARS®
ThR dZA K2 dzii G KA & dza S NIdfigushiawil BeSused t6 @ferén8eNY 2 S 6
access from web management page.

1. Open your web browser and go to the IP addresp://192.168.10.200 Yourswitch
will prompt you fora user name and password.

(2 hitp://192.168.10.200

2. Enter the user name and password. By default:

User Name:admin
Passwordadmin
Note: User Name and Password are case sensitive.

o3

User Name:

Password:

Parameter Description
User Name Enter the user name
Password Enter the password.

© Copyright 208 TRENDnet. All Rights Reserved.
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SystemInformation

CLI @nfiguration

Node Command Description

enable show hostname ¢KA&d O2YYFYR RA&ALX | &
name.

enable show interface ethO | This command displays the current EthO
configurations.

enable show model This command displayke system information.

enable show runningconfig | This command displays the current operati
configurations.

enable show systerinfo ¢KAa O2YYlI YR RAALI I &3
and memory information.

enable show uptime This command displays thestgm up time.

Web Configuration

System Status System Information

System Information

System Information

Model Name
Host Name
Boot Code Version
Firmware Version
Bullt Date

DHCP Client

IP Address

Subnet Mask

Default Gateway
MAC Address

Serial Number
Management VLAN
CPU Loading
Memory Information
Current Time

Thu Jan 25 14:37:29 CST 2018
Disabled
192.168.10,.200
255.255.255.0
0.0.0.0
00:0b:04:13:ce:bl
VTIK17C002532
1

i ] 3.96 %
Total: 127776 KB, Free: 119940 KB, Usage: 6.13 %
2014-1-3, 21:51:32

Parameter

Model Name

Host Name

Boot Code Version
Firmware Version

Built Date
DHCP Client

IP Address
Subnet Mask

Default Gateway

MAC Address

Serial Number

Management
VLAN

CPU Loading

Memory
Information

Current Time

Refresh

Description

This field displays the model name of the Switch.
This field displays the name of the Switch.
This field displays the boabde version.

This field displays the firmware version.

This field displays the built date of the firmware.

This field displays whether the DHCP client is enabled on
Switch.

This field indicateshie IP address of the Switch.
This field indicates the subnet mask of the Switch.

This field indicates the default gateway of the Switch.

This field displays the MAC (Media Access Control) address (
Switch.

The serial numbeassigned by manufacture for identification
the unit.

This field displays the VLAN ID that is used for the Sw
management purposes.

¢CKA&d FASER RAALI I &8a GKS 1aad N
This field displays the total memory the Switch has and

memory which is currently availableFree and occupied
(Usagse.

This field displays current date (yygym-dd) and time
(hh:mm:ss).

Click this taupdate the information in this screen.
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29



cwo9b5ySit ! aSNRa Managed Industrial Switch

Basic Settings eth0 Show This command displays the th®
. configurations.
General Settings J
System eth0 ip address A.B.C.D/M | This command configures a static IP g
Management VLAN subnet mask for the system.
To specify a VLAN group which can access the Switch. eth0 ip address default This command configures the syste
The valid VLAN range is from 1 to 4094. gateway A.B.C.D default gateway.
If you want to configure a management VLAN, the management VLANdsho eth0 ip dhcp client This command configures a DHCP clig
be created first and the management VLAN should have at least one member (disable|enable|renew) | function for the system.
port. Disable: Use a static IP address on
switch.
Host Name Enable & Renew: Use DHCP client to ge
Thehostnameis same as the SNMP system name. Its length is up to 64 characters. IP address from DHCP server.
The first 16 characters of the hostname will be configured as the CLI prompt. eth0 management vlan This command configures the managemg
VLANID vlan.
Default Settings
The default Hostname [¥ OUR_DEVICE_NAME] Example: The procedures to configure an IP address for the Switch.
The default DHCP client is disabled. \V} To enter the Conﬁgure node.
The default Static IP is 192.168.200 [DEV'CE NAME#nﬂgure termina|
Subnet Mask is 255.255.255.0 [DEVICE_NAMEJ¢nfig)#
Default Gateway is 0.0.0.0
Management VLAN is 1. V  To enter the ETHO interface node.
[DEVICE_NAMERNfig)#interface ethO
CLI 6Gmmands [DEVICE_NAMEJ¢nfigif)#
Node Command Description
corfigure | Reboot This command reboots the system. VvV Togetan IP address from a DHCP server.
X X [DEVICE_NAMEgnfigif)#ip dhcp client enable
configure | hostname STRINGS This command sets the system's netwd
name.
- - - - V  To configure a static IP address and a gateway for the Switch.
configure | interface ethO This command enters the ethO interfag

[DEVICE_NAMEgnfigif)#ip address 192.168.202.111/24
[DEVICE_NAMEWNfigif)#ip address defauljateway 192168.202.1

node to configure the system IP.
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Web Configuration
Basic Settings > General Settings > System

General Settings

I Jumbo Frame | Management Host

System Settings

Hostname S
management ViAN [

IPv4 Settings

[oisable | kenew |
192.168.10.200
Default Gateway 0.0.0.0

DHCP Client
IP Address

Subnet Mask

Apply

Configures a IPv4 address for your Switch in dotted dec

IP Address notation. For examie, 192.16810.20Q

Enter the IP subnet mask of your Switch in dotted decimal

Subnet Mask :
notation for example 255.255.255.0.

Enter the IP address of the default outgoing gateway in dottec

Default Gateway ) X
decimal notation, for exampl292.168.10.1

Notice:
The jumbo frame settings will apply to all ports.
If the size of a packet exceeds the jumbo frame,dize packet will be dropped.
The available values al€240,9216,1552, 1536,1522.
Default Settings
The default jumbo frame is 10240 bytes.

CLI Cofiguration

Node Command Description

enable show jumboframe This command displays the

current jumbo frame settings.

configure | jumboframe
(10240]9216|1552|1536|1522)

This command configures the
maximum number of bytes of
frame size.

Web Configuration
Basic Settings > General Settings > Jumbo Frame

General Settings

System |

Management Host

Jumbo Frame Setting

Frame Size 10240 v

|. Refresh

Parameter Description
Jumbo Frame " . . ; % —
Jumbo frames are Ethernet frames with a payload greater than 1500 bytes. Jumiesfra Frame Size LLUESLL q_con LTS a3 b ) VL A QA S el
o - : . . for specified port(s).
can enhance data transmission efficiency in a network. The bigger the frame size, the
better the performance. Apply Click this button to take effect the settings.
Refresh Click this button to reset the fields to the last setting.
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TheNetwork Time ProtocdNTB is a protocol for synchronizing the clocks of computer
systems over packetswitched, variabldatency data networks. A less complex
implementation of NTP, using the same protocol but without requiring the storage of
state over extended periods of time is known as tBanple Network Time Protocol
(SNTP. NTP provides Coordinated Universal Time (UTC). No information gbwut
zonesor daylight saving time is transmitted; this information is outside its scope and must
be obtained separately.

UDP Port: 123.

Daylight savings a period from late spring to earlylifasthen many countries set their
clocks ahead of normal local time by one hour to give more daytime light in the evening.

Note:

=

The SNTP server always replies the UTC current time.

When the Switch receives the SNTP reply time, the Switch will adjushibe t
with the time zone configuration and then configure the time to the Switch.
LT GKS dAYS aSNWSNR&a Lt FRRNBaa Aa
SNTP request packets.

If no SNTP reply packets, the Switch will retry every 10 seconds forever.

If the Switch has received SNTP reply, the Switch wgletehe time from NTP
server every 24 hours.

If the time zone and time NTP server have been changed, the Switch will
repeat the query process.

No default SNTP server.

Default Settings
Current Time:

Time: 0:3:51 (UTC)
Date: 19701-1

Time Server Configuration:

Time Zone : +00:00

IP Add

ress: 0.0.0.0

DayLight Saving Time Configuration:

State

: disabled

Start Date: None.
End Date : None.

CLI Configuration

Managed Industrial Switch

Node Command Description

enable show time This command idplays current time
andtime configurations

configure | time HOUR:MINUTE:SECON Sest the current time on the Switch.

20 O2yFTAIdzNBREZ "thour'a)\zs‘OK s At f 2
2 z S

yzd 4 . miir %59” e yzda
sec 0-59
Note: If you configure Daylight Saving
Time
after you configure the time, the
Switchwill apply Daylight Saving Time

configure | time dateYEAR/MONTH/DA] Sets the current date on the Switch.
year. 1970
month: 1-12
day. 1-31

configure | time daylightsavingtime This command eablesthe daylight
saving time.

configure | time daylightsavingtime This command sets the start date for

start-date (first| second|
third | fourth | last) (Sunday
| Monday| Tuesday|

the Daylight Saving Time.
For Example: first Sunddy0 (AM:01st

Sunday in April)
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Wednesday Thursday|
Friday| SaturdayMONTH
OCLOCK

configure | time daylightsavingtime This command sets the end date for
end-date (first| second| the Daylight Saving Time.

third | fourth | last) (Sunday | For Example: Last Sunday BYBM: 6

| Monday| Tuesday Last Sunday in October)
Wednesday Thursday|

Friday| SaturdayMONTH
OCLOCK

configure | no time daylightsavingtime | This command idables dylight saving
on the Switch.

configure | time ntp-serverlP_ADDRESS This commandeds the IP address of
your time server.

This command idableshe NTPserver
settings.

configure | no timentp-server

Selects the time differerecbetween
UTC (formerlknown as GMT) and youy
time zone.

Valid value=1200 to 1200.

configure | time timezoneVALUE

Example:
[DEVICE_NAMEJgnfig)#ime ntp-server 192.5.41.41
[DEVICE_NAMEWnfig)#ime timezone +0800
[DEVICE_NAMEWNfig)#ime ntp-server enable
[DEVICE_NAMEgnfig¥time daylightsavingtime start-date first Monday 6 0O
[DEVICE_NAME@Nfigytime daylightsavingtime enddate last Saturday 10 O

Web Configuration
Basic Settings > General Settings > SNTP

General Settings

System | Jumbo Frame | Management Host

Current Time and Date
Current Time 18:53:12 (UTC)
Current Date 2016-04-08

Time and Date Settings

New Time . . “I : : (yyyy-mm.dd / hh:mm:ss)

O Enable Network Time Protocol

NTP Server L*B time.trendnet.com - TRENDNET ¥
Ll Domain Name v

Time Zone -0800

Daylight Saving Settings

start Date I T o CETND - ERlo ciock
End Date I T o Y o ERlo ciock

‘. Apply | | Refresh

Parameter Description

Current Time and Date

Current Time This field displays the time you open / refresh this menu.

Current Date This field displays the date you open / refresh this menu.

Time and Date Setting

Select this option if you want to enter the system date and ti

Manual
manually.
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Enter the new date in year, month and day format and time
hour, minute and second format. The new date and time tt

Configure the day and time when Daylight Saving Time ends i
enabled Daylight Saving Time. The time field uses the 24

New Time appear in theCurrent Dateand Current Timefields after you click format.
Apply. Here are a guple of examples:
Enable Daylight Saving Time ends in the United States on the last St
Network Time Select this option to use Network Timskcol (NTP) for the time of October. Each time zone in the United States stops u
Protocol service. Daylight Saving Time at 2 A.M. local time. So in the United S
rotoco End Date you would selecFirst Sunday Novemberand 2:00.
Select a pralesignated time server or type the IP address or t Daylight Saving Time ends in the European Union on the
NTP Server the domain name of your time server. The Switch searches fol Sunday of October. All of the time zones in the European Ul
timeserver for up to 60 seconds. stop using Daylight Saving Time at the same moment (1 A.M.
i ; i i or UTC). So in the European Union you would sélast Sunday,
_ Select the time difference betvem UTC (Universal Tim Octoberand the last field depends on your time zone. In Germ
Time Zone Coordinated, formerly known as GMT, Greenwich Mean Ti for instance, you would sele@00because Germany's time zor
and your time zone from the dregown list box. is one hour ahead of GMT or UTC (GMT+1).
Daylight Saving Settings Apply Click Apply to take effect the settings.
State SelectEnableif you want to use Daylight Saving Time. Otherwi Refresh Click Refresh to begin siguring this screen afresh.
selectDisableto turn it off.
Configure the day and time when Daylight Saving Time starts i
enabled Daylight Saving Time. The time is displayed in the 24 Management Host
format. Here are a couple of examples: The feature limits the hosts which can manage the Switch. That is, any hosts can mar
Daylight Saving Time starts in most parts of the United State the Switch vigelnet or web browser. If user has configured one or more management
the second Sunday of March. Each time zone in the United St host, the Switch can be managed Inese hosts only. The feature allow user to configure
starts using Daylight Saving Time at 2 A.M. local time. So it management IP up to 3 entries.
Start Date United States you would seleSecond Sunday March and2:00. Default Settings

Daylight Saving Time starts in the European Union on the
Surday of March. All of the time zones in the European Union s
using Daylight Saving Time at the same moment (1 A.M. GN
UTC). So in the European Union you would sdlest Sunday

The default is none, any host can manage the Switch via telnet or web browser.

CLI Configuration

March and the last field depends on your time zone. In Germi Node Command Description
for instance, you would sele@00because Germany's time zor - - -
is one hour ahead of GMT or UTC (GMT+1). enable show interface ethO | The comr_nand_d|splays the all of the interfag
ethO configurations.
eth0 show The command displays the all of the interfa
ethO configurations.
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eth0 management host The command adds a management host addrg No This field displays a sequesithnumber for each management
A.B.C.D ' host.
eth0 no management host The command deletes a management ho Management L .
AB.CD address. Host This field displays the management host.
Action Click the Delete buttoto remove the specified entry.
Example:

[DEVICE_NAME}#Nnfigure terminal
[DEVICE_NAMEJgnfig)#interface ethO
[DEVICE_NAMEWNfigif)#management host 192.168.200.106

Web Configuration
Basic Settings > General Settings > Management Host

General Settings

System | Jumbo Frame |

Management Host Settings

T—— I

| | Refresh

Paraneter Description

I\Hllggtagement This field configures the management host.

Apply Click this button to take effect the settings.

Refresh Click this button to begin configuring this screen afresh.

Management Host List
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B

Is destination

MAC Management

Dynamic Address:

No
The MAC addresses are learnt by the switch. When the switchivescérames, it will L e 4
record the source MAC, the received port and the VLAN in the address table with an age
time. When the age time is expired, the address entry will be removed from the address {
table. Forward to
all ports.

Static Address:
The MAC addresses are configured bgns. The static addresses will not be aged out by

the switch; it can be removed by user only. The maximum static address entry is up to
256.

Filter this
frame.

TheMAC Tablda MAC table is also known as a filtering database) shows how frames are
forwarded or filtered acra & G KS { gAG0KQa LR2NIad 2 KSy
VLAN group) sends a packet which is forwarded to a port on the Switch, the MAC address
2F (KS RSOAOS Aa akKz2gy 2y (G(KS {sA00KQa a!/
is dynamic (learnedybthe Switch) or static (manually entered).

The Switch uses the¥lAC Tablao determine how to forward frames. See the following

5 ST g s { SN gi@ ay
¢CKS RSTldzZ O a!/

Static MAC Settings

¢k S fag gk ALYGdZY ¢ gt

Yes

Is the outgoing
port different from the
incoming port?

Forward to
outgoing port]

FigureMAC Table Flowchart

I8 OSng I X
T RS eyn;ela@f § 3
AP IBH 3R RyNEaidk s GiNes

Description

This command displays the current MAC
address table age time.

This command displays the current
static/dynamic unicast address entries.

This commandlisplays information of a
specific MAC.

This command displays the current unicast
address entries learnt by the specific port.

This command atfigures a static unicast
entry.

figure. CLI Configuration
1. The Switch examines the received frame and learns the port from which this Node Command
source MAC address came.
2. The Switch checks teee if the frame's destination MAC address matches a enable showmacaddress
source MAC address already learnt in MAC Table table agingtime
s If the Switch has already learnt the port for this MAC address, then it
forwards the frame to that port. enable showmac—_address i
s If the Switch has not already learnt the pdot this MAC address, then table (staticldynamic)
the frame is flooded to all ports. If too much port flooding, it may lead enable showmacaddress
to network congestion. table mac MACADDR
s If the Switch has already learnt the port for this MAC address, but the
destination port is the same as the port it came in on rtfifilters the enable showmacaddress
frame. table port PORT_ID
configure | macaddresstable
staticMACADDRIan
VLANID port PORT_IL
configure | nomacaddresstable

This command removes a static unicast ent
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StatiC MACADDRIan from the address table. Parameter Description
VLANID
. . . Static MAC Settings
configure | clearmacaddress This command clears the dynamic address :
table dynamic entries. Enter he MAC address of a computer or device that you wan
MAC Address add to the MAC address table.
Example; Valid format is hh:hh:hh:hh:hh:hh.
Web Configuration Port Enter the port number to which the computer or device
_ _ _ _ connected
Basic Settings > MAC Management > Static MAC Settings
Apply Click Apply to take effect the settings.
Static MAC Refresh Click Refresh to begin configuring this screen afresh.

A static Media Access Control (MAC) address is an address that has been manually

entered in the MAC address table, and do not age out. When you set up static MAC Static MAC Table

address rules, you are setting static MAC addresses for a port, so this may reduce the

need for broadcasting. MAC Address This field displays the MAC address of a manually entered |

address entry.
MAC Address Management

This field displays thelM of a manually entered MAC addre

| Age Time Setting MAC Table VLAN ID
entry.

Static MAC Settings
This field displays the port number of a manually entered M
Port address entry. The MAC address with port CPU means
{6A00KQa a!/ | RRNBaasSa AdGas

MAC Address

ClickDeleteto remove this manually entered MA@dress entry
Static MAC Table Action TNRY (GKS a!/ I RRNB&aa Gl ofSo
address from the static MAC address table.

MAC Address Action
00:0b:04:13:ce:b1

Total counts : 1
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MAC Table
Basic Settings > MAC Management > MAC Table

Age Time Settings
Basic Settings > MAC Management > Age Time Settings

MAC Address Management

Static MAC Settingsl | MAC Table

Age Time Setting

(sec) (Range: 20-500 or 0:disable)

Age Time

MAC Address Management

Static MAC Settingsl Age Time Setting |

MAC Table

Show Type

MAC Address

| Apply ‘ ’ Refresh

00:0b:04:13:ce:b1 Static
d8:eb:97:ef:32:6a Dynamic 10

Parameter Description

Configure the age timehe valid range is from 20 to 500 seconds. 1

ec:0e:c4:12:b9:c1 Dynamic 10

Total counts : 3

AgeTime otault value is 300 seconds. Parameer Description
Apply Click Apply to take effect the settings. Show Type SelectAll, Static Dynamic or Portand then clickApply to display
Apply the corresponding MAC address entries on this screen.
Refresh Click this to update the information in the MAC table. i ) ) o
Refresh Click this to update the information in the MAC table.
MAC Address This field displays a MAgddress.
Tvpe This field displays whether this entry was entered manu
yp (Static) or whether it was learned by the Switch (Dynamic).
VLAN ID This field displays the VLAN ID of the MAC address entry.
This field displays the port humber the MAC eek$ entry is
Port associated. It displays CPU if it is the entry for the Switch itsel

Total Counts

¢KS /t! YSiya GKFG AG A& (K¢

This field displays the total entries in the MAC table.
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Port Mirror CLI Configuration

Port-based Mirroring Node Command Descripion

ThePort-Based Mirromgis used on a network switch to send a copy of network packets enable show mirror This command displays the current pd
sent/received on one or a range of switch ports to a network monitoring connection on mirroring configurations.

another switch portonitor to Port). This is commonly used for network appliances that

. o . . : . configure | mirror (disable|enable) | This command disables / enables the
require monitorng of network traffic, such as an intrusidletection system. g ( | ) P

mirroring on the switch.

Port Mirroring, together with a network traffic analyzer, helps to monitor network traffic. configure | mirror destination port | This command specifiése monitor port for

Users can monitor the selected pofSource Portsfor egressand/or ingress packets. PORT_ID the port mirroring.
configure | mirror sourceports This commaneddsa port or a range of ports
PORT_LIST mode as the source ports of the port mirroring.

Source Mode:
Ingress : The received packets will be copied to the monitor port.
Egress : The transmitted packets will be copied to the monitor port.

(bothjingress|egress)

configure | no mirror source ports | This commandemovesa port or a range of

. . _ . _ PORT_LIST ports from the source ports of the por
Both  : The received and transmitted packets will be copied to the monitor mirroring.

port.
Note:

1. The monitor port cannot be aunk member port. Example: _ _

2. The monitor port cannot be ingress or egress port. [DEVICE_NAMHE}#nfigure terminal

3. If the Port Mirror function is enabled, the Monitdo Port can receive mirrored [DEVICE_NAMEJ¢nfig)#mirror enable

packets only. [DEVICE_NAME)Nfig)#mirror destination port 2

4. If a port has been configured as a source port and then user configures the port
as a destiation port, the port will be removed from the source ports
automatically.

[DEVICE_NAME®Nnfig)#mirror source ports-8 modeboth

Default Settings
Mirror Configurations:
State : Disable
Monitor port : 1
Ingress port(s): None
Egress port(s): None
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Web Configuration Selectingress Egressor Both to only copy the ingress (incoming
Basic Settings > Port Mirroring egress (outgoing) or both (incoming and outgoing) traffic from
Port Mirroring Mirror Mode specified source ports to the m_onitor port. Seléisableto not'
copy any trafic from the specified source ports to the monit
Port Mirroring Settings port
State i i
Conitor to Port Apply Click Apply to take effect the settings.
Refresh Click Refresh to begin configuring this screen afresh.

Source Port Mirror Mode Source Port Mirror Mode

Disable ¥ Disable v

Disable v Disable v

Disable ¥ Disable v

Disable v Disable v

Disable ¥ Disable v

Disable v Disable v

Disable v Disable v

Disable ¥ Disable v

Parameter Description

SelectEnableto turn on port mirroring or seledDisableto turn it

State off.

Monitor to Port  Select the port which connects tonetwork traffic analyzer

Settings in this field apply to all ports.

Use this field only if you want to make some settings the sam
All Ports for all ports.

Use this field first to set the common settings and then m:
adjustments on a porby-port basis.

Source Port This field diplays the number of a port.
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Port Settinqs as a way to pin down a failing node in a network. One type of loopback test is perform
1 Duplex mode using a special plug, calledamap plugthat is inserted in a port on a communications
device. The effet of a wrap plug is to cause transmitted (output) data to be returned a

A duplexcommunication system is a system composed w tconnected parties or received (input) data, simulating a complete communications circuit using a sing
devices that can communicate with one another in both directions. computer.

Half Duplex: 1  Auto MDHVDIX

A half-duplex system provides for communication in both directions, but only one Ao MDIX (automatic mediurdependent interface crossoveris a computer
direction at a time (not simultaneously). Typically, once a party Isegiceiving a signal, networking technology that automatically detects the required cable connection typ
it must wait for the transmitter to stop transmitting, before replying. (straightthrough or crossover) and configures the connection appropriately, thereb
g removing the need for crossover cables to interconnect switches or connecting PEs pe
to-peer. When it is enabled, either type of cable can be used or the interfac
automatically corrects any incorrect cabling. For AMDIX to operate correctly, the
speed on the interface and duplex setting must be set to "auto". AdRIX was
developed byHP engineers Dan Dove and Bruce Melvin.

i Auto Negotiation

Auto (autenegotiation) allows one port to negotiate with a peer port automatically to
obtain the connection speed and duplex mode that both ends support. When- aut
negotiation is turned on, a podn the Switch negotiates with the peer automatically to
determine the connection speed and duplex mode.

Full Duplex:

A full-duplex or sometimesdoubleduplex system, allows communication in both If the peer port does not support awteegotiation or turns off this feature, the Switch

directions, and, unlike hatluplex, allows this to happen simatteously. Landine determines the connection speed by detecting the signal ondhkle and usingalf

telephone networks are fullluplex, since they allow both callers to speak and be heard duplexY 2 RS® 2 KSy U K-Segdtiatidn usQun@di off,adzort2uses the pre

at the same time. configured speed and duplex mode when making a connection, thus requiring you
make sure that the settings of the peer port are the same in ordeotmect.

« 1 Flow Control

A concentration of traffic on a port decreases port bandwidth and overflows buffe
memory causing packet discards and frame losses.IEEE802.3x flow control is used il
duplex mode to send a pause signal to the sending port, cgusito temporarily stop

1 Loopback Test sending signals when the receiving port memory buffers fill and resend later.

A loopback test is a test in which a signal in sent from a communications device and
returned (looped back) td as a way to determine whether the device is working right or

© Copyright 208 TRENDnet. All Rights Reserved.
41


http://upload.wikimedia.org/wikipedia/commons/b/b3/HalfDuplex.JPG
http://en.wikipedia.org/wiki/File:FullDuplex.JPG

aSNNa DdzA RS

tw9b5ySi

Managed Industrial Switch

The Switch uses IEEE802.3x flow control in full duplex mode and backpressure flow General Settings
CLI Configuration

control in half duplex mode. IEEE802.3x flow control is used indpled mode to send

a pause signal to the sending port, causing it to temporarily stop sending signals when the
receiving port memory buffers fill. Back Pressure flow control is typically used in half
duplex mode to send a "collision” signal to the sending (mimicking a state of packet
collision) causing the sending port to temporarily stop sending signals and resend later.
Y2RS®

Note: 1000 Bas¢ R2 Say Qi & dzlJLJl2 NI F2NDS

i Cable Test.

This feature determines the quality of the cables, shorts, and cabledamce mismatch,
bad connectors, termination mismatch, and bad magnetics. The feature can work on the
copper Ethernet cable only.

Default Settings
The default port Speed & Duplex is auto for all ports.
The default port Flow Control is Off for all ports.

Node Command Description

enable show interface IFNAME This command displays the currer
port configurations.

configure | interface IFNAME This command enters the interfacg
configure node.

interface | show This command diays the current
port configurations.

interface | loopback (none | mac) This command tests the loopback
mode of operation for the specific
port.

interface | flowcontrol (off | on) This command disables / enables
the flow control for the port.

interface | speed (auto|10-full||10 -half| This command configures the

100-full]200-half|1000-full) speed and duplex for the port.

interface | shutdown This command disables the specif
port.

interface | no shutdown This command enables the specifi
port.

interface | descrption STRINGs This command configures a
description for the specific port.

interface | no description This command configures the
default port description.

interface | cable test This command diagnostics the
Ethernet cable and shows the
broken distance.

interface | clean cableest result This command cleans the test
result of the Ethernet cable test.

interface | show cabletest result This command displays the test
result of the Ethernet cable test.
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configure | interface range Thiscommand enters the interface
gigabitethernetl/0/ PORTLISTY configure node.
if-range description STRINGs This command configures a
description for the specific ports.
if-range no description This command configures the
default port description for the
specific ports.
if-range shutdown This command disables the specif
ports.
if-range no shutdown This command enables the specifi
ports.
if-range speed (auto|106full]|10 -half| This command configures the
100-full]200-half|2000-full) speed and duplex for the port.
Example:

[DEVICE_AME]#configure terminal
[DEVICE_NAMEgnfig)#nterface gi1l/0/1
[DEVICE_NAMERNfigif)#speed auto

Web Configuration
Basic Settings > Port Settings > General Settings

Port Settings

| Information

Port Settings

Port State Speed/Duplex Flow Control

T N I ——
" Apply ‘ ‘ Refresh ‘

Port Status

Port Speed/Duplex
Enabled Auto

Flow Control Link Status

Link Down

Enabled Auto Link Down

Enabled Auto Link Down

Link Down
1000M / Full / Off

Enabled Auto

Enabled Auto

Parameter

Port

State

Speed/Duplex

Flow Control

Apply
Refresh
Port

State
Speed/Duplex

Flow Control

Link Status

Description

Select a port or a range ports you want to configurettoa screen.
SelectEnableto activate the port oDisableto deactivate the port.

Select the speed and duplex mode of the port. The choices are:
wAUto

w10 Mbps / Full Duplex

w10 Mbps / Half Duplex

w100 Mbps / Full Duplex

w100 Mhps / Half Duplex

w1000 Mbps / Full Duplex

SelectOn to enable access to buffering resources for the port tt

ensuring lossless operation across network switches. Otherv
selectOff to disable it.

Click Apply to take effect the datgs.
Click Refresh to begin configuring this screen afresh.

This field displays the port number.
This field displays whether the port is enabled or disabled.

This field displays the speed eithEdM, 100M or 1000Mandthe
duplex moderullor Half.

¢tKAa FASER RAALI I &8a ¢OBdGISNI
This field displays the link status of the port. If the port is up, it
RA&GLIE Fea GKS LRNIQa &aLISSR:I Rd
Otherwise, it displaykink Downif the port is disabled or not
connected to any device.
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Information
Basic Settings > Port Settings > Information

Port Settings

General Settings |

Port Settings

Description

gigabitethernet1/0/1

| Apply | ‘ Refresh ‘

Port Status

Port Description Uptime Medium Mode

gigabitethernet1/0/1 Normally 0 days 0:0:0 Copper
gigabitethernet1/0/2 Normally 0 days 0:0:0 Copper
gigabitethernet1/0/3 Normally 0 days 0:0:0 Copper
gigabitethernet1/0/4 Normally 0 days 0:0:0 Copper
gigabitethernet1/0/5 Normally 1 days 0:3:6 Copper

Parameter Description

Port Select a port or a range ports you want to configure on this scrt

Descripton Configures a meaningful name for the port(s).

Port Status

Port This field displays the port number.

Description The meaningful name for the port.

Status The field displays the detail port status if the port is blocked

some protocol.
Uptime Thesustained time from last link up.

Medium Mode The current working medium mode, copper or fiber, for the po
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Advan Ced Settings When the lowest hqrdyvare prlorlty queue has fln!shed transmlttlng.all of its packets-, th
. highest hardware priority queue will begin transmitting any packets it may have receive
Bandwidth Control

QoS Enhancement

You can configure the Switch to prioritize traffic even if the incoming packets are n
marked with IEEE 802.1p priority tags or change the existingitgriags based on the
criteria you select. The Switch allows you to choose one of the following methods f
assigning priority to incoming packets on the Switch:

QoS

Each egress port can support up to 8 transmit queues. Each egress transmit queue
contains a list spefiiing the packet transmission order. Every incoming frame is
forwarded to one of the 8 egress transmit queues of the assigned egress port, based on
its priority. The egress port transmits packets from each of the 8 transmit queues
according to a configurd® scheduling algorithm, which can be a combination of Strict
Priority (SP) and/or Weighted Round Robin (WRR). 802.1p Tag Priority- ! & aA 3y LINA2NAGE (2 LI O1Sia
tagged prioriy.

Port Based Q8 - Assign priority to packets based on the incoming port on the
Switch.

DSCP Based Qe3ssign priority to packets based on their Differentiated Service
Code Points (DSCPs).

Typically, networks operate on a besffort delivery basis, which means that all traffic >
has equal priority and an equal chance of being dedigdein a timely manner. When
congestion occurs, all traffic has an equal chance of being dropped. >

When you configure the QoS feature, you can select specific network traffic, prioritize it
according to its relative importance, and use congestimnagemeh and congestion
avoidance techniques to give preferential treatment. Implementing QoS in your network
makes network performance more predictable and bandwidth utilization more effective.

Note: Advanced QoS methods only affect the internal priorityeewe mapping for the
Switch. The Switch does not modify the IEEE 802.1p value for the egress frames. Yol
choose one of these ways to alter the way incoming packets are prioritized or you ¢
choose not to use any QoS enhancement setting on the Switch.

The Switch supports 802.1p priority queuing. The Switch8&psority queues. These

priority queues are numbered from 7 (Clasg 7)he highest priority queue to O (Class 802.1p P.I‘IOI’Ity o ) . )
0)T the lowest priority queue. When using 802.1p priority mechanism, the packet is examined for the presence of a v.

A a P Lo o x x 1A A A 02.1p priority tag, If the tag is present, the packet i§ assigned t regrammable:.egr
¢ .K.S SA 3K L‘]NJ\ 2NAGe GF3a aLSOAFTASR Ay L9 gu%ue g)agel-él (C)Dn h]éjvaﬁjé‘gf'thel’fa%ged"?ﬁoﬁty. hm%ggmg?r?ty%%;Jge%jgesférr?ated%og
priority queues as follows: any of the available queues.

Priority :0 1 23456 7
Queue :20134567

Ethernet Packet:

6 6 2 42-1496 4

Priority scheduling is implemented by the priority queues stated above. The Switch will | DA | SA Type / Length Data FCS

empty the four hardware priority queues in order, beginning with the highest priority

queue, 7, to tke lowest priority queue, 0. Each hardware queue will transmit all of the

packets in its buffer before permitting the next lower priority to transmit its packets. 6 6 4 2 42-1496 4
DA SA 802.1Q Tag Type / Length Data FCS
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802.1Q Tag: 4 4 Video, 400ms latency
2 bytes 2 bytes 5 5 Video, < 10ms latency
Tag Protocol Identifier (TPID) Tag Conwl Information (TCI) 6 6 Internetwork Control
16 bits 3bits | 1hit 12 bits 7 7 (highest) Network Control
TPID (0x8100) Priority CFlI VID
DiffServ (DSCP)
s Tag Protocol Identifier (TPLDg 16bit field set to a value 00x8100in order to Differentiated Service®r DiffServis a computer networking architecture that specifies a
identify the frame as an IEEE 802-ttgged frame. simple, scalable and coarggained mechanism farlassifying, managing network traffic
s Tag Control Information (TCI) and providing Quality of Servic®d9 guarantees on modern IP networks. DiffServ can
A Priorty Code Point (PCR) 3bit field which refers to the IEEE 802.1p priority. for example, be used to provide lelatency, guaranteed servic&§ to critical network
It indicates the frame priority level frod (lowest) to 7 (highest)which can traffic such as voice or video while prawng simple beseffort traffic guarantees to non
be used to prioritize different classes of traffic (voice, video, data, etc.). critical services such as web traffic or file transfers.

A Canonical Format Incktor (CFt)a hit field. If the value of this field is 1, the
MAC address is in nezanonical format. If the value is 0, the MAC address is
in canonical format. It is always set to zero for Ethernet switches. CFl is used
for compatibility between Etheret and Token Ring networks. If a frame
received at an Ethernet port has a CFl set to 1, then that frame should not be
bridged to an untagged port.

A VLAN Identifier (VIDR 12bit field specifying the VLAN to which the frame

belongs. A value of 0 means ththe frame doesn't belong to any VLAN; in When using the DiffServ priority mechanism, the packet is classified based on the D

this case the 802.1Q tag specifies only a priority and is referred tp@sriy field in the IP header. If thtag is present, the packet is assigned to a programmabl

tag. A value of hex OxFFF is reserved for implementation use. All other values egress queue based on the value of the tagged priority. The tagged priority can
may be used as VLAN identifiers, allowing up @4@LANSs. On bridges, VLAN designated to any of the available queues.

1 is often reserved for management.

Differentiated Services Code PoifDSCPis a 6bit field in the header of IP packets for
packet classification purposes. DSCP replaces the @mdd®&t precedence, alt field in
the Type of Service byte of the IP header originally used to classifyramitize types of
traffic.

Priority L_ev_els ) Version IHL Type of Service Total Length
PCP: Priority Code Point.
Identification Flags FragmentOffset
PCP Network Priority Traffic Characteristics Time to Live Protocol Header Checksum
1 0 (lowest) Background Source Address
0 1 Best Effort Destination Address
2 2 Excellent Effort Options Padding
3 3 Critical Applications Example Internet Datagram Header
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IP Header Type of Service: 8 bits The type of service is usd to specify the treatment of the datagram during its
transmission through the internet system. Example mappings of the internet type
service to the actual service provided on networks such as AUTODIN Il, ARPANET, SA

The Type of Service provides an indication of the abstract parameters of thi¢éycpfal and PRNET is given in "SerWtappings”.

service desired. These parameters are to be used to guide the selection of the actual
service parameters when transmitting a datagram through a particular network. Several
networks offer service precedence, which somehow treats high precedencéc teeff
more important than other traffic (generally by accepting only traffic above certain
precedence at time of high load). The major choice is a three way tradeoff between low
delay, highreliability, and higkthroughput.

The Network Control precedence designation is intended to be used within a netwc
only. The actual use and control of that designation is up to each network. T
Internetwork Control designation is intended for use by gateway control otigiganly.

Bits 02: Precedence. If the actual use of these precedence designations is of concern to a particular netwc
Bit 3: 0 = Normal Delay, 1 = Low Delay. it is the responsibility of that network to control the access to, and use of, thos
Bits 4: 0 = Normal Throughput, 1 = High Throughpuit. precedence designations.
Bits 5: 0 = Normal Reliability, 1 = High Reliability. DSCP Priority DSCP Priority DSCP Priority
Bit 67: Reserved for Future Use. 0 0 1 0 2 0

60 0 31 0 62 0

0 1 2 34 5 6 7
PP S S SV SV SOV SV SO 63 0
| PRECEDENCE |D|T|R|O]|O|
O OSSR ROY SOt SN SOt SR N o Example:
IP Header

Precedence
111- Network Control
110- Internetwork Control
101- CRITIC/ECP
100- Flash Override

DSCP=50 C 45CS8...

011-Flash

010- Immediate Queuing Algorithms

001- Priority Queuing algorithms allow switches to maintain separate queues for packets from es
000- Routine individual source or flow and prevent a source from monopolizivggltandwidth.

Strict-Priority (SPQ)

The use of the Delay, Throughput, and Reliability indications may increasmshéin ’ ) o o
The packets on the high priority queue are always service firstly.

some sense) of the service. In many networks better performance for one of these
parameters is coupled with worse performance on another. Except for very unusual cases

at most two of these three indications should be set. Weighted round robin (WRR)
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Round Robin scheduling services queues on a rotating basis and is activated only 08 0 09 0 10 0 11 0
when a port has more traffic than it can idie. A queue is given an amount of 12 0 13 0 14 0 15 0
bandwidthirrespective of the incoming traffic on that port. This queue then moves
. o , 16 0 17 0 18 0 19 O
to the back of the list. The next queue is given an equal amount of bandwidth, and
then moves to the end of the list; and so on, dependon the number of queues 0 21 0 22 0 23 0
being used. This works in a looping fashion until a queue is empty. 24 0 25 0 26 0 27 0
28 0 29 0 30 0 31 0
Weighted Round Robin (WRR) scheduling uses the same algorithm as round robin 32 0 33 0 34 0 35 O
scheduling, but services queues based on their priority and queue weight (the 3¢ 0 37 0 38 0 39 0
numberyou configure in the queu&Veight field) rather than a fixed amount of 40 0 a1 0 42 0 43 0
bandwidth. WRR is activated only when a port has more traffic than it can handle.
Queues with larger weights get more service than queues with smaller weights. This 44 0 45 0 46 0 47 0
gueuing mechanisnsihighly efficient in that it divides any available bandwidth 48 0 49 0 50 0 51 0
across the different traffic queues and returns to queues that have not yet emptied. 52 0 53 0 540 55 0
56 0 57 0 58 0 50 0
Default Settings 60 0 61 0 62 0 63 0

QoS mode: High First (SPQ)
The mappings of the Priority to Queue are:

PRIO 0 ==>@SQ 2
PRIO 1 ==> COSQ 0
PRIO 2 ==> COSQ 1
PRIO 3 ==> COSQ 3
PRIO 4 ==> COSQ 4
PRIO 5 ==> COSQ 5
PRIO 6 ==> COSQ 6
PRIO 7 ==> COSQ 7

The DiffServ is disabled on the switch.

DSCP Priority DSCP Priority DSCP Priority DSCPPriority

00 0 01 0 02 0 03 O
04 0 05 0 06 0 07 O

Note: If the DiffServ is disabled, the 802.1p tag priority will be used.

CLI Configuration

Node Conmand Description

enable show queue cosnap | This command displays the curre2.1p
priority mapping to the service queue

enable show qos mode This command displays the curreQbS
scheduling mode of IEEE 802.1p

configure | queue cosmap This command configures tf&92.1p priority

PRIORITQUEUEID mapping to the service queue

configure | no queue cosnap This command configures tl&92.1p priority
mapping to the service queue default.

configure | qos modehighfirst This command configures tl@oSscheduling
modeto high_first, @ch hardware queue will
transmit all of thepackets in its buffer before
permitting the next lower priority to transmit
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configure | qos mode wfgqueue | This command configures tl@oSscheduling
modeto Weighted FaiQueuing
configure | gos mode wrrqueue | This command configures tl@oSscheduling
weights VALUE VALU| modeto Weighted Round Robin
VALUE VALUE VALU
VALUE VALUE VALU
interface | default-priority This command allows the user to spedcify
default priorityhandling ofuntagged packets
received by the Switch. The priority value
enteredwith this command will be used to
determine which of the hardware priority
queues the packet is forwarded tBefault: O.
interface no defaultpriority This command configusethe default priority
for the specific port to default (0).
enable show diffserv This command displays DiffServ
configurations.
configure | diffserv This command disables / enables the DiffSe
(disable|enable) function.
configure | diffserv dscp VALUE | This command sets the DS@PEEE 802.1q
priority VALUE mappings.

Web Configuration
Port Priority

Managed Industrial Switch

Advanced Settings > Bandwidth Control > QoS

Priority/Queue

S Schedule Mode
Mapping

IP DiffServ (DSCP)

Port Priority Settings

All Ports 802.1p priority : - v

Port

802.1p priority Port 802.1p priority

Parameter

All Ports 802.1p
priority

Port

802.1p Priority

Description

Use this field to set a priority for all ports.

The valuandicates packet priority and is added to the priority t
field of incoming packets. The values range from O (low
priority) to 7 (highest priority).

This field displays the number of a port.

Select a priority for packets receivény the port. Only packets
without 802.1p priority tagged will be applied the priority you <
here.
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Apply Click Apply to take effect the settings. Priority This field displays each priority level. The values range from 0 (lo
priority) to 7 (highest priority).

Refresh Click Refresh to begin configuring this screen afresh. Apply Click Apply to take effect the settings

Refresh Click Refresh to begin configuring this screen afresh.
IP DiffServ (DSCP)
Advanced Settings > Bawidth Control > IP DiffServ (DSCP)
QoS

Priority/Queue Mapping

Priority/Queue Advanced Settings > Bandwidth Control > Priority/Queue Mapping
Mapping
QoS

Port Priority

DSCP Settings

Port Priority IP DiffServ (DSCP)
Mode Tag Over DSCP ¥

Priority fQueue Mappi Settings
DSCP Priority DSCP DSCP ty R =

DSCP 0 DSCP 1 DSCP 2

Reset to default

DSCP 4 DSCP 5 DSCP 6

Priority
DSCP 8

DSCP 9 DSCP 10

DSCP 12 DSCP 13 DSCP 14

DSCP 16 DSCP 17 DSCP 18

DSCP 20 DSCP 21 DSCP 22

DSCP 24 DSCP 25 DSCP 26

DSCP 28 DSCP 29 DSCP 30

DSCP 32 DSCP 33 DSCP 34

DSCP 36 DSCP 37 DSCP 38

DSCP 40 DSCP 41 DSCP 42

DSCP 44 DSCP 45 DSCP 46

| | Refresh .

DSCP 48 DSCP 49 DSCP 50

DSCP 52 DSCP 53 DSCP 54

DSCP 56 DSCP 57 DSCP 58

FoTT o o Parameter Descriptbn

DSCP 60

Click this button to reset the priority to queue mappings to t

Refresh Reset to Default defaults.

Parameter Description

G¢r3al h@SNIS{/té& 2N a5{/t h@SNJI «
tag has higher priority than DSCP. Queue ID

This field displays each priority level. The values range fro

a0y (lowest priority) to 7 (highest priority).

Mode
Select the number of a queue fpackets with the priority level.
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Apply Click Apply to take effect the settings.

Refresh Click Refresh to begin configuring this screen afresh.

Schedule Mode
Advanced Settings > Bandwidth Control > Schedule

QoS

Priority /Queue

Port Priority IP DiffServ (DSCP) Meynmr

Schedule Mode Settings

Schedule Mode: Strict Priority(SP) M

Queue ID Weight Value (Range:1~127)

| | Refresh |

Parameter Description

SelectStrict Priority (SP) oiVeighted Round RobigWRR.

Note: Queue weights can only be changed wkégighted Round
Robinis selected.

Schedule Mode  \yeighted Round Robischeduling services queues on a rotati
basis based on their queue weight (the humber you configur
the queueWeight field). Queues with larger weights get mo|
service than queues with smaller weights.

This field indicates which Quey® to 7) you are configuring

S Queue 0 has the lowest priority and Queuehe highest priority.

You can only configure the queue weights wivéaighted Round
Weight Value Robinis selected. Bandwidth is divided across the different tra
queues according to their weights.

Apply Click Apply to take effect the settings.

Refresh Click Refresh to begin configugitthis screen afresh.

Rate Limitation
Storm Control

A broadcast storm means that your network is overwhelmed with constant broadcast
multicast traffic. Broadcast storms can eventually lead to a complete loss of netwo
connectivity as the packets gliferate.

StormControl protects the Switch bandwidth from flooding packets, including broadca
packets, multicast packets, amstination lookup failure (DLFyheRateis a threshold
that limits the total number of the selected type of packets. Earaple, if the broadcast
and multicast options are selected, the total amount of packets per second for those tv
types will not exceed the limit value.

Broadcast storm control limits the number of broadcast, multicast and unknown unica
(also referred ® as Destination Lookup Failure or DLF) packets the Switch receives
second on the ports. When the maximum number of allowable broadcast, multicast a
unknown unicast packets is reached per second, the subsequent packets are discart
Enable this featre to reduce broadcast, multicast and unknown unicast packets in yot
network.

Storm Control unit . pps.

Default Settings
Broadcast Storm Control  : 300pps.
Multicast Storm Control : None.
DLF Storm Control : 300pps.
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CLI Configuration

Node Command Description

enable show stormcontrol This command displays the curre

storm control configurations.

configure | storm-control rate RATE_LIMIT | This command mables the
type (bcast | mcast | DLF | bandwidth limit for broadcast o
bcast+mcast | bcast+DLF |
mcast+DLF | bcast+mcast+DLF) | the limitation.
ports PORTLISTS

multicast or DLF packets and g

bandwidth limit for broadcast or
multicast or DLF packets.

mcast | DLF | bcast+mcast |
bcast+DLF | mcast+DLF |
bcast+mcast+DLF) ports
PORTLISTS

configure | no stormcontrol type (bcast | This command disables th

Example:
[DEVICE_NAMHE}#Nnfigure terminal
[DEVICE_NAMEJgnfig)#stormcontrol rate 1 type broadcast ports-@
[DEVICE_NAMEgnfig)#stormcontrol rate 1 type multicast ports-6
[DEVICE_NAMEWNnfig)#stormcontrol rate 1 type DLF ports@

Web Configuration
Advanced Settings > Bandwidth Control > Rate Limitation > Storm Control

Rate Limitation

Bandwidth
Limitation

Storm Control Settings

Port Rate

From: 1+ To: 1+ 0 (pps) Multicast ¥

(Disable:0, Range:1~5000)

| apply | | Refresh |

Storm Control Status

Multicast Broadcast DLF Multicast Broadcast

Port Rate(pps) Rate(pps) Rate(pps) Rate(pps) Rate(pps)

Parameter Description

Select the port number for which you want to configure storm cont

Port settings.

Select the nmber of packets (of the type specified in thgpefield) per

Rate second the Switch can receive per second.

SelectBroadcastto specify a limit for the amount of broadcast packe
received per second.

Multicast - to specify a limit for the amount of nfiicast packets
received per second.

DLF to specify a limit for the amount of DLF packets received per
second.

Type

Apply Click Apply to take effect the settings.

Refresh Click Refresh to begin configuring this screen afresh.

Bandwidth Limitation
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Therate limitation is used to control theate of traffic sent or received on a network
interface.

Rate Limitation unit: Mbs.

Web Configuration
Advanced Settings > Bandwidth Control > Rate Limitation > Bandwidth Limitation

Rate Limitation

Default Settings

Storm Control

Bandwidth Limitation Settings

Pff LR2NLAQ LyaNBaa yR 93INBaa NIGS tAYAQd Port Tngress
- 16(01)
(Disable:0, Range:1~62500)
CLI Configuration ey | [erem )
Node Command Description pe———
enable showbandwidthlimit This command displays the current ra Port Ingress (Kb) Egress (Kb) Ingress (Kb) Egress (Kb)
control configurations.
configure | bandwidthlimit egress This command enables the bandwidth lin
RATE_LIMIT ports for outgoing packets and set the limitatiof o
PORTLISTS Parameter Description
configure | no bandwidthlimit egress| This command disables the bandwidth lin Port Selects a port that you want to configure.
ports PORTLISTS for outgoing packets.
Ingress Configures the rate limitation for the ingress packets.
configure | bandwidthlimit ingress | This command enables the bandwidth linj d g g P
RATE_LIMIT ports for incoming packets and set the limitatio Egress Configues the rate limitation for the egress packets.
PORTLISTS
configure | no bandwidh-limit This command disables the bandwidth lin Apply Click Apply to take effect the settings.
ingress ports PORTLISTY for incoming packets.
Refresh Click Refresh to begin configuring this screen afresh.
Example:

[DEVICE_NAMHE}#Nnfigure terminal
[DEVICE_NAMEWNnfig)#badwidth-limit egress 1 ports-6
[DEVICE_NAMEgnfig)#bamwidth-limit ingress 1 ports-b
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IGMP Snooping Thg switch uses IGMP snhooping Immeo!iate Leave tp remove from the fqrwardi.ng ta
IGMP Snooping an interface that senda leave message without the switch sending greppcific queries
o ) i . ) to the interface. The VLAN interface is pruned from the multicast tree for the multica
The IGMP snooping is for multicast traffic. The Switch canive#sssnoop on IGMP group specified in the original leave message. Immediate Leave ensures optir
packets trapsferred between IP m'ultlcast routers/switches and IP mulncast h0§ts tg learn bandwidth managementdr all hosts on a switched network, even when multiple
the IP multicast group membership. It checks IGMP packets passing through it, picks out
the group registration information, and configures mulstag accordingly. IGMP
snooping allows the Switch to learn multicast groups without you having to manually
configure them. Fast Leave

The switch allow user to configure a delay time. When the delay time is expired, t

The Switch can passively snoop on IGMP packets transferred between IP multicast Switch removes the interface from the multicast group.
routers/switches and IP multicast hosts to learrethP multicast group membership. It
checks IGMP packets passing through it, picks out the group registration information, and | 5stmember Query Interval

nfigures multi in rdingly. IGMP snooping allows the Switch to learn multi .
configures multicasting accordingly. |G snooping allows the Switch to lea ultgast Last Member Query Interval: The Last Member Query Interval is the Max Response T

r with havin manually cagire them. . . p. . .
groups ] thout you ha g_ toma u? y Cm e the ) ) inserted into GrougSpecific Queries sent in response to Leave Group messages, an
The Switch forwards multicast traffic destined for multicast groups (that it has learned 5,50 the amount of time between Grow@pecific Query messages.

from IGMP snooping or that you have manually configured) to ports that are members of

that group. IGMP snooping generates no additional network traffipwithg you to
significantly reduce multicast traffic passing through your Switch. Without Immediate Leave, when the switch receives an IGMP leave message fror

subscriber on a receiver port, it sends out an IGdgEcificquery on that port and waits

) ) _ for IGMP group membership reports. If no reports are received in a configured tin
The Switch can perform IGMP snooping on up to 4094 VLANSs. You can configure thepen‘od, the receiver port is removed from multicast group membership.

Switch to automatically learn multicast group membership of any VLANs. The Switch then

performs IGMP snooping on the first VLANs that send IGMP packets. Alternatively, you

can specify the VLANS that IGMP snooping should be performed on. This is referred to as/GMP Querier

fixed mode. In fixed mode the Switch does not learn multicast group membership of any There is normally only one Querier per physical network. All multicast routers start up
VLANs other than those explicitly added as an IGMP snooping VLAN. a Querier on each attached network. If a multicast router hears a Query messaga fror
router with a lower IP addressit MUST become a NeQuerier on that network. If a
router has not heard a Query message from another router for [Other Querier Prese
Interval], it resumes the role of Querier. Routers periodically [Query Interval] send
When you enable IGMP Immediat@ave processing, the switch General Query on each attached network for which this router is the Querier, to soli
immediately removes a port when it detects an IGMP version 2 leave membership information. On startup, a router SHOULD send [Startup Query Cou
message on that port. You should use the Immesllagave feature only General Queries spaced closely together [Startup Query Interval] in order to quickly

: : ; : reliably determine membership information. A General Query is addressed to the &
when there is a single receiver present on every port in the VLAN. systems multicast group (224.0.0.1), has a Group Address field of 0, and has a |

(Immediate Leave is only supported on IGMP Vergibists). Response Time of [Query Response Interval].

multicast groups are simultaneously in use.

Immediate Leave
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Port IGMP Querier Mode Notices:There are a global state and per VLAN states. When the global state is disab

Auto: the IGMP snooping on the Switch is disabled even per VLAN states are enabled. Wher
global state is enabled, userust enable per VLAN states to enable the IGMP Snoopir
on the specific VLAN.

B

The Switch ses the port as an IGMP query port if the port receives IGMP query

packets.

’ Fixed: CLI Configuration

The Switch always treats the port(s) as IGMP query port(s). This is for when Node Command Description

connecting ?n I(?MP multicast server to the port(s). The Switch always forwards the | onapje show igmpsnooping This command displays the current IGMP
Of A Eepoit/Rave packets to the port. snooping configurations.
Normally, the port is connected to an IGMP server. : - -

enable show igmpcounters This command dplays the current IGMP
snooping counters.
s Edge: X - -
The Switch d i th . IGMP ¢ The IGMP ket enable show igmpcounters This command displays the current IGMP
€ switch does not use the port as an query port. The query packets (port|vlan) shooping counters per port or per vian.

received by this port will be dropped.
Normally, the port is connected to an IGMP client

configure | igmp-snooping (disable| This command disables / enables the IGMF

| enable) shoopingon the switch.
Note: The Switch will forward the IGMP join and leave packets to the query port. configure | igmp-snoopingvian This command enables the IGMP snooping
VLANID function on avVLAN or range of VLANS.
Configurations: configure | no igmpsnoopingvlan | This command disables the IGMP snooping
Users can enable/disable the IGMP Snooping on the Switch. Users also can enable/disable VLANID function on aVLAN or range of VLANS.
the IGMP Snooping on a specific VLAN. If the IGMP Snooping owitble iS disabled, configue | igmp-snooping This command configures the process for
the IGMP Snooping is disabled on all VLANs even some of the VLAN IGMP Snooping are unknownmulticast unknown multicast packets when the IGMP
enabled. (drop|flooding) snooping function is enabled.
drop: Drop all of the unknown multicast
Default Settings packets.
If received packets are not received after 400 seconds, all multicast entries will be
deleted. interface | igmp-queriermode This commandpecifies whether or not and
The default global IGMP snoopistte is disabled. (auto[fixed|edge) under what conditions theort(s) is (are)
The default VLAN IGMP snooping state is disabled for all VLANS. IGMP query port(s). The Switch forwards

IGMP join or leave packets to an IGMP que
port, treatingthe port as being connected to
an IGMP multicast router (rerver). Ya

The default port Querier Mode state is auto for all ports. must enable IGMP snooping as well.

The IGMP snooping Report Suppression is disabled.

The unknown multicast packets will be dropped.
The default port Imnmediate Leave state is disabled for all ports.
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(Default:auto)

interface | igmpimmediateleave | This commanenables thelGMP Snooping
immediate leave function fathe specific
interface
interface | no igmpimmediate This commandlisables thelGMP Snooping
leave immediate leave function fothe specific
interface
Example:

[DEVICE_NAMEWNnfig)#igmp-snooping enable
[DEVICE_NAMEWNnfig)#igmp-snooping vlan 1
[DEVICE_NAME]gnfig)#nterface 1/0/1
[DEVICE_NAMERNfigif)#igmp-immediateleave
[DEVICE_NAME]gnfigif)#igmp-queriermode fixed
[DEVICE_NAMEgnfigif)#igmp-snooping grougimit 20

Managed Industrial Switch

Web Configuration
General Settings
Advanced Settings > IGMP Snooping > IGMP Snooping > General Settings

IGMP Snooping

|  Port settings
IGMP Snooping Settings

IGMP Snooping State

IGMP Snooping VLAN State Add v
Unknown Multicast Packets

| | Refresh

IGMP Snooping Status

IGMP Snooping State Disabled

IGMP Snooping VLAN

State None

Unknown Multicast
Packets

Drop

Parameter Description

Select Enable to activate IGMP Snooping to forward grou
multicasttraffic only to ports that are members of that grou
SelectDisableto deactivate the feature.

IGMP Snooping
State

SelectAdd and enter VLANs upon which the Switch is to perfc
IGMPsnooping. The valid rangs VLAN IDs is between 1 ar

ALl Sl 4094. Use @omma (,) or hyphen-) to specify more than one

VAL VLANSs. Seledbelete and enter VLANs on which to have tl
Switch not perform IGMBnooping.
Unknown Specify the action to perform when the Switchceives an

unknownmulticast frame. SeledDrop to discard the frame(s)

LIS G SelectFloodingto send the frame(s) to all ports.
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Apply

Refresh

IGMP Snooping

State

IGMP Snooping

VLAN State

Unknown
Multicast
Packets

Port Settings

Click Apply to configure the settings.

Click this to reset the fields to the last setting.

Thk field displays whether IGMP snooping is globally enable
disabled.

This field displays VLANs on which the Switch is to perform I
snooping. None displays if you have not enabled IGMP snoc
on anyport yet.

This field displays whether the Switch is set to discard or fl
unknownmulticast packets.

Advanced Settings > IGMP Snooping > IGMP Snooping > Port Settings

IGMP Snooping

General Settings |

Port Settings

Port Status

Port Querier Mode

Immediate Leave

Querier Mode Immediate Leave Group Limit

Auto ¥ Disable ¥

" Apply ‘ ‘ Refresh ‘

Group/Limit Port Querier Mode Immediate Leave

Disable Disable

Group/Limit

Disable Disable

Parameter

Querier Mode

Disable : Disable

Description

Select the desired settingyuto, Fixed or Edge Auto means
the Switch uses the port as an IGMP query port if the port
receives IGMP query packeExedmeans the Switch always
treats the port(s) as IGMP query port(s). This is for when

Immediate
Leawe

Group Limit
Apply

Refresh

Port

Querier Mode
Immediate Leave

Group Counts

Multicast Address

A multicast address is associated with augr@f interested receivers. According to RFC
3171, addresses 224.0.0.0 to 239.255.255.255, the former Class D addresses,

connecting an IGMP multicast server to the §¢ey. Edgemeans
the Switch does not use the port as an IGMP query port. In t
case, the Switch does not keep a record of an IGMP router
being connected to this port and the Switch does not forwarc
IGMP join or leave packets to this port.

Select individual ports on which to enable immediate leave.

Configures the maximum group for the port or a range of pol
Click Apply to apply the settings.

Click this to reset the fields.

The port ID.

The Querier mode setting for the specific port.

The Immediate Leave setting for the specific port.

The current joining group count and the maximum group cot

designated as multicast addresses in IPv4.

The IANA owns the OUI MAC address 01:00:5e, therefore multicast packets are delive

by using the Ethernet MAC address range 01:00:5e:00:0MQ0:5e:7f:ff:ff. This is 23
bits of available address space.
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The first octet (01) includes the broadcast/multicast bit. The lower 23 bits of tHgit28

multicast IP address are mapped into tH&lts of available Ethernet address space. This R - n 2 35 By . - : >
means that there is ambiguity in delivering packets. If two hosts on the same subnet each ' P g g ey i T
subscribe to a different multicast group whose address differs only in the first 5 bits, g o
Ethernet packets for both niticast groups will be delivered to both hosts, requiring the §A | 1stodet | andoctet | rdoctet | dhoctet | Sthoctet | Gthodet | 3.
network software in the hosts to discard the unrequired packets. E or £
?ﬁ -4— 3 bytes———-4———3 bhytes——— g-.
0 0
Class Address Range Supports '3'- Orgarg‘lesr?[tihperlaill ULll)nlque Networé(Nllr%t)egf;ecSﬁ%OntroIIe %—
ClassA 1.0.0.1to 126.255.255.254  SuPPorts 16 million hosts on each of 1 . \
networks. 8 bits

-
|b8|b?|b6|b5|b4|b3|b2|b1|

Supports 65,000 hosts on each of 16,C
networks. 0: unicast
1: multicast

Class B 1281.0.1 to 191.255.255.254

Supports 254 hosts on each of 2 millio
networks.

Class C 192.0.1.1to 223.255.254.254 0: globally unique (OUI enforced)

1: locally administered

Class D 224.0.0.0 to 239.255.255.255 Reserved for multicast groups.

IP multicast

Reserved for future use, or Research ¢
address

Development Purposes.

Class E  240.0.0.0 to 84.255.255.254 Description

224.0.0.0 Base address (reserved)

The All Hosts multicast group that contains all systems on the sar

224.0.0.1

network segment

The All Routers multicast group that contains all routers on the sai
224.0.0.2

network segment
224.0.0.5 The Open Shortest Path First (OSPF) AllISPFRouters address. Us

T send Hello packets to all OSPF routers on a network segment

224.0.0.6 The OSPF AlIDRouteddaess. Used to send OSPF routing informa

to OSPF designated routers on a network segment
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TheRIPversion 2 group address, used tanserouting information

224.0.0.9 using the RIP protocol to all RIRa&are routers on a network
segment

224.0.0.10 EIGRP group address. Used to send EIGRP routing information t
EIGRP routers on a network segment

224.0.0.13 PIM Version 2 (Protocol Independdvitilticast)

224.0.0.18 Virtual Router Redundancy Protocol

224.0.0.19 21 |ISIS over IP

224.0.0.22 IGMP Version 3 (Internet Group Management Protocol)

224.0.0.102 |Hot Standby Router Protocol Version 2

224.0.0.251 |Multicast DNS address

224.0.0.252 |Lirk-local Multicast Name Resolution address

224.0.1.1 Network Time Protocol address

224.0.1.39 Cisco AuteRRANNnounce address

224.0.1.40 Cisco AuteRRDiscovery address

224.0.1.41 H.323 Gatekeeper discovery address

CLI Configuration

Managed Industrial Switch

configure | macaddresstable multicast | This command configures a static
MACADDR vlan VLANID po| multicast entry.
PORTLIST

configue | no macaddresstable This command removes a static
multicast MACADDR multicast entry from the address table.

Node

Command Desciption

enable

show maeaddresstable
multicast

This command displays the current
static/dynamic multicast address
entries.

Web Configuration
Advanced Settings > IGMP Snooping > Multicast Address

Multicast Address

Static Multicast Address Settings

VLAN ID

MAC Address

[T N e—

‘: Apply | ‘ Refresh

Multicast Address Table

VLAN TD

MAC Address

Total cor

Parameter
VLAN ID

MAC
Address

Port

Apply

Refresh

Description
Configures the VLAN that you wantdonfigure.

Configures the multicast MAC which will
Valid format is hh:hh:hh:hh:hh:hh.

Configures the member port for the multicast address.
Click Apply to save your changes back to the Switch.

Click Refrsh to begin configuring this screen afresh.

not be aged

C
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VLAN
Port Isolation

The port isolation is a potftased virtual LAN feature. It partitions the switching ports into
virtual private domains designated on a per port basis. Data switching outside of the
portQa LINAGIF GS R2YIFIAYy A& y20 Ffft26SR® Ll ¢

This feature is a per port setting to configure the egress port(s) for the specific port to
forward its received packets. If the CPU port (port 0) is not an egress patdpecific
port, the host connected to the specific port cannot manage the Switch.

If you wish to allow two subscriber ports to talk to each other, you must define the egress
port for both ports.CPUefers to the Switch management port. By defaulbithsa VLAN

with all Ethernet ports. If it does not form a VLAN with a particular port then the Switch
cannot be managed from that port.

Examplelf you want to allow porl and port3 to talk to each other, you must configure
as below:

[DEVICE_NAMEJnfig)#interface 1/0/1
[DEVICE_NAMEgnfigif)#port-isolation ports 3
[DEVICE_NAMERNfigif)#exit

; Allow the portl to send its ingress packets to p&it

[DEVICE_NAMEWNnfig)#interface 1/0/3
[DEVICE_NAMEnfigif)#port-isolation ports 1
[DEVICE_NAMEEonfigif)#exit

; Allow the port3 to send its ingress packets to pdrt

CLI Configuration

Node Command Description
enable show port This command displays the current port isolatio
isolation configurations.

d+xé AYRAOF(GSa GKS LRINI
to that port.
(023 AYRAOI GSa GKS L2 NI
sent to that port.
Aidterfacd 3 Por-Nétatioh K S | trilis ©dmimand &nfifuteda pbrl or ranye/of
ports PORTLISTS | ports to egress traffic from the specific port.
interface | no port-isolation This commandaonfigures all ports to egress
traffic from the specific port.
Example:

[DEVICE_NAMEWNnfig)#interface 1/0/2
[DEVICE_NAMENnfig-if)#port-isolation ports 36

Web Configuration
Advanced Settings > VLAN > Port Isolation
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Parameter Description A tagged VLAN uses an explicit tag (VLAN ID) in the MAC header to identify the \
membership of a frame across bridgdhey are not onfined to the switch on which they

Select a port number to configure its port isolation settings. were created. The VLANS can be created statically by hand or dynamically through G\

Port SelectAll Portsto configure the port isolation settings for all por The VLAN ID associates a frame with a specific VLAN and provides the information
on the Switch. switches need to process the frame across tletwork. A tagged frame is four bytes

: : : : longer than an untagged frame and contains two bytes of TPID (Tag Protocol Identif
An egress port is an outgoing port, that is, a port through whic residing within the type/length field of the Ethernet frame) and two bytes of TCI (Te
data packet leaves.

Egress Port Control Information, starts after the soureeldress field of the Ethernet frame).
Sekcting a port as an outgoing port means it will communic

with the port currently being configured. ) _ _ .
The CFI (Canonical Format Indicator) is a sinigltag, always set to zero for Ethernet

ClickSelect Alkto mark all ports as egress ports and permit traft switches. If a frame received at an Ethernet port has a CFl set to 1, then that frame shc
Select All/ ClickDeselect Alto unmark all ports and isolate them. not be forwarded as it is to amtiagged port. The remaining twelve bits define the VLAN
Deselect All Deselecting all ports means the port being configured can ID, giving a possible maximum number of 4,096 VLANSs. Note that user priority and V|

ID are independent of each other. A frame with VID (VLAN ldentifier) of null (0) is calle
priority frame, meanig that only the priority level is significant and the default VID of the
Apply Click Apply to configure the settings. ingress port is given as the VID of the frame. Of the 4096 possible VIDs, a VID of 0 is
to identify priority frames and value 4095 (FFF) is reserved, so the maximum possi

communicate with any other port.

Refresh Click this to reset the fields to the last setting. VLN configurations are 4,094.
Port o - A . A .
Isolation axté AYRAOLI USa canBeSenttizthelipara  LJI- (
S & AYRAOIFIGSE (GKS LERNIQa LI O} TPID User Priority CEl VLAN ID
2 bytes 3 bits 1 bit 12 bits
802.1Q VLAN

A virtual LAN commonly known as ®¥LAN is a group of hosts with a common set of 1 Forwarding Tagged and Untagged Frames

requirements that communicate as if they were attached to the Broaddashain,

regardless of their physical location. A VLAN has the same attributes as a physical LANEach port on the Switch is capable of passing tagged or untagged frames. To forwa

but it allows for end stations to be grouped together even if they are not located on the frame from an 802.1Q VLA&Nvare switcho an 802.1Q VLANnaware switch, the Switch

same network switch. Network reconfiguration can be done throughwsot instead of first decides where to forward the frame and then strips off the VLAN tag. To forward

physically relocating devices. frame from an 802.1Q VLAMaware switch to an 802.1Q VLAaMare switch, the Switch
first decides where to forward the frag and then inserts a VLAN tag refleg the

. . L L . ingr rt' fault VID. Th fault PVID is VLAN 1 for all ports, hi n har
VID- VLAN ID is the identification of the VLAN, which is basically used by the standard gress port's default e default S or all ports, but this can be cha

802.1Q. It has 12 bits and allow the identification of 4096 (212) VLANs. Of the 4096

possible VIDs, a VID of 0 is udedidentify priority frames and value 4095 (FFF) is A broadcast frameof a multicast frame for a multicast group that is known by the system

reserved, so the maximum possible VLAN configurations are 4,094. is duplicated only on qrts that are members of the VID (except the ingress port itself)
thus confining the broadcast to a specific domain.
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i 802.1Q Port base VLAN

With port-based VLAN membership, the port is assigned to a specific VLAN independent
of the user or system attachetb the port. This means all users attached to the port
should be members of the same VLAN. The network administrator typically performs the
VLAN assignment. The port configuration is static and cannot be automatically changed
to another VLAN without manuiaeconfiguration.

As with other VLAN approaches, the packets forwarded using this method do not leak into
other VLAN domains on the network. After a port has been assigned to a VLAN, the port
cannot send to or receive from devices in another VLAN witlloatintervention of a
Layer 3 device.

The device that is attached to the port likely has no understanding that a VLAN exists. The
device simply knows that it is a member of a subnet and that the device should be able
to talk to all other members of theubnet by simply sending information to the cable
segment. The switch is responsible for identifying that the information came from a
specific VLAN and for ensuring that the information gets to all other members of the
VLAN. The switch is further responsilibr ensuring that ports in a different VLAN do not
receive the information.

This approach is quite simple, fast, and easy to manage in that there are no complex
lookup tables required for VLAN segmentation. If porVLAN association is done with

an aplication-specific integrated circuit (ASIC), the performance is very good. An ASIC
allows the portto-VLAN mapping to be done at the hardware level.

Default Settings
The default PVID is 1 for all ports.
The default Acceptable Frame is All for all ports.
All ports join in the VLAN 1.

Notice: The maximum VLAN group is 4094.

CLI Configuration

Node

Command

Description

enable

show vlan VLANID

This command displays the VLAN
configurations.

configure

vlan <1~4094>

This command enables a VLAN and enter
the VLAN node.

configure

no vlan <1~4094>

This command deletes a VLAN.

vlan

show

This command displays the current VLAN
configurations.

vian

name STRING

This command assigns a hame for the
specific VLAN.
The VLAN name should be the combinatig
of the digitor the alphabet or hyphens)(or
underscores ().

The maximum length of the name is 16
characters.

vian

no name

This command configures the vlan name t
default.

Note: The default vlan name is

Gr[ ! bébBEFYyYLES [ !

vlan

add PORTLISTS

This command adds a port or a range of
ports to the vian.

vian

fixed PORTLISTS

This command assigns ports for permaner
member of the vlan.

vian

no fixed PORTLISTS

This command removes all fixed member
from the vlan.

vlan

tagged PORTLISTS

This command assigns p® for tagged
member of the VLAN group. The ports
should be one/some of the permanent
members of the vlan.
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vlan no tagged PORTLISTS | This command removes all tagged membg
from the vlan.
vlan untagged PORTLISTS | This command assigns ports for untagged
member of the VLAN group. The ports
should be one/some of the permanent
members of the vlan.
vlan no untagged PORTLIST This command removes all untagged
member from the vlan.
interface acceptable frame type | This command configures tlaeceptable
(alltagged|untagged) | frame type.
all -acceptable all frame types.
tagged - acceptable tagged frame only.
untaggedc acceptable untagged frame only
interface pvid VLANID This command configures a VLAN ID for tf
port default VLAN ID.
interface no pvid This command configures 1 for the port
default VLAN ID.
configure | interface range This command enters the interface
gigabitethernet1/0/ configure node.
PORTLISTS
if-range pvid VLANID This command configures a VLAN ID for tf
port default VLAN ID.
if-range no pvid This command configures 1 for the port
default VLAN ID.
configure | vlan range STRINGS | This command configures a range of vlang
configure | no vlan range STRINGSY This command removes a range of vlans.
vlanrange | add PORTLISTS This command adds a gar a range of
ports to the vlans.
vlanrange | fixed PORTLISTS This command assigns ports for permaner
member of the VLAN group.

Managed Industrial Switch

vlanrange

no fixed PORTLISTS

This command removes all fixed member
from the vlans.

vlanrange

tagged PORTLISTS

This commad assigns ports for tagged
member of the VLAN group. The ports
should be one/some of the permanent
members of the vlans.

vlanrange

no tagged PORTLISTS

This command removes all tagged membe
from the vlans.

vlanrange

untagged PORTLISTS

This command agms ports for untagged
member of the VLAN group. The ports
should be one/some of the permanent
members of the vlans.

vlanrange

no untagged PORTLIST

This command removes all untagged
member from the vlans.

Example:

[DEVICE_NAMHE}#Nnfigure terminal
[DEVICE_NAMEoNfig)#vlan 2

[DEVICE_NAME®Nnfigvlan)#fixed 16

[DEVICE_NAMEnfigvlan)#untagged B

Web Configuration
VLAN Settings
Advanced Settings > VLAN > VLAN > VLAN Settings

VLAN Settings

VLAN List

VLAN ID

| Tag Settings Port Settings

VLAN ID
To:

\ Apply \

VLAN Name VLAN Status

VLAN Name

| Refresh l

Member Port

Member Port Action
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Parameter

VLAN ID

VLAN Name

Member Port

Apply
Refresh

VLAN List
VLAN ID
VLAN Name

VLAN Status

Member Port

Action

Description

Enter the VLAN ID for this entry; thali range is between 1 an
4094.

Enter a descriptive name for the VLAN for identification purpot
The VLAN name should be the combination of the digit or
alphabet or hyphens - or underscores Q)
The maximum length of the name is 16 czters.

Enter the port numbers you want the Switch to assign to the VI
as members. You can designate multiple port numb
individually by using a comma (,) and by range with a hypHen

Click Apply to save your changes back toSkétch.

Click Refresh to begin configuring this screen afresh.

This field displays the index number of the VLAN entry. Click
number to modify the VLAN.

This field displays the name of the VLAN.

This field displays the status of the VLARtatic or Dynamic
(802.1Q VLAN).

This field displays which ports have been assigned as membe
the VLAN. This will displ&oneif no ports have been assigned.

ClickDeleteto remove the VLANLhe VLAN 1 cannot be deletec

Tag Settings

Advanced Settings > VLAN > Tag Settings

VLAN

VLAN Settings |
Tag Settings
VLAN ID

Tag Port :

Select All

| Port Settings

Deselect All

2 4 6 8

10 12 14 16

1 3 5 7

Tag Status

VLAN ID

11 13 15

T [

Tag Ports UnTag Ports

Parameter

VLAN ID

Tag Port

Select All
Deselect All
Apply
Refresh
Tag Status
VLAN ID

Tag Ports

Description

Select a VLAN ID to configure its port tagging settings.
Selecting a port which is a member of the selected VLAN IC
make it a tag port. This means the port will tag all outgoing fran
transmitted with the VLAN ID.

ClickSelect Alto mark all member ports as tag ports.
ClickDeselect Alto mark all member ports as untag ports.

Click Applyo save your changes back to the Switch.

Click Refresh to begin configuring this screen afresh.

This field displays the VLAN ID.

This field displays the ports that have been assigned as tag p
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Untag Ports Thisfield displays the ports that have been assigned as ur Port Status
ports.
Port This field displays the port number.
Port Settings PVID This field displays the Port VLAN ID number
Advanced Settings > VLAN > VLAN > Port Settings . : :
Acceptable This field displays the type of frames allowed on the port. This
VEAN Frame either displayAll or VLANTagged Only or VLAN Untagged Only
VLAN Settings |  Tag Settings
Port Settings
Port PVID Acceptable Frame
- MAC VLAN
[ appty | [ mefresn | The MAC base VLAN allows users to create VLAN with MAC address. The MAC ac

can be theéading three or more bytes of the MAC address.
For example, 00:01:02 or 00:03:04:05 or 00:01:02:03:04:05.

Port Status

Acceptable Frame Acceptable Frame

. , When the Switch receives packets, it will compare M¥&€ed VLAN configures. If the SA
Parameter Description is matched the MA®ased VLAN configures, the Switch replase VLAN with user

; configured and them forward them.
Select a port number to configure from the dropwn box.

Port
SelectAll to configure all ports athte same time. )
For example:
PVID Select &PVID(Port VLAN ID number) from the drojpwn box. Configurations: 00:01:02, VLAN=23, Priority=2.
. . The packets with SA=00:01:02:xx:xX: ill be forwarded to VLAN 22 member pc
Specify the type of frames allowed on a port. ChoicesAdire P w XX P
VLAN Untagged Onlgr VLAN Tagged Only
- SelectAll from the dropdown list box to accept allntagged or Notices:The 802.1Q port base VLAN should be created first.
Acceptable tagged frames on this port. This is the default setting.
Frame - SelectVLAN Tagged Onlyp accept only tagged frames on th CLI Configuration
port. All untagged frames will be dropped. Node Command Description
- SelectVLAN Untagged Onlp accept only untagged frames or - -
this port. All taggd frames will be dropped. enable show maevlan This command displays the all of the madan
configurations.
Apply SIS AFE 1 SEYRU EIEMEES 978 (D U3 ST configure | macvlan STRINGS | This command creates a malan entry with the
: . o . vlan VLANID priority| leading three or more bytesf mac address and
Refresh Click Refresh to begin configuring this screen afresh. <0-7> the VLAN and the priority.
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configure | no maevlan entry | This command deletes a matan entry. DHCP Options
STRINGS DHCP Optics) formally known asDHCP Opiy H A &4 GKS 451/t wSH
configure | no maevlan all This command deletes all of the malan hLJA2yé® hLWAZ2ZY yH ¢gla RSarA3aIySR a2 ¢t
entries. information into a request that is being forwarded to a DHCP server. Specifically t

option works by setting two subptions:Circuit ID and Remote ID.

Example: i o The DHCP option 82 is working on the DHCP snooping or/and DHCP relay. The switc
[DEVICE_NAMEJ¢nfig)#maevian 00:01:02:03:04vlan 111 priority 1 monitor the DHCP packets and append some information as below to the DHCPDISCC
[DEVICE_NAMEgnfig)#maevian 00:01:02:22:04 vlan 121 priority 1 and DHCPREQUEST packets. The switch will remove the DH@P 8pfrom the

[DEVICE_NAMEnfig)#maevian 00:01:22:22:04:05 vlan 221 priority 1 DHCPOFFER and DHCPACK packets. The DHCP server will assign IP domain to tt

dependent on these information.

Web Configuration

Advanced Settings > VLAN > MAC VLAN
MAC VLAN

The maximum length of the information is 32 characters.

In residential, metropolitan Ethernetccess environments, DHCP camtrally manage
CE AT S s the IP address assignments for a large number of subscribers. When the DHCRB@aptio
MAC Address viAN Priority feature is enabled on the switch, a subscriber device is identified by the switch p
1 | [ ]~ | through which it connects to the network (in addition to its M&diress). Multiple hosts
; oa will oty filter 3 ytes of source mae address. on the subscriber LAN can be connected to the same port on the access switch and
04:05 will filter all bytes of source mac address. unlquely |dent|f|ed

Apply ‘ | Refresh ]

When you enable the DHCP snooping information option 82 on the switch, this sequel
of events occurs:

i The host (DHCP cligrgenerates a DHCP request and broadcasts it on the networ
i When the switch receives the DHCP request, it adds the o@®imformation in

MAC VLAN Table

Index MAC Address Priority Action

Parameter Description the packet. The optio82 information contains the switch MAC address (the
_ _ remote-ID suboption) and the port iderigr, vianmod-port, from which the packet
MAC Address Corfigures the leading three or more bytes of the MAC addres is received (the circuitD suboption).
i 1 If the IP address of the relay agent is configured, the switch adds the IP addres
VLAN Configures the VLAN. the DHCP packet.
— ) . Th itch f he DHCP hat incl h el he DHCP
F— SIS T e 1) praiy i Seﬁ/;\r/wtc orwards the DHCP request that includes the ogfieldto the DHC
et J£AO0] GKS G58t8GS8¢ odziday (¢ i The DHCP server receives the packet. If the server is epBarapable, it can use

the remote ID, the circuit ID, or both to assign IP addresses and implement polici
such as restricting the number of IP addresses that can be askigna single
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remote ID or circuit ID. Then the DHCP seeofioeshe option-82 field in the DHCP Remote ID Suboption Frame Format:

reply. .
1  The DHCP server unicasts the reply to the switch if the request was relayed to the SubOption Type Length Type Length Mac Address
server by the switch. When the client and server are on the sarbeet, the server 0x02 8 0 6 6

broadcasts the reply. The switch verifies that it originally inserted the ofgln
data by inspecting the remote ID and possibly the circuit ID fields. The switch
removes the option82 field and forwards the packet to the switch port tha
connects to the DHCP client that sent the DHCP request.

Circuit Form:

The circuit form is a flexible architecture. It allows user to combine any isfitomor the
system configurations into the circuit suiption.

The Circuit Form is a string format. And its maximum length is 100 characters.
The keyword, %SPACE, will be replaced with a space character.

The other keywords get system configurationsnirdghe system and then replace the
keyword and its leading code in the Circuit form. Eventually, the content of the circt
form is part of the payload on the DHCP option 82 packet.

Option Frame Format:

Code Len
82 N i1 i2 i3 i4 X iN

Agent Information Field

The Agent Information field consists of a sequence of SubOpt/Length/Value tuples for

each suboption, encoded in thedllowing manner: Rules:

T ¢KS 1S@¢2NR Ydzald KI @S | %HOSITRAMEZI O2|

: : f IFT GKSNB FINB lFyeé OKINIOGSNR F2ff26A
SubOption Len SubOption Value the keyword and character. For exampléHOSTNAME+/
1 N sl 2 3 A X SN f LT GKSNB NS Fyeé OKIFINIOGSNER 0ST2NB
character and the keyword. For examplest+%HOSIAME
DHCP Agent  SubOption Description
Subooti g Cud Pt 'PH Keyword:
uboption ode . - :
P HOSTNAME  -Add the system name into the Circuit saption..
1 Agent Cirevit ID Swbofi SPACE -Add a space character.
ent Circ on . . . L .
5 Ag ¢ RI UIt D :bp It' SVLAN -Add the service provider VLAN ID into the Circuiteption.
gent Remote ption If the service provider VLAN is not defined, the system wil
return PVIAN.
Circuit ID Suption Format: CVLAN -Add the customer VLAN ID into the Circuit-sydtion.
SubOption Type Length Information If the CVLAN is not defined, the system returns 0.
0x01 Circuit Form PORT -Add the transmit port ID into the Circuit suption.
FRAME -Add the frame ID into the Circuit stdption.

GAGK GKS
OA Nk G T N

The frame ID i©2 y FA 3 dzZNB R
2LIAZ2YE 2LIGA2Y Yy H
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SHELF -Add the shelf ID into the Circuit suiption. CLI Configuration
¢KS aKst¥ L5 Aa OZyFTAIdNBR 4 Node Command Description
2LWUAZYya 2LWAZ2YyyH OARRUWSHea KSt+——=+1T71scv o ot — : :
SLOT -Add the slot ID into the Circuit stdption. enable show dhcpoptions Ig:lil C?;Ti?r?:d displays the DHCP opt
¢KS aft28 L5 Aa O2yTAIdNBR spbK—GKS /L éev.v!-_y%]z G RKOLI
21JiA2ya 2LI0A2yyH OANDAAGYaACE 2 configyre bANGEOPHORS p1 | Jhie SEpANY disaples f gnables the DH
option82 (disable | option 82 on the Switch.
enable)
For Example: configure | dhcp-options This command configures ghinformation of
HOSTNAME¥OUR_DEVICE_NAME] option82 circuit_id | the circuit ID sukpption.
SVLAN=44. configure | dhcp-options This command configures the information
CVLAN=32. option82 remote_id | the remote ID sukption.
CrcuitForm=RD+%SPACE+Department+%SPACE+%HOSTNAME+%SPACE+% ORf. dh fi Thi d fi the f ID for t
T+ +06SVLAN+ +%CVLAN configure cpoptions his command configures the frame or
o - } option82 circuit subroption.
The circuit sukoption result is: RD Departmefit OUR_DEVICE_NAME#4.32 circuit frame VALUE
o configure | dhcpoptions This command configures the shelf ID for t
Default Settings: option82 circuit_shelf| circuit suboption.
DHCP Option 82 state: disabled. VALUE
Circuit Frame: 1 configure | dhcpoptions This command configures the slot ID for t
Circuit Shelf: 0. option82 circuit_slot | circuit suboption.
Circuit Sit: 0. VALUE

Circuit ID String:

%HOSTNAME+%SPACE+eth/+%FRAME+/+%SHELF+/+%SLOT+:+%PORT+_+%SVLAN+:+%C

VLAN
Remote ID String:

%HOSTNAME+%SPACE+eth/+%FRAME+/+%SHELF+/+%SLOT+:+%PORT+_+%SVLAN+:+%C

VLAN
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Web Configuration CircuitID String The String of the circuit ID swdption information.

Advanced Settings > DHCP Options

- RemotelD String  The String of the remote ID swudption information.
DHCP Options

. . Apply ClickApplyto save youchanges to the Switch.
DHCP Option 82 Settings
Option 82 State Refresh ClickRefreshto begin configuring this screen afresh.
Option 82 Frame
Sution 52 sno B LI DHCP Option 82 Port Settings
Option 82 Slot o |
Circuit-ID String %HOSTNAME+%SPACE+eth/+%FRAME+/+%SHELF+/+%SLOT+:+%PORT+_+%SVLAN+ Port The Port ID
Remote-ID String %HOSTNAME+%SPACE+eth/+%FRAME+/+%SHELF+/+%SLOT+:+%PORT+_+%SVLAN+
DHCP Option 82 Port Settings CurcuitiD String Thei String of the circuit ID stdption information for the specific
o port.
Option 52 State The Sting of the remote ID subption information for the

e ARSI specitcpat
Remote-ID String

(R DHCP Option 82 Port Status

DHCP Option 82 Port Status ¢KS F A éf FVQ R 7\ é. L\]f I é é. I t f 27T u
Option 82 State Disable
Circuit-ID String DHCP Relay
Remote-ID String
Because th®HCPDISCOVERssage is a broadcast message, and broadcasts only cre
Qptionié2 State Disable other segnents when they are explicitly routed, you might have to configure a DHC

Circuit-ID String

Relay Agent on the router interface so that all DHCPDISCOVER messages ceé
forwarded to your DHCP server. Alternatively, you can configure the router to forwa
DHCP messages an@BTP messag a routed network, you would need DHCP Rela

Parameter Description Agents if you plan to implement only one DHCP server.
State Select this option to enable / disable the DHCP option 82 on

Switch. The DHCP Relay that either a host or an IP router that listens for DHCP client mess
e The frame ID for the circuit seption. being broadcast on a subnet and then forwards #d3HCP messages directly to a

configured DHCP server. The DHCP server sends DHCP response messages direct
to the DHCP relay agent, which then forwards them to the DHCP client. The Dt
administrator uses DHCP relay agents to centralize DHCP sem@ding the need for a
DHCP server on each subnet.

Circuit Shelf The shelf ID fothe circuit suboption.

Circuit Slot The slot ID for the circuit subption.
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Most of the time in small networks DHCP uses broadcasts however there are some § Application2 (Local in different VLANS)

circumstances where unicast addresses will be used. A router for such a subnet receives The DHCP cleirit and DHCP clieft are located in different VLAN. But they allocate
the DHCP broadcasts, convertsiiéo unicast (with a destination MAC/IP address of the IP addres&om the same DHCP server.

configured DHCP server, source MAC/IP of the router itself). The field identified as the

GIADDRN the main DHCP page is populated with the IP address of the interface on the

router it received the DHErequest on. The DHCP server uses the GIADDR field to identify Switch DHCP Relay agent

the subnet the device and select an IP address from the correct pool. The DHCP server

then sends the DHCP OFFER back to the router via unicast which then converts it back tc 1 2 3 a 5 6 7 8
a broadcast and duo the correct subnet containing the device requesting an address.

Users can enable/disable the DHCP Relay on the Switch. Users also can enable/disable th == —— —— — — —
DHCP Relay on a specific VLAN. If the DHCP Relay on the Switch is disabled;Rhe % % % % % % %
Relay is disabled on all VLANs even some of the VLAN DHCP Relay are enabled.
Applications:

I

Configurations:

Server dient dient Client Client Client Client Client

1 Applicationrl (Over a Router)

The DHCP cleiit and DHCP cliet2 are located in different IP segments. But they
allocate IP address from the same DHCP server.

VLAN 1: port 1, 2 (Management VLAN)
VLAN 2: port 3, 4
VLAN 3: port 5, 6
VLAN 4: port 7, 8

DHCP client Switch Router Switch DHCP clier?
D — . — I:‘ DHCP Servét Port 1.
[ =] 4—pjmm <—» |oooo <——» |om «—> DHCP Clier€ Port 2, 3, 4,5, 6, 7, 8.
=
I Result: Hosts connected to port 2,3,4,5,6,7,8 can get IP from DHCP server.
Note: The DHCP Server must connect to the management VLAN member ports.
The DHCP Relay in management VLAN should be enabled.
Default Settings:
DHCP Server

The default global DHCP relay state is disabled.
The default VLAN DHCP relay state is disabled for all VLANS.
The default DHCP server is 0.0.0.0
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Node Command Description
enable show dhcprelay This cormand displag the current DHCP relg
configurations.

configure | dhecp relay (disable | This command disables/enables the DHCP
| enable) relay on the switch.

configure | dhcp relay vlan This command enables the DHCP relay
VLAN_RANGE function on a VLAN or a range of VISAN

configure | no dhcp relay vlan | This command disables the DHCP relay
VLAN_RANGE function on a VLAN or a range of VLANS.

configure | dhcp helper ¢tKAada O2YYlIYyR O2yFA3dd
address address.
IP_ADDRESS

configure | no dhcp helper ¢KAa O2YYlIYyR NBY2@Sa
address address.

Example:

[DEVICE_NAME#Nnfigure terminal
[DEVICE_NAMERNfig)#nterface ethO
[DEVICE_NAMERNfigif)#ip address 172.20.1.101/24
[DEVICE_NAMEnfigif)#ip address defaulgateway 172.20.1.1
[DEVICE_NAMEonfig)#ihcp relay enable
[DEVICE_NAMEJgnfig)#hcp relay vian 1
[DEVICE_NAMEJgnfig)#hcp helpefaddress 172.20.1.1

Managed Industrial Switch

Web Configuration
Advanced SettingsBHCHRelay

DHCP Relay

DHCP Relay Settings

State
VLAN State

DHCP Server IP

DHCP Relay Status

DHCP Relay State
Enabled on VLAN
DHCP Server IP

Parameter
State

VLAN State

DHCP Server IP

]

‘ l Refresh |

' Apply

Disabled

None

0.0.0.0

Description

Enables / disables the DHCP relaythe Switch.
Enables / disables the DHCP relay on the specific VLAN(S).
a SNISND

/| 2y FAIdzNBa GKS 51/t
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EEE (Energy Efficient Ethernet) Web Configuration
The Energy Efficient Ethernet (EEE) is an IEEE 802.3az standard thatésidesieduce Advanced Settings > EEE
power consumption in Ethernet networks during idle periods. Energy Efficient Ethernet

EEE can be enabled on devices that support low power idle (LP1) mode. Such devices caliiaaski Atk

save power by entering LPI mode during periods of low utilization. In LPI mode, systems EEE Ports State: (The feature for copper ports only)
on both ends of the link can save power by shutting down certain services. EEE provides Select All Deselect All
the protocol needed to transition into and out of LPI mode in a way that is transparent to 204 Oe

upper layer protocols and applications. 103 0507

Default Settings
Fff LJ2NIaQdisaed. adl G6Sa | NB

Parameter Description

CLI Configuration

EEE Port State Click a port to enable IEEE 802.3az EnergyidfffiEthernet on

Node Command Description that port.
enable show interface This command displays the current pqg Select Al Click this to enable IEEE 802.3az Energy Efficient Ethernet ¢
[I[FNAME] configurations. elec all ports.
interface | power efficient- The command meables EEE on the specifig Elfdz i e dleslslc [EEE 802 2em S B et Blieme 4
ethernet auto interface. When EEE is enabletthe device Deselect All alllportsl ! =az gy =it |
advertises and auto negotiates EEE to its ’
_ partner. Apply Click Apply to configure the settings
interface | NO power efficient The command idables EEE on the specifi
ethernet auto interface. Refresh Click this to reset the fields to the last setting.

Example:
[DEVICE_NAMHE}#nfigure terminal
[DEVICE_NAME@Nfigif)#interface gigabitethenet1/0/1
[DEVICE_NAMEnfigif)#powerefficient-ethernet auto
[DEVICE_NAMEWNfigif)#no powerefficientethernet auto
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ERPS (Ethernet Ring Protection Switching)

The ITUT G.8032Bhernet Ring Protection Switching feature implements protection
switching mechanisms for Ethernet layer ring topologies. Thisifeatses the G.8032
Ethernet Ring Protection (ERP)otocol, defined in ITI G.8032, to provide protection
for Ethernet traffic in a ring topology, while ensuring that no loops are within the ring at
the Ethernet layer. The loops are prevented by blockiatfic on either a predetermined
link or a failed link.

The Ethernet ring protection functionality includes the following:

1 Loop avoidance
1 The use of learning, forwarding, and Filtering Database (FDB mechanisms

Loop avoidance in an Ethernet ring is aglit by guaranteeing that, at any time, traffic
may flow on all but one of the ring links. This particular link is calleditigeprotection

link (RPLand under normal conditions this ring link is blocked, i.e., not used for service
traffic. One designatd Ethernet ring node, th&PL ownenode, is responsible to block
traffic at one end of the RPL. Under an Ethernet ring failure condition, the RPL owner

node is responsible for unblocking its end of the RPL, unless the RPL has failed, allowing

the RPL to & used for traffic. The other Ethernet ring node adjacent to the ERieLRPL
neighbournode, may also participate in blocking or unblocking its end of the RPL.

The Ethernet rings could support a multig/ladder network that consists of conjoined
Ethemet rings by one or more interconnection points. The protection switching
mechanisms and protocol defined in this Recommendation shall be applicable for a
multi-ring/ladder network, if the following principles are adhered to:

1 RAPS channels are not sharactoss Ethernet ring interconnections;

1 on each ring port, each traffic channel and eacARS channel are controlled
(e.g., for blocking or flushing) by the Ethernet ring protection control process
(ERP control process) of only one Ethernet ring;

1 Each majoring or subring must have its own RPL.

In an Ethernet ring, without congestion, with all Ethernet ring nodes in the idle state
(i.e., no detected failure, no active automatic or external command and receiving only
"NR, RB" FAPS messages), with lesamh1200 km of ring fibre circumference and fewer
than 16 Ethernet ring nodes, the switch completion time (transfer time as defined in
[ITUT G.808.1]) for a failure on a ring link shall be less &ams

The ring protection architecture relies on theigience of amAPS protocoto coordinate
ring protection actions around an Ethernet ring.

The Switch supports up wxrings.

Guard timerg All ERNs use a guard timer. The guard timer prevents the possibility of
forming a closed loop and prevents ERsn applying outdated APS messages. The
guard timer activates when an ERN receives information about a local switching reque
such as after a switch fail (SF), manual switch (MS), or forced switch (FS). When this
timer expires, the ERN begins to apabtions from the FAPS it receives. This timer
cannot be manually stopped.

Wait to restore (WTR) timeg The RPL owner uses the WTR timer. The WTR timer
applies to the revertive mode to prevent frequent triggering of the protection switching
due to pot flapping or intermittent signal failure defects. When this timer expires, the
RPL owner sends aA®PS (NR, RB) through the ring.

Wait to Block (WTB) timerg This waitto-block timer is activated on the RPL owner.
The RPL owner uses WTB timers befoittating an RPL block and then reverting to the
idle state after operatoiinitiated commands, such as for FS or MS conditions, are
entered. Because multiple FS commands are allowed 4exgi in a ring, the WTB timer
ensures that the clearing of a singi& command does not trigger theltocking of the
RPL. The WTB timer is defined to be 5 seconds longer than the guard timer, which is
enough time to allow a reporting ERN to transmit tw#\RS messages and allow the
ring to identify the latent conditionwhen clearing a MS command, the WTB timer
prevents the formation of a closed loop due to the RPL owner node applying an
outdated remote MS request during the recovery process.

Hold-off timer ¢ Each ERN uses a halff timer to delay reporting a port faire. When
the timer expires, the ERN checks the port status. If the issue still exists, the failure is
reported. If the issue does not exist, nothing is reported.
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ERPS revertive and nemevertive switching will get an error. If you still want to use this instance, you can change the Control VLA
ERPS considers revertive and frievertive geration. In revertive operation, after the to same as the control vlan of the instance first. And thenfigomes the instance.
condition(s) causing a switch has cleared, the traffic channel is restored to the working

transport entity, i.e. blocked on the RPL. In the case of clearing of a defect, the traffic CLI Configuration

channel reverts after the expi of a WTR timer, which is used to avoid toggling

protection states in case of intermittent defects. In n@vertive operation, the traffic Node Command Description
channel continues to use the RPL, if it is not failed, after a switch condition has cleared. | onaple showerps This command displays the ERPS
configurations.
Control VLAN: enable show erps instance This ommand displays the ERPS instang
Thepure ERPS control packets domain only, no other packets are transmitted in this configurations
vlan to guarantee no delay for the ERPS. So when you configure a Control VLAN for a - - - ”
ring, the vlan should be a new one. The ERPS will create this control vian and its enable show erps instance This commandiisplays the specific ERPS
member pats automatically. The member port should have the Left and Right ports INSTANCE_ID instance configurations.
only. configure | erps enable This command enables the global ERPS
the Switch.
In ERPS, the control packets and data packets are separated in different vians. configure | no erps enable This command disables the global ERPS
The control packets are transmitted in a vlian which is called the Control VLAN. the Switch.
configure | erps ringid VALUE This command creates an ERPS ring anc
Instance: ID and enter ERPS node.
Fa ERPS version 2, the instance is a profile specifies a control vlan and a data vlan or configure | erps instance This command enters the instance
multiple data vlans for the ERPS. In ERPS, it can separate the control packets and data configure node.
packets in different vians. The control packets is in the Control VLAN anatée d . — . .
packets can be in one or multiple data vlan. And then user can assign an instance to an | configure | no erps ringd VALUE This command creates an ERPS ring ang
ERPS ring easily. enter ERPS node to configure detail ring
configurations.
In ERPS version 1, if a port is blocked by ERPS, all packets are blocked. erpsring | show This command displays the configuration
In ERPS version 2, if a port is blocked by a ring of ERPS, ordghkbéspoelong to the of the ring.
vlans in the instance are blocked. erpsting | controkvlan This command configures a contrdan
for the ERPS ring.
Notice: erpsring | guardtimer This command configures the Guard
Control VLAN and Instance: Timerfor the ERS ring. (default:500ms)
In CLI or Web configurations, there are the Control VLAN and the Instance settings. erpsting | holdoff-timer This command configures the Heddf
If the Control VLAN is configured for a ring and you want to configure temigesfor the Timer for the ERPS ring. (default:0 ms)

ring. The control vlan of the instance must be same as the Control VLAN; otherwise, you
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erpsring left-port PORTID type This command configures the left port an
[owner|neighbor|normal] | type for the ERPS ring.
erpsring mel VALUE This command configures a Control MEL|
for the ERPS ring.
erpstring name STRING This command configures a name for the
ERPS ring.
erpsring revertive This command configures the revertive
mode for the ERPS ring.
erpsring no revertive This command configures the non
revertive mode for the ERPS ring.
erpsring right-port PORTID type | This command configures the right port
[owner|neighbor|normal] | and type for the ERPS ring.
erpsring ring enable This command enables the ring.
erpsring no ring enable This command disables the ring
erpsring | version This command configures a version for th
ERPS ring.
erpsring wtr-timer This command configures the WTR Time
for the ERPS ring. (default: 5 minutes)
config instance INSTANCE_ID | This command configures a new instance
erpsinst control-vlan VLAN_ID and specifies its control vlan and data vig
data-vlan VLAN_ID
config no instance INSTANCE_| This command removes an instance.
erpsinst
config show Thiscommand displays all of the instance
erpsinst configurations.

Managed Industrial Switch

Web Configuration

Ring Settings

Advanced Settings > ERPS > Ring Settings

ERPS Global Settings

Global State

ERPS Ring Settings

Ring ID

Ring Name
Instance
Control VLAN

Holdoff Timer
(ms)

MEL

Left Port

Parameter

Global State
Ring ID
State

Ring Name

Revertive

Instance

State

WTR Timer (sec) gLl

I -255)
|

I (o:Disable, 0~30)
I~ 4094)

RN o~ 10000)

-~

Revertive
Ring Type

Version

(5~720)

TR 20-2000)

Guard Timer
(ms)

Right Port

WU —

Description

Enables / disables the global ERPS state.

Configures the ring ID. The Valid value is from 1 to 255.
Enables/ disables the ring state.

Configures the ring name.(Up to 32 characters)

Enables / disables the revertive mode.

Configures the instance for the ring. The Valid value is from
30. ODisale means the ERPS is running in version 1. The
control VLAN of the instance should be same as below Cont
VLAN.
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Control VLAN
Version

Hold-off Timer

WTR Timer

MEL

Guard Timer

Left Port

Right Port

ERPS Ring Status

Ring ID
Ring Name
Instance
Control VLAN

Holdoff Timer (ms)

MEL
Left Port
Left Port Type
Left Port Status
Ring Status

RPL Normal
Blocking

Configures the Control VLAN which is the ERPS control pac
domain for the ring.

Configures the version for the ring.

Configures the Holdff time for the ring. The Valid valug
from 0 to 10000 (ms).

Configures the WTR time for the ring. The Valid value is fron
to 12 (min).

Configures the Control MEL for the ring. The Valid value is fi
0to 7. The default is 7.

Configures the Guard time for the ring. The Valid value is fro
10 to 2000 (ms).

Configures the left port and its type for the ring. The valid po
type is one of Owner, Neighbor or Normal.

Configures the right port and its type for the ring. The valid p
type is one of Owner, Neighbor or Normal.

State Enable
Revertive Enable
Ring Type

Version v2
WTR Timer (sec) 300
Guard Timer {ms) 500
Right Port 2
Right Port Type RPL Normal
Right Port Status

Major-ring

Blocking

Protection

Delete

Parameter

Ring ID

Description

The ring ID.

Ring Name
State

Revertive
Control VLAN
Version

Holdoff Timer
WTR Timer
MEL

Guard Timer
Left Port

Left Port Type
Right Port
Right Port Type
WTB Timer
Ring Status
Left Port Status

Right Port Status

The ring name.

The ring state.

The ring revertive mode.
The ring Control VLAN.
The protocol version on the ring.
The Holdoff time.

The WTR time.

The Control MEL.

The Guard time.

The left port.

The left port type.

The right port.

The right port type.

The WTB time.

The current ring status.
The current left port status.

The current right port status.
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Instance Settings

Advanced Settings > ERPISstance Settings
ERPS Instance

Ring |

Instance Settings

Instance -(1~3l])
conrotvian [ vaavian |

[Ceety ] [(wetresn ]

Instance Status

Parameter Description
Instance Settings

Instance Configures the instance ID. The valid value is from 1 to 31.

Control VLAN Configures the control vlan for the instance. The valid value
from 1 to 4094.

Data VLAN Configures the data vlan for the instance. The valid value is
from 1 to 4094. It can be one or multiple vlans.

Instance Status

Instance The instance ID.
Control VLAN The control vlan of the instance.
Data VLAN The data vlan of the instance.

Link Aggregation
Static Trunk

Link Aggregation (Triamg) is the grouping of physical ports into one logical higher
capacity link. You may want to trunk ports if for example, it is cheaper to use multiple
lower-speed links than to undeutilize a highspeed, but more costly, singfort link.

However, themore ports you aggregate then the fewer available ports you have. A
trunk group is one logical link containing multiple ports. The Switch supports both stati
and dynamic link aggregation.

Note: In a properly planned network, it is recommended to impéhstatic link
aggregation only. This ensures increased network stability and control oseruthk
groups on your Switch.

Default Settings:
The default group Link Aggregation state is disabled for all groups.
The default group Link Aggregation Idaalance is source MAC and destination
MAC for all groups.
Maximum link aggregation group: 6
Maximum port in link aggregation group: 8

CLI Configuration

Node Command Description
enable show linkaggregation| The command displays the current trur
configurations.

configure | link-aggregation The command disables / enables the trunk o
[GROUP_ID] (disable| the specific trunk group.
enable)

configure | link-aggregation The command adds ports to a specific trunk
[GROUP_ID] interfacqg group.
PORTLISTS
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configure | no linkaggregation The commands delete ports from a specific
[GROUP_ID] interfacq trunk group.
PORTLISTS

Example:
[DEVICE_NAME#Nfigure terminal
[DEVICE_NAME]gnfig)#ink-aggregation 1 enable
[DEVICE_NAMER®Nfig)#ink-aggregation 1 portd-4

Web Configuration
Advanced Settings5ink Aggregation > Static Trunk

Link Aggregation

| [ LACP Info.

Static Trunk Settings

Group State
Load Balance

Member Ports

Select All Deselect All

Trunk Group Status

Group ID State Load Balance Member Ports
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Member Ports: T is Trunk member port but no link, A is Trunk member and link up.

Parameter Description

Select the group ID to use for this trunk group, that is, one loc
Group State link containing multiple ports.

SelectEnableto use this static trunigroup.

Load Balance Configures the load balance algorithm for the specific trunk
group.

Member Ports Select the ports to be added to the static trunk group.

Apply Click Apply to configure the settings.

Refresh Click this to reset the fields to tHast setting.

Trunk Group Status

Group ID This field displays the group ID to identify a trunk group, that
one logical link containing multiple ports.

State This field displays if the trunk group is enabled or disabled.

Load Balance This field dsplays the load balance policy for the trunk group.

Member Ports This field displays the assigned ports that comprise the static

trunk group.

LACP
The Switch adheres to the IEEE 802.3ad standard for static and dynamic (LACP) port
trunking.

The IEEB02.3ad standard describes the Link Aggregation Control Protocol (LACP) for
dynamically creating and managing trunk groups.

When you enable LACP link aggregation on a port, the port can automatically negotia
with the ports at the remote end of a lirntk establish trunk groups. LACP also allows
L2 NI NBRdzyRFyOeész GKFG A&az AT Fy 2LISNIG
become operational without user intervention.

Please note that:
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1 You must connect all ports poktd-point to the same Ethmet switch and

configure the ports for LACP trunking.

LACP only works on fullplex links.

All ports in the same trunk group must have the same media type, speed,

and duplex mode and flow control settings.

1 Configure trunk groups or LACP before you conhttez Ethernet switch to
avoid causing network topology loops.

System Priority:

The switch with the lowest system priority (and lowest port number if system priority is
0KS aryYSo 0S02YSa GKS [!/t GaSNBDSNES® ¢KS
setup. Enter a number to set the priority of an active port using Link Aggregation Control
Protocol (LACP), the smaller the number, the higher the priority level.

System ID:

The LACP system ID is the combination of the LACP system priority value &h&Gh
address of the router.

Administrative Key:

The administrative key defines the ability of a port to aggregate with other ports. A
port's ability to aggregate with other ports is determined by these factors:

91 Port physical characteristics, such agadrate, duplex capability, and
point-to-point or shared medium.
1 Configuration restrictions that you establish.

Port Priority:

The port priority determines which ports should be put in standby mode when there is a
hardware limitation that prevents alompatible ports from aggregating.

Default Settings:
The default System Priority is 32768.
The default group LACP state is disabled for all groups.

CLI Configuration

Node Command Description

enable show lacp counters [GROUP_I0 This command displaythe LACP
counters for the specific group or
all groups.

enable show lacp internal [GROUP_ID]| This command displays the LACP
internal information for the specific
group or all groups.

enable show lacp neighbor [GROUP_I[ This command displays the CR

[1/t|aaSNBSNE O2y i NP Fikkos? N g5 N YiTa2z]

specific group or all groups.

enable show lacp port_priority This command displays the port
priority for the LACP.

enable show lacp sys_id tKAad O2YYlFYR RAZ
YR LI NIySNDa &:3

configure | lacp @isable | enable) This command disables / enables
the LACP on the switch.

configure | lacp GROUP_ID (disable | This command disables / enables

enable) the LACP on the specific trunk

group.

configure | clear lacp counters [PORT_ID] | This command clears ¢hLACP
statistics for the specific port or all
ports.

configure | lacp systenpriority<1-65535> This command configures the
system priority for the LACP. Note
The default value is 32768.

configure | no lacp systenpriority This command configures the
default for the system priority for
the LACP.

interface lacp port_priority <165535> This command configures the

priority for the specific port.

Note: The default value is 32768.

y
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interface | no lacp port_priority This command configures the
default for the priority for the
specific port.

configure | interface range This command enters the interface

gigabitethernetl/0/PORTLISTS | configure node.

if-range lacp port_priority <165535> This command configures the
priority for the specific ports.
Note: The efault value is 32768.

if-range no lacp port_priority This command configures the

default for the priority for the

specific ports.

Managed Industrial Switch

Web Configuration

LACP Settings

Advanced Settings&ink Aggregation EACP
Link Aggregation

Static Trunk l | LACP Info.

LACP Settings

State

System Priority

Group LACP

Port Priority From: -N - £ -

‘ Apply ‘ ‘ Refresh

LACP Group Status

Group ID LACP State
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Priority Priority

Parameter Description

Select Enable from the drop down box to enable Lin
State Aggregation Control Protocol (LACP).

SelectDisableto not use LACP.
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System Priority LACP system priority is a number between 1 and 65,535. Th LACP Info.
switch with the lowest system priority (and lowgsdrt number Advanced Settingslsink Aggregation 2ACP Info.
AT éééﬁSY,I:JNJ\Ql}IJ\ijé A a foéAé Link Aggregation
['/t GaSNWSNE O2yuNRfa uUKS
number to set the priority of an active port using Link Static Trunk _ |
Aggregation Control Protocol (LACP). The smaller the numb LACP Information
the higher the priority level.
J P i Group ID -] f Apply ™
Group LACP Select a trunk group ID and then select whetheEtmbleor
DisableGroup Link Aggregation Control Protocol for that trun
group. Neighbor Information: '-' means the port is link down.
Port Priority Select a port or a range of ports to configure its (their) LACP
priority.
. . . Parameter Description
Apply Click Apply to configure the settings.
: : : : Group ID Select a LACP group that you want to view.
Refresh Click this to reset the fields to the last setting.

Neighbors Information
LACP Group Status

Group ID The field identifies the LACP group ID. Port B e e

LACP system priority is used to determine link aggregation
group (LAG) membership, and to identify this device to other
switches during LAG negotiations. (Rangé5635; Default:

State This field displays if the group has LACP enabled.
System Priority
LACP Groupt&us

32768)
Port The field identifies the port ID. System ID CKS YySATIKO2NI { 6AGOKQA agais
Plloiiy ¢KS FAStR ARSyGAFTASa GKS L2 Port The direct connected port Id of the neighbor Switch.
Age The available time period of the neighbor Switch LACP
information.
Port State ¢tKS RANBOG O2yySOGSR LR2NIQa
Pat Priority ¢KS RANBOG O02yySOGSR LRNIQa
Oper Key The Oper key of the LACP member port.

© Copyright 208 TRENDnet. All Rights Reserved.
81



cwOb5ySi ! aSNN& DdzA RS Managed Industrial Switch

The default Loop Detection Destination MAQ@®&0b:04:AA:AA:AB

Internal Information
The default Port Loofetection state is disabled for all ports.

Port Priority The port priority of the LACP member port. The default Port Loofetection status is unblocked for all ports.
Admin Key The Admin key of the LACP member port.
The loop detection o the Switch is disabled.
Oper Key The Oper key of the LACP member port. Loop Detection Destination MAC=00:0b:04:aa:aa:ab
Port State The port state of the LACP member port.
Recovery Recovery

) Port State Status State Time Port State Status  State Time
Loop Detection

Loop detection is de3|g_ned to handle loop p_roblem_s on the edge of your network. This 1 Disabled Normal Enabled 1 > Disabled Normal Enabled 1
can occur when a port is connected to a Switch ikah a loop state. Loop state occurs
as a result of human error. It happens when two ports on a switch are connected with
the same cable. When a switch in loop state sends out broadcast messages the
messages loop back to the switch and ardreadcast agin and again causing a
broadcast storm.

Disabled Normal Enabled 1 4 Disabled Normal Enabled 1
Disabled Normal Enabled 1 6 Disabled Normal Enabled 1
Disabled Normal Enabled 1 8 Disabled Normal Enabled 1
Digbled Normal Enabled 1 10 Disabled Normal Enabled 1
11 Disbled Normal Enabled 1 12 Disabled Normal Enabled 1

© N 01w

The loop detection function sends probe packets periodically to detect if the port
connect to a network in loop state. The Switch shuts down a port if thitcBwletects 13 Disabled Normal Enabled 1 14 Disabled Normal Enabled 1

that probe packets loop back to the samerpof the Switch. 15 Disabled Normal Enabled 1 16 Disabled Normal Enabled 1

Loop Recovery:

When the loop detection is enabled, the Switch will send one probe packets svery CLI Configuration
seconds and then listen this packet. If it receives the packet at the same port, the
Switch will disable this port. After the time ped, recovery time the Switch will
enable this port and do loop detection again. enable show loopdetection This command displays the curren
loop detection configurations.

Node Command Description

The Switch generates syslog, internal log messages as well as SNMP traps when it shuts| configure | loop-detection (disable | enable)| This command disables / enables

down a port via the loop detection feature. the loop detection on the switch.
configure | loop-detection address This command configures the
Default Settings MACADDR destnation MAC for the loop

The default globaloopDetection state is disabled. detection special packets.
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configure | no loopdetection address This command configures the
destination MAC to default
(00:0b:04:AA:AA:AB).
interface | loop-detection (disable | enable)| This command disables / enables
the loopdetection on the port.
interface | no shutdown This command enables the port. It
can unblock port blocked by loop
detection.
interface | loop-detection recovery (disable| This command enables / disables
| enable) the recovery function on the port.
interface | loop-detection recovery time This command configures the
VALUE recovery period time.
configure | interface range This command enters the interface
gigabitethernet1/0/ PORTLISTS| configure node.
if-range loop-detection (disable | enable)] Thiscommand disables / enables
the loop detection on the ports.
if-range loop-detection recovery (disable| This command enables / disables
| enable) the recovery function on the port.
if-range loop-detection recovery time This command configureke
VALUE recovery period time.
Example:

[DEVICE_NAMEgnfig)#oop-detection enable

[DEVICE_NAMENfig)#nterface 1/0/1

[DEVICE_NAME]gnfigif)#loop-detection enable

Managed Industrial Switch

Web Configuration
Advanced Settingsl>0op Detection

Loop Detection

Configuration Settings

State
MAC Address 00:0b:04:2a:aa:ab

Port State Manual Recovery Recovery State Recovery Time (min)

' Apply ‘ ‘ Refresh ‘
Configuration Status

Recovery Time
(min)

b
)
-

Status Recovery State

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

[

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

O 0 NSO UL WN =

Normal

Normal

Normal

Normal

Normal

Normal

Normal

L S T I I S PO T S T T T S

Normal

Parameter Description
Sate Select this option to enable loop guard on the Switch.
Enter the destination MAC address the probe packets will be
MAC Address sent to. If the port receives these same packets the port will
shut down.
Port Select a port on which to configuleop guard protection.
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State SelectEnableto use the loop guard feature on the Switch. Mbus

MODBUS TCP supports different types of data format for reading. The primary four t
SelectEnableto reactivate the port automatically after the PP yp ¢ P y d

L R . . of them are:
00p Recovery designated recovery time has passed.
Specify the recovery time in mites that the Switch will wait - -
Recovery Time  before reactivating the port. This can be between 1 to 60 Data Access Type Function | Function Name Note
minutes. Code
Apply ClickApplyto save your changes to the Switch. Bit access | Physical Discrete | 2 Read Discrete Not support
Inputs Inputs now
Refresh ClickRefreshto begin configuring this screen afresh. Internal Bits or 1 Read Coils Not support
Physical now
Loop Guard Status i
Coils
Port This fielddisplays a port number. Word Physical Input 4 Read Input
access Registers Registers
State This field displays if the loop guard feature is enabled. (16bit X X
Physical Output | 3 Read Holding Not support
access ) i
Status This field displays if the port is blocked. ) Registers Registers now
Loop Recovery This field displays if the loop recovery feature is enabled.
REEOER This fied displays the recovery time for the loop recovery MODBUS Data Map and Information Interpretation of IE Switches

Time (min) feature.

MODBU®aseaddressof switchesis 1001 (decimalfior Function Code 4

Address Data Interpretation | Description
Offset Type

System Information
0x0000 1 word HEX Vendor ID = @b04

0x0001 16words | ASCII SYR2NJ BBCDEFGR N&JD
2ZNR n 1A 68GS T

I+

N

22NR n [BR o6&GsS T
22NR M IR d6&dGs T
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22NR M [DB o0eidsS T Word4l A o&iS I W
22NR H IER o6&dS T Word4[ 2 o0d&@GS I W
22NR H [RR o06&dS T Word51 A o&iS I v
Word3l A o0& S I W Word5[ 2 o6d@S I v
Word3[ 2 o&iS I v Word6l A o&iS I v
Word4l A o&nsS I W Word6[ 2 o0®@S I W
Word4[ 2 o&®S I W Word71 A o0&iGS I v
Word51 A o6&disS I v Word7[ 2 o&WS I W
Word5[ 2 o&®®@S I w Word8l A o@&msS  w
Word6l A o&iS I w Word8[ 2 o a&@sS  w
Word6[ 2 ©0&0S I W 0x0060 16words | ASCII Firmware Release DatéMon Sep 30
0x0020 16words | ASCII t NBRdzOG SWITGES I & 18:51:45H n Mo €
22NR n I o0edsS T 0x0070 3words | HEX Ethernet MAC Address
22NR n W oéidsS T Ex: MAC = 001-02-03-04-05
22NR ™M lId o6&dsS T Word 0 Hi byte = 0 x 00
22NR M [T 0&idGS T Word 0 Lo byte = 0 x 01
22NR H QR o6&dsS T Word 1 Hi byte = 0 x 02
22NR H [HR o6&0GS T Word 1 Lo byte = 0 x 03
0x0040 7 words Product Serial Number Word 2 Hi byte © x 04
Ex: SeriaNo=A000000000001 Word 2 Lo byte =0 x 05
0x0050 12words | ASCII Firmware Versio=¢ 8648-999- 0x0080 Tword | HEX Power 1(PWR) Alarm, DIP switch 1
1.1.0SG need ON
22NR 1 188 o6&Gs8 T 0x0000: no alarm
22NR n [6@ 068GS T 0x0001: input voltage 44V
22NR M 140 o6edGsS T 0x0002: input voltage > 57V
22NR m [8@ o6&iS T 0x0003: No PWR input
22NR H |- o&ilGS T 0x0081 1 word HEX Power 2(RPS) Alarm, DIP switch 1
22NR H [92 o68GS T need ON
Word3l A o688 ' W 0x0000: o alarm
Word3[ 2 o&@sS ' ¢ 0x0001: input voltage 44V
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0x0002: input voltage > 57V
0x0003: No RPSinput

Managed Industrial Switch

0x0090

1 word

HEX

Fault LED Status
0x0000: No
0x0001: Yes

Port Information

0x0100to
0x0109

1 word

HEX

Port 1 to10LinkStatus
0x0000: Link down

0x0001: 10MFultFC_OI (FC: Flow
Control)

0x0002: 10MFultFC_®F
0x00@B: 10M-Half-FC_ ™
0x006%: 10M-Half-FC_®F
0x00(: 100M-FultFC_®!
0x00@5: 100M-FultFC_®F
0x0007: 100M-Half-FC_®
0x00@B: 100M-Half-FC_®F
0x00®: 1000M-FultFC_M
0x0MA: 1000M-FultFC_OFF
0x0MB: 100aM-Half-FC_ M
0x00QC: 100M-Half-FC_OFF
OxFFFF: No port

0x0200to
0x0213
(port 1)
0x0220 to

0x0233
(port 2)

X
0x0320 to

20 words

ASCII

Port 1 to10 Description

t 2NI 5SAONRLINAZY
& MOBTXSFR &

22NR n A o6&d4s8S T
WordOLd &8 idS I' wnQ
22NR M | A o6&d0ds8 T
22NR M [2 oeél r
B

(0p))

0x0333 22NR n | A oedasS T
(port 10) 22NR n [2 o&GS T
22NR p | A o06&dsS T
22NR p [\#QoeGsS T
0x0400to | 2words | HEX Port 1 to10 Tx Packets
0x0413 Ex: port 1 Tx Packet Amount =
(port1to 0x8765432
10) Word 0 8765
Word 1 4321
0x0440 to 2 words | HEX Port 1 to10 Rx Packets
0x043 Ex: port IRx Packet Amount =
(port1to 0x123456
10) Word 0 =0012
Word 1 =3456
0x0480 to 2words | HEX Port 1 to10 TxErrorPackets
0x043 Ex: port 1 TEror Packet Amount =
(port 1 to 0x8765432
10) Word 0 8765
Word 1 #4321
0x040 to 2words | HEX Port 1 to10 RxErrorPackets
0x0403 Ex: port IRXErrorPacket Amount =
(port1to 0x123456
10) Word 0 =0012
Word 1 =3456
STP Information
0x0500 1 word HEX STP Status:
0x0000 : STP is disabled.
0x0001 : STP

0x0002 : RSTP
0x0003 : MSTP
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Xpress Ring Information

Word 0 Hi byte Port ID.

0x0501 1 word

HEX

Xpress Ring Status on the Switch:

0x0000 Disabled
0x0001 Erabled

0x051b

1 word

HEX

Secondary Port of the Xpressg2
Word 0 Hi byte #ort ID.

0x0510 1 word

HEX

Status of Xpresgngl of the Switch
0x0000 Disabled
0x01 :Enabled

0Ox051c

1 word

HEX

Role of Xpressgngl
0x0000 Forwarder
0x0001 Arbiter

0x0511 1 word

HEX

Status of Xpresgng2 of the Switch
0x0000 Disabled
0x0001 Enabled

0x051d

1 word

HEX

Role of Xpressgng?2
0x0000 Forwarder
0x0001 Arbiter

0x0512 3 word

HEX

Destination MAC of the Xpresingl
Word OLobyte =MACO
Word 0 Hi byte MAC1
Word 1 Lobyte =MAC2
Word 1 Hi byte =MAC3
Word 2 Lobyte =MAC4
Word 2 Hi byte =MAC5

0x051e

1 word

HEX

PrimaryPort Status of Xpresgng1l
0x0000 : link down

0x0001 : forwarding

0x0002 : blocking

0x0515 3 word

HEX

Destination MAC of the Xpresing2
Word OLobyte =MACO
Word 0 Hi byte MAC1
Word 1 Lobyte =MAC2
Word 1 Hi byte =MAC3
Word 2 Lobyte =MAC4
Word 2 Hi byte =MAC5

0x051f

1 word

HEX

Secondaryort Status of Xpressngl
0x0000 : link down

0x0001 : forwarding

0x0002 : blocking

0x0520

1 word

HEX

PrimaryPort Status of Xpresgng2
0x0000 : link down

0x0001 : forwarding

0x0002 : bloking

0x0518 1 word

HEX

Primary Port othe Xpresgingl
Word 0 Hi byte #ort ID.

0x0521

1 word

HEX

Secondaryort Status of Xpressng2
0x0000 : link down

0x0001 : forwarding

0x0002 : blocking

0x0519 1 word

HEX

Secondary Port of the Xpressgl
Word 0 Hi byte #ort ID.

0Ox051a 1 word

HEX

Primary Port of the Xpresing2
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CLI Configuration

Node Command Description
enable show modbus This command displays the curren
Modbus configurations.
configure | modbus(disable|enable) This command disables / enables
the Modbus on the switch.

Web Configuration
Advanced SettingsModbus

Modbus

Modbus Setting

State

connection :

Parameter

State

Apply

Refresh

Description

Select this option to enabledisable the Modbu®n the
Switch.

Click Apply to save yo changes to the Switch.

Click Refresh to begin configuring this screen afresh.

Managed Industrial Switch

Power over Ethernet
(Supported ModelsTFPG541i,TFPG102i)

The main advantage of POE is that it can make installing a network eHséeselection

of a locationfor a network device is often limited by wheth#rere is a power source
nearby. This constraint limits equipmepliacement or requires the added time and cost
of having additionatlectrical sources installed. However, with PoE, you can install PoE
compdible devices wherever they are needed without having to waipput whether
there is power source nearby.

Power Sourcindgequipment (PSE)

A device that provides PoE to othertwerk devices is referred to gmwer sourcing
equipment (PSE). Th&igabit WelSmart POESwitch is a PStevice which provides DC
power to the network cable and functions asentral power source for other network
devices.

Powered Devic€PD)

A device that receives power from a PSE device is cafledvareddevice(PD).
Examplesnclude wireless access points, IP phoneshcams, and even other Ethernet
switches.

PD Classes PDs are grouped into five classes. The classes are based on thefamount
power that PDs require. Thgigabit Web Smart PoBwitch supports alfive classes.

Maximum Power
Class Output Power Ranges of the PI

from a Switch Port

0 15.4W 0.44W to 12.95W

1 4.0W 0.44W to 3.84W

2 7.0W 3.84W to 6.49W

3 15.4W 6.49W to 12.95W

4 34.2W 12.85W to 25.5V
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Power Budget

Power budget is the maximum amount of powibat the PoE switch caprovide at one
time to the connected PDs. Port Prioritization As long as the total power requirements
of the PDs is less than the totalailable power of the switch, it can supply power to all
of the PDs.

However, when the PD poweequirements exceed the total avalike power, the
switch denies power to some ports based on a process cpbetdprioritization.

The ports on the PoE switch are assigned to one of three priority |&Nedse levels and
descriptions are listed in TabB Without enough power to support all the porset to
the same priority levedt one time, the switch provides pow&s the ports based on the
port number, in ascending order. For examplvhen all of the ports in thewitch are set
to the low priorityleveland the power requirements arexceeded on the switch, port 1
has the highest priority level, port 2 has thext highest priority level and so forth.

Priority Level Description

This is the highest priority level. Ports set
the Criticd level are guaranteed to receivg
power before any of the ports assigned t(
the other priority levels.

Ports set to the High level receive power
High only when all the ports assigned to the
Critical level are already receiving power
This is the lowst priority level. Ports set tg
the Low level receive power only when al
Low the ports assigned to the Critical and Hig
levels are already receiving power. This
level is the default setting.

Critical

CLI Configuration

Node Command Description

enable show poe This command displays the PoE
configurations and status.

enable show poe schedule port PORT_| This command displays the PoE
port schedule configurations.

configure | poe (disable | enable) This command disables or enables
the global PoE for the Switch.

configure | poe totalpower This command configures the tota
power which the Switch can
support.

interface | poe (disable|enable) This command enables or disableg
the PoE function on the specific
port.

interface | poe priority (critical|high|low) This command configures the

priority of the PoE function for the
specific port.

9 critical: The highest priority.

1 high: The middle priority.

1 low: The lowest priority.
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Web Configuration

Apply ClickApplyto takeeffect the settings.
Advanced SettingsPoE > Configuration
Refresh ClickRefreshto begin configuring this screen afresh.
| PD Alive Check | Schedule X
P PoE Mode Displays the current POE mode.
::,,mr — Total Power Displays the total power that the Switch supports.
Total Power(P) = Current of adaptor(I) * Voltage of adaptor{v)
Max Power Limit Range: 0~240(W) Total Consum'n ) )
. — — 9 Displays the total consuming power for allthe PDs.
State Priority Max Power Limit PoWer
——— External Power .
| aeply | | mefresh | Displays the status of the external power module.
Module
PoE Status
State TR Port Display the Port No.
Total Power (W) 240
V=N CREN Elied 7 State Displays the PoE state for the specific port.
Port State Status Priority Class Max Power Limit(W) CD“S“‘:::S;H (w)
> e oeatine Jone PD Priority Displays the PoE priority for the specific port.
3 Enabled Searching None
a Enabled Searching None Class The field displays #aclass mode which the PSE negotiate wit
. e Mtes None the PD on the specific port.
7 Enabled Searching None Consumlng
8 Enabled Searching None - - e
Displays the consuming power for the specific port.
Power(mW) play gp P P
Power

Parameter Description Displays the power allocated for the specific port.

Allocated(mW)

Selects the POE mode, classification or consumption. Current

PoEMode Classification Allocated power according to class (0 to 4). Status(mA) Displays the currerstatus for the specific port.
Consumption- Allocated power according to the actual need
each PD.
Selects a port or a range of ports that you want to configu

Port .
the PoE function.

—_— SelectEnableto enable the PoE function on the specific port

ate

Selectdisableto disable the PoE function on the specific por

Priority SelectLCritical/ High/ Low priority for the specific port.
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PD Alive Beck

The function has a global state configuration. If the global state configuration is
enabled. The Switch will check the configurations of every port.

LF GKS LIRNIQa adl dS Aaepadive probk Sabkateverit S { ¢ A
interval time. If the host cannot respond when the kegfive probe packet count
is over the retry times, the Switch performs the action, reboot/alarm/all to the
t26SN) 580A0S: RSLISYRAYy3I 2y GKS LR2NIQa 02

Power OFHime (sec):

When PD has been rebooted, the PoE port restored power after the
specified time.

Default:15, range:-320 sec.

Start up Time (sec):

When PD has been start up, the Switch will wait Start up time to do PoE
Auto Checking.

Default: 60, range: 3600 sec.

Interval Time (sec):
Device will send checking message to PD each interval time.
Default: 30, range: 2220 sec.

Action:
The action when the failure detection.

All: Send an alarm message to inform the administrator and then reboot
the PD.

Alarm: Just send an alarm message to inform the administrator.
None Keep Ping the remote PD but does nothing further.
Reboot Cut off the power of the PoE port, make PD rebooted.

CLI Configuration

Node Command Description

enable show pdalive This command didays the
configuration of the PD Alive Chec

%&ﬁg@ré 6d-alﬁles((¥s§bleienable) This command disables or enableg
the global PD Alive Check for the

T X T ANl A X A o SWItCh

y_T/\:IuLId u_/\zy_w i .

interface | pd-alive action This command configures the

(reboot|alarm]all|none) action when the sstem detects

that the host cannot respond the
keep-a-live probe packet.

interface | pd-alive interval VALUE This command configures the
interval to send the keep:-live
probe packets to check if the host
still alive for the specific port.

interface | pd-alive ip IP_ADDR This command configures the Hos
IP address which connects to the
specific port.

interface | pd-alive retrytime VALUE This command configures the retry
times when no response from the
host for the keepa-live probe
packet for the specificqot.

interface | pd-alive poweroff-time VALUE | This command configures the

startup-time VALUE

power-off time and startup time.
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Web Configuration
Advanced SettingsPoE > PD Alive Check

PoE Configuration
Configuration | | Schedule
PD Alive Check Settings

state

Port state 1P Address Interval Power Off Start up

(sec) LEETUIES LERT Time(sec) Time(sec)
S N I s A

| Apply ‘ | Refresh ‘
PD Alive Check Status

State IP Address I'Et;r:)al Retry Times Action Power Off Time(sec) Start up Time(sec)

]
S
R

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

NSO AW N

Parameter Description

State Enables/Disables the PD AlivieeCk.

Port Selects a port or a range of ports which you want to configur

State Enables/Disables the PD Alive Check for the specific port(s)

IP Address Specifies the Host IP address which connects to the port.

Interval The ir?terval to send the packptobes to check if the host is
still alive.

Retry Time The retry times when no response from the host for the keeg

alive probe packet.

The action to the Power Device when the system detects th¢
Action the Power Device cannot respond the kesfive prdbe packet.
The options have Reboot / Alarm / All /None.

When PD has been rebooted, the PoE port restored power ¢

Power Off Time . bower Off Time time.

The Switch waits the Start Up Time to do PoE Auto Checkin

Start Up Time when the PD is rebooting

Apply Click Apply to take effect the settings.

Refresh Click Refresh to begin configuring this screen afresh.

PoE Schedule

The function has a global state configuration. If the global state configuration is
disabled. The Switch will not perform thehedule function. If the global state is
Sylrof SR (KS {6AGOK gAft OKSOl SOSNE L

LT GKS LR2NIQa OKSO]l O2yFAIdzNI A2y A& b
FOGA2Y FT2NJ 0KS aLISOATAO LPYES fdrakpEcifidi days the..
Switch will check the Start time and End Time. If the current time is in the interval
between Start time and End Time, the Switch will perform the action configuration. If
the action is ENABLE, the Switch will send power éqotbrt. If the current time is not in
the interval between Start time and End Time, the Switch will not send power to the
port.

CLI Configuration

Node Command Description

enable show poe schedule port PORT_Il This command displays the PoE
port scheduleconfigurations.

This command disables or enablg
the PoE schedule on the specific
port.

interface | poe schedule (disable|enable)

interface | poe schedule week This command enables or disable
(Sun|Mon|Tue|Wed|Thu|Fri|Sat) | the PoE schedule ahe specific
check (yes|no) day.
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interface | poe schedule week This command configures the Po STP
(Sun|Mon|Tue|Wed|Thu|Fri|Sat) | schedule startime and endtime STP/RSTP
start-time VALUE entime VALUE| on a specific day on the specific

(R)STP detects and breaks network loops and provides backup links bestwiégmes,
bridges or routers. It allows a Switch to interact with other (R)STP compliant switches
your network to ensure that only one path exists between any two stations on the
Web Configuration network.

Advanced SettingsPoE >Schedule

action (enable|disable) port. Users can enabler disable
the PoE on the time period.

PoE The Switch supports Spanning Tree Protocol (STP) and Rapidr§paree Protocol
Configuration |  PD Alive Check (RSTP) as defined in the following standards.

Schedule Setting . IEEE 802.1D Spanning Tree Protocol

Port , IEEE 802.1w Rapid Spanning Tree Protocol
State

Week Check Action Time (hour)
[ meriy ] | nor| [ enber | Fem:lo v Te:aer] | The Switch uses IEEE 802.1w RSTP (Rapid Spanning Tree Protocol) that allows fast
(Topy ) [Teaem) convergence of the spanrgrree than STP (while also being backwards compatible
S with STPonly aware bridges). In RSTP, topology change information is directly
propagated throughout the network from the device that generates the topology
- 1 change. In STP, a longer delay is requietha device that causes a topology change
Crvent Tima Wednesday 6:35:34 first notifies the root bridge and then the root bridge notifies the network. Both RSTP
week Action Start Time (hour) End Time (hour) and STP flush unwanted learned addresses from the filtering database.

Monda Enable
me;da: Enable In STP, the port states are Blocking, Listening nimgrForwarding.
w:.:::::;v E::::: In RSTP, the port states are Discarding, Learning, and Forwarding.
Frida Enable
Saturd:y Enable

PoE Status

Port 1

Sunday Enable

NoteY LYy G(GKA& R20dzySyias a{c¢té NBFSNR (2

Parameter Description STP Terminology
Port Selects a port that you want to configure the PoE schedule , The root bridge is the base of the spanning tree.
function. , Path cost is the cost of transmittiregframe onto a LAN through that port.
Week Select a week day that you want to configure the schedule. Thf—) recomm_ended cost is assigned accord!ng to the speed of the link 1
which a port is attached. The slower the media, the higher the cost.
Enables or Disables the PoE schedule on the specific port fc
Check i . :
defined time period.
Time (Hour) Select the time (in hours) to start and stop the schedule.
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SPEED VALUE RANGE RANGE
Path Cost 4Mbps 250 100 to 1000 1 to 65535
Path Cost 10Mbps 100 50 to 600 1 to 65535
Path Cost 16Mbps 62 40 to 400 1 to 65535
Path Cost 100Mbps 19 10 to 60 1 to 65535
Path Cost 1Gbps 4 3to 10 1 to 65535
Path Cost 10Gbps 2 1to5 1 to 65535

On each bridge, the bridge communicates with the root through the root
port. The root port is the port on this Switch with the lowest path cost to the
root (the root path cost). If there is no root port, then this Switch has been
accepted as the root bridge of the spanning tree network.

For each LAN segment, a designated bridgselected. This bridge has the
lowest cost to the root among the bridges connected to the LAN.

Forward Time (Forward Delay):

This is the maximum time (in seconds) the Switch will wait before changing
states. This delay is required because every $witcist receive information

about topology changes before it starts to forward frames. In addition, each port
needs time to listen for conflicting information that would make it return to a
blocking state; otherwise, temporary data loops might result. Tireweed range

is 4 to 30 seconds.

Max Age:

This is the maximum time (in seconds) the Switch can wait without receiving a
BPDU before attempting to reconfigure. All Switch ports (except for designated
ports) should receive BPDUs at regular intervals. gamt/that age out STP
information (provided in the last BPDU) becomes the designated port for the
attached LAN. If it is a root port, a new root port is selected from among the
Switch ports attached to the network. The allowed range is 6 to 40 seconds.

Managed Industrial Switch

Hello Time:

This is the time interval in seconds between BPDU (Bridge Protocol Data Units)
configuration message generations by the root switch. The allowed range is 1 to
10 seconds.

PathCost:

Path cost is the cost of transmitting a frame on tofdLthrough that port. It is
recommended to assign this value according to the speed of the bridge, the
slower the media, the higher the cost.

How STP Works?

After a bridge determines the lowest cegppanning tree with STP, it enables the root
port andthe ports that are the designated ports for connected LANs, and disables all
other ports that participate in STP. Network packets are therefore only forwarded
between enabled ports, eliminating any possible network loops.

STPaware switches exchange &ge Protocol Data Units (BPDUSs) periodically. When
the bridged LAN topology changes, a new spanning tree is constructed. Once a stabls
network topology has been established, all bridges listen for Hello BPDUs (Bridge
Protocol Data Units) transmitted fronié root bridge. If a bridge does not get a Hello
BPDU after a predefined interval (Max Age), the bridge assumes that the link to the
root bridge is down. This bridge then initiates negotiations with other bridges to
reconfigure the network to restablisha valid network topology.

802.1D STP

The Spanning Tree Protocol (STR)lisk layernetwork protocol that ensures a loep

free topology for any bridged LAN. It is based on an algorithm invent&htia
Permanwhile working for Digital Equipment Corporation. In 981 modetor
computernetworking, STP falls under ti@SI| layef. Spanning tree allows a network
design to include spare (redundant) links to provide automatic backup paths if an acti
link fails, without thedanger of bridge loops, or the need for manual enabling/disabling
of these backup links. Bridge loops must be avoided because they result in flooding tt
network.
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The Spanning Tree Protocol (STP) is defined itEEEStandard802.1D As the name
suggests, it creates a spanning tree within a mesh network of connecteddayétges
(typically Ethernetswitches), and disables those links that are not part of the tree,
leaving asingle active path between any two network nodes.

STP switch port states

Blocking- A port that would cause a switching loop, no user data is sent or
received but it may go into forwarding mode if the other links in use were to
fail and the spanningrée algorithm determines the port may transition to
the forwarding state. BPDU data is still received in blocking state.

Listening- The switch processes BPDUs and awaits possible new information
that would cause it to return to the blocking state.

Leaning- While the port does not yet forward frames (packets) it does learn
source addresses from frames received and adds them to the filtering
database (switching database)

Forwarding- A port receiving and sending data, normal operation. STP still
monitors incoming BPDUSs that would indicate it should return to the blocking
state to prevent a loop.

Disabled- Not strictly part of STP, a network administrator can manually
disable a port

802.1w RSTP
In 1998, the IEEE with document 802.1w introduaacevolution of the Spanning Tree

Protocol: Rapid Spanning Tree Protocol (RSTP), which provides for faster spanning tree

convergence after a topology change. Standard IEEE 8@Pa4{now incorporates
RSTP and obsoletes STP. While STP can take 30 tmBfsstcrespond to a topology
change, RSTP is typically able to respond to changes within a second.

RSTP bridge port roles:

Root - A forwarding port that is the best port from Nonrobtidge to
Rootbridge

Designated A forwarding port for every LAN gment

Alternate - An alternate path to the root bridge. This path is different than
using the root port.

Backup- A backup/redundant path to a segment where another bridge port
already connects.

5

Disabled- Not strictly part of STP, a network admimégbr can manually
disable a port

Edge Port:

They are attached to a LAN that has no other bridges attached. These edge por
transition directly to the forwarding state. RSTP still continues to monitor the por
for BPDUs in case a bridge is connecRSTP can also be configured to
automatically detect edge ports. As soon as the bridge detects a BPDU coming
an edge port, the port becomes a neqlge port.

Forward Delay

The range is from 4 to 30 seconds. This is the maximum time (in secondspthe
device will wait before changing states (i.e., listening to learning to forwarding).

Transmission Limit:

This is used to configure the minimum interval between the transmissions of
consecutive RSTP BPDUs. This function can only be enabled m&&TFhe
range is from 1 to 10 seconds.

Hello Time:

Set the time at which the root switch transmits a configuration message. The
range is from 1 to 10 seconds.

Bridge priority:

Bridge priority is used in selecting the root device, root port, aesighated port.
The device with the highest priority becomes the STA root device. However, if al
devices have the same priority, the device with the lowest MAC address will
become the root device.
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Port Priority:

Set the port priority in the switcH.ow numeric value indicates a high priority. A
port with lower priority is more likely to be blocked by STP if a network loop is
detected. The valid value is from 0 to 240.

Path Cost:

The valid value is from 1 to 200000000. Higher cost paths are mehg tikkbe
blocked by STP if a network loop is detected.

BPDU Guard:

This is a per port setting. If the port is enabled in BPDU guard and receive any
BPDU, the port will be set to disable to avoid the error environments. User must
enable the port by manda

BPDU Filter:

It is a feature to filter sending or receiving BPDUs on a switch port. If the port
receives any BPDUs, the BPDUs will be dropped.

Notice:

If both of the BPDU filter and BPDU guard are enabled, the BPDU filter has the
high priority.

Root Guard:

The Root Guard feature forces an interface to become a designated port to prevent
surrounding switches from becoming a root switch. In other words, Root Guard
provides a way to enforce the root bridge placement in the network. The Root Guard
feature prevents a Designated Port from becoming a Root Port. If a port on which
the Root Guard feature receives a superior BPDU, it moves the port into a
rootinconsistent state (effectively equal to a listening state), thus maintaining the
current Root Bdge status. The port can be moved to forwarding state if no superior
BPDU received by this port for three hello times.

Default Settings:
STP/RSTP:
STP/RSTP mode:
Forward Time:
Hello Time:
MaximumAge:
System Priority:
Transmission Limit:
Per port STP state:
Per port Priority:
Per port Edge port:
Per port BPDU filter:
Per port BPDU guard:
Per port DU Root guard:
Per port Path Cost:
Example: Bandwidth  ->

10 Mbps ->
100 Mbps ->
1 Gbps ->
10 Gbps ->

CLI Configuration

disabled.

RSTP.

15 seconds.

2 seconds.

20 seconds.

32768.

3 seconds.

enabled.

128.

disabled.

disabled.

disabled.

disabled.

depend on port link speed.
STP Port Cost Value
100

19

Node Command Description
This command displays the
enable show s@nningtree active spanning tree information for only
active port(s)
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This command configures the

enable show spannindree blockedports| spanning tree information for only
blocked port(s)
show spanningdree port detall This cgmmanq dlsplay§ the
enable spanning tree information for the
PORT_ID ;
interface port.
. . This command displays the
show spanningree statistics ; : ;
enable spanning tree information for the
PORT_ID .
- interface port.
This commandiisplays the
enable show spanningree summary summary of port states and
configurations
. This command clears spannitrge
enable clear spanningree counters -
statistics for all ports.
enable clear spanningdree counters This command clears spannitrge
PORT_ID statistics for a spefic port.
This command disables / enables
configure | spanningtree (disable | enable) | the spanning tree function for the
system.
spanningtree algorithmtimer This command configures the
configure | forward-time TIME maage bridge imes (forwarddelay,max
TIME helletime TIME age,helletime).
no spanningree algorithm This command configures the
configure | . b g default values for forwardime &
timer .
maxage & hellatime.
configure spanningtree forwardtime <4 | This command configures the
9 30> bridge foward delay time (sec).
configure | no spanningree forwardtime This command configures the
g P default values for forwardime.
configure | spanningtree hellotime <13-10> This command configures the

bridge hello time(sec).

configure | no spanningree helo-time default values for helktime.
configure | spanningtree maxage<640> This command configures the
9 P g bridge message maxge time(sec).
configure | no spanningree maxage This command configures the
g P g g default values fomaxage time.
) . This command configures the
configure | spanningtree mode (rstp|stp) spanning mode.
confiaure spanningtree pathcost method | This command configures the
9 (short|long) pathcost method.
' . o This commad configures the
configure | spanningtree priority<0-61440> priority for the system.
This command configures the
configure | no spanningree priority default values for the system
priority.
This command configures
interface | spanningtree (disable|enable) | enables/disables the STP function
for the specific port.
. ) This command configures
interface spanmngtree bpdufilter enables/disables the bpdufilter
(disable|enable) . -
function for the specific port.
spanningtree bpduguard This command configures
interface P hdug enables/disable¢he bpduguard
(disable|enable) . o
function for the specific port.
spanningtree rootquard This command enables/disables tk
interface P g BPDU Root guard port setting for
(disable|enable) .
the specific port.
. This command endés/disables the
. spanningtree edgeport ) e
interface . edge port setting for the specific
(disable|enable)
port.
interface | spanningtree cost VALUE This command configures the cost

for the specific port.
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Cost range: 16-bit based value range-85535,
16-bit based value range-85535, 32-bit based value rarg1-
32-bit based value range-1 200000000.
200000000. if-range no spanningree cost This command configures Fhe path
interface no spaningtree cost - - .
cost to default for the specific port. spanningtree portpriority <0 This command configures the port
_ ity <0 This command configures the port if-range 220> portp y priority for the specific port.
interface zzgr;mngtree port-priority < priority for the specific port. Default: 128.
Default: 128. This command configures the port
This command configures the port if-range no spanningree port-priority priority to default for the specific
interface | no spanningree port-priority priority to default for the specific port.
port.
configure interface range This command enters the interface Web Configuration
9 glgabltethel’net1/0/PORTLISTS Configure node. Advanced Settings > STP > General Settings
This command COﬂﬁgUI’ES Spanning Tree Protocol

if-range spanningtree (disable|enable) | enables/disables the STP function
for the specific port.

| Port Parameters STP Status

Spanning Tree Protocol Settings

This command configures

. spanningtree bpdufilter . ) State
if-range (disable[enable) enab_les/dlsables the_ ppdufllter e
function for the specific port.
Bridge Parameters
. Thiscommand configures
if.range | SPanningtree bpduguard enables/disables the bpduguard Forward Delay (Rl (Range:a-s0) e
(d|Sab|e|enab|e) . - Max Age (Range:6-40) Relationships:
function for the specific port. . = : 2*(Forward Delay-1) >= Max Age
Hello Time 2 Range:1-10 Max Age >= 2*(Hello Time+1)
. This command enables/disables th Priority (Range:0-61440)
. spanningtree rootguard :
if-range : BPDU Root guard port setting for Pathcost Method  [EIINIIR
(disable|enable) e
the specific port. R
: This command enables/disables th
if-range spanningtree edgeport edge port setting for the specific
(disable|enable) ort
port. Parameter Description
This command configures the cost SelectEnabledto use Spanning Tree Protocol (SaiPRRapid
if-range spanningtree cost VALUE for the specific port. State P 9 P

Spanning Tree Protocol (RSTP).

Cost range:
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. Select to use either Spanning Tree Protocol (STP) or Rapid according to the speed of the bridge. The slower the media,
Spanning Tree Protocol (RSTP). the higher the cost.
This is the maximum time (in seconds) the Switch will wait
before changing states. This delay is riegd because every Port Parameters
switch must receive information about topology changes Advanced Settings > STP > Port Parameters
Forward Time before it starts to forward frames. In addition, each port nee: Spanning ree Protorol
time to listen for conflicting information that would make it
return to a blocking state; otherwise, temporary dateps e |
might result. The allowed range is 4 to 30 seconds. Hott Barameters Setiing s
This is the maximum time (in seconds) the Switch can wait Active  Path Cost Priority Edge Port ‘;I':t"elr' 3.':3:.’: ggg{i

without receiving a BPDU before attempting to reconfigure. . mom o oW e e e
All Switch ports (except for designated ports) should receive
BPDUs ategular intervals. N .
Max Age Any port that age out STP information (provided in the last Port Status
BPDU) becomes the designated port for the attached LAN.
is a root port, a new root port is selected from among the

BPDU

Status Path Cost Priority Edge Port Guard

1 Enabled Discarding isabl. d d
Switch ports attached to the network. The allowed rangé P Enabled Discarding isabl d d
to 40 Seconds. 3 Enabled Discarding isabl. d led
4 Enabled Discarding isabled d d
This is the time interval in seconds between BPDU (Bridge B Enabled Discarding Disabled | Disabled | Disabled | Disabled
Hello Time Protocol Data Units) configuration message generations by fg_Enabled Discarding Dizabledll Disabled | Disabled |EDisabled
7 Enabled Discarding Disabled | Disabled | Disabled | Disabled
root switch. The allowed range is 1 to 10 seconds. s T Discarding Disabled | Disabled | Disabled | Disabled
PR . . . . 9 Enabled Discarding Disabled | Disabled | Disabled | Disabled
Prlquty 1S Used in deterrr_“nlng the rOSWltCh, rOO.t p_ort and Enabled Discarding Disabled | Disabled | Disabled | Disabled
designated port. The switch with the highest priority (lowest Enabled Discarding Disabled | Disabled | Disabled | Disabled
numeric value) becomes the STP root switch. If all switches Enabled Discarding Disabled | Disabled | Disabled | Disabled
have the same priority, the switch with the lowest MAC Enapled Discarding pizabledybisabled] LDisableft| BDisabled
. . Enabled Discarding Disabled | Disabled | Disabled | Disabled
address will then become the root switch. e DG Tl T e e

Priority Enter a ValUérom 0~61440 Enabled Discarding Disabled | Disabled | Disabled | Disabled
The lower the numeric value you assign, the higher the priol
for this bridge.

Priority determines the root bridge, which in turn determines
the Root Hello Time, Root Maximum Age and Root Forward
Delay.

Parameter Desciption

Port Selects a port that you want to configure.

Enables/Disables the spanning tree function for the specific

Active
port.

Path cost is the &1 of transmitting a frame on to a LAN

Pathcost . . . : o
through that port. It is recommended to assign this value Path Cost Configures the path cost for the specific port.
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Priority
Edge Port

BPDU Filter
BPDU Guard

ROOT Guard

Port Status
Active

Role

Status

Path Cost
Priority

Edge Port
BPDU Filter
BPDU Guard
ROOT Guard

Configures the priority for the specific port.

Configures the port type for the specific port. Edge or Non
Edge.

Enables/Disables the BPDU filter function for the specific pc
Enables/Disables the BPDU guard function for the specific |

Enable/Disables the BPDU root guard function for the speci
port.

The state of the STP function.

The port role. Should be one of the Alternated / Designated
Root / Backup / None.

¢KS LIR2NIQa &l Grdzdigcardirig 2Rletkivg /¢
Listening / Learning / Forwarding / Disabled.

¢KS LR2NIQa LI dK O2ado

¢CKS LE2NIQa LINA2NRGE®

The state of the edge function.

The state of the BPDU filter function.

The state of the BPDU guard function.

The state of the BPDU Root guard function.

STP Status
Advanced Settigs > STP > STP Status
Spanning Tree Protocol
General Settings Port Parameters
Current Root Status
MAC Address Priority Hello Time Forward Delay

Current Bridge Status

Forward

Path Cost Root Port
Delay

MAC Address Priority Max Age Hello Time

=

Parameter Description

Current Root Status
MAC address This is the MAC address of the root lg&d

Rootrefers to the base of the spanning tree (the root bridge)
Priority ¢CKA&a FTASER RAALIX I &@a GKS Ne:z
also be the root bridge.

This is the maximum time (in seconds) the Switch can wait

MAX Age without receivinga configuration message before attempting
to reconfigure.
This is the time interval (in seconds) at which the root switct
Hello Time transmits a configuration message. The root bridge

determines Hello Time, Max Age and Forwarding Delay.

This is the time (in seconds) the root switch will wait before

Forward Delay changing states.
Current Bridge Status
MAC address This is the MAC address of the current bridge.

Priority is used in determining the root switch, root port and
Priority designated port The switch with the highest priority (lowest
numeric value) becomes the STP root switch. If all switches
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MAX Age

Hello Time

Forward Delay

Path Cost

Root Cost

have the same priority, the switch with the lowest MAC
address will then become the root switch.

Priority determines the root bridge, which in tudetermines
the Root Hello Time, Root Maximum Age and Root Forward
Delay.

This is the maximum time (in seconds) the Switch can wait
without receiving a BPDU before attempting to reconfigure.
All Switch ports (except for designated ports) slaodceive
BPDUs at regular intervals.

Any port that age out STP information (provided in the last
BPDU) becomes the designated port for the attached LAN.
is a root port, a new root port is selected from among the
Switch ports attached to the network

This is the time interval in seconds between BPDU (Bridge
Protocol Data Units) configuration message generations by
root switch.

This is the maximum time (in seconds) the Switch will wait
before changing states. Thisleg is required because every
switch must receive information about topology changes
before it starts to forward frames. In addition, each port nee:
time to listen for conflicting information that would make it
return to a blocking state; otherwise, tempry data loops
might result.

Path cost is the cost of transmitting a frame on to a LAN
through that port. It is recommended to assign this value
according to the speed of the bridge. The slower the media,
the higher the cost.

Th is the number of the port on the Switch through which tl
Switch must communicate with the root of the Spanning Tre
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Security The DHCP snooping binding dadab contains the MAC address, the IP address, the
lease time, the binding type, the VLAN number, and the interface information that
IP Source Guard corresponds to the local untrusted interfaces of a switch.

IP Source Guard is a security feature that restricts IP traffic on untrusted Layer 2 ports
by filtering traffic based on the DHCP snooping binding database or manually
configured IP source bindings. This feature helps prevent IP spoofing attacks when a
host tries to spoof and use the IP address of another host. Any IP traffic coming into the
interface with a surce IP address other than that assigned (via DHCP or static
configuration) will be filtered out on the untrusted Layer 2 ports.

When a switch receives a packet on an untrusted interfacethednterface belongs to

a VLAN in which DHCP snooping is enabled, the switch compares the source MAC
address and the DHCP client hardware address. If addresses match (the default), the
switch forwards the packet. If the addresses do not match, the switops the packet.

] ) o ) ) The switch drops a DHCP packet when one of these situations occurs:
The IP Source Guard feature is enabled in combination with the DHCP snooping feature

on untrusted Layer 2 interfaces. It s and maintains an IP source binding table that V. Apacketirom a DHCP server, such as a DHCPOFFER, DHCPACK, DHCF
is learned by DHCP snooping or manually configured (static IP source bindings). An DHCPLEASEQUERY packet, is received from the untrusted port.

entry in the IP source binding table contains the IP address and the associated MAC and V' A packet is received on an untrestinterface, and the source MAC address
VLAN numbers. The IP Source Gusslipported on Layer 2 ports only, including and the DHCP client hardware address do not match any of the currer
access and trunk ports. bindings.

Use DHCP snooping to filter unauthorized DHCP packets on the network and to build
the binding table dynamically. This can prevent ¢idnom getting IP addresses from
unauthorized DHCP servers.

The IP Source Guard features include below functions:

1. DHCP Snooping.
2. DHCP Binding table.
3.  ARP Inspection.
4 Blacklist Filter. (arinspection madilter table) Every port is either a trusted port or an untrusted port for DHCP snooping. This setting
is independent of the trusted/untrusted setting for ARP inspection. Youatso specify
) the maximum number for DHCP packets that each port (trusted or untrusted) can
DHCP Snooping receive each second.
DHCRnooping is a DHCP security feature that provides network security by filtering
untrusted DHCP messages and by building and maintaining a DHCP snooping binding
database, which is also referred to as a DHCP snooping binding table.

Trusted vs. Untrusted Ports

Trusted portsare connected to DHCP servers or other switches. The Switch discards
DHCP packets from trusted ports only if the rate at WHitHCP packets arrive is too
high. The Switch learns dynamic bindings from trusted ports.

DHCP snooping acts liadirewall between untrusted hosts and DHCP servers. You can Note: The Switch will drop all DHCP requests if you enable DHCP snooping and there
use DHCP snooping to differentiate between untrusted interfaces connected to the end  gre no trusted ports.

user and trusted interfaces connected to the DHCP server or another switch.

Untrusted portsare connected to subscribers. The Switiscdrds DHCP packets from
untrusted ports in the following situations:
The packet is a DHCP server packet (for example, OFFER, ACK, or NACK).

5
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The source MAC address and source IP address in the packet do not match any of
the current bindings.

The packetis a RELEASE or DECLINE packet, and the source MAC address ani
source port do not match any of the current bindings.

The rate at which DHCP packets arrive is too high.

DHCP Snooping Database

The Switch stores the binding table in volatile memoryhéf $witch restarts, it loads
static bindings from permanent memory but loses the dynamic bindings, in which case
the devices in the network have to send DHCP requests again.

Configuring DHCP Snooping
Follow these steps to configure DHCP snooping orSthigch.

1. Enable DHCP snooping on the Switch.
2. Enable DHCP snooping on each VLAN.
3.  Configure trusted and untrusted ports.
4 Configure static bindings.

Note:

The Switch will drop all DHCP requests if you enable DHCP snooping and there are
no trusted pots.

If the port link down, the entries learned by this port in the DHCP snooping
binding table will be deleted.

You must enable the global DHCP snooping and DHCP Snooping for vlan first.

The main purposes of the DHCP Snooping are:
1. Create and maintaibinding table for ARP Inspection function.
2. CAtGSNIGKS 51/t aSNBSNRa LIk O1Sda GKI

port.

|

DHCP Snooping

[

10

DHCP Client @ DHCP Server-2 DHCP Server-1

The DHCP server connected to antusted port will be filtered.

12

16 18 26

oas——

Default Settings
The DHCP snooping on the Switcklisabled.
The DHCP snooping is enabled in VLAN(S): None.

Maximum Maximum

Port Trusted Host Count Port Trusted Host Count
1 no 32 2 no 32
3 no 32 4 no 32
5 no 32 6 no 32
7 no 32 8 no 32
no 32 10 no 32
11 no 32 12 no 32
13 no 32 14 no 32
15 no 32 16 no 32
Notices . A N e < Axc x4
u uxK SThe5reI a/reta gI&ng glt‘?tesa'r\\g p(e)rQVIYAKI gté)teus.a Uz by dzy i N

When the global state is disabled, the DHCP Snooping on the Switch is disablec
even per VLAN states araabled.

When the global state is enabled, user must enable per VLAN states to enable t
DHCP Snooping on the specific VLAN.
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VLAN 1: port 1-10. 5. If you configure a static host entry in the DHCP snooping binding table, and thq
DHCP Cliert: connect to port 3. you wantto change the host to DHCP client, the host will not get a new IP fror
DHCP Server: connect to port 1. DHCP server, and then you must delete the static host entry first.
Procedures: CLI Configuration
1. Default environments: Node Command Description
A. DHCP Cliert: ipconfig /release enable show dhcpsnooping This command displays the curren
B. DHCP Cliert: ipconfig /renew DHCP snqgaing configurations.

C DHCP Cliertt can get an IP address. configure | dhcp-snooping (disable|enable) | This command disables/enables tH

DHCP snooping on the switch.

2. Enable the global DHCP Snooping. configure | dhcpsnooping vlan VLANID This command enables the DHCP
A. [DEVICE_NAMEgNfig)#lhcpsnooping shooping function on a VLAN or
B. DHCP Cliert: ipconfig /release range of VLANS.
C. DHCP Cliertt: ipconfig /renew configue | no dhcpsnooping vian VLANID | This command disables the DHCP
C DHCP Gint-1 can get an IP address. snhooping function on a VLAN or
range of VLANS.
3. Enable the global DHCP Snooping and VLAN 1 DHCP Snooping. configure | dhcpsnooping server IPADDR | This command configures a valid
A. [DEVICE_NAMEKnfig)#ihcpsnooping DHCP server.
B. [DEVICE_NAMEWnNfig)#lhcpsnooping vlan 1 interface | dhcp-snooping host This command configurebé
C. DHCP Cliert: ipconfig /release maximum host count for the
D. DHCP Cliert: ipconfig /renew specific port.
C DHCP Cliert cannot get an IP address. interface | no dhcpsnhooping host This command configures the
: Because the DHCP server connects to-&ust port. maximum host count to default for
the specific port.
4. Enable the global DHCP Snooping and VLAN 1 DHCP Snooping. interface | dhcp-snooping trust This command c.o.nfigures the trusi
A. [DEVICE_NAMEJ¢nfig)#ihcpsnooping port for the specific port
B. [DEVICE_NAME¢nfig)#ihcpsnooping vian 1 interface | no dhcpsnooping trust This command configures the un
C. [DEVICE_NAMEnfig)sinterface gi1/0/1 trust port for the specific port.
D. [DEVICE_NAMEWNfigif)#dhcpsnooping trust configure | interface range This command enters the interface
E. DHCP Cliert: ipconfig /release gigabitethernetl/0/ PORTLISTS| configure node.
F. DHCP Cliert: ipconfig /renew

C DHCP Cliert can get an IP address.
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if-range dhcp-snooping host This commad configures the
maximum host count for the

specific ports.

if-range no dhcpsnooping host This command configures the
maximum host count to default for

the specific ports.

if-range dhcp-snooping trust This command configures the trusi

port for the specific ports.

if-range no dhcpsnooping trust This command configures the un

trust port for the specific ports.

Example:
[DEVICE_NAMHE}#Nnfigure terminal
[DEVICE_NAMEgnfig)#ihcpsnooping enable
[DEVICE_NAMEJgnfig)#hcpsnooping vlian 1
[DEVICE_NAMElgnfig)#nterface 1/0/1
[DEVICE_NAMEgnfigif)#dhcpsnooping trust

Web Configuration
DHCP Snooping
Security > IP Source Guard > DHCP Snooping > DHCP Snooping

DHCP Snooping

] Server Screening | Port Settings

DHCP Snooping Settings

state
vansee DT I

|v Apply | ‘ Refresh ‘

DHCP Snooping Status

DHCP Snooping -
State Disabled
Enabled on VLAN B [:1i1-)

Parameter Description
SelectEnableto use DHCP snooping on the Swittou still
have to enable DHCP snooping on specific VLANs and spec
trusted ports.

State

Note: The Switch will drop all DHCP requests if you enable
DHCP snooping and there are no trusted ports.

SelectDisableto not use DHCP snooping.

SelectAdd and enter the VLAN IDs you want the Switch to
enable DHCP snooping on. You can designate multiple VLA

individually by using a comma (,) and by range with a hyphe
VLAN State )

SelectDeleteand enter the VLAN IDs you no longer want the
Switch to use DHCP sying on.

Apply ClickApplyto take effect the settings.
Refresh ClickRefreshto begin configuring this screen afresh.

DHCP Snooping Status

DHCP Snooping  This field displays the current status of the DHCP snooping
State feature, Enabledor Disabled.

This field displays the VLAN IDs that have DHCP snooping
Enabled on VLAN enabled on them. This will displ&oneif no VLANS have been
set.
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DHCP Server Screening
The Switch supports DHCP Server Screening, a feature that denies accesg OGP

servers. That is, when one or more DHCP servers are present on the network and both
ASNBAOSE (2 RAFTFSNBYyU RAAGA

LINE GARS 51/t
packets will be passed to the client.

If you want to enable this featurepy must enable the DHCP Snooping function first.
The switch allows users to configure up to three valid DHCP servers.

If no DHCP servers are configured, it means all DHCP server are valid.

CLI Configuration

Node Command Description

This command displays the valid
DHCP server IP.

enable show dhcpsnooping server

configure | dhcp-snooping server IPADDR | This command configures a valid
51/t aSNBSNDna Lt

configure | no dhcpsnooping server IPADD| This command removes a valid
51/t aSNWSNDna Lt

Web Coffiguration
Security > IP Source Guard > DHCP Snooping > Server Screening

DHCP Snooping

DHCP Snooping Port Settings

Server Screening Setting

DHCP Server IP Address

Server Screening List

No. IP Address

Parameter Description

IP Address ¢CKA&d FTASER O2yFA3Idz2NBa GKS ¢
Apply Click Apply to configure the settings.

Refresh Click Refresh to begin configogi this screen afresh.

Server Screening List

This field displays the index number of the DHCP server ent|

No. Click the number to modify the entry.
IP Address This field displays the IP address of the DHCP server.
Action Click Delete to remove a chigured DHCP server.

Port Settings
Security > IP Source Guard > DHCP Snooping > Port Settings
DHCP Snooping

DHCP Snooping | Server Screening |

Port Settings

From: FEEI To:
[ No v |

Maximum Host .
Count (Range: 1-32)

| Apply ‘ | Refresh '

Port Status

Maximum Host Count

Trusted Maximum Host Count Trusted
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Parameter

Port

Trust

Maximum Host
Count

Description

Select a port number to modify its maximum host count.

Configures the specific port if it is a trust port.

Enter the maximum number of hosts-8R) that are permitted
to simultaneously connect to a port.

Example:

[DEVICE_NAMHE}#Nnfigure terminal

[DEVICE_NAMENfig)#lhcpsnooping binding mac 00:11:22:33:44:55 ip
1.1.1.1vlan 1 port 2

[DEVICE_NAMEJ§nfig)tho dhcpsnooping binding mac 00:11:22:33:44:55
[DEVICE_NAMEHow dhcpsnoging binding

Apply Click Apply to take effect the settings.
) ) o ) Web Configuration
Refresh Click Refresh to begin configuring this screen afresh. Static Entry Settings
Security > IP Source Guard > Binding Table > Static Entry Settings
Binding Table DHCP Snooping Binding Table

The DHCP Snooping bingd table records the host information learned by DHCP |  Binding Table
snooping function (dynamic) or set by user (static). The ARP inspection will use this
table to forward or drop the ARP packets. If the ARP packets sent by invalid host, they

will be dropped. If the Lese time is expired, the entry will be removed from the table.

Static Entry Settings

MAC Address
IP Address
VLAN ID

Port

Static bindings are uniquely identified by the MAC address and VLAN ID. Each MAC
address and VLAN ID can only be in one static binding. If you try to create a static
binding with the same MA&ddress and VLAN ID as an existing static binding, the new
static binding replaces the original one.

] Apply l ’ Refresh

Static Binding Table

No. MAC Address IP Address Lease(hour) VLAN Type Action

CLI Configuration

Node Command Description B Description
enable show dhcpsnooping binding This command displays the curren ; -
DHCP snooping binding table. MAC Address Enter the source MAC address in the binding.
configue | dhcp-snooping binding mac This command configures a static IP Address Enter the IP address assigned te tMAC address in the
MAC_ADDR ip IP_ADDR vlan | host into the DHCP snooping binding.
VLANID port PORT_NO binding table. VLAN ID Enter the source VLAN ID in the binding.
configure | no dhcpsnooping binding mac | This command removes a static
MACADDR host from the DHCP soping Port Specify the port in the binding.
binding table.
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Binding Table

Static Binding Table _ o o
Security > IP Source Guard > Binding Table > Binding Table

This field displays a sequential number for each binding. Clic

No. y= Bindings are used by DHCP snooping and ARP inspectioninguish between
to update an existing entry. authorized and unauthorized packets in the network. The Switch learns the dynamic
MAC Adiress This field displays the source MAC address in the binding. b|nd.|ngs by snooping DHCP packets and from information provided manually in the
Static Entry Settingscreen.
IP Address This flelt_j displays the IP address assigned to the MAC addr
the binding.
DHCP Snooping Binding Table
Lease (Hour) This field displays how long the binding is valid. — |
atic Entry
VLAN This field displays thsource VLAN ID in the binding. DHCESuoapg RaBR kanie
Port This field displays the port number in the binding. SRR e o — i
*You can select the dynamic entry and convert it to static status.
This field displays how the Switch learned the binding. *All P E— e e
|
Tvpe Static This binding was learned from information provided e e (e
yp manually by an administrator. e | -
Dynamic This binding was learned by snooping DHCP packe
) ) » Parameter Description
Action ClickDeleteto remove the specified entry.

MAC Address This fidd displays the source MAC address in the binding.

IP Address This field displays the IP address assigned to the MAC addrt

the binding.
Lease This field displays how long the binding is valid.
VLAN This field displays the source VLAN ID elimding.
Port This field displays the port number in the binding. If this field
blank, the binding applies to all ports.
This field displays how the Switch learned the binding.
Type Static This binding was learned from information provided

manually by an administrator.
Dynamic This binding was learned by snooping DHCP pack¢
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ARP Inspection

Dynamic ARP inspection is a security feature which validates ARP packet in a network
by performing IP to MAC address binding inspection. Those wslidoed in a trusted
database (the DHCP snooping database) before forwarding. Dynamic ARP intercepts,
logs, and discards ARP packets with invalihiMAC address bindings. This capability
protects the network from certain maim-the-middle attacks.

Dynamic ARP inspection ensures that only valid ARP requests and responses are
relayed. The switch performs these activities:

, Intercepts all ARP requests and responses on untrusted ports.

. Verifies that each of these intercepted packets has a valitb-lFRAC address

binding before it updates the local ARP cache or before it forwards the packet to
the appropriate destination.

Trusted and untrusted port

. This setting is independent of the trusted and untrusted setting of the DHCP
snooping.

. The Switch does naliscard ARP packets on trusted ports for any reasons.

The Switch discards ARP packets ofliudbiza 6 SR L2 NI a A ¥

in the ARP packets does not match any of the current bindings.

., Normally, the trusted ports are the uplink port and tlwatrusted ports are
connected to subscribers.

Configuration:

Users can enable/disable the ARP Inspection on the Switch. Users also can
enable/disable the ARP Inspection on a specific VLAN. If the ARP Inspection on the
Switch is disabled, the ARP Insji@t is disabled on all VLANs even some of the VLAN
ARP Inspection are enabled.

Default Settings
The ARP Inspection on the Switch is disabled.
The age time for the MAC filter is 5 minutes.
ARP Inspection is enabled in VLAN(S): None.

iKS

Notices

There are a global state and per VLAN states.

Trusted Port Trusted
no 2 no
no 4 no
no 6 no
no 8 no
no 10 no
no 12 no
no 14 no
no 16 no

V  When the global state is disabled, the ARP déasipn on the Switch is disabled
even per VLAN states are enabled.

V  When the global state is enabled, user must enable per VLAN states to enal

the ARP Inspection on the specific VLAN.

aSYRSNDa

CLI Configuration

AYF2NXYIGAZY

Node Command Description
enable show arpinspecton This command displays the curren
ARP Inspection configurations.
configure | arp-inspection (disable | enable)| This command disables/enables th
ARP Inspection function on the
switch.
configure | arp-inspection vlan VLANID This command enables theRP

Inspection function on a VLAN or
range of VLANS.
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configure | no arpinspection vlan VLANID | This command disables the ARP
Inspection function on a VLAN or
range of VLANS.

interface | arp-inspection trust This command configures the trusit
port for the specific port.

interface | no arpinspection trust This command configures the un
trust port for the specific port.

Example:

[DEVICE_NAME#Nfigure terminal
[DEVICE_NAMENnfig)#arp-inspection enable
[DEVICE_NAMEgnfig)#rp-inspection vian 1

[DEVICE_NAMEnfig)#interface 1/0/1

[DEVICE_NAMENfigif)#arp-inspection trust

Web Configuration
Security > IP Source Guard > ARP Inspection > ARP Inspection

ARP Inspection

| Filter Table

ARP Inspection Settings

State

VLAN State

Trusted Ports

Select All

Deselect All

2 4

8

1

ARP Inspection Status

ARP Inspection
State

Disabled

LD RY U B None

Trusted Ports None

Parameter

State

VLAN State

Trusted Ports

Select All

Deselect Al

Appy

Refresh

Managed Industrial Switch

Description

Use this toEnableor DisableARP inspection on the Switch.

Enter the VLAN IDs you want the Switch to enable ARP
Inspection for. You can designate multiple VLANS individuall
using a comma (,) and by range with a hyphén (

Select the ports which are trusted and deselect the ports whi
are untrusted.

The Switch does not discard ARP packets on trusted ports ft
any reason.

The Switch discards ARP packets on untrusted ports in the
following situations:

w ¢KS aSyRSNDa
any of the current bindigs.

w ¢KS NIYaGS Fd 6KAOK !'wt LI C
specify the maximum rate at which ARP packets can arrive ¢
untrusted ports.

AYTF2NXEGAZ2Y

Click his to set all ports to trusted.
Click this to set all ports to untrusted.
ClickApplyto add/modify the settings.

Clickrefreshto begin configuring this screen afresh.

ARP Inspection Status

ARP Inspection

State

Enabled or’VLAN

Trusted Ports

This field displays the current status of the ARP Inspection
feature, Enabledor Disabled

This field displays the VLAN IDs that have ARP Inspection
enabled on them. This will display None if no VLANs have b
set.

This field displays the ports which are trusted. This will displ:
Noneif no ports are trusted.
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Filter Table configure | no arpinspection madilter mac | This command removes an entry
Dynamic ARP inspections validates the packet by performing IP to MAC address binding MACADDR vlan VLANID from the ARP inspection MAC filte
inspection stored in a trusted database (the DHCP snooping database) before table.

forwarding the packet. When the Switch identifies an unauthorized ARP packet, it
automaticallycreates a MAC address filter to block traffic from the source MAC address
and source VLAN ID of the unauthorized ARP packet. The switch also periodically Web Configuration

deletes entries if the agéme for the entry is expired. Security > IP Source Guard > ARPection > Filter Table

ARP Inspection

If the ARP Inspection is enabled and Bystem detects invalid hosts, the system ARP Inspection |
will create a filtered entry in the MAC address table.

When Port link down and ARP Inspection was disabled, Switch will remove the
MACGHilter entries learned by this port.

When Port link down and ARP Inspectioaswenabled, Switch will remove the
MACHilter entries learned by this port.

The maximum entry of the MAC address filter table is 256. No. MAC Address VLAN Port Expiry(min) Action
When MAC address filter table of ARP Inspection is full, the Switch receives
unauthorized ARP packet, and it automatigaireates a SYSLOG and drop this ARP
packet. The SYSLOG event happens on the first time.

Filter Age Time Settings

Filter Age Time minutes (Range: 1-10080)

[ apply | | Refresh|

Filter Table

Parameter Description

Default Settings This setting has no effect on existing MAC address filters.

The masdfilter age time: 5 minutes. (O; No age . .
h ) ¢ | . @ ge) Enter how long (L0080 minutesjhe MAC address filter
T_ € maximum malter entries:  256. Filter Age Time  remainsin the Switch after the Switch identifies an
CLI Configuration unauthorized ARP phet. The Switch automaticaliieletes the
Node Command Description MAC address filteafterwards.
enable showarp-inspection masfilter This command displays the curren Apply ClickApplyto add/modify the settings.
ARP Inspection filtered MAC.
. . . . . . Refresh Click Refresh to begin configuring this screen afresh.
configure | arp-inspection macfilter age This command configures the age
VALUE t!me for the ARP inspection MAC Fler Talble
filter entry.
configure | clear arpinspection madilter This command clears all of entries No. This field displays a sequential number for each@/address
in the filter table. i
MAC Address ;IT; field displays the source MAC address in the MAC addr
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4. Filter a range of destination MAC address.

VLAN This field displays the source VLAN ID in the MAC address f
Commanddestination mac MACADDR MACADDR
Port This field displays the source port of the discarded ARP pacl The second MACADDR is a maskefample: ffff.ffff.0000
. . This field displays how long (in minutes) the MAC address fil
Expry (min) . .
remains in the Switch. L3 ACL Support:
Action ClickDeleteto remove the record manually. 1.Filter a specific source IP address.

Commandsource ip host IPADDR

This field displays the current number of MAC address filters . - I
2. Filter a specific destination IP address.

Total that were created because the 8gh identified unauthorized
ARP packets. Commanddestination ip host IPADDR
3. Filter a range of source IP address.
: C d » IPADDR IPADDR
Access Control Li$ACL) ommandsourcep

. . . - ) _ The second IPADDR is a mask, for example: 255.255.0.0
L2 Access control ligACL is a list of permissions attached to an object. The list

specifies who or what is allowed to access the object and what operations are allowed 4.Filter a range of destination IP address.
to be perforned on the object. Commanddestination ip IPADDR IPADDR

L2 ACL function allows user to configure a few rules to reject packets from the specific L4 ACL Support:

AyaNBaa LRNI& 2N FEt LRNIA® ¢KS&S NUzA S& 6 Af Hiter@ USPOLP bl pokdt O1 SGaQ &a2dNDS a!/ F
destination MAC address. If packets match these rulessyiseem will do the actions
GdRSyeé¢d aRSyeéeé¢ YSIHya NB2SOGAy3d GkSasS LI O
The Action Resolution engine collects the information (action and metering results)

from the hit entries: if more than one rule matches, the actions and meter/counters are ~ DefaultSettings:

taken fromthe policy associated with the matched rule with highest priority. Maximum profile: 64.

2. Fijlter a UDP/TCP destination port.
Szu eJl (CED P

Maximum profile name length: 16.
L2 ACL Support:

1. Filter a specific source MAC address.
Commandsource mac host MACADDR
2. Filter a specific destination MAC address.
Commanddestination mac host MACADDR
3. Filter a ange of source MAC address.
Commandsource mac MACADDR MACADDR
The second MACADDR is a mask, for example: ffff.ffff. 0000

Notices
The ACL name should beombination ofalphanumeric characters
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Node Command Description

enable show accestist This command displays all of the
acass control profiles.

configure | accesdist STRING iptype This command creates a new acce

(ipv4|ipv6) control profile.

Where the STRING is the profile
name. And you can specify the
type, ipv4 or ipve6.

configure | no accesdist STRING This command deletean access

control profile.

acl

show

This command displays the curren
access control profile.

acl

action (disable|drop|permit)

This command actives this profile.
disable¢ disable the profile.

drop ¢ If packets match the profile,
the packets will beropped.
permit ¢ If packets match the
profile, the packets will be
forwarded.

acl

action dscp remarking <63>

This command actives this profile
and specify that it is for DSCP
remark. And configures the new
DSCP value which will be override
to all packets matched this profile.

acl

action 802.1p remarking <p>

This command actives this profile
and specify that it is for 802.1p
remark. And configures the new
802.1p value which will be override
to all packets matched this profile.

acl

802.1p VAUE

This command configures the

802.1p value for the profile.

acl dscp VALUE This command configures the DS(C
value for the profile.
acl destination mac host MACADDH This command configures the
destination MAC and mask for the
profile.
acl destination mac MACADDR This command configures the
MACADDR destination MAC and mask for the
profile.
acl destination mac MACADDR This command configures the
MACADDR destination
MAC and mask for the profile. The
second MACADDR parameter is th
mask forthe profile.
acl no destination mac This command removes the
destination MAC from the profile.
acl ethertype STRING This command configures the ethe
type for the profile. Where the
STRING is a hexdecimal value. e.
08AA.
acl no ethertype This command removes the
limitation of the ether type from
the profile.
acl source mac host MACADDR This command configures the
source MAC and mask for the
profile.
acl source mac MACADDR This command configures the
MACADDR source AMC and mask for the
profile.
acl no source mac This command removes the sourc
MAC and mask from the profile.
acl source ip host IPADDR This command configures the

source IP address for the profile.
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acl source ip IPADDR IPMASK This command configures the
source P address and mask for the

profile.

This command removes the sourc
IP address from the profile.

acl no source ip

acl destination ip host IPADDR This command configures a specif
destination IP address for the

profile.

acl destination ip IPADDRPMASK | This command configures the
destination IP address and mask fi
the profile.

This command removes the
destination IP address from the
profile.

acl no destination ip

acl l4-sourceport IPADDR This command configures UDP/T(

source port forthe profile.

This command removes the
UDP/TCP source port from the
profile.

acl no l4-sourceport IPADDR

acl L4destinationport PORT This command configures the
UDP/TCP destination port for the

profile.

This commandemoves the
UDP/TCP destination port from thg
profile.

acl no l4-destinationport

acl vlan VLANID This command configures the VLA

for the profile.

This command removes the
limitation of the VLAN from the
profile.

acl no vian

acl source interface PORT_ID This command cdigures the

source interface for the profile.

acl no source interface PORT_ID | This command removes the sourc
interface from the profile.

2 KSNBE GKS a!/ Yral Fftft26a dzaSNR (G2 TFAf
or destination MAC.

For example:
source mac 00:01:02:03:04:05 ff:ff:ff:ff:00

C The command will filter source MAC range from 00:01:02:03:00:00 to
00:01:02:03:ff:ff
2 KSNB GKS Lta!{yY YlIal lfft2¢a dzaSNER (2
destination IP.
For example:

source ip 172.20.1.1 255.255.0.0
C The command will filter source IP range from 172.20.0.0 to 172.20.255.255

Example:
[DEVICE_NAMHE}#Nnfigure terminal
[DEVICE_NAMENnfig)#accesdist 111
[DEVICE_NAMEgnfigacl)#/lan 2
[DEVICE_NAME®nfigacl)#source interface 1
[DEVICE_NAMEW®nfigacl)#show

Profile Name: 111

Activate: disabled

VLAN: 2

Source Interface: 1
Destination MAC Address: any
Source MAC Address: any
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Ethernet Type: any

Source IP Address: any
Destination IP Address: any
Saurce Application: any
Destination Application: any

b2GSY

Web Configuration

lyady 52S8ayQi

YIGGSN®D

Security 3Access Control List

Access Control List

Access Control List Settings

Profile Name
Ethernet Type

Source MAC
Destination MAC

Source IP
Destination IP
Source Application

Destination
Application

Source Interface

I oo

T

—

_ Mask of Destination
MAC

Mask of Source MAC

T
P I
T

Mask of Source IP

Mask of Destination IP

P I
T B

oy e

Access Control List Status

Parameter
IP Type
Profile Name

Action

Description

Selects IPv4 / IPv6 type for the profile.
The access control profile nan

Selects Disables / Drop / Permits / DSCP action for the profil

Ethernet Type
VLAN

Source MAC

Mask of Source
MAC

Destination MAC

Mask of
Destination MAC

DSCP
802.1p

Source IP

Mask of Source IP

Destination IP

Mask of
Destination IP

Configures the Ethernet type of the packets that you want to
filter.

Configures the VLAN of the packets that you want to filter.

Configureghe source MAC of the packets that you want to
filter.

Configures the bitmap mask of the source MAC of the packe
that you want to filter.

If the Source MAC field has been configured and this field is
empty, it means the profile Wifilter the one MAC configured ii
Source MAC field.

Configures the destination MAC of the packets that you wan
filter.

Configures the bitmap mask of the destination MAC of the
packets that you want to fibr.

If the Destination MAC field has been configured and this fie
is empty, it means the profile will filter the one MAC
configured in Destination MAC field.

Configure the DSCP for the profile.
Configures the 802.1p for the profile.

Configures the source IP of the packets that you want to filte

Configures the bitmap mask of the source IP of the packets
that you want to filter.

If the Source IP field has been configured and this field is
empty, it means the profile will filter the one IP configured in
Source IP field.

Configures the destination IP of the packets that you want to
filter.

Configures the bitmap mask of the destination IP of the pack
that youwant to filter.
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If the Destination IP field has been configured and this field i
empty, it means the profile will filter the one IP configured in
Destination IP field.

Configures the IP protocol type. The setting will be used for
Source Aplication and Destination Application.

IP Protocol

TCP:0x06. UDP:0x11.
Source Configures the source UDP/TCP ports of the packets that ya
Application want to filter.
Destination Configures the destination UDP/TCP ports of the packets thi
Application you wantto filter.
Source Configures one or a rage of the source interfaces of the pacl
Interface(s) that you want to filter.
Apply Click Apply to add/modify the settings.
Refresh Click Refresh to begin configuring this screen afresh.

802.1x

IEEB02.1X is an IEEE Standard for gmased Network Access Control ("port" meaning

a single point of attachment to the LAN infrastructure). It is part of the IEEE 802.1 group
of networking protocols. It provides an authentication mechanism to devices wistin
attach to a LAN, either establishing a peiatpoint connection or preventing it if
authentication fails. It is used for most wireless 802.11 access points and is based on the
Extensible Authentication Protocol (EAP).

802.1X provides poibased aubentication, which involves communications between a
supplicant, authenticator, and authentication server. The supplicant is often software on
a client device, such as a laptop, the authenticator is a wired Ethernet switch or wireless
access point, and aauthentication server is generally a RADIUS database. The
authenticator acts like a security guard to a protected network. The supplicant (i.e.,
client device) is not allowed access through the authenticator to the protected side of
the network until the dzLJLJ A OF y i1 Qa ARSyGAGe Aa

I dzii K 2 NAakcesR@theport. | v £ 2 38

valid passport at an airport before being allowed to pass through security to the
terminal. With 802.1X po#based authentication, the supplicant provides credentials,
such as user nampassword or digital certificate, to the authenticator, and the
authenticator forwards the credentials to the authentication server for verification. If
the credentials are valid (in the authentication server database), the supplicant (client
device) is aiwed to access resources located on the protected side of the network.

Upon detection of the new client (supplicant), the port on the switch (authenticator) is
enabled and set to theuhauthorized' state. In this state, only 802.1X traffic is allowed;
other traffic, such as DHCP and HTTP, is blocked at the network layer (Layer 3). The
authenticator sends out the EARequest identity to the supplicant, the supplicant
responds with the EAResponse packet that the authenticator forwards to the
authenticatirg server. If the authenticating server accepts the request, the
authenticator sets the port to the "authorized" mode and normal traffic is allowed.
When the supplicant logs off, it sends an HAdgbff message to the authenticator. The
authenticator then sts the port to the "unauthorized" state, once again blocking all
non-EAP traffic.

The following figure illustrates how a client connecting to an IEEE 802.1x authenticatic
enabled port goes through a validation process. The Switch prompts the clidogfor
information in the form of a user name and password.

\N“ @\.e §S_N.e_n:1’0rk
il e Authentication Server
(RADIUS)
Authenticator %

Internet or other
LAN resources

'

'

'

‘
.
y .
3
.
.
.

Supplicant *+

When the client provides the login credentials, the Switch sends an authentication
request to a RADIUS server. The RADIUS server validates whether this client is allow

G2 GKAA A& LINBPBQGARAY3 |
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Loal User Accounts

By storing user profiles locally on the Switch, your Switch is able to authenticate users
without interacting with a network authentication server. However, there is a limit on
the number of users you may authenticate in this way.

GuestVLAN:

The Guest VLAN in IEEE 802.1x port authentication on the switch to provide limited
services to clients, such as downloading the IEEE 802.1x client. These clients might be
upgrading their system for IEEE 802.1x authentication.

When you enable a gist VLAN on an |IEEE 802.1r pibie switch assigns clients a
guest VLAN when the switch does not receive a response to its EAP request/identity
frame or when EAPOL packets are not sent by the client.

Port Parameters:
Admin Control Direction:

both- drop incoming and outgoing packets on the port when a user has not
passed 802.1x port authentication.

in-  drop only incoming packets on the port when a user has not passed
802.1x port authentication.

Reauthentication:

Specify if a subscriber has to pmtically reenter his or her username and
password to stay connected to the port.

Reauthperiod:

Specify how often a client has to-emter his or her username and password to
stay connected to the port. The acceptable range for this field is 0 to 65535
seconds.

Port Control Mode:

auto: Users can access network after authenticating.
force-authorized: Users can access network without authentication.

force-unauthorized:Users cannot access network.

Quiet Period:

Specify a period of the time thdient has to wait before the next re
authenticationattempt. This will prevent the Switch from becoming overloaded
with continuous reauthentication attempts from the client. The acceptable
range for this field is 0 to 65535 seconds.

Server Timeout:

Theservertimeout value is used for timing out the Authentication Server.
SuppTimeout;

The suppgtimeout value is the initialization value used for timing out a Supplicant.
Max-req Time:

Specify the amount of times the Switch will try to connect to théhaatication

server before determining the server is down. The acceptable range for this field
is 1 to 10 times.

Default Settings
The default global 802.1x state is disabled.
The default 802.1x Authentication Method is local.
The default port 802.1gtate is disabled for all ports.
The default port Admin Control Direction is both for all ports.
The default port Rauthentication is disabled for all ports.
The default port Control Mode is auto for all ports.
The default port Guest VLAN is O forpaltts. (Guest VLAN is disabled).
The default port Maxeq Time is 2 times for all ports.
The default port Reauth period is 3600 seconds for all ports.
The default port Quiet period is 60 seconds for all ports.
The default port Supp timeout is 30 sedsfor all ports.
The default port Server timeout is 30 seconds for all ports.
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Node Command Description
enable show dot1x This command displays the curren
802.1x configurations.
enable show dotlx username This command displaybké current
user accounts for the local
authentication.
enable show dotlx accountingecord This command displays the local
accounting records.
configure | dotlx authentication This command enables/disables th
(disable|enable) 802.1x authentication on the
switch.
configure | dotlx authenticmethod This command configures the
(local|radius) authentic method of 802.1x.
configure | no dotlx authenticmethod This command configures the
authentic method of 802.1x to
default.
configure | dotlx radius primaryservep This command configures the
<IP> port PORTID primary radius server.
configure | dotlx radius primaryservep This command configures the
<IP> port PORTID key KEY primary radius server.
configure | dotix radius secondasgerverip | This commad configures the
<IP> port PORTID secondary radius server.
configure | dotlx radius secondargerverip | This command configures the
<IP> port PORTID key KEY secondary radius server.
configure | no dotlx radius secondary This command removes the
serverip secondary radius seer.
configure | got1x username <STRING> This command configures the use
passwd <STRING> account for local authentication.
configure | no dotlx username <STRING> | This command deletes the user
account for local authentication.

configure | dotlx accounting This command enables/disables th
(disable|enable) dotlx local accounting records.
configure | dotlx guestvlan VLANID This command configures the gue
vlan.
configure | no dotlx guestw/lan This command removes the guest
vlan.
interface | dotlx admincontroldirection This command configures the
(bothlin) control direction for blocking
packets.
interface | dotlx default This command sets the port
configuration to default settings.
interface | dotlx maxreq <:10> This command sets the magq
times of a port. (120).
interface | dotlx por‘ecp ntrol (auto | This command configures the port
forceauthorized |
: control mode on the port.
forceunauthorized)
interface | dotlx authentication This command enables/disables t
(disable|enable) 802.1x on the port.
interface | dotlx reauthentication This command enables/disables
(disable|enable) reauthentication on the port.
interface | dotlx timeout quietperiod This command configures the quig
period value on the port.
interface | dotlx timeout servertimeout This command configurdbe
servertimeout value on the port.
interface | dotlx timeout reauthperiod This command configures the-re
auth-period value on the port.
interface | dotlx timeout supptimeout This command configures the supj
timeout value on the port.
interface | dotlx guest-vlan This command configures the

(disable|enable)

802.1x state on the port.
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Web Configuration

Global Settings

Security > 802.1x > Global Settings

Global Settings

State

Authentication Method

Guest VLAN

Primary Radius Server

Secondary Radius

Server

Local Authentic User

Global Status

State

Authentication
Method

Guset VLAN

Primary Radius
Server

Secondary Radius
Server

Local

Authentication User

Parameter

State

Authentication
Method

Port Settings

Disable v

Local v

0

IP: UDP Port : Shared Key :

IP: UDP Port : Shared Key :

None v
User Name :
Password :

Disabled

Local

(1]

IP: -

Shared Key : -

IP:

= Shared Key : -

Description

SelectEnableto permit 802.1x authentication on the Switch.
Note: You mat first enable 802.1x authentication on the
Switch before configuring it on each port.

Select whether to uskocalor RADIUSs the authentication
method.

TheLocalY SG K2R 2F | dzi KSyGA Ol GAz2
user groups bthe user account database on the Switch itself
authenticate.

Guest VLAN

Primary Radius
Server

IP Address

UDP Port

Share Key

Second Radius
Server

Global Status

State
Authentication
Method

Guest VLAN

Primary Radius
Server

However, only a certain number of accounts can exist at one
time.

RADIUSs a security protocol used to authenticate users by
means of an external server instead of an internal device ust
database that is limited to the memaory capacity of the device
In essence, RADIUS allows you to validate an unlimited nurr
of users from a central location.

Configure the guest vlan.

WhenRADIUSs selected as the®.1x authentication method,
the Primary Radius Servewill be used for all authentication
attempts.

Enter the IP address of an external RADIUS server in dotted
decimal notation.

The default port of a RADIUS server for authentizats1812

Specify a password (up to 32 alphanumeric characters) as tt
key to be shared between the external RADIUS server and t
Switch. This key is not sent over the network. This key must
the same on the external RADIUS server amdStvitch.

This is the backup server used only when Bmgnary Radius
Serveris down.

This field displays if 802.1x authenticatiorEisabledor
Disabled

This field displays if thauthentication method itocalor
RADIUS

The field displays the guest vian.

This field displays the IP address, UDP port and shared key
the Primary Radius ServeiThis will be blank if nothing has
been set.
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Secondary

Radius Server Serveris down.

Apply Click Apply to add/modify the settings.

Refresh

Port Settings
Security > 802.1x > P@ettings

802.1x

Global Settings

Port Settings

Port From: To:
802.1x State

Admin Control Direction Reauthentication Port Control Mode
Both v Disable v Auto B

Reauth-period Quiet-period Supp-timeout
3600 20 30
Note : Please don't set "enable"” on all ports at the same time.

Apply | | Refresh |

Port Status

802.1x  Admin Control
State Direction

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Port Reauthentication

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

N

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

BN U A WN -

N NNNNNNNNNNNNNN

Port Control Guest Max-req Reauth-
Mode VLAN Times period
Disabled

Guest VLAN

Disable ¥

Server-timeout

16

Quiet-

This is the backup server used only when Bmgnary Radius

Click Refresh to begin configuring this screen afresh.

Max-req Times
2
Reset to Default

Supp-  Server-

period timeout timeout

Parameter

Port

802.1x State

Admin Contol
Direction

Reauthentication

Port Control Mode

Guest VLAN

Max-req Time

Reauth period

Quiet period

Description

Select a port number to configure.

SelectEnableto permit 802.1x authentication on the port.

You must first enable 802.1x authentication on the Switch
before configuring it on each port.

SelectBoth to drop incoming and outgoing packets on the poi
when a user has not passed 802.1x port authentication.

Selectin to drop only incoming packets on the port when a us
has not passed 802.1x port authentication.

Specify if a subscriber has to periodicallyerger his or her
username and password to stay connected to the port.

SelectAuto to require authentication on the port.
SelectForce Authorizedo always force this port to be
authorized.

SelectForce Unauthorizedo always force this port to be
unauthorized. No packets can pass through this port.
SelectDisableto disable Guest VLAN on the port.
SelectEnableto enable Guest VLAN on the port.

Specify theamount of times the Switch will try to connect to
the authentication server before determining the server is
down.

The acceptable range for this field is 1 to 10 times.

Specify how often a client has to-eater his or her username
and pasword to stay connected to the port. The acceptable
range for this field is 0 to 65535 seconds.

Specify a period of the time the client has to wait before the
next re-authentication attempt. This will prevent the Switch
from becoming ovedaded with continuous rauthentication
attempts from the client. The acceptable range for this field i
0 to 65535 seconds.
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Supp timeout

Server timeout

Reset to Default

Apply
Refresh
Port Status

Port

802.1x State

Admin Control
Direction

Reauthentication

Port Control Mode

Guest VLAN

Specify how long the Switch will wait before communicating
with the server. The acceptable range for this fiel@ te
65535 seconds.

Specify how long the Switch to time out the Authentication
Server. The acceptable range for this field is 0 to 65535
seconds.

Select this and clickpplyto reset the custom 802.1x port
authenticatbn settings back to default.

Click Apply to add/modify the settings.

Click Refresh to begin configuring this screen afresh.

This field displays the port number.

This field displays if 802.1x authétion isEnabledor
Disabledon the port.

This field displays the Admin Control Direction.

Both will drop incoming and outgoing packets on the port wh
a user has not passed 802.1x port authentication.

In will drop only inoming packets on the port when a user ha
not passed 802.1x port authentication.

This field displays if the subscriber must periodicalbgmeer his
or her username and password to stay connected to the pori

Thisfield displays the port control mode.
Auto requires authentication on the port.
Force Authorizedorces the port to be authorized.

Force Unauthorizedorces the port to be unauthorized. No
packets can Pass through the port.

This field diplays the Guest VLAN setting for hosts that have
not passed authentication.

This field displays the amount of times the Switch will try to
connect to the authentication server before determining the
server is down.

Maxreq Time

This fidd displays how often a client has to-eater his or her

Reauth period
P username and password to stay connected to the port.

T e This field displays the period of the time the client has to wai
P before the next reauthentication attempt.
Thisfield displays how long the Switch will wait before

Supp timeout o .
PP communicating with the server.

This field displays how long the Switch will wait before

Server timeout . . .
communicating with the client.

Port Security

The Switch will learn the MAC address of the dewirectly connected to a particular
L2NI FyR Fff2g GNIFFAO GKNRAzZAKD® 28 gAf
K2g Ylye OFy O02yySOG G2 I+ agAioOK LI2NIK
Switch allow us to control which devices camgect to a switch port or how many of
them can connect to it (such as when a hub or another switch is connected to the port

[ SGdoa atre ¢S KI@S 2yte 2yS agrAidOK L}RNI

What can we do? Connect a hub or tehito the free port! Connecting a switch or a hub

to a port has implications. It means that the network will have more traffic. If a switch c
a hub is connected by a user instead of an administrator, then there are chances that
loops will be created. Sd,is best that number of hosts allowed to connect is restricted

Fd G0KS agA0G0K f SOSt o ¢arSAGdzNBIGyE & S\ YRAIES C
command configures the maximum number of MAC addresses that can source traffic
through a port.

Port searity can sets maximum number of MAC addresses allowed per interface. Whe
the limit is exceeded, incoming packets with new MAC addresses are dropped. It can
use MAC table to check it. The static MAC addresses are included for the limit.

Note: If youconfigure a port of the Switch from disabled to enabled, all of the MAC
learned by this port will be clear.
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Default Settings
The port security on the Switch is disabled.
The Maximum MAC per port is 5.
The port state of the port security is disabled.

CLI Configuration

Node Command Description

enable show portsecurity This command displays the curren

port security configurations.

This command enables / disables
the global port security function.

configure | port-security (disable|enable)

This command enables / disables
the port security function on the
specific port.

interface | port-security (disable|enable)

interface | port-security limit VALUE This command configures the
maximum MAC entries on the

specific port.

configure | interface range This command enters the interface
gigabitetrernet1/0/ PORTLISTS | configure node.

This command enables / disables
the port security function for the
specified ports

if-range port-security (disable|enable)

if-range port-security limit VALUE This command configureséh

maximum MAC entries for the

specified ports.

Web Configuration
Security > Port Security

Port Security

Port Security Settings

Port Security
Port State Maximum MAC
From: |1 v| To:|1 v Disable ¥ (1~1000)

[ mppty | | Refresh |

Port Security Status

State Maximum MAC
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable

Maximum MAC

Parameter Description

Port Security Settings

Port Security SelectEnable/Disableto permit Port Security on the Switch.
Port Select a port number toanfigure.
State SelectEnable/Disableio permit Port Security on the port.

The maximum number of MAC addresses allowed per interfi

Nt VI :
axmum MAC 1 acceptable range is 1 to 30.

Port Security Status

Port This field displays a port number.
Stee This field displays if Port SecurityEisabledor Disabled

Maximum MAC This field displays the maximum number of MAC addresses
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Monitor Alarm Information

Alarm Alarm Status This field indicates if there is any alarm events.

The feature displays if there are any abnormal situation need process immediately. Alarm Reason(s)  This field displays all of the detail alarm events.
Alarm DIP Switch Settings

Notice: The Alarm DIBwitch allow users to configure if send alarm message when the  pip switch The field displays the DIP Switch name.

corresponding event occurs.
Status The fieldindicates the DIP Switch current status.
For Example:
P1: ON, The Switch will send alarm message when port 1 is link down.
PWR: ON, The Switch will send alarm message when the main power supply disconnec Port Statistics

RPS: ON, The Switch will send alarm message when the redundant power supplye k A 3 TSI G dzNB KSf LJa dzaSNB (2 Y2 yAG2N K

disconnect. utilization only.

CLI Configuration CLI Configuration

Node Command Description Node Command Description
enable | show alarminfo This command displays alarm information. enable show portstatistics | Thiscony Yy R RA&LX I 8a GKS
statistics.

Web Configuration
Monitor > Alarm Example:
Alspmlistosmstion [DEVICE_NAME§how portstatistics

P ——

SR S Packets Bytes Errors Drops
CED =l Port RXx Tx Rx Tx Rx TX Rx TX

Alarm DIP Switch Settings:

DIP Switch Status DIP Switch -=

3 1154 2 108519 1188 0 O 0 o0

| Refresh |

Parameter Descrption
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Web Configuration Port Utilization

Monitor > Port Stafistics CKAZ TFSHGANB KStLA dASNE (2 Y2yAG2NI G|
Fert Stetene LR NIAQ G(NIFFAO dziatATFGAZY 2yteo

Port Statistics

port Receive Transmit Receive Transmit Receive Transmit Receive Transmit CLI Conf|gurat|0n
Drops Drops Errors Errors Packets Packets Bytes Bytes
sacocs | orser Srserams sz Node Command Description
[ Refresh | [ Clear enable | show portutilization | Thiscony Yy R RA&LIX I €& (GKS
Parameter Description utilization.
Port Select a port or a range of ports tisplay their statistics i i
Web Configuration
Rx Packets The field displays the received packet count. Monitor > Port Utilization
. . . Port Utilization
Tx Packets The field displays the transmitted packet count.
Rx Bytes The field displays the received byte count. Eock UL eation
o - Rx - = T
Tx Bytes The field displays the transmitted byte count Port  Speed RxUtilization (%) ytilization (bps) ™ VtHZ240n (%) yuilization (bps)
P g “lo | 000 | 000 | s10s | 000 | 30685 |
Rx Errors The field displays the received error count. | Refresh |
Tx Errors The field displays the transmitted error count.
. . . Parameter Description

Rx Drops The field displays the received drop count. P

Port Select a port or a range of ports to display their RMON statis
Tx Drops The field displays the transmitted drop count.

Speed The current port speed.
Refresh Click this button @ refresh the screen quickly. Utilization The port trdfic utilization.

Refresh Click this button to refresh the screen quickly.
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RMON Statistics

¢ KAA
CLI Configuration

FTSEGdzNBE KSf L&

dza SNB (2

Y2y AG2N

2 NJ OBHpoNdd (ddSs: TRS NF)Q &

Node Command

Description

enable show rmon statistics

This command dplays the RMON statistics.

clear rmon statistics

configure

[IFNAME]

¢ KAaA

O2YYFyR Ot $I NK

RMON statistics.

SFP Information

wahb adriradagrodao

CKS {Ct AYTFT2NXNIGA2Y Fff26a dzaASNJ G2 1y2
name, connector typ, revision, serial number, manufacture date, and to know the
DDMI information if the SFP modules have supported the DDMI function.

CLI Configuration

Web Configuration
Monitor > RMON Statistics

RMON Statistics

RMON Statistics

Total Octets

Port 3 ( Active )

BroadcastPkts

Non-unicastPkts

FragmentsPkts

OversizePkts

ErrorPkts

AlignError

Jabbers

Total Octets

BroadcastPkis

Non-unicastPkts

LateCollision

MultiplecCollision

ErrorPkts

# of packets 64 Octets

received

- 128to255 Octets
with a

length of 512t01023 Octets

UnicastPkts

MulticastPkts

UndersizePkts

DiscardsPkts

UnknownProtos

CRCAlignErrors

DropEvents

UnicastPkts

Collisions

SingleCollision

DiscardsPkts

65t0127 Octets

256to511 Octets

1024toMax Octets

Node Command Description
enable show sfp info port | This command displays the SFP information.
PORT_ID
enable show sfp ddmi port | This command displays the SFP DDMI status
PORT_ID

Web Configuration

Monitor > SFP Information

SFP Information

SFP Information

—tl

Fiber Cable

SFP Information

Connector

Wavelength(nm)

Transfer Distance

DDM Supported

Vendor Name

Vendor PN

Vendor rev

Vendor SN

Date code

Parameter Description

Port Select a port or a range of ports to displayitfRMON statistics Parameter Description

Show Show them. Port Select a port number to configure.

Clear Clear the RMON statistics for the port or a range of ports. Apply Click Apply to display the SFP information.
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Fiber Cable To ndicate if the fiber cable is connected. Traffic Monitor
Connector Code of optical connector type. The function can be enabled / disabled on a specific port or globally be enabled disab
on the Switch.

The function will monitor the broadcast / ntidast / broadcast and multicast packets
Vendor PN Part Number. NIFiSd LT G4KS LI O1SG NIXrdsS Aa 20SN KS dz
recovery function is enabled, the port will be enabled after recovery time.

Vendor Name SFP vendor name.

Vendor rev Revision level for part number.
Vendor SN Serial number (ASCII). Default Settings
Date Code Manufacturing date code. Packet Packet Recovery

Port State Status Type Rate(pps) State  Time(min)

1 Disabled NormalBcast 10D Enabled 1

2 Disabled Noral Bcast 1000 Enabled 1
Notice: If the fiber cable is not connected, the Rx Power fields are not available. 3 Disabled Normal Bcast 1000 Enabled 1

4 Disabled Normal Bcast 1000 Enabled 1

5 Disabled Normal Bcast 1000 Enabled 1

6 Disabled Normal Bcast 1000 Enabled 1

7 Disabled Normal Bcast 100 Enabled 1

8 Disabled Normal Bcast 1000 Enabled

9 Disabled Normal Bcast 1000 Enabled

10 Disabled Normal Bcast 1000Enabled 1

11 Disabled Normal Bcast 1000 Enabled 1

Disabled Normal Bcast 1000 Enabled 1
Disabled Normal Bcast 10D Enabled 1
Disabled Normal Bcast 1000 Enabled
Disabled Normal Bcast 1000 Enabled
Disabled Normal Bcast 1000 Enabled

e e I o
o o WwN
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(disable|enable)

Node Command Description
enable show trafficmonitor This command displays the traffic monito
configurations andurrent status.
configure | traffic-monitor This command enables / disables the traf
(disable|enable) monitor on the Switch.
interface | traffic-monitor This command enables / disables the traf
(disable|enable) monitor on the port.
interface | traffic-monitor rate This command configures the packet rate
RATE_LIMIT type and packet type for the traffic monitor on
(bcast|mcast|bcast+mcast] the port.
bcastc Broadcast packet.
mcastg Multicast packet.
interface | traffic-monitor recovery This command enables / disables the
(disable|enable) recovery function for the traffic monitor or
the port.
interface | traffic-monitor recovery This command configures the recovery
time VALUE time for the traffic monitor on the port.
configure | interface range This command enters the interface
gigabitethernet/0/ configure node.
PORTLISTS
if-range | traffic-monitor This command enables / disables the traf
(disable|enable) monitor on the port.
if-range | traffic-monitor rate This commad configures the packet rate
RATE_LIMIT type and packet type for the traffic monitor on
(bcast|mcast|bcast+mcast] the port.
bcast¢ Broadcast packet.
mcast¢ Multicast packet.
if-range | traffic-monitor recovery This command enables / disables the

recovery function for the traffienonitor on

the port.

Managed Industrial Switch

if-range | traffic-monitor recovery

time VALUE

This command configures the recovery
time for the traffic monitor on the port.

Web Configuration
Monitor > Traffic Monitor

Traffic Monitor

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled

Parameter Description

State Globally enables / disables tieaffic monitor function.

Port The port range which you want to configure.

State Enables / disables the traffic monitor function on these ports
Action Unblock these ports.

Packet Type Specify the packet type which you want to monitor.

Packet Rate Speify the packet rate which you want to monitor.

Enables / disables the recovery function for the traffic moni

RIS function on these ports.

Configures the recovery time for the traffic monitor function

R these ports.(Range: 460 minutes)
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Management i

Default Settings
SNMP 9 |
== . ' . SNMP - disabled.
Simple Network Management Protog@NMB is used in network management systems System Location : [YOUR_DEVICE_NAME]a¥mum length 64
to monitor networkattached devices for conditions that warrant administrative characters) - -
attention. SNMP is a component of the Internet Protocol Suiteedimed by the Internet System Contact - None. (Maximum length 64 characters)
Engineering Task Force (IETF). It consists of a set of standards for network management, ’ System Name - None. (Maximum length 64characters)
including an application layer protocol, a database schema, and a set of data objects. ) Trap Receiver - None.

SNMP exposes management data in the form of variables@managed systems, which Community Name  : None.
describe the system configuration. These variables can then be queried (and sometimes , The maximum entry for community : 3.
set) by managing applications. The maximum entry for trap receiver : 5.

Support below MIBs: CLI Configuration

s RFC 1157 A Simple Network Management Protocol Node Command Description

R RFC 1213 MiB

, RFC 1493 Bridge MIB enable show snmp This command displays the SNMP

s RFC 1648thernet Interface MIB configurations.

> RFC 1757 RMON Group 1,2,3,9 configure | snmp community This command configures the SNMP

STRING (rojrw) community hame.

SNMP communityact like passwords and are used to define the security parameters of trusted-host IPADDR

iNvMP Fllen(;SJnfar;\ SVNMP vl and SNMPﬁv;g env:;onment_s.' Thebtljefauvlt SNZINP comm_qnlt_ configure | snmp Thiscommand disables/enables the SNMP o
a @ LJdzo Oe FT2N oz re{SKHMPtv3 iZanabled/ ®nhce SNFEIR v3 8 (disablelenable) the switch.

enabled, the communities of SNMP v1 and v2c have to be unique and cannot be shared.
configure | snmp systentontact | This command configures contact informatio

STRING for the system.
Network ID of Trusted Host: y
The IP address is a combination of the Network ID and the Host ID. configure | snmp systerrlocation | This command configures the location
Network ID = (Host IP & Mask) STRING information for the system.
User need only input the network 1D and leave the host ID to 0. If user has corfigure | snmp systermame | This command configures a name for the
input the host ID, such as 192.168.1.102, the system will reset the host ID, STRING system.
such as 192.168.1.0 (The System Name is same as the host nam
configure | snmp trapreceiver ¢KAa O2YYlFIyYyR O2y TA3d:
Note: Allow user to configure the community string and rights only. IPADDR VERSION | configurations, including the IP adi$s,
User configres the Community String and the Rights and the Network ID of Trusted COMMUNITY version (v1 or v2c) and community.

Host=0.0.0.0, Subnet Mask=0.0.0.0. It means that all hosts with the community string
can access the Switch.

© Copyright 208 TRENDnet. All Rights Reserved.
128



tw9b5ySi

Managed Industrial Switch

Example:
[DEVICE_NAME}#nfigure terminal
[DEVICE_NAMEJnfig)#snmp enable

[DEVICE_NAMEJnfig)#snmp community public rw trustdbst
192.168.200.106/24

[DEVICE_NAMEJnfig)#snmp trageceiver 192.168.200.10&we public
[DEVICE_NAMEJnfig)#snmp systermontact IT engineer
[DEVICE_NAMEJgnfig)#snmp systerocation BranckOffice

Web Configuration
SNMP Setting
Management > SNMP > SNMP > SNMP Settings

| Community Name

SNMP Settings

System Name TI-G160WS

System Location
System Contact

SNMP State

[CAewty ] [Trefresn ]

Parameter Description

SelectEnableto activateSNMP on the Switch.

SNMP State . .
SelectDisableto not use SNMP on the Switch.

Type a System Name for the

System Name (The System Name is same as the host name)

System Location Type a System Location for the Switch.

Switc

System Contact Type a System Contact fibre Switch.
Apply Click Apply to configure the settings.

Refresh Click this button to reset the fields to the last setting.

Community Name
Management > SNMP > SNMP > Community Name
SNMP

SNMP Settings

Community Name Settings

Community String Rights Network ID of Trusted Host

Read-Only v

‘. Apply | | Refresh ‘

Community Name List

Network ID of

Trusted Host Action

No. Community String Rights

Parameter Description
Enter a Community stringhis will act as a password for reques
from the management station.
An SNMP community string is a text string that acts as a passv
Community It is used to authenticate messages that are sent between

String management station (the SNMP manager) and the device
SNMP agent). The community string is included in every pa
that is transmitted between the SNMP manager and the SN
agent.

Select Rea®nly to allow the SNMP manager using this string
collect information from the Switch.

Select Read{Vrite to allow the SNMP manager using this string
create or edit MIBs (configure settings on the Switch).

Rights
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Network ID of
Trusted Host

Mask

Apply

Refresh

Community Name

No.

Community
String

Right
Network ID of

Trusted Host

Subnet Mask

Action

Type the IP address of the remote SNMP management static
dotted decimal notation, for example 192.168.1.0.

Type the abnet mask for the IP address of the remote SNMP
management station in dotted decimal notation, for example
255.255.255.0.

ClickApplyto configure the settings.
ClickrRefreshto begin configuring this screen afresh.
List

This field indicates the community number. It is used for
identification only. Click on the individual community number t
edit the community settings.

This field displays the SNMP community string. An SNMP
community string is a textisng that acts as a password.
¢tKA&d FASER RAALIXIFIE&a (KS CRead
Onlyor Read Write

This field displays the IP address of the remote SNMP

management station after it has been modified the subnet
mask.

This field displays the subnet mask for the IP address of the
remote SNMP management station.

ClickDeleteto remove a specific Community String.

SNMP Trap
Web Configuration

Management > SNMP > SNMP Trap

SNMP Trap

Trap Receiver Settings

IP Address

Version Community String

S N R

Trap Receiver List

No. IP Address

Parameter

IP Address

Version

Community
String

Apply
Refresh

Trap Receiver List

No.

IP Address

Version

|- Apply | ‘ Refresh |

Version Community String

Description

Enter the IP address of the remote trap station in dotted decin
notation.

Select the version of the Simple Network Management Protc
to use.vlorv2c

Specify the community string used with thésmote trap station.

ClickApplyto configure the settings.

Clickrefreshto begin configuring this screen afresh.

This field displays the index number of the trap receiver en
Click the number to modify the ent

This field displays the IP address of the remote trap station.

This field displays the version of Simple Network Managen
Protocol in usevlor v2c
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Community This field displays the community string used with this resrtedip
String station.
Action ClickDeleteto remove a configured trap receiver station.

Auto Provision

Auto provision is a service that service provider can quickly, easily and automatically

configure remote device or doing firmware upgrade at remote side.

1. When the Auto Provision is enabled, the Switch will download the auto provision
information file from the auto provision server first.

The file name is followed below naming rule:
Model _Name_Autoprovision.txt
For Example: SWITCHAutoprovision.txt

The contents of the file are listed below:
AUTO_PROVISION_VER=1
Firmware_Upgrade_State=1
Firmware_Version=8648899-1.1.0.S0
Firmware_Image_File=864&091.1.0.S0.fw
Firmware_Reboot=1
Global_Configuration_State=0
Global_Configuration_Fil8648R999-1.1.0.S0.save
Global_Configuration_Reboot=0
Specific_Configuration_State=0
Specific_Configuration_Reboot=0

2. If AUTO_PROVISION_VER is biggest than current auto provision version, do step 3;

otherwise, wait 24 hours and go back to step 1.

If the Firmware_Upgrade_State =1, do step 4; otherwise, do step 6.

If the Firmware_Version is difference than current firmware version, download the
Firmware_Image_File and upgrade firmware.

If upgrade firmware succeeded and Firmware Reboot=1, let relitag=1.

If the Global_Configuration_State =1, download the Global_Configuration_File ar
upgrade configuration; otherwise, do step 8.

If upgrade configutation succeeded and Global Configuration_Reboot =1, |
reboot_flag=1.

If the Specific_Configation_State =1, download the specific configuration file and
dzLJANI RS O2y FAIdzNI GA2yT 20KSNBAAS R2
120 AG a!/ RAIAGAE 3= SEISOHARBIOGOIERAIHITEL f £ 2 5 A \

If upgrade configutation succeeded arf8pecific_Configuration_Reboot =1, let
reboot_flag=1.

10. If reboot_flag=1, save running configuration and reboot the switch; otherwise, wai

24 hours and go back to step 1.

Default Settings

Auto provision configuration profile:

Active: Disable
Version: 0
Protocol: FTP
FTP user/pwd: /
Folder:

Server address:
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Node Command Description
enable show auteprovision | This command displays the current auto
provision configurations.
configure | auto-provision This command enters the awgrovision node.
auto- show This command displays the current auto
provision provision configurations.
auto- active This command enables/disables the auto
provision | (enable|disable) provision function.
auto- serveraddress This command configes the auto provision
provision | IPADDR ASNDSNDa Lt o
auto- protocol The command configurations the upgrade
provision | (tftp|http|ftp) protocol.
auto- FTRuser username . .
- The command configurations the username
provision | STRING password and password for the FTP server
STRING P '
auto- folder STRING The command configurations the folder for th
provision auto provision server.
auto- no folder The command configurations the folder to
provision default.
auto- no FTRuser The command configurations the username
provision and passwordo default.

Web Configuration
Management > Auto Provision

Auto Provision

Auto Provision Settings

State Disable ¥
Status isal
Version

Protocol
Server IP

User Name
Password
Folder Path

Mail Alarm

Managed Industrial Switch

The feature sends anmail trap to a predefined administrator when some events

occur. The events are listed below:

E  System Reboot
E  PatLink Change
E  Configuration Change

E  Firmware Upgrade

E  UserLogin
E  Port Blocked

Default Settings
Mail-Alarm Configuration:

State : Disabled.
Server IP :0.0.0.0
Server Port 125

: The system warn start or cold start.
: A port link up or down.
: The systm configurations in the NRAM

havebeen updated.

: The system firmware image has been

updated.

: A user login the system.
: A port isblocked by looping detection or

BPDU gard.
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Mail From POP3 Server (Incoming .
Mail To : Messages) pop3.live.com SSL 995
Yahoo Mail Server: Authentication:| Port:
Trap Event Status: SMTP S outqoi
erver (Outgoing smtp.mail.yahoo.com SSL 465
Messages)
System Reboot  : Disabled. POP3 S R X
. . erver (Incoming .
Port Link Change : Disabled. Messages) pop.mail.yahoo.com SSL 995
Configuration Change : Disabled. - —
. . Yahoo Mail Plus Server: Authentication:| Port:
Firmware Upgrade : Disabled.
User Login : Disabled. SMTP Server (Outgoing plus.smtp.mail.yahoo.con SSL 465
PortBlocked : Disabled. Messages)
Alarm : Disabled. POP3 Server (Incoming plus.pop.mail.yahoo.com SSL 995
Messages)
Reference
Default Ports Server Authentication Port CLI Configuration
Node Command Description
Non-Encrypted AUTH 25 (or
. yp 587) enable show maitalarm This command displays the Mail Alaf
SMTP Server (Outgoing confiaurations
Messages) Secure (TLS) StartTLS 587 9 i
Secure (SSL) SSL 465 configure | mailalarm (disable|enable) Th|§ command _dlsables / enables t
Mail Alarm function.
i NonE AUTH 11 . . . .
POP3 Server (Incoming orEncrypted v 0 configure | maikalarm authaccount | This command configures the Mz
Messages) Secure (SSL) SSL 995 server authentation account.
Googlemail Gmail Server: Authentication:| Port: configure | mailalarm maifrom This command configures the mzg
i sender.
SMTP Server (Outgoing smtp.gmail.com SSL 465 . . _ . _
Messages) smtp.gmail.com StarTLs 587 configure | mailalarm maito This command configures the ms
receiver.

,\PAOPS Server (Incoming pop.gmail.com SSL 995 configure | mailalarm serveiip This command configures the me
essages) IPADDR servgyort VALUE | sener IP address and the TCP port.
Outlook.com Server: Authenticaion: Port: ! . . . . ]

configure | mailalarm serveiip This command configures the meé
SMTP Server (Outgoing . IPADDR servegort Default | server IP address and configures 25
Messages) smtp.live.com StartTLS 587 GKS ASNDSNDA ¢/ t
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configure | mailalarm trapevent This command disables / enables m
(reboot|link- trap events.

change]|config.|
firmware]login|port -
blocked| alarm)
(disable|enable)

Web Configuration
Management > Mail Alarm

Mail Alarm

Mail Alarm Settings

state
Server 0.0.0.0 Server Port (Default:25)

e ] e ]
Name Password

Mail From
Mail To

Trap State :

Select All Deselect All

System Reboot | | Port Link Change | |Configuration Change || Firmware Upgrade | User Login

Port Blocked Alarm

‘ Apply ‘ | Refresh |

Parameter Description

State Enable / disable the Mail Alarm function.

Server IP {LISOATASA G(GKSreé Af aSNISNR:Z
Server Port Specifies the TCP port for the SMTP.

Account Name Specifies the mail account name.

Account Password Specifies the mail account password.

Mail From Specifies the mail sender.
Mail To Specifies the mail receiver.
Trap State Enables disables the mail trap event states.
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Maintenance
CLI Configuration

Node Command Description

enable show config
changestatus

This command displays the configurations statu
there are default values.

configure | reboot This command reboots the syste

configure | reload default This command copies a defaglbnfig file to
config replace the current one.

Note: The system will reboot automatically to tak
effect the configurations.

configure | write memory This command writes current operatin
configuraions to the configuration file.

configure | archive download | This command downloads a new copy
config <URL PATH] configuration file from TFTP server.

Where <URL PATH> can be:
ftp://luser:pass@192.168.1.1/file
http://192.168.1.1/file
tftp://192.168.1.1/file

configure | archive upload This command uploads the current configuratio
config <URL PATH] file to a TFTP server.

configure | archive download | This command downloads a new copy of firmwsé
fw <URL PATH> file from TFTP / FTP / HTTP server.

Where <URL PATH> can be:
ftp://luser:pass@192.168.1.1/file
http://192.168.1.1/file
tftp://192.168.1.1/file

Example:
[DEVICE_NAMH#Nnfigure terminal
[DEVICE_NAMEWNfig)#nterface ethO
[DEVICE_NAMEWNfigif)#ip address 172.20.1.101/24

[DEVICE_NAMEgnfigif)#ip address defaulgateway 172.20.1.1
[DEVICE_NAMEJgnfigif){#management vlan 1

Enable the DHCP client function for the switch.

[DEVICE_NAMEnfigure terminal
[DEVICE_NAMEnfig)#nterface ethO
[DEVICE_NAMEJnfigif)#ip dhcp client enable

B

B

[DEVICE_NAMEBhow configchangestatus
The user configuration file is default.

The configurations have been modified.
Web Configuration

Management > Maintenance > Configuration
Save Configuration

Save Configuration

Save the parameter settings of the Switch :

Press the Save button to save the current settings to theRAWI (flash).

Upload / Download Configuratiorno /from a your server

Upload and Download Configuration

O upload configuration file to your Switch.

File path JeLIRSI Y No file chosen . Upload l

® press "Download” to save configuration file to your PC.

Download
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Follow the steps below to save the configuration file to your PC.
{StSO0 GKS at NBaa as52¢yft2FR¢

02 a
I fA01 GKS a52¢yt2IRéE. odzit2y a

a
. G2 ai
Follow the steps below to load the configuration file from your PC to the Switch.
{StSO0 GKS a! LX2FR O2yFAIdz2NI GA2Yya
Select the full path to your configuration file.
Click the Upload button to start the process.

Reset the factorydefault settings of the Switch

Reset Configuration

Reset the factory default settings of the Switch :
- IP address will be 192.168.10.200

Press the Reset button to set the settings to factory default configuration.

Firmware
- @Bandy2nykeit k HaleMhaick 2rawafeA £ S G2 @82dzNJ t / ¢ @

Niaype‘jtﬂé %ath'—e?ﬁﬁ&il@ |$a?né of the firmware file you wish to upload to the Switch in tf
File pathtext box or clickBrowseto locate it. ClickJpgradeto load the new firmware.

Maintenance
'.F

Configuration

Upgrade Firmware

File path J&LLECREIEN No file chosen

Upgrade

ServerControl

The function allows users to enable or disable the SSHIpeflar Web service
individualusing the CLI or GUI.

CLI Configuration

Node Command Description

enable show server status | This command displays the current server
status.

configure | ssh server This command enables the ssh on the Switch

configure | no ssh server This command disables the ssh on the Switc

configure | telnet server This command enables the telnet on the
Switch.

configure | no telnet server This command disables the telnet on the
Switch.

configure | web server This command enables the web on the Switc

configure | no web server This command disables the web on the Shuitg
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Web Configuration Reboot
Management > Maintenance > Server Management > Maintenance > Reboot

Maintenance Rebootallows you to restart the Switch witlut physically turning the power off.
Follow the steps below to reboot the Switch.

Configuration | Firmware

Maintenance
Server Settings

HTTP Server State HTTP Server TCP Port 80
(80,1025~9999)

SSH Server State Enable v

Configuration I Firmware

Reboot

Press "Reboot" to restart the Switch.

N o TELNET Server TCP 23
Port (23,1025~9999)

' Apply ’ l Refresh |

Reboot

Server Status

HTTP Server Status Enabled HTTP Server TCP Port _

SSH Server Status Enabled
TELNET Server Status o inic] TELNET Server Tcp port [EXINNND . In the Rebootscreen, click th&®ebootbutton. The following screen displays.

Parameter Description

Server Settings
It will reboat the Switch.
Web Server State  Selects Enable or Disable to enable or disable the Web ser

Are you sure?

Selects Enable or Disable to enable or disableT#laet
Telnet Server State

service.
SSH Server State  Selects Enable or Disable to enable or disable the SSH ser ——

Apply Click Apply to configure the settings.

Refresh Click this button to reset the fields to the last setting.

Server Status , ClickOKagain and then wait for the Switch to restart. This takes up to two minutes
Tma R2S&a y2G FFTFFSO00 GKS {sA0G0KQa O2y
Web Server Status Displays the current Web service status.

Telnet Server Statu: Displays the current Telnet service status.

SSH Server Status Displays the current SSH service status.

© Copyright 208 TRENDnet. All Rights Reserved.
137



¢tw9b5ySit | AaSNRA&A DdzZARS Managed Industrial Switch

System bg Web Configuration

The syslog function records some of system information for debugging purpose. Each log Management > System Log

message recorded with one of these levé\tert / Critical / Error / Warning / Notice /

Information. The sglog function can be enabled or disabled. The default setting is

RAalof SR ¢KS 23 YSaaraS Aa NBO2NRSR Ay (KS {gAGOK FTAES aeadaSvyo LT
address has been configured, the Switch will send a copy to the syslog server.

[N
~
w»
Qax
(0]
Qax
.
No

The log message file limited in 4KB size. If the file is full, the oldest one will be
replaced.

CLI Configuration

Node Command Description o
Parameter Description
enable show syslog The command displays the entire log messs : ;
recorded in the Switch. Enter the Syslog server IP address in dotted decimal nota
S P For example, 192.168.1.1. Selégtableto activate switch sent
enable show syslog level The command dplays the log message with erver log message to Syslog server when any new log mes
LEVEL the LEVEL recorded in the Switch. occurred.
enable show syslog server The _command displays the syslog server Log Level Select Alert/Critical/ Error/Warning/Notice/Information to
configurations. 9 choose which log message to want see.
configure | syslog (disable|enable ;rhe c_:ommand disables / enables the syslog Apply Click Apply to add/modify the settings.
unction.
- - — S Refresh Click Refresh to begin configuring this screen afresh.
configure | syslog ip IPBDR ¢CKS O2YYIlI YR 02y TA 3dzN
IP address.
Example: User Account
[DEVICE_NAME}#Nfigure terminal The Switch allows users to create up to 6 user accollmg.user name and the password
[DEVICE_NAMEJnfig)#syslogerver ipvdip 192.168.200.106 should be the combination of the digit or the alphabet. The last admin user accou
. i cannot be deleted. Users should input a valid user account to login the CLI or w
[DEVICE_NAMEWNfig)#syslogerver enable management

User Authority:

The Switch supports two tygeof the user account, admin and normal. Beaultdza S NJ
account isusername (admin) / password (admin)
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