User’s Guide TRE“DnET®

TRENDNET

INK/ACT
: [7]
Lol ¥ 25 28 CONSOLE
LEDMOCE

Managed Industrial L2 Switch Series



Table of Contents

TRENDnet 8 SNDa DdzA RS
Gontents
Product OVEIVIEW........ooiii e e 1
THRPZ2B2U..... ettt ettt e e e e e e e st e et e e e e e e e e e e e e nanraeeeees 1
Package CONENIS........coiiiiiiiieei e 1
LI 2 1 02 H PP PRR 5
NONEPOE ... 8
I 7 P PPPERPT 8
B I 0 12 PP PO OO PP PP PP PPPPPPTT 11
TEGLBOWS.... . ettt e e e e e e e e e e e e e e eeeeeeenes 14
I 2T TSP PRRRSRT 17
SWItCh INStallatioNn..........ccooviiiiiiii e 20
DINRAaI INSTAIIALION. .....ceeiiiieieeeiiieeee e 20
Install powe SUPPIY CONNECHIONS......coiiuiiiiieiiiiie e 21
SFP Transceiver/Optical Cable Installation.............ccoooeccviiiiiiiiieee e, 21
Basic [P CoNfiQUIatioN...........cooviieiieiiiiee e s 22
Connect additional devices to Your SWItCh..............ooovviiiiiviiiiiiiiiiiie e, 23
Accessing switch management interfaces...........ccccccvvvvvvevieennn. 24
Access your switch command line interface..........ccoooviiiiiiii e, 24
CLI Command MOUES.........ceeeiiiiriiiee et 24
Access your switch web management page.........ccoovvvvvvviicciiiiiiieeee e, 26
System INfOrmMation.............oooiiiiiiiiiii e 27
BASIC SEUINGS. . ettt 28
GENEIAI SEHINGS . ... eeiiiiiiaei ittt e et e e e e e e e e e bbb e e e e e e aaaeeaeean 28
)Y (] 1 H PP PP PP PP PPPPRPPPPPPPR 28
JUMBDO Frame.......eeiiiiiiiee e e 29
0] AV I TP P PP TR PTTPTTRTR 30
Management HOSL.........cooii i 32

MAC MANAGEMENL.....ceiiiiiiiiiiiiiiee ettt e et e e reee e e e 34
Static MAC SEHINGS.......uveiieiiiiiiee et 34
AJE TIME SEIINGS ..o iitiieee ettt 36
YN O =1 o] =T PP 36
0T 1Y/ 1T o ] PP PPP TP 37
0T ST =Y 1] o =P EEPERSR 39
GENEral SEHINGS..uuiiiiiei e e e e a e e 40
110 22 F= U1 To] o SRS PPPRI 42
AdvVanCed SettiNGS.....cooeeeiiieieiiiire e 43
Bandwidth CONTIOL..........cuuuiiiiiiiiiie e e e eeaaas 43
100 S X PP 43
RALE LIMITALION. ....eeiiiiiiieeeii ettt e e e e e e 49
1] 1Y S gTeTo] o] 1 To AP P TP PPPPPPR PP 52
IGMP SNOOPING. ...ttt ittt e e et e e enees 52
MUIEICAST AQAIESS...cci ittt 55
[T N RSP RRP 58
POIt ISOIALION ...t 58
802.1Q VLAN ..ottt ettt 59
IMAC VLAN ..ccei ettt s e e e st e e s et e e e e nnnbe e e e e e enees 63
(D] o (O = @ o] 1o L= PP 64
DHECP REIAY ... tteteeeiiteiee ettt et e et e e e s st eee e 67
EEE (Energy Efficient EtRernel).......cc.coooiiiiiiiiiiii e 70
ERPS (Ethernet Ring Protection SWItChing)...........ooovvrirriiiiiiiiii e, 71
LINK AQOIEQALION. .. ..eiiiiiiiiiie ettt e e et e et e st a e e e neee 75
[oTo] o D123 (=T ox (o] o N PP RRRP 80
1Y/ ToTo | o 18 £SO U UP PP UTUUPPUPPPPPRPR 82
POWET OVEIN EtNEINEL....cciiiiiiiiii et e e 86
) I 91
Y=o U] ] /O 100

© Copyright 2020/RENDnet. All Rights Reserved.



Table of Contents

TRENDnet 8 SNDa DdzA RS

[P SOUICE GUANM....cciiiiiiiee ettt et e s 100

Binding TabIe......ccooiiiiiiiii e 105

ARP INSPECHION.....ciieiiiiiiie ettt 107

Filter Table.......ooeee e 109
ACCESS CONIOI LIFACL)......eeiieiiiiiiee ittt 110
B0 2. X e e e e e e 114
POIT SECUNMEY....eeetie ettt s e e 119

1Y (o] 01 (o] PP PP UPTPPPPPTRTRRRPN: 121
Y= 1 0 D PSP S U PRTOPPPP 121
POIt STALISTICS .. .ve ettt e et e s e e e s e e e e aae 121
POIt ULIlIZALION. .....eeiiiieeiie e 122
RMON SEALISHCS. ....vveeeeiiiiiie ettt et e e b eee e naee 123
SFP INFOIMALION.......eieiiiiiieiie et 123
Traffic MONITOK ...t e e 124
MaNAGEMENT. ... me e 126

I 1 R 126

SNMP TTa. e e e e et s 128
AULO PrOVISION. ...ceiiiiiiiiie ittt ettt 129
= T Y =g 1 PO PO UPRTOPTPI 130

Y E= T ] (=] g F= g Lol = P PP PT P PRTPPPPP 133
)21 =] 1 0 1 o o PSPPSRI 136
USEI ACCOUNL....eiiiiiiiiiiiiii e a e e 136
DeVICe MaN@QEMIEIL.......coitiiiiieiiiiie e ettt e e s e e s snnn e e s 138
JLICe] o] (o0 Y01, = o USRS 142
Technical SPecifications...........cccooeevvvieeiiiie e 143
LI 1 7 PRSPPI 143
LI 3 2 PRSPPI 148
TEGBA 20ttt e e e e e e e e e e e e e e e e e annaee 151
LI G 2 RO PPPPPPPPPPR RPN 154
TEGLBOWS ... r e e e e e e e e e et e e e e e e e e e ee e er b as 157
LI G O OO PPPPPPPPPPRRTPIO 160
Troubleshooting...........ccovviiiiii e 163
APPENIX...ceeeeie et e e 164

© Copyright 2020rRENDnet. All Rights Reserved.



cwO9bs5ySi ' AaSNR&a DdzZA RS

Managed Industrial L2 Switche

Product Overview
TERP262i

Package Contents
In addition toyour switch, the package includes:

9 Quick Installation Guide
1 Console cable (RIb to R&32)
1 Rackmount Kit

If any package contents are missing or damagedgaeontact the retail store, online
retailer, or reseller/distributor from which the product was purchased.

cwo9b5ySiQa LYRdzAGNARALFE DAIFOAG [w al yl 3
advanced layer 2 managed features with enhanced traffittrols to meet the evolving
RSYIFIYyRa 2F G(G2RIFre&Qa {a. ySiag2Njlad 9 OK
with an IP30 rated metal enclosure, designed to withstand a high degree of vibration
and shock, while operating within a wide temperaturege of-40°¢ 70° C {40°¢ 158°

F) for industrial environments. Our industrial layer 2 rackmount switch models feature
copper gigabit ports for highpeed device connections, as well as SFP slots that suppo
100/1000Basdé-X SFP modules for long distafiber networking applications. These
industrial layer 2 rackmount switches feature a fanless design that eliminates operatin
noise and lowers energy consumption.

These Industrial Gigabit L2 Managed PoE+ Rackmount Switch Series provwdesize
web-based management interface. Each TRENDnet industrial layer 2 rackmount switc
supports advanced traffic management controls, troubleshooting, and SNMP
monitoring. Advanced managed switch features include LACP to group ports together
and incrase bandwidth between switches, VLANs for segmenting and isolating virtual
LAN groups, QoS to prioritize traffic, port bandwidth controls, SNMP monitoring, and
more, making each TRENDnet industrial layer 2 rackmount switch a powerful solution
for SMB netwaks.

© Copyright 2020/RENDnet. All Rights Reserved.
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Managed Industrial L2 Switche

Front View LED Indicators
Y LED State Status _ - .
........................ AR AR AR RS N— PWR ON When the PWR LED is on, the device is using the pr
%I%H%%H%%H . flj = =] —{—— Console port OFF F(ilméjlry power input source is off, disconnected, or
: ailed.

SFﬁLts Indicates alarm has been triggered on Bitch settings an
| - [ Mode button ALM ON signal sent out through ALM terminals on terminal bloc
LED Indicators Gigabit ports Reset button (Red) third party alarm device.

Rear View OFF No alarm triggered.
POST ON Device is ready and completed boot process.
4 = = k (Green) OFF Device is not ready.
e e ] T e S Tl b
SFP Slos ON SFP link isonnected.
sofEilas —— (Green) BLINKINGData is transmitting/receiving.
® ® ; # OFF SFP link is disconnected.
PoE Ports 4 |ON PoE supplied to Ethernet port.
1 (Green) OFF No PoE supplied to Ethernet port.
Power Terminals EgggﬁS ON Ethernet port isconnected.
(Green)
LED Indicators, Indicators on the left displafLM, PWR andPOSBtatus. BLINKINGData is transmitting/receiving.
LEDs on each port show the status of the port based on the mode selected 10/100M .
using theMode Button, (Off) OFF Ethernet port is not connected.

Mode Button ¢ Press the mode button to changiee left LED indicator on each
port to displaySpeed or POE ModeWhen button is depressed it will display
PoE, when not pressed it will indicate if 12000Mbps.

Gigabit Ethernet PoE+ Ports-g4) ¢ Connect either network Petor norPoE
devices.

Reset Buttonc Press and hold the button fdess than 5 seconds to reboot, or

1 Ports 14 ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in bott

half-duplex and fulduplex transfer modes. Supports Auto MBEand capable
of delivering up to 30W (802.3at PoE+) per port.

1 Port 5- Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in both
half-duplex and fulduplex transfer modes. Supports Auto MBI

SFP Slot § Designed to operate at Gigabit speeds.

= =

Reset/RebootButton ¢ Push the buttorfor 10 secondsindrelease to resethe
switchto factory defaultsPush the button for 3 seconds and release to reboot.
Grounding point/screwg The switch chassis can also be connected to a knowr
ground point for additional safety and @ection. (grounding wire not

included)

more than 5 seconds to reset to factory default.

1 SFP Slots (286) ¢ Supports optional 000BASEX/LX mirGBIC modules for
uplink or downlink connections. l

1 Console Port; The console port is a female-83, use the included RI5 male
to RS232 serial DB female console cable.

1 Power Terminalg; Using proper gage wire, terminate the leads from your
power supply tahese power terminals to power your switch

Note: For any unused ports or SFP slots, it is recommended to leave the rubber plugs
installed during operation.

© Copyright 2020/RENDnet. All Rights Reserved.
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Top View

Reset Button

(bottom of unit) _
_ DIP switch
DIP Switches definition
DC Jack

(optional, see below

6-pin terminal
block (PWR,
RPS, ALM)

Ground point

y DC Jack Input for External Power Adapter

V+
The device includes a DC Jack for an external padegoter and can

DC-Jack

also be used as an additional redundant power supply (RPS) input.

Please ensure that the external powadapteris supplyingd8VDC @
120W or above. 130W for max. PoE+ 3powi%!hsase note power
adapter is sold separately (model: 48VDC3000)

*Please note powesupply is sold separately*
**Supported power suppliesTFS12024 (120W), 3324048 (240W), 1348048 (480W).

Lower wattage power supplies may be used but may result in decreased PoE power

budget*

6-pin Removable Terminal Block

-

Terminal Block

Terminal Block

Input/Ouput

Function

PWR Input
(+) &€)

Connects primary power source (ex. external power supply) to powe
device. Device will obtain power from this input first priority if availg
Please make sure to power supplies are turned off before wining
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, inles
wiring into the connection inputs from the external power supply
release the orange notch to lock in tiaére connections.

Please ensure that the external power supply is supplyirtbinvihe
range of 48VDC ~ 57VDC @ 120W or above. 130W for max. PoE+
Please note power supply is sold separately (model22D48)
Device supports overload current praton and reverse polari
protection.

RPS Input
(+) &6

Connects redundant .Power.source (ex. external power supply) to p
the device. Device will obtain power from this input secondary prior
primary power input is not available or has failed.

Please make sure to power supplies are turned off befareng/in.
Use a flathead screw driver tTnush the orange notches in order rele:
the wiring connections. While holding in released position, inslee
wiring into the connection inputs from the external power supply
release the orange notch to lo@k the wire connections.

Please ensure that the external power suppl{ is supplyirtginvihe
range of 48VDC ~ 57VDC @ 120W or above. 130W for max. PoE+
Please note power supply is sold separately (modet24048)
Device supports overload currenprotection and reverse polari
protection.

ALM Output

Connects external alarm and sends output signal if fault is det
based on DIP switch settings.

Supports an output with current carrying capacity of 1A @ 24V DC

© Copyright 2020rRENDnet. All Rights Reserved.
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ALM DIP Switches

B s
DIP No|Name State Status
1 PWR ON Primary power input source alarm trigger enabled.
OFF Primary power input source alarm trigger disabled.
2 RPS ON Redundant power input source alarm trigger enabled.
OFF Redundant power input source alarm triggisabled.

Managed Industrial L2 Switche

© Copyright 2020/RENDnet. All Rights Reserved.
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TI‘PGlOZ" TI‘PGlOZ‘“VI LED Status Function
Front View . OFF | Terminal block PWR failure or disconnected
ON Terminal block PWR is connected
OFF Terminal block RPS failure or disconnected
IP30 Rated ——— RPS : :
Housing TRENDNET ON Terminal block RPS is connected
LED Indicators ??AL’M OFF No alarm setup
POELED s ALM (Red) e —
0 S "E 9s@ce7@0 ON PWR/RPS failure or disconnected
10/100/2000 :
Mbps perport PoE OFF No PoE power supplied
7] e LED indicator (Ports 1-8) | oN PoE power is supplied to connected device
LINK/ACT per 107100/ OFF Link speed established at 10Mbps or 100Mbps
PoE+Gigabit port LED 1000Mbps
RJ45 ports indicator (Ports1-8) | ON Link speed established at 1000Mbps
OFF No link/port is disconnected
LINK/ACT . .
(Ports 1 — 8) ON Port connection is established
— Blinking | Data transmission
SFP+ Slots —
OFF No link/SFP is disconnected
SFP 9-10 ON SFP link is established
: ”QS”" e Blinking | Data transmission

1 PoE+ Ports-B ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed i
both haltduplex and fulduplex transfer modesvhile simultaneously providing
power to supported PoE deviceSupports Auto MBX

SFP Slot90¢ Designed to operate at Gigalmit 100Mbpsspeeds.

ResetButton ¢ Push the button for 8.0 seconds and release teset

Grounding point/screwg The switch chassis can also be connected to a knowr
ground point for additional safety and protection. (grounding wire not
included)

= =4 =4

© Copyright 2020/RENDnet. All Rights Reserved.
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Managed Industrial L2 Switche

Top View

Ground point

6-pin terminal

6-pin RemovableTerminal Block

* 1 *® 1 -

o =
£ (£ =] el =

Terminal Block Terminal Block
Note: Turnoff the power before connecting modules or wires.

Calculate the maximum possible current in each power avicecommon wire. Observe
all electrical codes dictating the maximum current allowable for each wire size. If curre
go above the maximum ratings, the wiring could overheat, causing serious damage to

block (PWR,
RPS, ALM)
SaeE o [1ews [
= —
DIP Switches Nmm = . [4[8021p00 definition

wHN g 5
~HE T s

NOILLONNS

*Please note powesupply is sold separately*

*Supported power suppliesTES12024 (120W), 3324048 (240W), I348048480W).
Lower wattage power supplies may be used but may result in decreased PoE power
budget*

your equipment.

Input/Output

Function

PWR Input
() &6

Connects primary power source (ex. external power supply) to pows
device. Device will obtain power from this input first priority if availg
Please make sure to power supplies are turned off before wiring in
Use a flathead scew driver topush the orange notches in order releg
the wiring connections. While holding in released position, inles
wiring into the connection inputs from the external power supply
release the orange notclotlock in the wire connections.

Devce supports overload current protection and reverse pols
protection.

RPS Input
(+) &6

Connects redundant Power source (ex. external power supply) to p
the device. Device will obtain power from this input secondary prior
primary power input is not available or has failed.

Please make sure to power supplies are turned off befareng/in.
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, intles
wiring into the connection inputs from the external power supply
release the orange notch to logk the wire connections.

Device supports overload current protection and reverse pol
protection.

ALM Output

Connects external alarm and sends output signal if fault is det
based on DIP switch settings.

Supports an output with currergarrying capacity of 1A @ 24V DC.

© Copyright 2020rRENDnet. All Rights Reserved.
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ALMDIP Switches

PWR RPS

dd|0a84

ON

OFF

Switch | Status Function
1 OFF Disable alarm relay for PWR power input

ON Enable alarm relay for power failure on PWR power input
2 OFF Disable alarm relay for RPS power input

ON Enable alarmmelay for power failure on RPS power input
3 OFF Storm control managed by switch configuration

ON Enable storm control (Broadcast and DLF rate set to 300py

Takes precedence over storm control switch configuration

4 OFF 802.1p QoS managed bwitch configuration

ON Enable 802.1p QoS on ports 1 and 2 (Set CoS priority to tg

on ports 1 and 2)
Takes precedence over 802.1p QoS switch configuration

5 OFF Port 9 SFP set to Gigabit speed full duplex
ON Port 9 SFP set to 100Mbps speed dulplex

6 OFF Port 10 SFP set to Gigabit speed full duplex
ON Port 10 SFP set to 100Mbps speed full duplex

© Copyright 2020rRENDnet. All Rights Reserved.
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Non-PoE LED Status Function
M OFF Terminal block PWR failure or disconnected
Front View PWR
o ' ON Terminal block PWR is connected
OFF Terminal block RPS failure or disconnected
RPS
] ON Terminal block RPS is connected
LED Indicators manes
OFF No alarm setup
IP30 Rated ALM (Red)
Housing ON PWR/RPS failure or disconnected
10/1002000 10/100/ OFF Link speed established at 10Mbps or 100Mbps
. Mbps perport 1000Mbps
LED indicator (Ports 1 —4) ON Link speed established at 1000Mbps
LINK/ACT per OFF No link/port is disconnected
Gigabit port LED LINK/ACT ON Port connection is established
RI45 ports indicator (Ports 1 4)
P Blinking Data transmission
OFF No link/SFP is disconnected
_— SFP5-6 ON SFP link is established
Gigabit Blinking Data transmission
SFP Slots

1 Ports 14 ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in bott

half-duplex andull-duplex transfer modes. Supports Auto MR

SFP Slot-b ¢ Designed to operate at Gigabit speeds.

Reset Button ¢ Push the button for 3 seconds and release teeteto factory

defaults

1 Grounding point/screwc The switch chassis can also be connected known
ground point for additional safety and protection. (grounding wire not
included)

TRENDNET

Industrial Gigabit L2 Managed Switch

THGB42i

= =

© Copyright 2020/RENDnet. All Rights Reserved.
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Top View 6-pin Removable Terminal Block

+ 0+ = e

Reset Button .
Ground point

Terminal Block Terminal Block
6-pin terminal Note: Turnoff the power before connecting modules or wires.
block (PWR, Calculate the maximum possible current in each power wirecandnon wire. Observe
RPS, ALM) all electrical codes dictating the maximum current allowable for each wire size. If curre
go above the maximum ratings, the wiring could overheat, causing serious damage to
. DIP switch your equipment.
DIP Switches definition Input/Output [Function
PWR Input  |Connects primary power source (ex. external power supply) to pow¢
) &0O) device. Device will obtain power from this input first priority if availg
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, insest
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wire connections.
*Please note powesupply issold separately* Eﬁ)\{iecgiggpports overload current protection and reverse polg
**Supported power supplies: TM6024, T1S12024 (120\ TkS24048 (240W) ** RPSInput  |Connects redundant _Power_source (ex. external power supply) to g
&0 the device. Device will obtain power from this input secondary priof

primary power inputs not available or has failed.

Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, intles
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wire connections.

Device supports overload current protection and reverse pol
protection.

ALM Output |Connects external alarm and sends outmignal if fault is detecte
based on DIP switch settings.

Supports an output with current carrying capacity of 1A @ 24V DC

© Copyright 2020rRENDnet. All Rights Reserved.
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ALM DIP Switches

PWR RPS

ik

ON

OFF

Switch | Status | Function

OFF Disable alarm relay for PWR power input

ON Enable alarm relay for power failure on PWR power input

OFF Disable alarm relay for RPS power input

ON Enable alarm relay for power failure on RPS power input

© Copyright 2020/RENDnet. All Rights Reserved.
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THEG102i LED Status Function
Fro ew OFF Terminal block PWR failure or disconnected
PWR
ON Terminal block PWR is connected
OFF Terminal block RPS failure or disconnected
RPS
LED Indicator ON Terminal block RPS is connected
OFF No alarm setup
IP30 Rated ALM (Red)
Housing 10/100/1000 ON PWR/RPS failure or disconnected
Mbps perport : -
LED indicator 10/100/ OFF Link speed established at 10Mbps or 100Mbps
1000Mbps
(Ports 1—8) | ON Link speed established at 1000Mbps
LINK/ACT per
port LED OFF No link/port is disconnected
Gigabit -
g indicator LINK/AGT ON Port connection is established
RJ45 ports (Ports 1-8)
Blinking Data transmission
OFF No link/SFP is disconnected
) ) SFP9-10 ON SFP link is established
Gigabit — —
SEP Slots Blinking Data transmission

1 Ports 18 ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in bott
half-duplex and fulduplex transfer modes. Supports Auto MR
SFP Slot90 ¢ Designed tmperate at Gigabior 100Mbpsspeeds.
Reset Button ¢ Push the button for 3 seconds and release tseteto factory
defaults
1 Grounding point/screwg The switch chassis can also be connected to a knowr
ground point for additional safety and protection. (grading wire not
included)

TRENDNET

Industrial Gigabit L2 Managed Switch
THG102i

= =

© Copyright 2020/RENDnet. All Rights Reserved.
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Top View 6-pin Removable Terminal Block

+ 0+ = e

& Ground point
Reset Button A
- 6-pin terminal
g block (PWR, )
5] RPS, ALM) Terminal Block Terminal Block

Note: Turnoff the power before connecting modules or wires.

Calculate the maximum possible current in each power wire and common wire. Obser
all electrical codes dictating the maximum current allowable for each wire size. If curre

DIP Switche DIP switch go above the maximum ratings, théring could overheat, causing serious damage to
definition your equipment.
Input/Output |[Function

PWR Input  |Connects primary power source (ex. external power supply) to pow¢
H&E device. Device will obtain power from this input first prioritgviailable
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, intles
wiring into the connection inputdrom the external power supply af

release the orange notch to lock in the wire connections.
*Please note powesupply is sold separately* Device_ supports overload current protection and reverse pol

. protection.

**Supported power supplies: TM6024, T1S12024 (120\ TkS24048 (240W) ** RPSInput  |Connects redundant _Power_source (ex. external power supply) to g
&0 the device. Device will obtain power from this input secondary priof

primary power input is not available or has failed.

Please make sure to power supplies are turned off befareng/in.
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, intles
wiring into the connection inputs from the external power supply
release the orange notch to lodk the wire connections.

Device supports overload current protection and reverse pol
protection.

ALM Output |Connects external alarm and sends output signal if fault is det
based on DIP switch settings.

Supports an output with currergarrying capacity of 1A @ 24V DC.

© Copyright 2020rRENDnet. All Rights Reserved.
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ALM DIP Switches

PWR RPS
ON
OFF
Switch | Status | Function
OFF Disable alarm relay for PWR power input
1
ON Enable alarm relay for power failure on PWR power input
OFF Disable alarm relay for RPS power input
2
ON Enable alarm relay for power failure on RPS power input
OFF Storm control managed by switch configuration
3 ON Enable storm control (Broadcast and DLF rate set to 300pps)
Takes precedence over storm control switch configuration
OFF 802.1p QoS managed by switch configuration
4 Enable 802.1p QoS on ports 1 and 2 (Set CoS priority to tag 4 on ports
ON 1and 2)
Takes precedence over 802.1p QoS switch configuration
. OFF Port 9 SFP set to Gigabit speed full duplex
ON Port 9 SFP set to 100Mbps speed full duplex
¢ OFF Port 10 SFP set to Gigabit speed full duplex
ON Port 10 SFP set to 100Mbps speed full duplex

© Copyright 2020/RENDnet. All Rights Reserved.
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TEG160WS

Front View

IP30 Rated ———»

Housing TRENDNET

PWR RPS ALM

LED Indicators

10/100/2000
Mbps perport
LED indicator

—

LINK/ACT per
port LED
indicator
Gigabit
RJ345 ports

LED Indicators

PWR ON: Terminal block PWR is connected
OFF: Terminal block PWR failure
RPS ON: Terminal block RPS is connected
OFF: Terminal block RPS failure
ALM (Red) ON: PWR/RPS failure
OFF: No alarm setup
10/100/1000 ON: Network speed at 1000 Mbps
Mbps OFF: Network speed at 10/100 Mbps
LINK/ACT ON: Port connection is established
Blinking: Data is transmitting/receiving
OFF: Port disconnected
1 Ports 216 ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in
both halfduplex and dill-duplex transfer modes. Supports Auto MBI
1 ResetButton ¢ Push the button for 3 seconds and release tseteto factory
defaults
1 Grounding point/screwc The switch chassis can also be connected to a knowr

ground point for additional safety amafotection. (grounding wire not
included)

© Copyright 2020/RENDnet. All Rights Reserved.
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Top View 6-pin Removable Terminal Block

+ 0+ = e

Reset Button Ground point

6-pin terminal

block (PWR,
RPS, ALM) Terminal Block Terminal Block
Note: Turnoff the power before connecting modules or wires.
] _ Calculate the maximum possible current in each power wire and common wire. Obser
DIP Switche DIP switch all electrical codes dictating the maximum current allowable for each wire size. If curre
go above the maximum ratings, théring could overheat, causing serious damage to
definition bove th t thei Id heat d t
your equipment.
Input/Output |[Function
PWR Input  |Connects primary power source (ex. external power supply) to pow¢
H&E device. Device will obtain power from this input first prioritgviailable
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order reles
the wiring connections. While holding in released position, insest
wiring into the connection inputfrom the external power supply af
release the orange notch to lock in the wire connections.
*Please note powesupply is sold separately* Eﬁ)\{ieccgio%wports overload current protection and reverse pol
**Supported power supplies: TM6024, T1S12024 (120\ TkS24048 (240W) ** RPSInput  |Connects redundant _Power_source (ex. external power supplgpteer]
&0 the device. Device will obtain power from this input secondary priof

primary power input is not available or has failed.

Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange nottes in order releag
the wiring connections. While holding in released position, intles
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wire connections.

Device supports overload current giection and reverse polari
protection.

ALM Output |Connects external alarm and sends output signal if fault is det
based on DIP switch settings.

Supports an output with current carrying capacity of 1A @ 24V DC

© Copyright 2020rRENDnet. All Rights Reserved.
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ALM DIP Switches

OFF ON

B PWR
.

RPS

PWR ON: Primary power alarm enabled

OFF: Primary power alarm disabled

RPS ON: Redundant power alarm enabled

OFF: Redundant power alarm disabled

© Copyright 2020/RENDnet. All Rights Reserved.
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TEG160i

Front View

IP30 Rated ——»

Housing TRENDNET

PWR RPS ALM

LED Indiators

10/100/2000
Mbps perport
LED indicator

—

LINK/ACT per
port LED
indicator
Gigabit
RJ345 ports

« | ENK/
ACT

Industrial Gigabit L2 Switch
TG160i

LED Indicators

PWR ON: Terminal block PWR is connected
OFF: Terminal block PWR failure
RPS ON: Terminal block RPS is connected
OFF: Terminal block RPS failure
ALM (Red) ON: PWR/RPS failure
OFF: No alarm setup
10/100/1000 ON: Network speed at 1000 Mbps
Mbps OFF: Network speed at 10/100 Mbps
LINK/ACT ON: Port connection is established
Blinking: Data is transmitting/receiving
OFF: Port disconnected
1 Ports 216 ¢ Designed to operate at 10Mbps, 100Mbps, or Gigabit speed in
both halfduplex and fulduplex transfer modes. Supports Auto MBI
1 ResetButton ¢ Push the button for 3 seconds and release tseteto factory
defaults
1 Grounding point/screwc The switch chassis can also be connected to a knowr

ground point for additional safety and protection. (grounding wire not
included)

© Copyright 2020/RENDnet. All Rights Reserved.
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Top View 6-pin Removable Terminal Block

+ 0+ = e

Reset Button Ground point

6-pin terminal

block (PWR,
RPS, ALM) Terminal Block Terminal Block
Note: Turnoff the power before connecting modules or wires.
_ _ Calculate the maximum possible current in each power wirecanmimon wire. Observe
DIP Switche DIP switch all electrical codes dictating the maximum current allowable for each wire size. If curre
definition go above the maximum ratings, the wiring could overheat, causing serious damage to
your equipment.
Input/Output |[Function
PWR Input  |Connects primary power source (ex. external power supply) to pows¢
&0 device. Device will obtain power from this input first priority if availg
Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, insest
wiring into the connection inputs from the external power supply
release the orange notch to lock in the wire connections.
*Please note powesupply is soldseparately* Device_ supports overdm current protection and reverse polar
. protection.
**Supported power supplies: TM6024, T1S12024 (120\ TkS24048 (240W) ** RPSInput  |Connects redundant _Power_source (ex. external power supply) to g
&0 the device. Device will obtain power from this input secondary priof

primary power input is not availablar has failed.

Please make sure to power supplies are turned off before wiring in
Use a flathead screw driver tpush the orange notches in order releg
the wiring connections. While holding in released position, intles
wiring into the connectioninputs from the external power supply a
release the orange notch to lock in the wire connections.

Device supports overload current protection and reverse pol
protection.

ALM Output |Connects external alarm and sends output signal if faulleitected
based on DIP switch settings.

Supports an output with current carrying capacity of 1A @ 24V DC

© Copyright 2020rRENDnet. All Rights Reserved.
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ALM DIP Switches

OFF ON

B PWR
.

RPS

PWR ON: Primary power alarm enabled

OFF: Primary power alarm disabled

RPS ON: Redundant power alarm enabled

OFF: Redundant power alarm disabled

© Copyright 2020/RENDnet. All Rights Reserved.
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SwitchlInstallation The switch can be installed to a 35mm (W) IRl located in cabinet, rack, or
. . enclosure.
DIN-Rail Installation

To mount the switch to a DHRail using the attached DiRail bracket, position the
switch in front of the DINRail and hook the bracket over the top of the rail.

The site wherehe switch will be installednay greatly affect its performance. When Then rotate the switch downward towards the rail until your hear a click indicating the
installing, consider the following pointers: bradket is secure and locked into place.

Note: The switch model may be different than the one shown in the example

illustrations.

1 Installthe switch in the appropriate location. Please refeithe technical
specifications at the end of this manual the acceptable operating temperature
and humidity ranges.

1 Install the Switclin a site free from strong electromagnetic field generators lfsuc
as motors), vibration, dust, and direct exposure to sunlight.

1 Install the switch in a location that is not affected by strong electromagnetic field
generators (such as motors), vibration, dust, and direct sunlight.

9 Leave at least 10cm of space at thenfrand rear of theswitchfor ventilation.

A

Fasten the DINRail bracketo the rear of the switch using the included . .
fasteners/screws. Mﬂlll'llll'lg the unit
Note: The DINRailbracketmay already be installed to your switch when received.

To unmount the switch from the DiRail,slightlypull the switchdownwardsto clear

The movable clip at the top of theNbRailbracketshould be on top. the bottom of the DINRail and rotate away from DiRailto unmount.

N

R

Releasing the unit

© Copyright 2020/RENDnet. All Rights Reserved.
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Install power supply connections SEP Transceiver/Optical Cable Installation

Connect the power suppl(sold separate, e.g. TRENDNEE24048 to the switch

terminal block as shown below. 1.  Remove the rubber plug from the SH8ts

Optional The switch chassis can also be connected to a known ground point for Note: For any unused ports or SFP slots, it is recommended to leave the
Note: Polarities V+ and-\should match between power supply and connections to 2. Slide the selected SFP module into the selected SFP slot (Make sure the
switch terminal block. module is aligned correctly with the inside of the slot)

Note: The models in the image may be different than your specific model. 3. Insert and slide the module into the SFP slot until it clicks into place.

4, wSY2@S lye NHzooSN) L)X dz3a GKIG YI @
5. IfA3dy GKS TAO0SNI OlotSQa 02yySOiz2N

connector
%@ﬂ@@ﬁ» [EE | 6.  Slide the connector in it a click is heard
LLLLI I 7. If you want to pull the connector out, first push down the release clip on toy

of the connector to release the connector from the SFP module

To properly connect fiber cablingCheck that the fiber terminators are clean. You can
clean the cable plugs by wiping them gently with a clean tissue or cotton ball moisten
with a little ethanol. Dirty fiber terminators on fiber optic cables will impair the quality o
the light transmitted through the cable and lead to degraded performancéhe port.

Note: When inserting the cable, be sure the tab on the plug clicks into position to
ensure that it is properly seated.

© Copyright 2020rRENDnet. All Rights Reserved.
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BasiclP Configquration

20 aaAidy F adlrdAa0 Lt | RRNBaa

192.168.10.x (e.g. 192.168.10.25) and a subnet mask of 255.255.255.0.

5. ClickBasic Settingand then clickGeneral Settings

System Status

Basic Settings

MAC Management

6. Configure the switch IP address settings to be within your network subnet, then clic

Apply.

Note:, 2dz YI& ySSR (2 Y2RATe (GKS adlrird Lt
& 2 dzNJ O 2 vadaptgi © Nrddress Seitiggs Witin your subogt & pdex tg regaik Stoeledswitghs G

IPv4 Settings

3. Open your web browser, and type the IP address of the switch in the address bar, and DHCP Client

then pressEnter. The default IP address192.168.10.200

2 http://192.168.10.200

4. Enter the User Name and Passudicand then click.ogin.By default:
User Nameadmin

Passwordadmin

Note: User name and password are case sensitive.

o)

User Name:

Password:

IP Address 192.168.10.200
Subnet Mask 255.255.255.0

Default Gateway 192.188.10.1

7. ClickSaveat the top right.
- Save v Logout

8. When confirmation message appears cliik.

Note: Once the settings are saved, you can connect the switch to your network.

© Copyright 2020/RENDnet. All Rights Reserved.
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Connect additional devices to yowawitch

You can connect additional computers or other network devioggur switchusing Ethernet cables to connect them to one of the avail&@itgmbit PortsCheck the status of the LED
indicators on the front panelfoyour switchto ensure the physical cable connection from your computer or device.

Note: If you encounter issues connecting to your network, there may be a problem with your computer or device network seaegm®RIee that your computer or device network
settings (also called TCP/IP settings) are configprederly within thenetwork subnetyour switch is connected

© Copyright 208 TRENDnet. All Rights Reserved.
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Accessing switch managemeitterfaces Setting Default Value

Access your switch command lineterface Default Username admin

Note: The system may be managasding the Telnet protocol'he Telnet protocol is Default Password admin

enabled by defaultt K NBR dzZ3 K2 dzi (KA a dza rifigucatio® dzwRE I ©KES G SNy —ar+ Tt

used reference acceiwough the command line interface.

1. Connect your computer to one of the available Ethernet ports and make sure your Setting Default Value
computer and switch are assigned to an IP address with the same IP subnet. IP Address 192 168.1200

O

% 3
O

A
=]

2. On your computer, run the terminal emulatipnogram (ex. Hypérerminal,
TeraTermPutty, etc.)and set the prgram to use the Telnet protocol and enter the IP
address assigned to the switch. The default IP address of the switch is 192.168.10.200
/ 255.255.255.0.

3. The terminal emulation window shdd display a prompt for user name and
password.

Enter the user name and password. By default:

ConsoldJser Nameadmin

Note: User Name and Password are case sensitive.
Enable Mode/Privileged Exec User Naa@min
Enable Mode/Privileged Exec Passwadimin

Subnet Mask

255.255.255.0

Default Gateway 0.0.0.0
Management VLAN 1
DefaultUsername admin
Default Password admin
CLI GBmmandModes
Node Command Description
enable show hostname ¢KAa O2YYFYR RAALX &
name.
configure | reboot This command reboots the system.
eth0 ip address A.B.C.D/N This commandaonfigures a static IP and subn
mask for the system.
interface | show This command displays the current port
configurations.
vlan show This command displays the current VLAN

configurations.

© Copyright 208 TRENDnet. All Rights Reserved.
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The Node type: , vlan

enable Its command prompt i§ ©5 9 + L / Qeorifig e 48/ 0 | € ®

Its command promptist ©59 L/ 9 gl a9 6 It means these commands cae bxecuted in this command prompt.

It means these commands can be executed in this command prompt. InConfigureO2 RS> SESOdziven2d SF YSNYy RKS& Ot
b23SY 6KSNB (KS awé¢ Aa GKS @fly L

configure

Its command promptig @59 +L/ S PRYAFIGO | ¢ ® [DEVICE_NAMEJgnfig)#vlan 2

It means these commands can be executed in this command prompt. [DEVICE_NAMEgnfig-vlan)#

INnEnabled2 RS> S E S Odzicanfigdre téraival’ | RGIENI G KS O2y TA3IdzNB

node.

[DEVICE_NAMEBbNnfigure terminal

ethO
Its command prompt it 5 9 + L / YcoriligAaf0a ¢ @
It means these commands can be executed in this command prompt.

In Configure code, executingD2 Y Y | ¥itBrfacé eth® Sy iSNJ G§KS SiKn
interface node.
[DEVICE_NAMERNfig)#interface ethO

[DEVICE_NAMEJgnfig-if)#
interface
Its command prompt it ©5 9 + L / YcoriligAaf0d ¢ @
It means these commands can be executed in this command prompt.
InConfigureO2 RS S E S O dziinkeyfage gigaetfiefietl/®% ¢ Sy G S NJ
the interface port 5 node.
Or
InConfigureO2 RS = S E S O dziimeyfage fA3@thevhkty/a & Sy G S NJ
the interface port 5 node.

Note: depend on your port speedjigaethernet1/0/5 for gigabit Ethernet
ports and fastethernet1/0/5 for fast Ethernet ports.

[DEVICE_NAMEKNfig)#interface gigaethernet1/0/5
[DEVICE_NAMEgnfig-if)#

© Copyright 208 TRENDnet. All Rights Reserved.
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Access your switckveb management page

Note: Your switch default management IP addra#p://192.168.10.200is accessed

through the use of your Internet web browser (e.g. Internet ExgipFérefo®

Chromer, Safai® Operat) and will be referenced frequentlyy (KA & ! aSNNR& DdzZA RS o
¢ KNRdzAK2dzi (KAaAa dza SoNfguratichviib& Bed toirefefencd SNY 2 S 6

access from web management page.

1. Open your web browser and go to the IP addretsp://192.168.10.200 Yourswitch
will prompt you for a user name and password.

(2 hitp://192.168.10.200

2. Enter the user name and password. By default:

User Name:admin
Passwordadmin
Note: User Name and Password are case sensitive.

o3

User Name:

Parameter Description
User Name Enter the user name
Password Enter the password.

© Copyright 208 TRENDnet. All Rights Reserved.
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Systeminformation

CLI ©nfiguration

Node Command Description

enable show hostname ¢CKAA O2YYlI YR RA angiwore
name.

enable show interface ethO | This command displays the current EthO
configurations.

enable show model This command displays the system informatio

enable show runningconfig | This command displays the current operati
configurations.

enable show systerdinfo ¢CKA& O2YYFYyR RAALIX I &2
and memory information.

enable show uptime This command displays the system up time.

Web Configuration

System Status System Information

System Information

System Information

Model Name
Host Name
Boot Code Version
Firmware Version
Bullt Date

DHCP Client

IP Address

Subnet Mask

Default Gateway
MAC Address

Serial Number
Management VLAN
CPU Loading
Memory Information
Current Time

Thu Jan 25 14:37:29 CST 2018
Disabled
192.168.10,.200
255.255.255.0
0.0.0.0
00:0b:04:13:ce:bl
VTIK17C002532
1

i ] 3.96 %
Total: 127776 KB, Free: 119940 KB, Usage: 6.13 %
2014-1-3, 21:51:32

Parameter

Model Name

Host Name

Boot Code Version
Firmware Version

Built Date
DHCP Client

IP Address
Subnet Mask

Default Gateway

MAC Address

Serial Number

Management
VLAN

CPU Loading

Memory
Information

Current Time

Refresh

Description

This field displays the model name of the Switch.
This field displays the name of the Switch.

This field displays the boot code version.

This field displays the firmwansersion.

This field displays the built date of the firmware.

This field displays whether the DHCP client is enabled on
Switch.

This field indicates the IP address of the Switch.
This fieldindicates the subnet mask of the Switch.

This field indicates the default gateway of the Switch.

This field displays the MAC (Media Access Control) address (
Switch.

The serial numbeassigned by manufactarfor identification of
the unit.

This field displays the VLAN ID that is used for the Sw
management purposes.

¢KA& FASER RAALX I &8a GKS LISN
This fielddisplays the total memory the Switch has and t

memory which is currently availableFree and occupied
(Usags9.

This field displays current date (yygym-dd) and time
(hh:mm:ss).

Click this to update the information in this screen.

© Copyright 208 TRENDnet. All Rights Reserved.
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Basic Settings eth0 Show This command displays the ethQ
i configurations.
General Settings J
System ethO ip address A.B.C.D/M | This command configures a static IP g
Management VLAN subnet mask for the system.
To specify a VLAN group which can access the Switch. eth0 ip address default This command configures the syste
, The valid VLAN range is from 1 to 4094. gateway A.B.C.D default gateway.
. If you want to configure a management VLAN, the management VLAN should | eth0 ip dhcp client This command configures a DHCP cli
be created first and the management VLAN should have at least one member (disable|enable|renew) | function for the system.
port. Disable: Use a static IP address on
switch.
Host Name Enable & Renew: Use DHCP client to ge
Thehostnameis same as the SNMP system name. Its length is up to 64 characters. IP address from DHCP server.
The first 16 characters of the hostname will be configured as the CLI prompt. etho management vlan This command configusethe managemen
VLANID vlan.
Default $ttings
The default Hostname [¥ OUR_DEVICE_NAME] Example The procedures to configure an IP address for the Switch.
The default Static IP is 192.168.200 [DEVICE_NAME#nfigure terminal
Subnet Mask is 255.255.255.0 [DEVICE_NAMEJnfig)#
Default Gateway is 0.0.0.0
Management VLAN is 1. V  To enter the ETHO interface node.
[DEVICE_NAMEJgnfig)#interface ethO
CLI 6Gmmands [DEVICE_NAME¢nfigif)#
Node Command Description
configure | Reboot This command reboots the system. V' Togetan IP address from a DHCP server.
) ) [DEVICE_NAMEWnNfigif)#ip dhcp client enable
configure | hostname STRINGS This command sets the system's netwd
name.
- - - X V  To configure a static IP address and a gateway for the Switch.
configure | interface eth0 This command enters the ethO interfag

[DEVICE_NAME®Nfigif)#ip address92.168.202.111/24
[DEVICE_NAMEJnfigif)#ip address defaulgateway 192.168.202.1

node to configure the system IP.

© Copyright 208 TRENDnet. All Rights Reserved.
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Web Configuration
Basic Settings > General Settings > System

General Settings

I Jumbo Frame | Management Host

System Settings

Hostname S
management ViAN [

IPv4 Settings

[oisable | kenew |
192.168.10.200
Default Gateway 0.0.0.0

DHCP Client
IP Address

Subnet Mask

Apply

Configures a IPv4 address for your Switch in dotted dec

|7 Hediess notation. For examie, 192.16810.200

Enter the IP subnet mask of your Switch in dotted decimal

Subnet Mask i
notation for example 255.255.255.0.

Enter the IP address of the default outgoing gateway in dottec

Default Gateway ) i
decimal notation, for exampl&92.168.10.1

Jumbo Frame

Jumbo frames are Ethernet frames with a payload greater than 1500 bytes. Jumbo frames
can enhance data transmission efficiency in awwek. The bigger the frame size, the

better the performance.

Notice:
The jumbo frame settings will apply to all ports.
If the size of a packet exceeds the jumbo frame,dize packet will be dropped.
The available values al®240,9216,1552, 1536,1522.
Default Settings
The default jumbo frame is 10240 bytes.

CLI Cofiguration

Node Command Description

This command displays the
current jumbo frame settings.

enable show jumboframe

configure | jumboframe
(10240]|9216|15%2|1536|1522)

This command configures the
maximum number of bytes of
frame size.

Web Configuration
Basic Settings > General Settings > Jumbo Frame

General Settings

System |

Management Host

Jumbo Frame Setting

Frame Size 10240 v

|. Refresh

Parameter Description
. This field configures the maximum number of bytes of frame :
Frame Size oo
for specifiedport(s).
Apply Click this button to take effect the settings.
Refresh Click this button to reset the fields to the last setting.

© Copyright 208 TRENDnet. All Rights Reserved.
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TheNetwork Time ProtocoNTB is a protocol for synchronizing the clocks of computer
systems over packetswitched, variabldatency data networks. A less complex
implementation of NTP, using the same protocol but without requiring the storage of
state over extended periods of time is known as tBanple Network Time Protocol
(SNTR. NTP provides Coordinated Universal Time (UTC). No information &bt
zonesor daylight saving time is transmitted; this information is outside its scope and must
be obtained separately.

UDP Port: 123.

Daylight savings a period from late spring to early fall when many countries set their
clocks ahead of normal local time by one hour to give more daytime light in the evening.

Note:

=

The SNTP server always replies the UTC current time.

When the Switch receives the SNFEBly time, the Switch will adjust the time
with the time zone configuration and then configure the time to the Switch.
LT dKS GAYS aSNBSNRa Lt | RRNBaa Aa
SNTP request packets.

If no SNTP reply packets, the ®Wiwill retry every 10 seconds forever.

If the Switch has received SNTP reply, the Switch wgiétehe time from NTP
server every 24 hours.

If the time zone and time NTP server have been changed, the Switch will
repeat the query process.

No default SN server.

Default Settings
Current Time:

Time: 0:3:51 (UTC)
Date: 19761-1

Time Server Configuration:

Managed Industrial L2 Switcl

Time Zone : +00:00

IP Add

ress: 0.0.0.0

DayLight Saving Time Configuration:

State
Start D

: disabled
ate: None.

End Date : None.

CLI Configuration

Node

Command

Description

enable

show time

This command idplays current time
andtime configurations

configure

y2i 01

time HOUR:MINUTE:SECON

2y FAIAdINBRE (KS§

Sets the current time on the Switch.
hour. 0-23,

A BAUOK ALt y2i

sec 0-59

Note: If you configure Daylight Saving
Time

after you configure the time, the
Switchwill apply Daylight Sang Time.

configure

time dateYEAR/MONTH/DA

Sets the current date on the Switch.
year. 1970

month; 1-12

day. 1-31

configure

time daylightsavingtime

This command mablesthe daylight
saving time.

configure

time daylightsavingtime
start-date (first| second|
third | fourth | last) (Sunday
| Monday| Tuesday|

This command sets the start date for
the Daylight Saving Time.

For Example: first Sunddy0 (AM:01st

Sunday in April)

© Copyright 208 TRENDnet. All Rights Reserved.
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Wednesday Thursday|
Friday| SaturdayMONTH
OCLOCK

configure | time daylightsavingtime This command sets the enthte for
end-date (first| second| the Daylight Saving Time.

third | fourth | last) (Sunday | For Example: Last Sunday BYBM: 6

| Monday| Tuesday Last Sunday in October)
Wednesday Thursday|

Friday| SaturdayMONTH
OCLOCK

configure | no time daylightsavingtime | This command idables daylight saving
on the Switch.

configure | time ntp-serverlP_ADDRESS This commandets the IPaddress of
your time server.

This command idablesthe NTPserver
settings.

configure | no timentp-server

Selects the time difference between
UTC (formerlknown as GMT) and you
time zone.

Valid value:=1200 to 1200.

configure | time timezoneVALUE

Example:
[DEVICE_NAMEWNfig)#ime ntp-server 192.5.41.41
[DEVICE_NAMEgnfig)#ime timezone +0800
[DEVICE_NAME]gnfig)#ime ntp-server enable
[DEVICE_NAMEnfig¥time daylightsavingtime startdate first Monday 6 0
[DEVICE_NAME}Nfig¥time dayligh-savingtime enddate last Saturday 10 0O

Web Configuration
Basic Settings > General Settings > SNTP

General Settings

System | Jumbo Frame | Management Host

Current Time and Date
Current Time 18:53:12 (UTC)
Current Date 2016-04-08

Time and Date Settings

New Time . . “I : : (yyyy-mm.dd / hh:mm:ss)

O Enable Network Time Protocol

NTP Server L*B time.trendnet.com - TRENDNET ¥
Ll Domain Name v

Time Zone -0800

Daylight Saving Settings

start Date I T o CETND - ERlo ciock
End Date I T o Y o ERlo ciock

‘. Apply | | Refresh
Parameter

Description

Current Time and Date

Current Time This field displays the time you open / refresh this menu.

Current Date This fielddisplays the date you open / refresh this menu.

Time and Date Setting

Select this option if you want to enter the system date and til

Manual
manually.
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Enter the new date in year, month and day format and time
hour, minute and second format. The new date and time tk

Configure the day and time when Daylight Saving Time eydsi i
enabled Daylight Saving Time. The time field uses the 24

New Time appear in theCurrent Dateand Current Timefields after you click format.
Apply. Here are a couple of examples:
Enable Daylight Saving Time ends in the United States on the last St
Network Time Select this option to use NetwbiTime Protocol (NTP) for the tim of October. Each time zone in the United States stops u
R service. Daylight Saving Time atA.M. local time. So in the United Stat
rotoco End Date you would selecEirst, Sunday Novemberand 2:00.
Select a prelesignated time server or type the |P address or ty Daylight Saving Time ends in the European Union on the
NTP Server the domain name of your time server. The Switch searches fol Sunday of October. All of the time zones in the European U
timeserver for up to 60 seconds. stop using Daylight Saving Time at §2ene moment (1 A.M. GM
; ; ; i or UTC). So in the European Union you would s¢last Sunday
_ Select the time difference between UTC (Universal Tir Octoberand the last field depends on your time zone. In Germ
Time Zone Coordlnatgd, formerly known as GMT, Greenwich Mean Ti for instance, you would sele@00because Germany's time zor
and your time zone from the dregown list box. is one hour ahead of GMT or UTC (GHT+
Daylight Saving Settings Apply Click Apply to take effect the settings.
State SelectE_nabIe|f you w_ant to use Daylight Saving Time. Otherwi Refresh Click Refresh to begin configuring this screen afresh.
selectDisableto turn it off.
Configure the day and time when Daylight Saving Time starts i
enabled Daylight Saving Time. The time is displayed in the 24 Management Host
format. Here are a couplef @xamples: The feature limits the hosts which can manage the Switch. That is, any hosts can mar
Daylight Saving Time starts in most parts of the United State the Switch vigelnet or web browser If user has configured one or more management
the second Sunday of March. Each time zone in the United S host, the Switch can be managed by these hosts only. The feature allow user guecenfi
starts using Daylight Saving Time at 2 A.M. local time. So ir management IP up to 3 entries.
S Daie United States you would seleSecond Sunday Marchand2:00. Default Settings

Daylight Saving Time starts in the European Union on the
Sunday of March. All of the time zones in the European Union !
using Daylight Saving Time at the same moment (1 A.M. GN
UTC). So in the European Union you would sdlest, Sunday

The default is none, any host can manage the Switch via telnet or web browser.

CLI Configuration

March and the last field depends on your time zone. In Germi Node Command Description
for instance, you would sele@t00because Germany's time zor ) ) -
is one hour ahead of GMT or UTC (GMT+1). enable show interface ethO | The com.mand. displays the all of the interfa
ethO configurations.
ethO show The command displays the all of the interfa
ethO configurations.
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ethO management host The command adds a management host addré
A.B.C.D

eth0 no management host The command deletes a management hq
A.B.C.D address.

Example:

[DEVICE_NAME}nfigure terminal
[DEVICE_NAMENnfig)#interface ethO
[DEVICE_NAMEJnfigif)j#management host 192.168.200.106

Web Configuration
Basic Settings > General Settingdanagement Host

General Settings

System | Jumbo Frame |
Management Host Settings

Management Host

| | Refresh

Parameter Description

mggtagement This field configures the management host.

Apply Click this button to take effect the settings.

Refresh Click this button to begin configuring this screen afresh.

Management Host List

No.

Management
Host

Action

This field displays a sequential number for each management
host.

This field displays the management host.

Click the Delete buttoto remove the specified entry.
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MAC Management v
Dynamic Address: No Is destination Yos
The MAC addresses are learnt e switch. When the switch receives frames, it will L e 4
record the source MAC, the received port and the VLAN in the address table with an age
time. When the age time is expired, the address entry will be removed from the address {
table. Forward to
all ports. Is the outgoing

. port different from the
Static Address: incoming port?
The MAC addresses are configured by users. The static addresses will not be aged out by
the switch; it can be removed by user only. The maximum static address entry is up to
256 Filter this Forward to

) frame. outgoing port/
TheMAC Tablga MAC table is also known as a filtering database) shows howdraree N ) . Flgurel\/IAC Table Flowchart
F2NBFNRSR 2NJ FAt GSNBR ONRaa (KS {oArlOKP® Tlsfiahs o SARAY IR RSGAOS 66KAOK Y& 65t
VLAN group) sends a packet which is forwarded to a port on the Switch, the MAC address ¢KS RSTlhdA U a!/ | RRNbBaa ulots |3

2F (KS RSOAOS Aa ak2sy 2y GKS { 6ACiadkesss a! / ¢S5 tad ok ALYHAZY ¢3alph RO of sRAIES S SN GiNBS
is dynamic (learned by the Switch) or static (manually entered).
The Switch uses thIAC Tablao determine how to forward frames. See the following Static MAC Settings

figure. CLI Configuration
1. The Switch examines the received frame and learns the port from which this

Node Command Description
source MAGddress came.
2. The Switch checks to see if the frame's destination MAC address matches a | enable showmacaddress This command displays the current MAC
source MAC address already learnt in MAC Table table agingtime address table age time.
s If the Switch has already learnt the port for this MAC address, then it . .
enable showmacaddress This command displays the current

forwards the frame to that port.

If the Switch has not already learnt the port for this MAC address, then
the frame is flooded to all ports. If too much port flooding, it may lead enable showmacaddress This command displays information of a
to network congestion. table mac MACADDR | specific MAC.

If the Switch has already learnt the port for this MAC address, but the
destination port is he same as the port it came in on, then it filters the
frame.

table (static|dynamic) | static/dynamic unicast address entries.

enable showmacaddress This command displays the current unicast
table port PORT_ID address entries learnt by the specific port.

configure | macaddresstable This command configures a static unicast
staticMACADDRIan | entry.
VLANID port PORT_IL

configure | nomacaddresstable | This command removes a static unicast ent
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staticMACADDRIan | from the address table. Parameter Description
VLANID
: . . ic MA i
configure | clearmacaddress This command clears the dynamic address SIEUBLHAC S
table dynamic entries. Enter the MAC address of a computer or device that you war
MAC Address add to the MAC address table.
Example Valid format is hh:hh:hh:hh:hh:hh.
[DEVICE_NAMEJgnfig)#macaddresstable static 00:11:22:33:44:55 vlan 1 port 1 VLAN ID Enter the VLAN ID to apply to teemputer or device.
Web Configuration Port Enter the port number to which the computer or device
: : _ _ connected.
Basic Settings > MAC Management > Static MAC Settings
Apply Click Apply to take effect the settings.
Static MAC Refresh Click Refresh to begin configuring this screen afresh.

A static Media Access Control (MAC) address is an address that has been manually
entered in the MAC address table, and do not age out. When you set up static MAC Static MAC Table

address rules, you are setting static MAC addresses for a port, so this may reduce the
need forbroadcasting. MAC Address This fielddisplays the MAC address of a manually entered M

address entry.
MAC Address Management

This field displays the VID of a manually entered MAC adc

| Age Time Setting MAC Table VLAN ID entry.

Static MAC Settings
This field displays the port number of a manually entered M
Port address entry. The MAC address with port GiBans the
{6A0G0KQa a!/ | RRNBaasSa AdGas

MAC Address

ClickDeleteto remove this manually entered MAC address en
Static MAC Table Action FNRY (KS a!/ FRRNB&aa (lotSo
address from the static MAC address table.

MAC Address Action
00:0b:04:13:ce:b1

Total counts : 1
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Age Time Settings MAC Table
BasicSettings > MAC Management > Age Time Settings Basic Settings > MAC Management > MAC Table

MAC Address Management MAC Address Management

Static MAC Settingsl | MAC Table Static MAC Settingsl Age Time Setting |

MAC Table

Show Type Al v l Apply ‘ ‘ Refresh ‘

Age Time Setting

Age Time (sec) (Range: 20-500 or 0:disable)

MAC Address Type
00:0b:04:13:ce:b1 Static
d8:eb:97:ef:32:6a Dynamic 10
ec:0e:c4:12:b9:c1 Dynamic 10

Total counts : 3

| Apply ‘ ’ Refresh

Parameter Description

. Configure the age time; the valid range is from 20 to 500 seconds.
Age Time

default value is 300 seconds. Parameter Description
Apply Click Apply to take effect the settings. Show Type SelectAll, Static Dynamic or Porand then clickpply to display
Apply the corresponding MAC address entriesthis screen.

Refresh Click this taupdate the information in the MAC table. ; ) i o
Refresh Click this to update the information in the MAC table.

MAC Address This field displays a MAC address.

This field displays whether this entry was entered manu

Type (Static) or whether it was learned by the Swi{€ynamic).
VLAN ID This field displays the VLAN ID of the MAC address entry.

This field displays the port number the MAC address entr
Port associated. It displays CPU if it is the entry for the Switch itsel

¢KS /t! YStya GKIFIG AG A& GK!

Total Counts This field displays the total entries in the MAC table.
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Port Mirror CLI Configuration

Port-based Mirroring Node Command Description

ThePort-Based Mirrorings used on a network switch to send a copy of network packets enable show mirror This command displays the current pq
sent/received on one or a range of switch ports to a network monitoring connection on mirroring configurations.

another switch portionitor to Port). This is commonly used for network appliances that

. o . . . . configure | mirror (disable|enable) | This command disables / enables the
require monitoringof network traffic, such as an intrusiatetection system. g ( | ) P

mirroring on the switch.

Port Mirroring, together with a network traffic analyzer, helps to monitor network traffic. configure | mirror destination port | This command specifies tieonitor port for

Users can monitor the selected pofSource Portsfor egressand/or ingress packets. PORT_ID the port mirroring.
configure | mirror sourceports This commana@ddsa port or a range of ports
PORT_LIST mode as the source ports of the port mirroring.

Source Mode:
Ingress : The received packets will be copied to the monitor port.
Egress : The transmitted packets will be copied to the monitor port.

(bothjingress|egress)

configure | no mirror source ports | This commandemovesa port or a range of

. . ) ) , PORT_LIST ports from the source ports of the por
Both  : The received and transmitted packets will be copied to the monitor mirroring.

port.
Note:

1. The monitor port cannot be a tnk member port. Example: _ _

2. The monitor port cannot be ingress or egress port. [DEVICE_NAMH}#Nnfigureterminal

3. Ifthe Port Mirror function is enabled, the Monitdo Port can receive mirrored [DEVICE_NAMEJgnfig)#mirror enable

packets only. [DEVICE_NAMER®Nfig)#mirror destination port 2

4. |If aport has been configured as a source port and then user configures the port
as a destinaon port, the port will be removed from the source ports
automatically.

[DEVICE_NAMEgnfig)#mirror source ports-3 mode both

Default Settings
Mirror Configurations:
State : Disable
Monitor port : 1
Ingress port(s): None
Egress port(s): None
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Web Configuration Selectingress Egressor Both to only copy the ingreséncoming),
Basic Settings > Port Mirroring egress (outgoing) or both (incoming and outgoing) traffic from
Port Mirroring Mirror Mode specified source ports to the mc_)nitor port. Selézisableto not.
copy any traffic from the specified source ports to the moni
Port Mirroring Settings pOI‘t
State i 3
Monitor to port Apply Click Apply to take effect theettings.
Refresh Click Refresh to begin configuring this screen afresh.

Source Port Mirror Mode Source Port Mirror Mode

Disable ¥ Disable v

Disable v Disable v

Disable ¥ Disable v

Disable v Disable v

Disable ¥ Disable v

Disable v Disable v

Disable v Disable v

Disable ¥ Disable v

Parameter Description

SelectEnableto turn on port mirroring or seledDisableto turn it

State off.

Monitor to Port ~ Select the port which connects tonetwork traffic analyzer

Settings in this field apply to all ports.

Use this field only if you want to make soettings the same
All Ports for all ports.

Use this field first to set the common settings and then m:
adjustments on a porby-port basis.

Source Port This field displays the number of a port.
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Port Settinqs as a way to pin down a failing node in a network. ®mpe of loopback test is performed
using a special plug, calledamap plugthat is inserted in a port on a communications

i Duplex mode . X .

o ) ) device. The effect of a wrap plug is to cause transmitted (output) data to be returned
A duplexcommunication system is a system composed of two connected parties or rgcejved (input) data, simulating a commetommunications circuit using a single
devices that can communicate with one another in both directions. computer.

Half Duplex: 1  Auto MDHVDIX
A half-duplex system provides for communication in both directions, but only one
direction at a time (not simultaneously). Typically, once a party begins receiving a signal,
it must wait for the transmitter to stop transmitting, before replying.

Auto-MDIX (automatic mediuradependent interface crossoveris a computer
networking technology that automatically detects the required cable connection typ
(straightthrough or crossover) and configures the connection appropriately, thereby
removing the need for crossover cables to interconnect switches or connecting PEs pe
to-peer. When it is enabled, either type of cable can be used or the interfac
automatically corrects anjncorrect cabling. For AutMDIX to operate correctly, the
speed on the interface and duplex setting must be set to "auto". AMRIX was
developed by HP engineers Dan Dove and Bruce Melvin.

i Auto Negotiation

Auto (autenegotiation) allows one port to negiate with a peer port automatically to
obtain the connection speed and duplex mode that both ends support. When- aut
negotiation is turned on, a port on the Switch negotiates with the peer automatically t
determine the connection speed and duplex mode.

Full Duplex:
A full-duplex or sometimesdoubleduplex system, allows communication in both If the peer port does not support autoegotiation or turns off this feature, the Switch
directions, and, unlike hatuplex, allows this to happen simultaneously. Ldine determines the connection speed by detecting the signal on the cable and halhg
telephone networks are fuliuplex, since they allow both callers to speak and be heard duplexY2 RS® 2 KSy U K-8egdtiatidn UsQin@dh off,ladzart2uses the pre
at the sane time. configured speed and duplex mode when making a connection, thus requiring you
make sure that the settings of the peer port are the same in order to connect.
« 1 Flow Control
A concentration of traffic on a port decreases port bandwidth and overflows buffe
memory causing packet discards and frame losses.|[EEE802.3x flow control is used il
duplex mode to send a pause signal to the sending port, causing it to temporarily st
i Loopback Test sending signals when the receiving port memory buffers fill and resend later.

A loopback test is a test in which a signal in sent from a communications device and
returned (looped back) to it as a way to determine whether the device is working right or
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The Switch uses IEEE802.3x flow control in full duplex mode and backpressure flow General Settings
control in half duplex mode. IEEE802.3x flow control is used in full duplex mode to send ¢ Configuration

a pause signal to the sending port, causing it to temporarily stop sending sigreighe
receiving port memory buffers fill. Back Pressure flow control is typically used in half
duplex mode to send a "collision” signal to the sending port (mimicking a state of packet
collision) causing the sending port to temporarily stop sending gaad resend later.

Note: 1000Bas¢ R2Say Qi adzLJLl2 NI F2NOS Y2RSo
1 Cable Test.

This feature determines the quality of the cables, shorts, and cable impedance mismatch,
bad connectors, termination mismatch, and bad magnetics. The feature can work on the
copper Ethernet cable only.

Default Settings
The default port Speed & Duplex is auto for all ports.
The default port Flow Control is Off for all ports.

Node Command Description

enable show interface IFNAME Thiscommand displays the curren
port configurations.

configure | interface IFNAME This command enters the interfacg
configure node.

interface | show This command displays the currer
port configurations.

interface | loopback (none | mac) This command testhe loopback
mode of operation for the specific
port.

interface | flowcontrol (off | on) This command disables / enables
the flow control for the port.

interface | speed (auto|16full||10 -half| This command configures the

100ull]200-half|12000-full) speed and duplex for the port.

interface | shutdown This command disables the specif
port.

interface | no shutdown This command enables the specifi
port.

interface | description STRINGs This command configures a
description for the specific port.

interface | no description This command configures the
default port description.

interface | cable test This command diagnostics the
Ethernet cable and shows the
broken distance.

interface | clean cableest result This command cleans the test
result of the Ehernet cable test.

interface | show cableest result This command displays the test

result of the Ethernet cable test.
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configure | interface range This command enters the interfacg
gigabitethernet1/0/ PORTLISTY configure node.
if-range description STRINGs This command configures a
description for the specific ports.
if-range no description This command configures the
default port description for the
specific ports.
if-range shutdown This command disables the specif
ports.
if-range no shutdown This command enables the specifi
ports.
if-range speed (auto|106full]|10 -half| This command configures the
100+ull|200-half|1000-full) speed and duplex for the port.
Example:

[DEVICE_NAME}#Nnfigure terminal
[DEVICE_NAMENnfig)#nterface gil/0/1
[DEVICE_NAMEgnfigif)#speed auto

Web Configuration
Basic Settings > Port Settings > General Settings

Port Settings

| Information

Port Settings

Port State Speed/Duplex Flow Control

T N I ——
" Apply ‘ ‘ Refresh ‘

Port Status

Port Speed/Duplex
Enabled Auto

Flow Control Link Status

Link Down

Enabled Auto Link Down

Enabled Auto Link Down

Link Down
1000M / Full / Off

Enabled Auto

Enabled Auto

Parameter

Port

State

Speed/Duplex

Flow Control

Apply
Refresh
Port

State
Speed/Duplex

Flow Control

Link Status

Description

Select a port or a range ports you want to configure on this scree
SelectEnableto activate the port oDisableto deactivate the port.

Select the speed and duplex mode of the port. The choices are:
wAuUto

w10 Mbps / Full Duplex

w10 Mbps / Half Duplex

w100 Mbps / Full Duplex

w100 Mbps / Half Duplex

w1000 Mbps /Full Duplex

SelectOn to enable access to buffering resources for the port tt

ensuring lossless operation across network switches. Otherv
selectOff to disable it.

Click Apply to take effect the settings.
Click Refresh to begin configuring this screensifre
This field displays the port number.

This field displays whether the port is enabled or disabled.

This field displays the speed eithE®M, 100M or 1000Mand the
duplex moderFullor Half.

¢tKAE FTASER RAALI I &a ¢ OBdGIS NI
This field displays the link status of the port. If the port is up, it
RAaGLEFE&a GKS LR2NIQa aLISSR:I Rd
Otherwise, it displaykink Downif the port is disabled or not
connected to any device.
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Information
BasicSettings > Port Settings > Information

Port Settings

General Settings |

Port Settings

Description

gigabitethernet1/0/1

| Apply | ‘ Refresh ‘

Port Status

Port Description Uptime Medium Mode

gigabitethernet1/0/1 Normally 0 days 0:0:0 Copper
gigabitethernet1/0/2 Normally 0 days 0:0:0 Copper
gigabitethernet1/0/3 Normally 0 days 0:0:0 Copper
gigabitethernet1/0/4 Normally 0 days 0:0:0 Copper
gigabitethernet1/0/5 Normally 1 days 0:3:6 Copper

Parameter Description

Port Select a port or a range ports you want to configure on this scr

Description Configures a meaningful name for the port(s).

Port Status

Port This field displays the ponumber.

Description The meaningful name for the port.

Status The field displays the detail port status if the port is blocked

some protocol.
Uptime The sustained time from last link up.

Medium Mode The current working medium mode, copperfidyer, for the port.
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Advanced Settings
Bandwidth Control

QoS

Each egress port can support up to 8 transmit queues. Each egress transmit queue

contains a list specifying the packet transmission order. Every incoming frame is
forwarded to one of the 8 egress transmit queues of the assigned egress port, based on
its priority. The egress port transmits packets from each of the 8 transmit queues

according to a configurable scheduling algorithm, which can be a combination of Strict
Priority (SP) and/or Weighted Round Robin (WRR).

Typically, networks operate on a besffort delivery basis, which means that all traffic
has equal priority and an equal chance of being delivered in a timely manner. When
congestion occurs, all trafficals an equal chance of being dropped.

When you configure the QoS feature, you can select specific network traffic, prioritize it
according to its relative importance, and use congestimmagement and congestioen
avoidance techniques to give preferentiadatment. Implementing QoS in your network
makes network performance more predictable and bandwidth utilization more effective.

The Switch supports 802.1p priority queuing. The Switch&psgority queues. These
priority queues are numbered from 7 (Cla9g the highest priority queue& to O (Class
0)T the lowest priority queue.

¢KS SAIKG LINAZ2NRGE
priority queues as follows:

GF3a aLsSoOATASR L9

%

Priority :0 1 234567
Queue :201348B7

Priority scheduling is implemented by the priority queues stated above. The Switch will
empty the four hardware priority queues in order, beginning with the highest priority
gueue, 7, to the lowest priority queue, 0. Each hardware queue will transindf the
packets in its buffer before permitting the next lower priority to transmit its packets.

When the lowest hardware priority queue has finished transmitting all of its packets, tt
highest hardware priority queue will begin transmitting any peskt may have received.

QoS Enhancement

You can configure the Switch to prioritize traffic even if the incoming packets are n
marked with IEEE 802.1p priority tags or change the existing priority tags based on
criteria you select. The Switdilows you to choose one of the following methods for
assigning priority to incoming packets on the Switch:

802.1p Tag Priority- ! 8 aA 3y LINA2NAG& G2
tagged priority.

Port Based Q8 - Assign priority to packets based dime incoming port on the
Switch.

DSCP Based Qe3ssign priority to packets based on their Differentiated Service

Code Points (DSCPs).

LI 01 S a

5

Note: Advanced QoS methods only affect the internal priority queue mapping for tt
Switch. The Switch does not modihe IEEE 802.1p value for the egress frames. You ce
choose one of these ways to alter the way incoming packets are prioritized or you ¢
choose not to use any QoS enhancement setting on the Switch.

802.1p Priority
When using 802.1p priority mechanisthe packet is examined for the presence of a valid

02.1p priority.tag, If the tag is present, the packet g assigned t ragraramable: egr
gu%ue gjage'a 8)n h]éjvaﬁjé‘ o“gf-'thelfa%gedl‘gﬁolr)lty. hg %gggg?prljbar@gce%? beudrgsignuatgc
any of the available qeues.

Ethernet Packet:

6 6 2 42-1496 4

DA | SA Type / Length Data FCS

6 6 4 2 42-1496 4
DA SA 802.1Q Tag Type / Length Data FCS
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802.1Q Tag: 4 4 Video, <100ms latency
2 bytes 2 bytes 5 5 Video, < 10ms latency
Tag Protocol Identifier (TPID) Tag Control Information (TCI) 6 6 Internetwork Control
16 bits 3bits | 1hit 12 bits 7 7 (highest) Network Control
TPID (0x8100) Priority | CFI VID

DiffServ (DSCP)

Differentiated Servicesr DiffServis a computer networking architecture that specifies a
simple, scalable and coargained mechanism for classifying, managing network traffic
and providing Quality of Servic®¢9 guarantees on modern IP networks. B#fv can,
for example, be used to provide lelatency, guaranteed servic&§ to critical network
traffic such as voice or video while providing simple kefart traffic guarantees to non
critical services such as web traffic or file transfers.

Tag Protocol Identifier (TPID3 16bit field set to a value 00x8100in order to

identify the frame as an IEEE 802-ttgged frame.

Tag Control Information (TCI)

A Priority Code Point (PCR)3bit field which refers totie IEEE 802.1p priority.

It indicates the frame priority level frofd (lowest) to 7 (highest)which can
be used to prioritize different classes of traffic (voice, video, data, etc.).

A Canonical Format Indicator (CR)bit field. If the value of thiséid is 1, the
MAC address is in nezanonical format. If the value is 0, the MAC address is
in canonical format. It is always set to zero for Ethernet switches. CFl is used
for compatibility between Ethernet and Token Ring networks. If a frame
received atan Ethernet port has a CFl set to 1, then that frame should not be
bridged to an untagged port.

A VLAN Identifier (VIDR 12bit field specifying the VLAN to which the frame
belongs. A value of 0 means that the frame doesn't belong to any VLAN; in  When using the DiffServ priority mechanism, the packet is classified based on the D
this case the 802.1Q tag specifies only a priority and is referred tp@sriy field in the IP header. If the tag is present, the packet is assigned to a programma
tag. A value of hex OxFFF is reserved for implementation use. All other values egress queue based on the value of the taggeibrity. The tagged priority can be
may be used as VLAN identifiers, allowing up to 4094 VLANSs. On bridges, VLANdesignated to any of the available queues.

1 is often reserved for management.

Differentiated Services Code PoifDSCPis a 6bit field in the header of IP packets for
packet classification purposes. DSCP replaces the outdated IP precedeiiefial® in
the Type of Service byte of the IP header originally used to classifyramidize types of
traffic.

Priority L.ev.els ) Version IHL Type of Service Total Length
PCP: Priority Code Point.
Identification Flags Fragment Offset
PCP Network Priority | Trafic Characteristics Time to Live Protocol Header Checksum
1 0 (lowest) Background Source Address
0 1 Best Effort Destination Address
2 2 Excellent Effort Options Padding
3 3 Critical Applications Example Internet Datagram Header
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IP Header Type of Service: 8 bits The type of service is used to specify the treatment of the datagram during it
transmission through the inteet system. Example mappings of the internet type of
service to the actual service provided on networks such as AUTODIN II, ARPANET, SA

The Type of Service provides an indication of the abstract parameters of the quality of and PRNET is given in "Service Mappings".

service desired. These parameters are to be used to guide the selection aetthal
service parameters when transmitting a datagram through a particular network. Several
networks offer service precedence, which somehow treats high precedence traffic as The Network Control precedence designation is intended to be used vatmeatwork
more important than other traffic (generally by accepting only traffic aboveager only. The actual use and control of that designation is up to each network. T
precedence at time of high load). The major choice is a three way tradeoff between low Internetwork Control designation is intended for use by gateway control originators onl
delay, highreliability, and higkthroughput.

Bits 02: Precedence. If the actual use of these precedence designations is of concern to i@yartnetwork,
Bit 3: 0 = Normal Delay, 1 = Low Delay. it is the responsibility of that network to control the access to, and use of, thos
Bits 4: 0 = Normal Threghput, 1 = High Throughpuit. precedence designations.
Bits 5: 0 = Normal Reliability, 1 = High Reliability. DSCP Priority DSCP Priority DSCP Priority
Bit 67: Reserved for Future Use. 0 0 1 0 2 0

60 0 31 0 62 0

0 1 2 3 4 5 6 7
T SN SV SN SV S S — 63 0
| PRECEDENCE |D|T|R|0]O|
S O SO SO Example:
IP Header

Precedence
111- Network Control
110- Internetwork Control
101- CRITIC/ECP
100- Flash Override

DSCP=50 C 45CS8...

011- Flash

010- Immediate Queuing Algorithms

001- Priority Queuing algorithms allow switches to maintain separate queues for packets from es
000- Routine individual source or flow and prevent a source from monopolizing the bandwidth.

The use of the Delay, Throughput, and Reliability indications may increase the cost (in *

some sense) of the service. In many networks better performance for oneesketh

parameters is coupled with worse performance on another. Except for very unusual cases

at most two of these three indications should be set.

5

Strict-Priority (SPQ)
The packets on the higbriority queue are always service firstly.

Weighted round robin (WRR)
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Round Robin scheduling services queues on a rotating basis and is activated only 08
when a port has more traffic than it can handle. A queue is given an amount of 1o
bandwidthirrespective othe incoming traffic on that port. This queue then moves 16
to the back of the list. The next queue is given an equal amount of bandwidth, and

then moves to the end of the list; and so on, depending on the number of queues 20
being used. This works in a loopifaghion until a queue is empty. 24

28

Weighted Round Robin (WRR) scheduling uses the same algorithm as round robin 32
scheduling, but services queues based on their priority and queue weight (the 3¢
number you configure in the queud/eight field) rather than a fixecamount of 40
bandwidth. WRR is activated only when a port has more traffic than it can handle.

Queues with larger weights get more service than queues with smaller weights. This

gueuing mechanism is highly efficient in that it divides any available bandwidth 48
across the different traffic queues and returns to queues that have not yet emptied. 52

56

Default Settings 60

QoS mode: High First (SPQ)
The mappings of the Priority to Queue are:

O O OO O 0O O O o o o o o o

09
13
17
21
25
29
33
37
41
45
49
53
57
61

O O OO O 0O O o o o o o o o

10
14
18
22
26
30
34
38
42
46
50
59
58
62

O O OO O o o o o o o

o
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11 O
15
19
23
27
31
35
39
43
47
51
55
59
63

OOO

O O O O O O o o o o

PRIO 0 ==> COSQ 2
PRIO 1 ==> COSQ 0
PRIO 2 ==> COSQ 1
PRIO 3 ==> COSQ 3
PRIO 4 ==> COSQ 4
PRIO 5 ==> COSQ 5
PRIO 6 ==> COSQ 6
PRIO 7 ==> COSQ 7

The DiffServ is disabled on the switch.

DSCP Priority DSCP Priority DSCP Priority DSCPPriority

00 0 01 0 02 0 03 O
04 0 05 0 06 0 07 O

Note: If the DiffServ is disabled, the 802.1p tag priority will be used.

CLIConfiguration
Node Command Description
enable show queue cosnap | This command displays the curre82.1p

priority mapping to the service queue

enable show gos mode This command displays the curré@bS
scheduling mode of IEEE 802.1p
configure | queue cosmap This command configures ti&92.1p priority
PRIORITQUEUE_ID | mapping to the service queue
configure | no queue cosnap This command configures ti892.1p priority
mapping to the service queue default.
configure | qos modehighfirst This command configures tl@oSscheduling

modeto high_first, e@ch hardware queue will
transmit all of thepackets in its buffer before
permitting the next lower priority to transmit
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configure | gos mode wfgqueue | This command configures tligoSscheduling
modeto Weighted Fair Queuing
configure | qos mode wriqueue | This command configures tl@oSscheduling
weights VALUE VALU| modeto Weighted Round Robin
VALUE VALUE VALU
VALUE VALUE VALU
interface | default-priority This command allows the user to speafy
default priority handling ofintagged packets
received by the Switch. The priority value
enteredwith this command will be used to
determine which of the hardware priority
queues the packet is foravded to.Default: 0.
interface | no defaultpriority This command configures the default priority
for the specific port to default (0).
enable show diffserv This command displays DiffServ
configurations.
configure | diffserv This command disables / enables the DiffSg
(disable|enable) function.
configure | diffserv dscp VALUE | This command sets the DS@PEEE 802.1q
priority VALUE mappings.

Web Configuration
Port Priority

Managed Industrial L2 Switcl

Advanced Settings > Bandwidth Control > QoS

Priority/Queue

S Schedule Mode
Mapping

IP DiffServ (DSCP)

Port Priority Settings

All Ports 802.1p priority : - v

Port

802.1p priority Port 802.1p priority

Parameter

All Ports 802.1p
priority

Port

802.1p Priority

Description

Use this field to set a priority for all ports.

The value indicates packet priority and is added to the priority
field of incoming packets. The values range from O (low
priority) to 7 (highest priority).

This field displays the number of a port.

Select a priority for packets received by the port. Only pacl
without 802.1p priority tagged will be applied the priority you ¢
here.
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Apply Click Apply to takeffect the settings. Priority This field displays each priority level. The values range from O (lo
priority) to 7 (highest priority).

Refresh Click Refresh to begin configuring this screen afresh. Apply Click Apply to take effect the settings.

Refresh Click Refresh to begonfiguring this screen afresh.
IP DiffServ (DSCP)
Advanced Settings > Bandwidth Control > IP DiffServ (DSCP)
QoS

Priority/Queue Mapping

Priority/Queue Advanced Settings > Bandwidth Control > Priority/Queue Mapping
Mapping
QoS

Port Priority

DSCP Settings

Port Priority IP DiffServ (DSCP)
Mode Tag Over DSCP ¥

Priority fQueue Mappi Settings
DSCP Priority DSCP DSCP ty R =

DSCP 0 DSCP 1 DSCP 2

Reset to default

DSCP 4 DSCP 5 DSCP 6

Priority
DSCP 8

DSCP 9 DSCP 10

DSCP 12 DSCP 13 DSCP 14

DSCP 16 DSCP 17 DSCP 18

DSCP 20 DSCP 21 DSCP 22

DSCP 24 DSCP 25 DSCP 26

DSCP 28 DSCP 29 DSCP 30

DSCP 32 DSCP 33 DSCP 34

DSCP 36 DSCP 37 DSCP 38

DSCP 40 DSCP 41 DSCP 42

DSCP 44 DSCP 45 DSCP 46

| | Refresh .

DSCP 48 DSCP 49 DSCP 50

DSCP 52 DSCP 53 DSCP 54

DSCP 56 DSCP 57 DSCP 58

FoTT o o Parameter Description

DSCP 60

Click this button to reset the priority to queue mappings to t

Refresh Reset to Default defaults.

Parameter Description

G¢l3 h@SNIS{/té 2N a5{ /meanhtieBS0ORI1p
tag has higher priority than DSCP. Queue ID

This field displays each priority level. The values range fro

Priority (lowest priority) to 7 (highest priority).

Mode
Select the number of a queue for packets with the priority leve
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Apply Click Apply to take effect the settings.

Refresh ClickRefresh to begin configuring this screen afresh.

Schedule Mode
Advanced Settings > Bandwidth Control > Schedule

QoS

Priority /Queue

Port Priority Meynmr

IP DiffServ (DSCP)
Schedule Mode Settings
Schedule Mode:

Strict Priority(SP) M

Queue ID Weight Value (Range:1~127)

| | Refresh |

Parameter Description

SelectStrict Priority (SP) oWeighted Round RobifWRR.

Note: Queue weights can only be changed wiiégighted Round
Robinis selected.

Schedule Mode  \yeighted Round Robischeduling services queues on a rotati
basis based on their queue weight (the number you configur
the queueWeight field). Queues with larger weighiget more
service than queues with smaller weights.

This field indicates which Quey@ to 7) you are configuring

Queels Queue 0 has the lowest priority and Queuehe highest priority.

You can only configure the queue weights wiWgaighted Round

Weight Value Robinis selected. Bandwidth is divided across the different tra
queues according to their weights.

Apply Click Apply to take effect the settings.

Refresh Click Refresh to begonfiguring this screen afresh.

Rate Limitation
Storm Control

A broadcast storm means that your network is overwhelmed with constant broadcast
multicast traffic. Broadcast storms can eventually lead to a complete loss of netwa
connectivity as the packets proliferate.

StormControl protects the Switch bandwidth from flooding packets, including broadca:
packets, multicast packets, amstination lookup failure (DLFyheRateis a threshold
that limits the total number of the selected type of packets. For example, if the broadca
and multicast options are selected, the total amount of packets per second for those tv
types will not exceed the limit value.

Broadcast storm cdrol limits the number of broadcast, multicast and unknown unicast
(also referred to as Destination Lookup Failure or DLF) packets the Switch receives
second on the ports. When the maximum number of allowable broadcast, multicast al
unknown unicast pekets is reached per second, the subsequent packets are discarde
Enable this feature to reduce broadcast, multicast and unknown unicast packets in y
network.

Storm Control unit . pps.

Default Settings
Broadcast Storm Control  : 300pps.
Multicast Stom Control : None.
DLF Storm Control : 300pps.
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CLI Configuration

Node Command Description

enable show stormcontrol This command displays the curre

storm control configurations.

type (bcast | mcast | DLF | bandwidth limit for broadcast o
bcast+mcast | bcast+DLF |
mcast+DLF | bcast+mcast+DLF) | the limitation.

ports PORTLISTS

configure | storm-control rate RATE_LIMIT | This command enables th

multicast or DLF packets and g

bandwidth limit for broadcast o
multicast or DLF packets.

mcast | DLF | bcast+mcast |
bcast+DE | mcast+DLF |
bcast+mcast+DLF) ports
PORTLISTS

configure | no stormcontrol type (bcast | This command disables th

Example:
[DEVICE_NAME}#nfigure terminal
[DEVICE_NAMEJNnfig)#stormcontrol rate 1 type broadcast ports-@
[DEVICE_NAMENnfig)#stormcontrol rate 1 type multicast ports-6
[DEVICE_NAMEJgnfig)#stormcontrol rate 1 type DLF ports@

Web Configuration
Advanced Settings > Bandwidth Control > Rate Limitation > &tontmnol

Rate Limitation

Bandwidth
Limitation

Storm Control Settings

Port Rate

From: 1+ To: 1+ 0 (pps) Multicast ¥

(Disable:0, Range:1~5000)

| apply | | Refresh |

Storm Control Status

Multicast Broadcast DLF Multicast Broadcast

Port Rate(pps) Rate(pps) Rate(pps) Rate(pps) Rate(pps)

Parameter Description

Select the port number for which you want to configure storm cont

Port settings.

Select the number of packets (of the type specified inTipefield) per

Rate second the Switch can receive per second.

SelectBroadcast to specify a limit for the amount of broadcast packe
received per second.

Multicast - to specify a limit for the amount of multicast packets
received per second.

DLF to specify a limit for the amount of DLF packets received per
secord.

Type

Apply Click Apply to take effect the settings.

Refresh Click Refresh to begin configuring this screen afresh.

Bandwidth Limitation
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Therate limitation is used to control theate of traffic sent or received on a network

interface.
Rate Limitation unit; Mbs.

Default Settings

Tff LIR2NIaQ LyaNBaa yR 93aNBaa NIXaGS
CLI Configuration
Node Command Description
enable show bandwidthlimit This commanddisplays the current rate
control configurations.
configure | bandwidthlimit egress This command enables the bandwidth lin
RATE_LIMIT ports for outgoing packets and set the limitatiof
PORTLISTS
configure | no bandwidthlimit egress| This command disables the bandwidth lin
ports PORTLISTS for outgoing packets.
configure | bandwidthlimit ingress This command enables the bandwidth lin
RATE_LIMIT ports for incoming packets and set the limitatio
PORTLISTS
configure | no bandwidthlimit This command disables the bandwidth lin
ingress ports PORTLISTY for incoming packets.
Example:

[DEVICE_NAME}#nfigure terminal

[DEVICE_NAMEJgnfig)#badwidth-limit egress 1 ports-b
[DEVICE_NAMEJNfig)#bamwidth-limit ingress 1 ports -6

Web Configuration
Advanced Settings > Bandwidth Control > Rate Limitation > Bandwidth Limitation

Rate Limitation

Storm Control
Bandwidth Limitation Settings

Ingress Egress

Port
I N S ) Lotk

(Disable:0, Range:1~62500)

" Apply ‘ ‘ Refresh ‘

Bandwidth Limitation Status

Port Ingress (Kb) Egress (Kb) Ingress (Kb) Egress (Kb)

Parameter Description

Port Selects a port that you want to configure.

Ingress Configures the rate limitation for the ingress packets.
Egress Configures the rate limitation for the egress packets.
Apply Click Apply to take effect the settings.

Refresh Click Refresh to begin configuring this screen afresh.
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IGMP Snooping Thg switch uses IGMP snooping Immedia.\te Leave to remove from the fqrwardi.ng ta
IGMP Snooping an interface that sends a leave message without the switch sending egpegific queries

. ) i ) . to the interface. The VLAN interface is pruned from the multicast tree for the multica
The IGMP snooping is for multicast traffic. TBwitch can passively snoop on IGMP

> . X group specified in the original leave message. Immediate Leave ensures optir
packets transferred between IP multicast routers/switches and IP multicast hosts to learn bandwidth management for all hosts on a switched network, even when multipl

the IP multicast group membership. It checks IGMP packets passing through it, picks out
the group registration information, and céigures multicasting accordingly. IGMP
snooping allows the Switch to learn multicast groups without you having to manually
configure them. Fast Leave

The switch allow user to configure a delay time. When the delay time is expired, t

The Switch can passively snoop on IGMP packets transferred between IP multicast SWitch removes the interface from the multisiegroup.
routers/switches and IP multicast bts to learn the IP multicast group membership. It
checks IGMP packets passing through it, picks out the group registration information, and | 5ot Member Query Interval

configures multicasting accordingly. IGMP snooping allows the Switch to learn multicast Last Member Query Interval: The Last Member Query Interval is the Max Response T

roups without you havingotmanually configure them. . . o . .
group ) y g) _y g ) ) inserted into GrougSpecific Queries sent in response to Leave Group messages, anl
The Switch forwards multicast traffic destined for multicast groups (that it has learned 5,50 the amount of time between Gropecific Qery messages.

from IGMP snooping or that you have manually configured) to ports that are members of

that group. IGMP snooping generates no additional reetwtraffic, allowing you to _ _ _ _
significantly reduce multicast traffic passing through your Switch. Without Immediate Leave, when the switch receives an IGMP leave message fror

subscriber on a receiver port, it sends out an IG@Ecificquery on that port and waits

) ) ] for IGMP group membership reports. If no reports are received aoraigured time
The Switch can perform IGMP snooping on up to 4094 VLANS. You can configure theperiod, the receiver port is removed from multicast group membership.

Switch to automatically learn multicast group membership of any VLANSs. Ttoh Svein

performs IGMP snooping on the first VLANSs that send IGMP packets. Alternatively, you

can specify the VLANSs that IGMP snooping should be performed on. This is referred to as!/GMP Querier

fixed mode. In fixed mode the Switch does not learn multicast group meshigeof any There is normally only one Querier per physical network. All multicast routers start up
VLANSs other than those explicitly added as an IGMP snooping VLAN. a Querier on each attached network. If a multicast router hears a Query message fror
router with a lower IP addressit MUST become a NeQuerier on that networklf a
router has not heard a Query message from another router for [Other Querier Prese
Interval], it resumes the role of Querier. Routers periodically [Query Interval] send
When you enable IGMP Immediateave processing, the switch General Query on each attached network for which this router is the Queriamltoit
immediately removes a port when it detects an IGMP version 2 leave membership information. On startup, a router SHOULD send [Startup Query Cou
message on that port. You shouldauthe Immediate_eave feature only General Queries spaced closely together [Startup Query Interval] in order to quickly

when there is a single receiver present on every port in the VLAN. reliably deterr_mne membership information. A General Query_ls addressed talkhe
, ) i systems multicast group (224.0.0.1), has a Group Address field of 0, and has a |
(Immediate Leave is only supported on IGMP Vergibists). Response Time of [Query Response Interval].

multicast groups are simultaneously in use.

Immediate Leave
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Port IGMP Querier Mode
Auto:

The Switch uses the port as an IGMP query port if the port receives IGMP query
packets.

Fixed:

Notices:There are global state and per VLAN states. When the global state is disable
the IGMP snooping on the Switch is disabled even per VLAN states are enabled. Wher
global state is enabled, user must enable per VLAN states to enable the IGMP Snoo

on the specift VLAN.

CLI Configuration

The Switch always treats the port(s) as IGMP query port(s). This is for when

connecting an IGMP multicast server to the port(s). The Switch always forwards the
Ot A $epoit/Radve packets to the port.

Normally, the port is connected to an IGMP server.

s Edge:
The Switch does not use the port as an IGMP query port. The IGMP query packets
received by this port will be dropped.

Normally, the port is connected to an IGMP client.

Note: The Switch will forward the IGMP join and leave packets to the quety por

Configurations:
Users can enable/disable the IGMP Snooping on the Switch. Users also can enable/disabl

the IGMP Snooping on a specific VLAN. If the IGMP Snooping on the Switch is disabled
the IGMP Snooping is disabled on all VLANs even some ¥iL#hd IGMP Snooping are
enabled.

Default Settings
If received packets are not received after 400 seconds, all multicast entries will be

deleted.

The default global IGMP snooping state is disabled.

The default VLAN IGMP snooping state is disabled for ANY/L
The unknown multicast packets will be dropped.

The default port Immediate Leave state is disabled for all ports.
The default port Querier Mode state is auto for all ports.

(autolfixed|edge)

Node Command Description
enable show igmpsnooping This command displays the current IGMP
snooping configurations.
enable show igmpcounters This command displays the current IGMP
snooping counters.
enable showigmp-counters This command displays the current IGMP
(port|vlan) shooping counters per port or per vian.
configure | igmp-snooping (disable| This command disables / enables the IGMF
| enable) snooping on the switch.
configure | igmp-snoopingvlan Thiscommand enables the IGMP snooping
VLANID function on aVLAN or range of VLANS.
configure | no igmpsnoopingvlan | This command disables the IGMP snooping

L VLANID function on avLAN or range of VLANSs.

, configure | igmp-snooping This command configures the process for
unknownmulticast unknown multicast packets when the IGMP.
(drop|flooding) shooping function is enabled.

drop: Drop all of the unknown multicast
packets.
interface | igmp-queriermode This commandsecifies whether onot and

under what conditions th@ort(s) is (are)
IGMP query port(s). The Switch forwards
IGMP join or leave packets to an IGMP que
port, treatingthe port as being connected to
an IGMP multicast router (aerver). You
must enable IGMP snooping as ivel

The IGMP snooping Report Suppression is disabled.
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53



cwOb5ySi ! aSNN& DdzA RS Managed Industrial L2 Switcl

(Default:auto) Web Configuration
interface | igmpimmediateleave | This commanenables thelGMP Snooping General Settings
immediate leave function fothe specific Advanced Settings > IGMP Snooping > IGMP Snooping > General Settings
interface IGMP Snooping
interface | no igmpimmediate This commandlisebles thelGMP Snooping _
leave immediate leave function fothe specific |  Port settings
interface IGMP Snooping Settings
IGMP Snooping State
IGMP Snooping VLAN State Add v
Example: Unknown Multicast Packets

[DEVICE_NAMEJgnfig)#gmp-snooping enable
[DEVICE_NAMEnfig)#gmp-snooping vlan 1
[DEVICE_NAMERNfig)#nterface 1/0/1

[DEVICE_NAMEJ¢nfigif)tigmpimmediateleave IGMP Snooping Status

| | Refresh

[DEVICE_NAME@Nfigif)#igmp-queriermode fixed IGMP Snooping State [ DL
[DEVICE_NAMERNfigif)#igmp-snooping grougimit 20 IGMP Snooping VLAN RSN
State

Unknown Multicast
Packets

Drop

Parameter Description

Select Enable to activate IGMP Snooping to forward grot
multicasttraffic only to ports that are members of that grou
SelectDisableto deactivate the feature.

IGMP Snooping
State

SelectAdd and enter VLANS upon which the Switch ipeéoform
IGMPsnooping. The valid range of VLAN IDs is between 1

LELL Sl 4094. Use @omma (,) or hyphen-) to specify more than one

VLAN State VLANS. SeledDelete and enter VLANs on which to have tl
Switch not perform IGMBnooping.
Ui @i Specifythe action to perform when the Switch receives |

unknown multicast frame. SeledDrop to discard the frame(s)

ullicssdias et SelectFloodingto send the frame(s) to all ports.
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Apply Click Apply to configure the settings. connecting an IGMP multicast server to the portEsjgemeans
the Switt does not use the port as an IGMP query port. In tt
Refresh Click this to reset the fields to tHast setting. case, the Switch does not keep a record of an IGMP router
being connected to this port and the Switch does not forwarc
IGMP  Snoopin¢ This field displays whether IGMP snooping is globally enable IGMP join or leave packets to this port.
State disabled. Immediate - . . .
. . : L Selectindividual ports on which to enable immediate leave.
. This field displays VLANs on which the Switch is to perform I Leave
IGMP Snooping . . . .
VLAN S shooping. None displays if you have not enabléP snooping
tate on anyport yet. Group Limit Configures the maximum group for the port or a range of pol
Unknown Apply Click Apply to apply the settings.
. This field displays whether the Switch is set to discard or fl
Multicast . . . )
- unknownmulticast packets. Refresh Click this to reset the fields.
Port The port ID.
Querier Mode TheQuerier mode setting for the specific port.

Port Settings
Advanced Settings > IGMP Snooping > IGMP Snooping > Port Settings Immediate Leave The Immediate Leave setting for the specific port.

IGMP Snooping

cemerat setings | Group Counts The current joining group count and the maximum group cot
enera ings
Port Settings
Querier Mode Immediate Leave Group Limit
Auto ¥ Disable ¥
" Apply ‘ ‘ Refresh ‘

ke Multicast Address

Ol uerier Mode mmediate Leave roup/Limi 0l uerier Mode mmediate Leave roup/Limi . . . . . . .

o T T TR - BT e T A multicast address is associated witlgraup of interested receivers. According to RFC

e _ N 3171, addresses 224.0.0.0 to 239.255.255.255, the former Class D addresses,

designated as multicast addresses in IPv4.

Parameter Description i )
The IANA owns the OUI MAC address 01:00:5e, therefore multicast packets are delive

Select the desired settind\uto, Fixed or Edge Auto means by using the Ethernet MAC address range 01:00:5e:00:0MQMO0:5e:7f:ff:ff. This is 23
the Switch uses the port as an IGMP query port if the port bits of available address space.

receives IGMP query packeExedmeans the Switch always

treats the port(s) as IGMP query port(s). This is for when

Querier Mode
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55



cwOb5ySi ! aSNN& DdzA RS Managed Industrial L2 Switcl

The first octet (01) includes the broadcast/multicast bit. The lower 23 bits of tHgit28

multicast IP address are mapped int@tB3 bits of available Ethernet address space. This e - n 2 35 EYers . - : >

means that there is ambiguity in delivering packets. If two hosts on the same subnet each ' T e

subscribe to a different multicast group whose address differs only in the first 5 bits, § s

Ethernet packets for botmulticast groups will be delivered to both hosts, requiring the §A | 1stodet | andoctet | rdoctet | dhoctet | Sthoctet | Gthodet | 3.

network software in the hosts to discard the unrequired packets. g or £
?ﬁ -4— 3 bytes———-4———3 bhytes——— g-.
0 0

Class Address Range Supports '3'- Orgarg‘lesr?[tihperlaill ULll)nlque Networé(Nllr%t)egf;ecSﬁ%OntroIIe %—

rts 16 million h n hof 1
ClassA 1.0.0.1to126.255.255.254  uPPorts 16 million hosts on each o , \
networks. 8 bits

-
|b8|b?|b6|b5|b4|b3|b2|b1|

Supports 65,000 hosts on each of 16,C
networks. 0: unicast
1: multicast

Class B 128.1.0.1to 191.255.255.254

Supports 254 hosts on each of 2 millio
networks.

Class C 192.0.1.1to 223.255.254.254 0: globally unique (QUI enforced)

1: locally administered

Class D 224.0.0.0to 239.255.255.255 Reserved for multicast groups.

; IP multicast -
ClassE  2400.0.0 to 254.255.255.254 Kooerved for future use, or Research ¢ address Description
Development Purposes.
224.0.0.0 Base address (reserved)
The All Hosts multicast group that contains all systems on the sar
224.0.0.1
network segment
The All Routers multicast group that contains all routers on the sa
224.0.0.2
network segment
224005 The Open Shortest Path First (OSPF) AllISPFRouters address. Us
T send Hello packets to all OSPF routers on a network segment
224.0.0.6 The OSPF AlIDRouters address. Used to send OSPF routing infol

to OSPF designated routers on a network segment
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TheRIPversion 2 group address, used to send routing information configure | macaddresstable multicast | This command configures a static
224.0.0.9 using the RIP protocol to all RIRaare routers on a network MACADDR vlan VLANID po multicast entry.

Segment PORTLIST

EIGRP dd Used d EIGRP ing inf ) configure | no macaddresstable This command removes a static
224.0.0.10 group address. Used to sen o] (ITE e Y multicast MACADDR multicast entry from the address table.

EIGRP routers on a network segment
224.0.0.13 PIM Version 2 (Protocol Independent Multicast) Web Configuration

Advanced Settings > IGMP Snooping > Multicast Address

Multicast Address

224.0.0.18 Virtual Router Redundancy Protocol

224.0.0.19 21 |ISIS over IP

Static Multicast Address Settings

VLAN ID MAC Address

224.0.0.22 IGMP Version 3 (Internet Group Management Protocol) I e

224.0.0.102 | Hot Standby Router Protocol Version 2 " apply | | Refresn |

224.0.0.251 |Multicast DNS address Multicast Address Table

224.0.0.252 | Linklocal Multicast Name Resolution address — — Total co

224.0.1.1 Network Time Protocol address Parameter  Description

224.0.1.39 Cisco AuteRRARNounce address VLAN ID Configures the VLAN that you want to configure.

i ) MAC Configures the multicast MAC which will not be aged «c

PDAAD | ClEE ATBRIPDISEOTER Sekites Address  Valid format is hh:hh:hh:hh:hh:hh.

224.0.1.41  H.323Gatekeeper discovery address Port Configures the member port for the multicast address.
Apply Click Apply to save your changes back to the Switch.

CLI Configuration Refresh Click Refresh to begin configuring this screen afresh.

Node Command Description
enable show maeaddresstable This command displays the current
multicast static/dynamic multicast address
entries.
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VLAN 6+¢ AYRAOFGSE GKS Lk N
Port Isolation to that port. o o

The port isolation is a pottased virtual LAReature. It partitions the switching ports into ae AYRAOFGSa UKS LI NY
virtual private domains designated on a per port basis. Data switching outside of the sent to that port.

LR NI Q& LINAGIGS R2YFAY A& y20 FEt26SRO L[ inkktd | Jordifortbh 0 Kfhis tdinahdcdrfidaredialpatt ortalrdnde ofA |y T
ports PORTLISTS | ports to egress traffic from the specific port.

This feature is a per port settnto configure the egress port(s) for the specific port to interface | no portisolation | This command configures all ports to egress
forward its received packets. If the CPU port (port 0) is not an egress port for a specific traffic from the specific port.

port, the host connected to the specific port cannot manage the Switch.

If you wish to allow two subsdrér ports to talk to each other, you must define the egress Example:

port for both ports.CPUrefers to the Switch management port. By default it foraéLAN [DEVICE_NAME¢nfig)#interface 1/0/2
with all Ethernet ports. If it does not form a VLAN with a particular port then the Switch [DEVICE_NAMEWNfig-if)#port-isolation ports 36
cannot be managd from that port.

Web Configuration
Examplelf you want to allow porl and port3 to talk to each other, you must configure Advanced Settings > VLAN > Port Isolation
as below:

[DEVICE_NAMEWNnfig)#interface 1/0/1
[DEVICE_NAMEWNfigif)#port-isolation ports 3
[DEVICE_NAMEgnfigif)#exit

; Allow the portl to send its ingress packets to pest

[DEVICE_NAMEgnfig)#interface 1/0/3
[DEVICE_NAMEWNnfigif)#port-isolation ports 1
[DEVICE_NAMEgnfigif)#exit

; Allow the port3 to send its ingress packets to pdrt

CLI Configuration

Node Command Descriptian
enable show port This command displays the current port isolatio
isolation configurations.
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Parameter Description
Select a port number to configure its port isolation settings.
Port

SelectAll Portsto configure the port isolation settings for all por
on the Switch.

An egress port is an outgoing port, that is, a port through whic

data packet leaves.
Egress Port ) . o )
Selecting a port as an outgoing port means it will communic

with the port currently being configured.

ClickSelect Alko mark all ports as egress ports and permit trafi

Select All/ ClickDeselect Alto unmark all ports and isolate them.

Deselect All Deselecting all ports means the port being configured can
communicatewith any other port.

Apply Click Apply to configure the settings.

Refresh Click this to reset the fields to the last setting.

Port y . ~ = s A w @ A z %

Isolation axté AYRAOFGSa UKS LIZ2NuQa LI (

i oo oA . A . y

G AYRAOF(GSa (KS LdenNgiteasportd O

Status

802.1Q VLAN

A virtual LAN commonly known as ®¥LAN is a group of hosts with a common set of
requirements that communicate as if they were attached to the Broadcast domain,
regardless of their physical location. A VLAN has the satribudés as a physical LAN,
but it allows for end stations to be grouped together even if they are not located on the

same network switch. Network reconfiguration can be done through software instead of

physically relocating devices.

VID VLAN ID ithe identification of the VLAN, which is basically used by the standard

802.1Q. It has 12 bits and allow the identification of 4096 (2712) VLANs. Of the 4096

A tagged VLAN uses an explicit tag (VLAN ID) in the MAC header to identify the V
membership of a frame across bridgakey are not confined to the switch on which they

were created. The VLANanN be created statically by hand or dynamically through GVR
The VLAN ID associates a frame with a specific VLAN and provides the information
switches need to process the frame across the network. A tagged frame is four by
longer than an untaggeftame and contains two bytes of TPID (Tag Protocol Identifiel
residing within the type/length field of the Ethernet frame) and two bytes of TCI (Te
Control Information, starts after the source address field of the Ethernet frame).

The CFI (CanonicalriRmat Indicator) is a singlbit flag, always set to zero for Ethernet
switches. If a frame received at an Ethernet port has a CFl set to 1, then that frame shc
not be forwarded as it is to an untagged port. The remaining twelve bits define the VL,
ID, giving a possible maximum number of 4,096 VLANSs. Note that user priority and VL
ID are independent of each other. A frame with VID (VLAN ldentifier) of null (0) is calle
priority frame, meaning that only the priority level is significant and the défiD of the
ingress port is given as the VID of the frame. Of the 4096 possible VIDs, a VID of 0 is
to identify priority frames and value 4095 (FFF) is reserved, so the maximum poss
VLAN configurations are 4,094.

TPID CFlI

1 bit

VLAN ID
12 bits

User Priority

3 bits

2 bytes

i Forwarding Tagged and Untagged Frames

Each port on the Switch is capable of passing tagged or untagged frames. To forwa
frame from an 802.1Q VLA&ware switch to an 802.1Q VLAINNaware switch, the Switch
first decides where to forward the frame and then strips off the VLAN tag. To forward
frame from an 802.1Q VLAMaware switch to an 802.1Q VLAaMare switch, the Switch
first decides where to forward the frame, and then inserts a VLAN tag tiefiethe
ingress port's default VID. The default PVID is VLAN 1 for all ports, but this can be chan

possible VIDs, a VID of 0 is used to identify priority frames and value 4095 (FFF) isA broadcast frameof a multicast frame for a multicast group that is known by the system

reserved, sadhe maximum possible VLAN configurations are 4,094.

is duplicated only on ports that are members of the VID (except the ingre# itself),
thus confining the broadcast to a specific domain.
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i 802.1Q Port base VLAN

With port-based VLAN membership, the port is assigned to a specific VLAN independent
of the user or system attached to the port. This means all users attachéaetport
should be members of the same VLAN. The network administrator typically performs the
VLAN assignment. The port configuration is static and cannot be automatically changed
to another VLAN without manual reconfiguration.

As with other VLAN approaeh, the packets forwarded using this method do not leak into
other VLAN domains on the network. After a port has been assigned to a VLAN, the port
cannot send to or receive from devices in another VLAN without the intervention of a
Layer 3 device.

The devce that is attached to the port likely has no understanding that a VLAN exists. The
device simply knows that it is a member of a subnet and that the device should be able
to talk to all other members of the subnet by simply sending information to theecabl
segment. The switch is responsible for identifying that the information came from a
specific VLAN and for ensuring that the information gets to all other members of the
VLAN. The switch is further responsible for ensuring that ports in a different (LAt d
receive the information.

This approach is quite simple, fast, and easy to manage in that there are no complex
lookup tables required for VLAN segmentation. If goVLAN association is done with

an applicatiorspecific integrated circuit (ASIChet performance is very good. An ASIC
allows the portto-VLAN mapping to be done at the hardware level.

Default Settings
The default PVID is 1 for all ports.
The default Acceptable Frame is All for all ports.
All ports join in the VLAN 1.

Notice: Themaximum VLAN group is 4094.

CLI Configuration

Node

Command

Description

enable

show vlan VLANID

This command displays the VLAN
configurations.

configure

vlan <1~4094>

This command enables a VLAN and enter
the VLAN node.

configure

no vlan<1~4094>

This command deletes a VLAN.

vlan

show

This command displays the current VLAN
configurations.

vlan

name STRING

This command assigns a name for the
specific VLAN.

The VLAN name should be the combinatig
of the digit or the alphabet or hyphens 6r
underscores ().

The maximum length of the name is 16
characters.

vlan

no name

This command configures the vlan name t
default.

Note: The default vlan name is
Gx[ ! béb@GELYyyYL5E =[!

vlan

add PORTLISTS

This command adds a port or a range of
ports to the vlan.

vlan

fixed PORTLISTS

This command assigns ports for permaner
member of the vlan.

vlan

no fixed PORTLISTS

This command removes all fixed member
from the vilan.

vlan

tagged PORTLISTS

This command assigns ports for tagged
member ofthe VLAN group. The ports
should be one/some of the permanent
members of the vian.
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vlan no tagged PORTLISTS | This command removes all tagged membe
from the vlan.
vlan untagged PORTLISTS | This command assigns ports for untagged
member of the VLAN group. &lports
should be one/some of the permanent
members of the vian.
vlan no untagged PORTLIST This command removes all untagged
member from the vlan.
interface acceptable frame type | This command configures the acceptable
(alltagged|untagged) | frametype.
all - acceptable all frame types.
tagged - acceptable tagged frame only.
untaggedc acceptable untagged frame only
interface pvid VLANID This command configures a VLAN ID for tf
port default VLAN ID.
interface no pvid This command configas 1 for the port
default VLAN ID.
configure | interface range This command enters the interface
gigabitethernet1/0/ configure node.
PORTLISTS
if-range pvid VLANID This command configures a VLAN ID for th
port default VLAN ID.
if-range no pvid Thiscommand configures 1 for the port
default VLAN ID.
configure | vlan range STRINGS | This command configures a range of vlang
configure | no vlan range STRINGS This command removes a range of vlans.
vlanrange | add PORTLISTS This command adds a port orange of
ports to the vlans.
vlanrange | fixed PORTLISTS This command assigns ports for permaner
member of the VLAN group.

Managed Industrial L2 Switcl

vlanrange

no fixed PORTLISTS

This command removes all fixed member
from the vlans.

vlanrange

tagged PORTLISTS

Thiscommand assigns ports for tagged
member of the VLAN group. The ports
should be one/some of the permanent
members of the vlans.

vlanrange

no tagged PORTLISTS

This command removes all tagged membe
from the vlans.

vlanrange

untagged PORTLISTS

Thiscommand assigns ports for untagged
member of the VLAN group. The ports
should be one/some of the permanent
members of the vlans.

vlanrange

no untagged PORTLIST

This command removes all untagged
member from the vlans.

Example:

[DEVICE_NAMENfigure terminal
[DEVICE_NAMEJgnfig)#vian 2

[DEVICE_NAMEWnfigvlan)#fixed 16

[DEVICE_NAMER®Nfigvlan)#untagged B

Web Configuration
VLAN Settings
Advanced Settings > VLAN > VLAN > VLAN Settings

VLAN Settings

VLAN List

VLAN ID

| Tag Settings Port Settings

VLAN ID
To:

\ Apply \

VLAN Name VLAN Status

VLAN Name

| Refresh l

Member Port

Member Port Action
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Parameter

VLAN ID

VLAN Name

Member Port

Apply
Refresh

VLAN List
VLAN ID
VLANName

VLAN Status

Member Port

Action

Description

Enter the VLAN ID for this entry; the valid range is between 1
4094.

Enter a descriptive name for the VLAN for identification purpot
The VLAN name should be the combination of the digit or
alphabet or hyphens - or underscores Q)
The maximum length of the name is 16 characters.

Enter the port numbers you want the Switch to assign to the VI
as members. You can designate multiple port numb
individually by using a comma (,) and by range with a hyghen

Click Apply to save your changes back to the Switch.

Click Refresh to begin configuring this screen afresh.

This field displays the index number of the VLAN entry. Click
number to modify the VLAN.

This field displays the name of the VLAN.

This field displays the status of the VLAS{atic or Dynamic
(802.1Q VLAN).

This field displays which ports have been assigned as membe
the VLAN. This will displ&oneif no ports have been assigned.

ClickDeleteto remove the VLAN. The VLAN 1 cannot be delet

Tag Settings

Advanced Settings > VLAN > Tag Settings

VLAN

VLAN Settings |
Tag Settings
VLAN ID

Tag Port :

Select All

| Port Settings

Deselect All

2 4 6 8

10 12 14 16

1 3 5 7

Tag Status

VLAN ID

11 13 15

T [

Tag Ports UnTag Ports

Parameter

VLAN ID

Tag Port

Select All
Deselect All
Apply
Refresh
Tag Status
VLAN ID

Tag Ports

Description

Select a VLAN ID to configure its port tagging settings.
Selecting a port which is a member of the selected VLAN IC
make it a tag port. This means the port waly all outgoing frames
transmitted with the VLAN ID.

ClickSelect Alto mark all member ports as tag ports.
ClickDeselect Alto mark all member ports as untag ports.

Click Apply to save your changes back to the Switch.

Click Refresh to begin configuring this screen afresh.

This field displays the VLAN ID.

This field displays the ports that have been assigned as tag p
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Untag Ports This field displays the ports that havween assigned as unta Port Status
ports.
Port This field displays the port number.
Port Settings PVID This field displays the Port VLAN ID number.
Advanced Settings > VLAN > VLAN > Port Settings L . .
Acceptable This field displays the type of frames allowed on the port. This
VEAN Frame either displayAll or VLANTagged Only or VLAN Untagged Only
VLAN Settings |  Tag Settings
Port Settings
Port PVID Acceptable Frame
- MAC VLAN
[ ety | [ memresn | The MAC base VLAN allows users to create VLAN with MAC address. The MAC ac

can be thdeading three or more bytes of the MAC address.
For example, 00:01:02 or 00:03:04:05 or 00:01:02:03:04:05.

Port Status

Acceptable Frame Acceptable Frame

. : When the Switch receives packets, it will compare Mva€ed VLAN configures. If the SA
Parameter Description is matched the MA®ased VLAN configures, the Switch repldte VLAN with user

; configured and them forward them.
Select a port number to configure from the drdpwn box.

Port
SelectAll to configure all ports at the same time. .
For example:
PVID Select @VID(Port VLAN ID number) from the drojown box. Configurations: 00:01:02, VLAN=23, Priority=2.
Th k ith SA=00:01:02:xx:XX: ill be f VLAN 22
Specify the type of frames allowed on a port, ChoicesMire e packets with SA=00:01:02:xx:xx:xx will be forwarded to member po
VLAN Untagged Onlgr VLAN Tagged Only
- SelectAll from the dropdown list box to accept all untagged o Notices:The 802.1Q port base VLAN should be created first.
Acceptable tagged fames on this port. This is the default setting.
Frame - SelectVLAN Tagged Onlyp accept only tagged frames on th CLI Configuration
port. All untagged frames will be dropped. Node Command Description
- SelectVLAN Untagged Onlp accept only untagged frames or - -
this port. All tagged frames will beajped. enable show maevlan This command displays the all of the mdan
configurations.
Apply Sl A Gl il gDl Rl Sl configure | macvlan STRINGS | This command creates a matan entry with the
. . o . vlan VLANID priority| leading three or moréytes of mac address anc
Refresh Click Refresh to begin configuring this screen afresh. <0.7> the VLAN and the priority.
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configure | no maevlan entry | This command deletes a matan entry. DHCP Options
STRINGS DHCP Optias) formallyknown as DHCP Optiogsi A & G KS a51 /t wSH
configure | no macvlan all This command deletes all of the malan hLlUA2yé® hLWAZ2ZY yH o¢la RSarA3aIySR a2 Itt
entries. information into a request that is being forwarded to a DHCP server. Specifically t

option works by settig two suboptions: Circuit ID and Remote ID.

Example: ] o The DHCP option 82 is working on the DHCP snooping or/and DHCP relay. The switc
[DEVICE_NAMEnfig)#maevian 00:01:023:04 vian 111 priority 1 monitor the DHCP packets and append some information as below to the DHCPDISC(
[DEVICE_NAMEWnfig)#maevlan 00:01:02:22:04 vlan 121 priority 1 and DHCPREQUEST packets. The switchhewive the DHCP Option 82 from the

[DEVICE_NAMEgnfig)#maevian 00:01:22:22:04:05 vlan 221 priority 1 DHCPOFFER and DHCPACK packets. The DHCP server will assign IP domain to tt

dependent on these information.

Web Configuration

Advanced Settings > VLAN > MAC VLAN
MAC VLAN

The maximum length of the information is 32 characters.

In residential, metropolitan Ethernetccess enwnments, DHCP can centrally manage
MAC VLAN Sattings the IP address assignments for a large number of subscribers. When the DHCRB@ptio
MAC Address VLAN Priority feature is enabled on the switch, a subscriber device is identified by the switch pc
1 | [ ]~ | through which it connects to the network (imldition to its MAC address). Multiple hosts
; oa will oty filter 3 ytes of source mae address. on the subscriber LAN can be connected to the same port on the access switch and
04:05 will filter all bytes of source mac address. unlquely |dent|f|ed

Apply ‘ | Refresh ]

When you enable the DHCP snooping information option 82 on the switch, this sequel
of events occurs:

i The host (DHCP client) generates a DHCP request and broadcasts it on the netw
i When the switch receives the DHCP request, it adds the oimformation in

MAC VLAN Table

Index MAC Address Priority Action

Parameter Description the packet. The optio82 information contains the switch MAC address (the
remote-ID suboption) and the port identifier, vlamod-port, from which the packet
MACAddress Configures the leading three or more bytes of the MAC addre: is received (the circuiD suboption).
i i If the IP address of the relay agent is configlrhe switch adds the IP address in
VLAN Configures the VLAN. the DHCP packet.
Priority Configures the 802,10 priority. 1 'SI'QRZ\;Yltch forwards the DHCP request that includes the og@bfield to the DHCP

i The DHCP server receives the packet. If the server is eBaapable, it can use
the remote ID, the circuit ID, or both to assign IP addresses and implement polici
such as restricting the number of IP addresses that can be assigned to a sir

(et

Action / £tA01 GKS a5StS0S¢ odzidizy
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remote D or circuit ID. Then the DHCP seratoeghe option-82 field in the DHCP Remote ID Suboption Frame Format:

reply. .
i The DHCP server unicasts the reply to the switch if the request was relayed to the SubOption Type Length Type Length Mac Address
server by the switch. When the client and server are on the same subnet, the server 0x02 8 0 6 6

broadcasts the reply. The switch verifies that it originally inserted the ogdn
data by inspecting the remote ID and possibly the circuit ID fields. The switch
removes the option82 field and forwards the packet to the switch port that
connects to the DHEcclient that sent the DHCP request.

Circuit Form:

The circuit form is a flexible architecture. It allows user to combine any information or t
system configurations into the circuit suiption.

The Circuit Form is a string format. And its maximum length is 100 characters.
The keyword, %SPACE, will bplaced with a space character.

The other keywords get system configurations from the system and then replace t
keyword and its leading code in the Circuit form. Eventually, the content of the circt
form is part of the payload on the DHCP option 82ke.

Option Frame Format:
Code Len Agent Information Field

82 N il i2 i3 i4 X iN

The Agent Information field consists of a sequence of SubOpt/Length/Value tuples for

each suboption, encoded in the followinghanner: Rules:

T ¢KS 1S@¢2NR Ydzald KI @S | %HOITRAMEI O2|

: : f LT GKSNB IINB lFye OKINIOGSNR F2ff2¢
SubOption Len SubOption Value the keyword and character. For exampléHOSTNAME+/
1 N sl 2 3 A X SN f LT GKSNB NS Fyeé OKIFINIOGSNER 060ST2NB
character and the keyword. For exampleast+%HOSNAME
DHCP Agent  SubOption Description
Suboot g Cod P P Keyword:
option ode
UBopH HOSTNAME  -Add the system name into the Circuit saption..
Agent Circuit 1D Sboi SPACE -Add a space character.
Agent ercwt D :bp I(t)_n SVLAN -Add the service provider VLAN ID into the Circuitsption.
ent Remote on
g Hpt If the service provider VLAN is not defined, the system wil
return PVLAN.
Circuit ID Subpption Format: CVLAN -Add the customer VLAN ID into the Circuit-sydtion.
SubOption Type Length Information If the CVLAN is not defined, the system returns O.
Circuit Form PORT -Add the transmit port ID into the Circuit suiption.
FRAME -Add the frame ID into the Circuit swdption.
¢KS FNIYS L5 Aa O2yFAIdz2NBR
2LI0A2ya 2LWGA2yyH OANDdIA GYFN
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SHELF -Add the shelf ID into the Circuit swiption. CLI Configuration
The §helf ID vis configyred wK O KVS /V [ L O? YYI Node Command Description
2 LJU A 2 y'a 2 LJU A 2 y.y H OA N\DdZA U '.IJa st T — 7 C b T I‘l.\I I.Il L' T N TNV UZ/v U LAY T -+
SLOT -Add the slot ID into the Circuit sudption. enable show dhcpoptions '(I:'g:]sﬂ c?grslr;r?:d dlsplays the DHCP opti
¢KS aft20 L5 Aa O2yFAIdzNBR opOGK—GKS /[ L O2YNV} IR nDr(o
21JiA2ya 2LI0A2yyH OANDAA G At 2 configye bINBOPHORS p1 | Thb§ SRRy d %aP L/ gnables the Dh
option82 (disable | option 82 onthe Switch
enable)
For Example: configure | dhcpoptions This command configures the information
HOSTNAME¥OUR_DEVICE_NAME] option82 circuit_id the circuit ID sukpption.
SVLAN=44. configure | dhcp-options This command configures the information
CVLAN=32. option82 remote_id | the remote 1D sukpption.
CircuiForm=RD+%SPACE+Department+%SPACE+%HOSTNAME+%SPACE+% %%f. re | dhcoontions This command confiqures the frame ID for t
T+_+9%SVLAN+.+%CVLAN 'gu Pop s . 9
o - _ option82 circuit suboption.
The circuit suoption result is: RD Departmefit OUR_DEVICE_NAME#4.32 circuit frame VALUE
) configure | dhcp-options This command configures the shelf ID for t
Default Settings: option82 circuit_shelf | circuit suboption.
DHCROption 82 state: disabled. VALUE
Circuit Frame: 1 configure | dhcpoptions This command configures the slot ID for t
Circuit Shelf: 0. option82 circuit_slot | circuit suboption.
Circuit Slot: 0. VALUE

Circuit ID String:

%HOSTNAME+%SPACE+eth/+%FRAME+/+%SHELF+/+%SLOT+:+%PORT+_+%SVLAN+:+%C

VLAN
Remote ID String:

%HOSTNAME+%SPACE+eth/+%FRAME+/+%SHELF+/+%SLOT+: +%0A@GRIH+XBS
VLAN
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Web Configuration CircuitID String The String of the circuit ID sudption information.
Advanced Settings > DHCP Options

- RemotelD String  The String of the remote ID suiption information.
DHCP Options

: . Apply ClickApplyto save your changes to the Switch.

DHCP Option 82 Settings
Option 82 State Refresh ClickRefreshto begin configuring this screen afresh.
Option 82 Frame

Option 82 Shelf _
Option 82 Slot o |

Circuit-ID String %HOSTNAME+%SPACE+eth/+%FRAME+/+%SHELF+/+%SLOT+:+%PORT+_+%SVLAN+
Port The Port ID.

DHCP Opin 82 Port Settings

Remote-ID String %HOSTNAME+%SPACE+eth/+%FRAME+/+%SHELF+/+%SLOT+:+%PORT+_+%SVLAN+

The String of the circuit ID sudption information for the specific

DHCP Option 82 Port Settings CUrCUiHD Strlng
o port.
Option 52 State The String of the remote ID swdption information for the

e ARSI pecitcport
Remote-ID String

(R = DHCP Option 82 Pdstatus

DHCP Option 82 Port Status ¢ K S -'F A Sf R R?\ é. LJf I é é I f f 2 -'F u
Option 82 State Disable
Circuit-ID String DHCP Relay
Remote-ID String
Because th&HCPDISCOVHEIssage is a broadcast message, and broadcasts only crc
efon i ole Sisaile other segments when they are explicitly routed, you might have to configure a DH(

Circuit-ID String

Relay Agent on the router interface so that all DHCPDISCOVER messages ceé
forwarded to your DHCP server. Altatively, you can configure the router to forward
DHCP messages and BOOTP messagerouted network, you would need DHCP Rela

Parameter Description Agents if you plan to implement only one DHCP server.
State Select this option to enable / disable the DHpfion 82 on the

Switch. The DHCP Relay that either a host or an IP router that listens foP Bl#Dt messages
Circuit Erame The frame ID for the circuit sedption. being broadcast on a subnet and then forwards those DHCP messages directly |

configured DHCP server. The DHCP server sends DHCP response messages direct
to the DHCP relay agent, which then forwards them to the DHCP client. HHg® D
administrator uses DHCP relay agents to centralize DHCP servers, avoiding the need
DHCP server on each subnet.

Circuit Shelf The shelf ID for the circuit sedption.

Circuit Slot The slot ID for the circuit sudption.
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Most of the time in small networks DHCP uses broadcasts however there are some § Application2 (Local in different VLANS)

circumstances where unicast addresses will be used. A router for such a subnet receives The DHCP cleirit and DHCP clieft are located in different VLAN. But they allocate
the DHCP broadcasts, converts them to unicast (with a destination MAC/IP address of the IP address from the same DHCP server.

configured DHCP server, source MAC/IP of the router itself). The field identified as the

GIADDRN the main DHCP page is populated with the IP address of the interface on the

router it received the DHCP request on. The DHCP server uses the GIADDRigeltifyo i Switch DHCP Relay agent

the subnet the device and select an IP address from the correct pool. The DHCP server

then sends the DHCP OFFER back to the router via unicast which then converts it back tc 1 2 3 a 5 6 7 8
a broadcast and out to the correct subnet containing the device requeatiraddress.

Users can enable/disable the DHCP Relay on the Switch. Users also can enable/disable th == —— —— — — —
DHCP Relay on a specific VLAN. If the DHCP Relay on the Switch is disabled, the DHi % % % % % % %
Relay is disabled on all VLANs even some of tA&\NDRHCP Relay are enabled.
Applications:

1 Applicationrl (Over a Router)

The DHCP cleiit and DHCP cliet2 are located in different IP segments. But they
allocate IP address from the same DHCP server.

I

Configurations:

Server dient dient Client Client Client Client Client

VLAN 1: port 1, 2 (Management VLAN)
VLAN 2: port 3, 4
VLAN 3: port 5, 6
VLAN 4: port 7, 8

DHCP client Switch Router Switch DHCP clier?
] — — — B DHCP Servét Port 1.
<+——p{mm <+—» |mom <+ | «—> DHCP Clier@ Port 2, 3,4,5, 6, 7, 8.
I Result: Hosts connected to port 2,3,4,5,6,7,8 can get IP from DHCP server.
@ Note: The DHCP Server must connect to the management VLAN member ports.
The DHCP Relay in management VLAN should be enabled.

Default Settings:
The default global DHCP relay state is disabled.
The default VLAN DHCP relay state is disabled for all VLANS.
The default DHCP server is 0.0.0.0

DHCP Server
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CLI Configuration

Node Command Description
enable show dhcprelay This cormand displays the current DHCP re
configurations.

configure | dhcp relay (disable | This command disables/enables the DHCP
| enable) relay on the switch.

configure | dhcp relay vlan This command enables the DHCP relay
VLAN_RANGE function on a VLAN or a range of VLANS.

configure | no dhcp relay vlan | This command disables the DHCP relay
VLAN_RANGE function on a VLAN or a range of VLANS.

configure | dhcp helper ¢KAa O2YYlFyR O2yTA3d
address address.
IP_ADDRESS

configure | no dhcp helper ¢tKAa O2YYlIYyR NBY2@Sa
address address.

Example:

[DEVICE_NAME}#Nnfigure terminal

[DEVICE_NAMEJgnfig)#nterface ethO
[DEVICE_NAMEnfigif)#ip address 172.20.1.101/24
[DEVICE_NAMERNfigif)#ip address defauljateway 172.20.1.1
[DEVICE_NAMEgnfig)#hcp relay enable
[DEVICE_NAMERNfig)#ihcp relay vian 1
[DEVICE_NAMEWNfig)#lhcp helpeiaddress 172.20.1.1

Web Configuration
Advanced SettingsDHCHRelay

DHCP Relay

DHCP Relay Settings

state
vansae [ I

DHCP Server IP

1 Apply 1 l Refresh |

DHCP Relay Status

[0]; [0 CAVES 1 Wl Disabled

Enabled on VLAN [I[5 15

DHCP Server IP [iRiXi N

Parameter Description
State ] .
Enables / disables the DHCP relay for the Switch.
VLAN State Enables / disables the DHCP relay on the specific VLAN(S).

z

DHCP ServerlP  / 2y TA3dzNBa GKS 51/t aSNBSND
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EEE (Energy Efficient Ethernet) Web Configuration
The Energy Efficient Ethernet (EEE) is an IEEE 802.3az standard that is designed to reduéAédVanced Settings > EEE
power consumption in Ethernet networks during idle periods. Energy Efficient Ethernet

EEE can be enabled on devices that support low power idle (LPI) mode. Such devices ca(iiasti Atk

save power by entering LPI mode during periods of low utilization. In LPI mode, systems EEE Ports State: (The feature for copper ports only)
on both ends of the linkan save power by shutting down certain services. EEE provides Select All Deselect All
the protocol needed to transition into and out of LPI mode in a way that is transparent to 2 0a Oe

upper layer protocols and applications. 103 Os Oz

Default Settings
PEf LRNG&aQ 999 adldSa INBE RA&AIFIOf SR

Parameter Description

CLI Confuration

EEE Port State Click a port to enable IEBB2.3az Energy Efficient Ethernet «

Node Command Description that port.
enable show interface This command displays the current pg Select Al Click this to enable IEEE 802.3az Energy Efficient Ethernet ¢
[I[FNAME] configurations. elect all ports.
interface | power efficient- The command mables EEE on the specifig Elfdz e e cleabin 558 C08.8em Siare B raa Bl i
ethernet auto interface. When EEE is enabled, the dev Deselect Al ick thi : -saz by =B é
) . . all ports.
advertises and auto negotiates EEE to its
_ partner. Apply Click Apply taonfigure the settings.
interface | NO power efficient The command idables EEE on the specifi
ethernet auto interface. Refresh Click this to reset the fields to the last setting.

Example:
[DEVICE_NAMH}#Nnfigure terminal
[DEVICE_NAMEnfigif)#interfacegigabitethernet1/0/1
[DEVICE_NAMEWNfigif)#power efficient-ethernet auto
[DEVICE_NAMEnfigif)#no powerefficient-ethernet auto
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ERPS (Ethernet Ring Protection Switching) The ring prqtectiop architecture relies on thg existence oA®RSE protocoto coordinate
ring protection actions around an Ethernet ring.

The ITUT G.80328hernet Rng Protection Switching feature implements protection

switching mechanisms for Ethernet layer ring topologies. This feature uses the G.8032

Ethernet Ring Protection (ERPjotocol, defined in ITL G.8032, to provide protection The Switch supports up &ixrings.
for Ethernet traffic in a ring topology, Wha ensuring that no loops are within the ring at

the Ethernet layer. The loops are prevented by blocking traffic on either a predetermined 5,4 timerc All ERNs use a guard timer. The guard timer prevents the possibility of

link or a failed link. forming a closed loop and prevents ERNs from applying outda#e®Rmessages. The

guard timer activates when an ERN receives information about a local switching reque
The Ethernet ring protection functionality includes the following: such as aftea switch fail (SF), manual switch (MS), or forced switch (FS). When this
timer expires, the ERN begins to apply actions from t#&éP8 it receives. This timer

Loop avoidance
I P cannot be manually stopped.

1 The useof learning, forwarding, and Filtering Database (FDB mechanisms
Loop avoidance in an Ethernet ring is achieved by guaranteeing that, at any time, traffic

may flow on all but one of the ring links. This particular link is calleditigeprotection Wait to restore (WTR) timeg The RPL owner uses the WTR timée WTR timer

link (RR.)and under normal conditions this ring link is blocked, i.e., not used for service ~ applies to the revertive mode to prevent frequent triggering of the protection switching

traffic. One designated Ethernet ring node, tREL ownenode, is responsible to block due to port flapping or intermittent signal failure defects. When this timer expires, the

traffic at one end of the RPL. Under an Ethernet ring failure condition, the RiRir ow RPL owner sends aA®PS (NR, RB) through the ring.

node is responsible for unblocking its end of the RPL, unless the RPL has failed, allowing

the RPL to be used for traffic. The other Ethernet ring node adjacent to thetRFRPL Wait to Block (WTB) timers; This waitto-block timer is activated on the RPL owner.

neighbournode, may also participate in blocking or unblocking its efithe RPL. The RPL owner uses WTB timers before initiating an RPL block and then reverting to
idle state after operatoiinitiated commands, such as for FS or MS conditions, are

The Ethernet rings could support a muitig/ladder network that consists of conjoined entered. Beause multiple FS commands are allowed teexést in a ring, the WTB timer

Ethernet rings by one or more interconnection points. The protection switching ensures that the clearing of a single FS command does not trigger-tileaiing of the

mechanisms and protocol defined in this Recommendation shall be applicatze RPL. The WTB timer is defined to be 5 seconds longer than the guard timer, which is

multi-ring/ladder network, if the following principles are adhered to: enough tme to allow a reporting ERN to transmit tweARS messages and allow the

ring to identify the latent condition. When clearing a MS command, the WTB timer
prevents the formation of a closed loop due to the RPL owner node applying an
outdated remote MS reqgest during the recovery process.

1 RAPS channels are not shared across Ethernet ring interconnections;

1 on each ring port, each traffic channel and eacARS channel are controlled
(e.g., for blocking or flushingly the Ethernet ring protection control process
(ERP control process) of only one Ethernet ring;

§  Each major ring or suting must have its own RPL. Hold-off timer ¢ Each ERN uses a haifl timer to delay reporting a port failure. When

the timer expires, the ERN checks the port status. If the issue still exists, the failure is

. . . . _ ) ) reported. If the issue does not exispthing is reported.
In an Ethernet ring, without congestion, with all Ethernet ring nodes in the idle state

(i.e., no detectedailure, no active automatic or external command and receiving only
"NR, RB" RAPS messages), with less than 1200 km of ring fibre circumference and fewer
than 16 Ethernet ring nodes, the switch completion time (transfer time as defined in
[ITUT G.808.1for a failure on a ring link shall be less tf#nhms
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ERPS revertive and nemevertive switching will get an error. If you still want to use this instance, you can change the Control VLA
ERPS considers revertive and fremertive operation. In revertive operation, after the to same as the comol vlan of the instance first. And then configures the instance.
condition(s) causing a switch has cleared, the traffic channel is restored to the working
transport entity, i.e. blocked on the RPL. In the case of clearing of a d#fedraffic CLI Configuration
channel reverts after the expiry of a WTR timer, which is used to avoid toggling —
protection states in case of intermittent defects. In Am@vertive operation, the traffic Node Command Description
channel continues to use the RPL, if it is not failed, after a switodition has cleared. enable showerps This command displays the ERPS
configurations.
Control VLAN: enable show erps instance This ommand displays the ERPS instang
The pure ERPS control packets domain only, no other packets are transmitted in this configurations
vlan to guarantee no delay for the ERPS. So when you configure a Control VLAN for a ) ; ) —
ring, the vlan should be a new one. The ERASwite this control vlan and its enable show erps instance This command displays the specific ERP
member ports automatically. The member port should have the Left and Right ports INSTANCE_ID instance configurations.
only. configure | erps enable This command enables the global ERPS
the Switch.
In ERPS, the control packets and data packets are separated in different vlans. configure | no erps enable This command disables the globaFERon
The control packets are transmitted in a vlan whiglalled the Control VLAN. the Switch.
configure | erps ringid VALUE This command creates an ERPS ring an
Instance: ID and enter ERPS node.
For I_ERPS version 2, the instance is a profile_ specifies a control vlan and a data vlan or configure | erps instance This command enters the instance
multiple data vlans for the ERPS. In ERPS, it can separate the control packets and data configure node.
packets in different vlans. The coal packets is in the Control VLAN and the data . — .
packets can be in one or multiple data vlan. And then user can assign an instance to an | configure | no erps ringd VALUE This command creates an ER§ and
ERPS ring easily. enter ERPS node to configure detail ring
configurations.
In ERPS version 1, if a port is blocked by ERPS, all packets are blocked. erpsting | show This command displays the configuration
In ERPS version 2, if arpis blocked by a ring of ERPS, only the packets belong to the of the ring.
vlans in the instance are blocked. erpsting | controkvlan This command configures a contrdan
for the ERPS ring.
Notice: erpsring | guardtimer Thiscommand configures the Guard
Control VLAN and Instance: Timerfor the ERPS ring. (default:500ms)
In CLI or Web configurations, there are the Control VLAN and the Instance settings. erpsting | holdoff-timer This command configures the Heddf
If the Control VLAN is configuréar a ring and you want to configure an instance for the Timer for the ERPS ring. (default:0 ms)

ring. The control vlan of the instance must be same as the Control VLAN; otherwise, you
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erpstring left-port PORTID type This commandaonfigures the left port and
[owner|neighbor|normal] | type for the ERPS ring.
erpsring | mel VALUE This command configures a Control MEL|
for the ERPS ring.
erpstring name STRING This command configures a name for the
ERPS ring.
erpstring revertive This commandaonfigures the revertive
mode for the ERPS ring.
erpsring | no revertive This command configures the non
revertive mode for the ERPS ring.
erpsring | right-port PORTID type | This command configures the right port
[owner|neighbor|normal] | and type for the ER®ring.
erpstring ring enable This command enables the ring.
erpstring no ring enable This command disables the ring.
erpstring version This command configures a version for th
ERPS ring.
erpsring | wtr-timer This command configures the WTR Time
for the ERPS ring. (default: 5 minutes)
config instance INSTANCE_ID | This command configures a new instance
erpsinst | controlvlan VLAN_ID and specifies its control vlan and data vig
data-vlan VLAN_ID
config no instance INSTANCE_| Thiscommand removes an instance.
erpsinst
config show This command displays all of the instanc
erpsinst configurations.

Managed Industrial L2 Switcl

Web Configuration
Ring Settings
Advanced Settings > ERPS > Ring Settings

ERPS Global Settings

Global State

ERPS Ring Settings

Ring Type
Version

WTR Timer (sec) gLl

Ring ID

I -255) State
R —
I (o:Disable, 0~30)
N (2-4009)

foldof Timer R - 10000)

Guard Timer
et E—o-) ooy
Left Port Right Port

Ring Name
Instance
Control VLAN

(5~720)

TR 20-2000)

W —

Parameter Description
Global State Enables / disables the global ERPS state.
Ring ID Configures the ring ID. The Valid value is from 1 to 255.
State Enables/ disables the ring state.
Ring Name Configures the ring name.(Up to 32 characters)
Revertive Enables / disables thevertive mode.
Configures the instance for the ring. The Valid value is from
Instance 30. 0Disable means the ERPS is running in version 1. The

control VLAN of the instance should be same as below Cont
VLAN.,
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Control VLAN
Version

Hold-off Timer

WTR Timer

MEL

Guard Timer

Left Port

Right Port

ERPS Ring Status

Ring ID
Ring Name
Instance
Control VLAN

Holdoff Timer (ms)

MEL
Left Port
Left Port Type
Left Port Status
Ring Status

RPL Normal
Blocking

Configures the ControlDAN which is the ERPS control packe
domain for the ring.

Configures the version for the ring.

Configures the Holoff time for the ring. The Valid value is
from O to 10000 (ms).

Configures the WTR time for thimg. The Valid value is from 5
to 12 (min).

Configures the Control MEL for the ring. The Valid value is fi
0to 7. The default is 7.

Configures the Guard time for the ring. The Valid value is fro
10 to 2000 (ms).

Configures the left port and its type for the ring. The valid po
type is one of Owner, Neighbor or Normal.

Configures the right port and its type for the ring. The valid p
type is one of Owner, Neighbor or Normal.

State Enable
Revertive Enable
Ring Type

Version v2
WTR Timer (sec) 300
Guard Timer {ms) 500
Right Port 2
Right Port Type RPL Normal
Right Port Status

Major-ring

Blocking

Protection

Delete

Parameter

Ring ID

Description

The ring ID.

Ring Name
State

Revertive
Control VLAN
Version

Holdoff Timer
WTR Timer
MEL

Guard Timer
Left Port

Left Port Type
Right Port
Right Port Type
WTB Timer
Ring Status
Left Port Status

Right Port Status

The ring name.

The ring state.

The ring revertive mode.
The ring Control VLAN.
The protocol version on the ring.
The Holdoff time.

The WTRime.

The Control MEL.

The Guard time.

The left port.

The left port type.

The right port.

The right port type.

The WTB time.

The current ring status.
The current left port status.

The current right port status.
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Instance Settings

Advanced Settings > ERPS > Instance Settings
ERPS Instance

Ring |

Instance Settings

Instance -(1~3l])
conrotvian [ vaavian |

[Ceety ] [(wetresn ]

Instance Status

Parameter Description
Instance Settings

Instance Configures the instance ID. The valid value is from 1 to 31.

Control VLAN Configures the control vlan for the instance. The valid value
from 1 to 4094.

Data VLAN Configures the data vlan for the instance. The valid value is
from 1 to 4094. It can be one or multiple vlans.

Instance Status

Instance The instance ID.
Control VLAN The control vlan of the instance.
Data VLAN The data vlan of the instance.

Link Aggregation
Static Trunk

Link Aggregation (Trunking) is the grouping of physical ports into one logical-higher
capacity link. You may want to trunk ports if for example, it is cheaper to use multiple
lower-speed links than to undeutilize a highspesd, but more costly, singlport link.

However, the more ports you aggregate then the fewer available ports you have. A
trunk group is one logical link containing multiple ports. The Switch supports both stat
and dynamic link aggregation.

Note: In aproperly planned network, it is recommended to implement static link
aggregation only. This ensures increased network stability and control ogéruhk
groups on your Switch.

Default Settings:
The default group Link Aggregation state is disableatayroups.
The default group Link Aggregation load balance is source MAC and destinat
MAC for all groups.
Maximum link aggregation group: 6
Maximum port in link aggregation group: 8

CLI Configuration

Node Command Description
enable showlink-aggregation| The command displays the current truf
configurations.

configure | link-aggregation The command disables / enables the trunk o
[GROUP_LID] (disable| the specific trunk group.
enable)

configure | link-aggregation The command adds ports to a specific trunk
[GROUP_ID] interfacq group.
PORTLISTS

© Copyright 208 TRENDnet. All Rights Reserved.

75



cwO9bs5ySi ' AaSNR&a DdzZA RS

Managed Industrial L2 Switcl

configure | no linkaggregation The commands delete ports from a specific
[GROUP_ID] interfacg trunk group.
PORTLISTS

Example:
[DEVICE_NAME}nfigure terminal
[DEVICE_NAME)Nfig)#ink-aggregation 1 enable
[DEVICE_NAMEJgnfig)#ink-aggregation 1 ports 4

Web Configuration
Advanced Settings&ink Aggregation > Static Trunk

Link Aggregation

| [ LACP Info.

Static Trunk Settings

Group State
Load Balance

Member Ports

Select All Deselect All

Trunk Group Status

Group ID State Load Balance Member Ports
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Member Ports: T is Trunk member port but no link, A is Trunk member and link up.

Parameter Description

Select the group ID to use for this trunk group, that is, one loc
Group State link containing multiple ports.

SelectEnableto use this static trunk group.

Load Balance Configures the load balance algorithm for the specific trunk
group.

Member Ports Select the ports to be added to the static trunk group.

Apply Click Apply to configure the settings.

Refresh Click this to reset the fields to the last setting.

Trunk Group Status

Group ID This field displays the group ID to identify a trunk group, that
one logical link containing multiple ports.

State This field displays if the trunk group is enablediizabled.

Load Balance This field displays the load balance policy for the trunk groug

Member Ports This field displays the assigned ports that comprise the static

trunk group.

LACP

The Switch adheres to the IEEE 802.3ad standard for static and dynamic (LACP) port
trunking.

The IEEE 802.3ad standard describes the Link Aggregation Control Pra@i®) {ar
dynamically creating and managing trunk groups.

When you enable LACP link aggregation on a port, the port can automatically negotia
with the ports at the remote end of a link to establish trunk groups. LACP also allows
port redundancy, that® A F 'y 2LISNI GA2yFf LR2NI Fl A
become operational without user intervention.

Please note that:
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1 You must connect all ports poutd-point to the same Ethernet switch and
configure the ports for LACP trunking.

1 LACP onlworks on fulduplex links.

1 All ports in the same trunk group must have the same media type, speed,
and duplex mode and flow control settings.

1 Configure trunk groups or LACP before you connect the Ethernet switch to

avoid causing network topology loops.

System Priority:

The switch with the lowest system priority (and lowest port number if system priority is
0KS aryYSo 0S02YSa GKS [!/t GaSNBSNES® ¢KS
setup. Enter a number to set the priority of an active port gdiink Aggregation Control
Protocol (LACP), the smaller the number, the higher the priority level.

System ID:

The LACP system ID is the combination of the LACP system priority value and the MAC
address of the router.

Administrative Key:

The administrative key defines the ability of a port to aggregate with other ports. A
port's ability to aggregate with othgorts is determined by these factors:

9 Port physical characteristics, such as data rate, duplex capability, and
point-to-point or shared medium.
1 Configuration restrictions that you establish.

Port Priority:

The port priority determines which ports shoude put in standby mode when there is a
hardware limitation that prevents all compatible ports from aggregating.

Default Settings:
The default System Priority is 32768.
The default group LACP state is disabled for all groups.

CLI Configuration

Node GCommand Description
enable show lacp counters [GROUP_I0 This command displays the LACP
counters for the specific group or
all groups.
enable show lacp internal [GROUP_ID]| This command displays the LACP
internal information for the specific
group or all groups.
enable show lacp neighbor [GROUP_I[ This command displays the LACP
[/t |aaSNBSNE O2y i NP FiKkoZ N 33 Ny YiTa2e
specific group or all groups.
enable show lacp port_priority This command displays the port
priority for the LACP.
enable show lacp sys_id CKAd O2YYlI YR RAG:
F'yR LI NIySNRa &ac¢
configure | lacp (disable | enable) This command disables / enables
the LACP on the switch
configure | lacp GROUP_ID (disable | This command disables / enables
enable) the LACP on the specific trunk
group.
configure | clear lacp counters [PORT _ID] | This command clears the LACP
statistics for the specific port or all
ports.
configure | lacp systenpriority<1-65535> This command configures the
system priority for the LACP. Note
The default value is 32768.
configure | no lacp systenpriority This command configures the
default for the system priority for
the LACP.
interface lacp port_priority <165535> This command configures the

priority for the specific port.

Note: The default value is 32768.

y
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interface | no lacp port_priority This command configures the
default for the priority for the
specific port.

configure | interface range This command enters the interface

gigabitethernetl/0/PORTLISTS | configure node.

if-range lacp port_priority <165535> This command configures the
priority for the specific ports.
Note: The default value is 32768.

if-range no lacp port_priority This command configures the

default for the priority for the

specific ports.

Managed Industrial L2 Switcl

Web Configuration

LACP Settings

Advanced Settingslsink Aggregation tACP
Link Aggregation

Static Trunk l | LACP Info.

LACP Settings

State

System Priority

Group LACP

Port Priority From: -N - £ -

‘ Apply ‘ ‘ Refresh

LACP Group Status

Group ID LACP State
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Priority Priority

Parameter Description

Select Enable from the drop down box to enable Lin
State Aggregation Control Protocol (LACP).

SelectDisableto not use LACP.
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System Priority ~ LACP system priority is a number between 1 and 65,535. Th LACP Info.
switch with the lowest system priority (and lowest port numb: Advanced Settingslsink Aggregation 2ACP Info.
AT ééaij\fsv,EJNy\zlyJ\i’Jé A& ﬁFfSAé Nk ARQrEpation
[V"/t &GaSNWSNE O2yuNRfa UKS
number to et the priority of an active port using Link Static Trunk _ |
Aggregation Control Protocol (LACP). The smaller the numb LACP Information
the higher the priority level.
SRer e PO o D [y
Group LACP Select a trunk group ID and then select whetheEtmbleor
DisableGroup Link Aggregation Control Protbor that trunk
group. Neighbor Information: '-' means the port is link down.
Port Priority Select a port or a range of ports to configure its (their) LACP
priority.
: ) . Parameter Description
Apply Click Apply to configure the settings.
i i i i Group ID Select a LACP group that you want to view.
Refresh Click this to reset the fields to the last setting.

Neighbors Information
LACP Group Status

Group ID The field identifies the LACP group ID. Port The LACP member port ID.

LACP system priority is used to determine link aggregation
group (LAG) membership, and to identify this device to othet
switches during LAG negotiations. (Rangé5835; Default:

State This field displays if the group has LACP enabled.
System Priority
LACP Group Status

32768)

Port The field identifies the port ID. System ID CKS ySAIKO2NI { sAGOKQa adaids

Priority ¢KS FASER ARSydAFASa (KS Lz Port The direct connected port Id of the neighbor Switch.
Age The ava?lable time period of the neighbor Switch LACP

information.

Port State ¢KS RANBOG O02yySOGSR LRNIQa
Port Priority ¢KS RANBOG O2yySOGSR LI2NIQa
Oper Key The Oper key of the LACP member port.
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The default Loop Detection Destination MAO®&0b:04:AA:AA:AB

Internal Information
The default Port LooPetection state is disabled for all ports.

Port Priority The port priority of the LACP member port. The default Port Loofetection status is unblocked for all ports.
Admin Key The Admin key of the LACP mempert.
The loop detection on the Switch is disabled.
Oper Key The Oper key of the LACP member port. Loop Deéction Destination MAC=00:0b:04:aa:aa:ab
Port State The port state of the LACP member port.
Recovery Recovery

. Port State Status State Time Port State Status  State Time
Loop Detection
Loop detection is deS|g.ned to handle loop p_roblems on the edge of your network. This Disabled Normal Enabled 1 > Disabled Normal Enabled 1
can occur when a port is connected to a Switch that is in a loop state. Loop state occurs _ _
as a result of human error. It happens when two ports on a switch are connedtied w 3 Disabled Normal Enabled 1 ~ 4 Disabled Normal Enabled 1
the same cable. When a switch in loop state sends out broadcast messages the 5 Disabled Normal Enabled 16 Disabled Normal Enabled 1
7
9

messages loop back to the switch and ardreadcast again and again causing a Disabled Normal Enabled 1 8 Disabled Normal Enabled 1

broadcast storm.
Digbled Normal Enabled 1 10 Disabled Normal Enabled 1

The loop detection function sends probe packets periodically to deteceiptirt 11 Disbled Normal Enabled 1 12 Disabled Normal Enabled 1
connect to a network in loop state. The Switch shuts down a port if thitcBwletects 13 Disabled Normal Enabled 1 14 Disabled Normal Enabled 1
that probe packets loop back to the same port of the Switch. 15 Disabled Normal Enabled 1 16 Disabled Normal Enabled 1

Loop Recovery:

When the loop detection is enabled, the Switch will send one probe packets svery CLI Configuration
seconds and then listen this packet. If it receives the packet at the same port, the
Switch will disable this port. After the time periagcovery time the Switch will
enable this port and do loop detection again. enable show loopdetection This command displays the curren
loop detection configurations.

Node Command Description

The Switch generates syslog, imtal log messages as well as SNMP traps when it shuts configure | loop-detection (disable | enable)| This command disables / enables

down a port via the loop detection feature. the loop detection on the switch.
configure | loop-detection address This command configures the
Default Settings MACADDR destination MAC for the loop

detection special packets.

The default global Loepetection state is disabled.
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configure | no loopdetection address This command configures the
destination MAC to default
(00:0b:04:AA:AA:AB).
interface | loop-detection (disable | enable)| This command disables / enables
the loop detection on the port.
interface | no shutdown This command eables the port. It
can unblock port blocked by loop
detection.
interface | loop-detection recovery (disable| This command enables / disables
| enable) the recovery function on the port.
interface | loop-detection recovery time This command configures the
VALUE recovery period time.
configure | interface range This command enters the interface
gigabitethernet1/0/ PORTLISTS| configure node.
if-range loop-detection (disable | enable)| This command disables / enables
the loop detection on the ports.
if-range loop-detection recovery (disable| This command enables / disables
| enable) the recovery function on the port.
if-range loop-detection recovey time This command configures the
VALUE recovery period time.
Example:

[DEVICE_NAMENnfig)#oop-detection enable

[DEVICE_NAME]gnfig)#nterface 1/0/1

[DEVICE_NAMENfigif)#loop-detection enable

Managed Industrial L2 Switcl

Web Configuration
AdvancedSettings >Loop Detection

Loop Detection

Configuration Settings

State
MAC Address 00:0b:04:2a:aa:ab

Port State Manual Recovery Recovery State Recovery Time (min)

' Apply ‘ ‘ Refresh ‘
Configuration Status

Recovery Time
(min)

b
)
-

Status Recovery State

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

[

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

O 0 NSO UL WN =

Normal

Normal

Normal

Normal

Normal

Normal

Normal

L S T I I S PO T S T T T S

Normal

Parameter Description
State Select this option to enable loop guard on the Switch.
Enter the destination MAC address the probe packets will be
MAC Address sent to. If the port receives these same packets the port will
shut down.
Port Select a port on which to configure loop guard protection.
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State SelectEnableto use the loop guard feature on the Switch. Mbus

. : MODBUS TCP supports different types of data format for reading. The primatygesar
SelectEnableto reactivate the port automatically after the PP yp g P ya

L R . . of them are:
0op rRecovery designated recovery time has passed.
Specify the recovery time in minutes that the Switch will wait - -
Recovery Time  before reactivating the port. This can be between 1 to 60 Data Access Type Function | Function Name Note
minutes. Code
Apply ClickApplyto save your changes to the Switch. Bit access | Physical Discrete | 2 Read Discrete Not support
Inputs Inputs now
Refresh ClickRefreshto begin configuring this screafresh. Internal Bits or 1 Read Coils Not support
Physical now
Loop Guard Status Coils
Port This field displays a port number. Word Physicalnput 4 Read Input
access Registers Registers
State This field displays if the loop guard feature is enabled. (16-bit ; )
Physical Output | 3 Read Holding Not support
L . . . access . ;
Status This field displays if the port is blocked. ) Registers Registers now
Loop Recovery This field displays if the loop recovery feature is enabled.
Recovery This field displays the recovery time for the loop recovery MODBUS Data Map and Information Interpretation of IE Switches

Time (min) feature.

MODBU®aseaddressof switchesis 1001 (decimafior Function Code .4

Address Data Interpretation | Description
Offset Type

System Information
0x0000 1 word HEX Vendor ID = @Gb04
0x0001 16words | ASCII Sy R2 NJ BBCDEFGE N&#JO

I+

22NR n 1A 68GS8 T
22NR n [BR o6&GsS T
22NR M IG0 o6&dGS8S T
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22NR ™M [DB® 6édS T Word4l A o&XiS I W
22NR H IERA o0éidsS T Word4[ 2 o0d@S I W
22NR H [RR oelsS T Word51 A o6&iS I w
Word3l A o&3S I W Word5[ 2 o6d&@GS I Wy
Word3[ 2 o&isS  w Word6l A o0&iGS I W
Word4dl A o&NS I W Word6[ 2 o0d®WS I WY
Word4d[ 2 o®GS I W Word7l A o&iS I v
Word51 A o&isS I w Word7[ 2 o&WS I W
Word5[ 2 o0®GS I W Word8l A o8%S I W
Word6l A o6&iS I v Word8[ 2 o6a0sS I v
Word6[ 2 ©6&02S I W 0x0060 16words | ASCII Firmware Release DatéMon Sep 30
0x0020 16words | ASCII t NERdzOU SWIFGES I @ 18:51:45H 1 M0 €
22NR n I oéasS r 0x0070 3words | HEX Ethernet MAC Address
22NR n W oeldsS T Ex: MAC = 001-02-03-04-05
22NR ™M 6 oédsS T Word 0 Hi byte = 0 x 00
22NR M [T 608 T Word 0 Lo byte = 0 x 01
22NR H IO o0&idsS T Word 1 Hi byte = 0 x 02
22NR H [HR o0&idS T Word 1 Lo byte = 0 x 03
0x0040 7 words Product Serial Number Word 2 Hi byte = 0 x 04
Ex: SeriaNo=A000000000001 Word 2 Lo byte = 0 x 05
0x0050 12words | ASCII Firmware Versio= 8648-999- 0x0080 lword | HEX Power 1(PWR) Alarm, DIP switch 1
1.1.0SG need ON
22 NR 51 1802 o6eidGs T 0x0000: no alarm
22NR n [6@2 o6&iGS T 0x0001: input voltage 44V
22NR M 140 o686GS8S T 0x0002: input voltage > 57V
22NR ™ [8@ o6&iS T 0x0003: No PWR input
22NR H |-G o&iGsS T 0x0081 lword | HEX Power 2(RPS) Alarm, DIP switch 1
22NR H [92 o6&idS T need ON
Word3l A o068 S I W 0x0000: no alarm
Word3[ 2 o®&@S ' ¥ 0x0001: input voltage 44V
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0x0002: input voltage > 57V
0x0003: No RPSinput

Managed Industrial L2 Switcl

0x0090

1 word

HEX

Fault LED Status
0x0000: No
0x0001: Yes

Port Information

0x0100to
0x0109

1 word

HEX

Port 1 to10LinkStatus
0x0000: Link down

0x0001: 10MFultFC_®I (FC: Flow
Control)

0x0002: 10MFultFC_G®F
0x00@B: 10M-Half-FC_®
0x0004: 10M-Half-FC_®F
0x00@®: 100M-FulltFC_®™
0x00@5: 100M-FulltFC_®F
0x000/: 100M-Half-FC_®
0x00@B: 100M-Half-FC_®F
0x00®: 1000M-FultFC_®I
OxOMA: 1000M-FultFC_OFF
0x0B: 100(M-Half-FC_ M
0x00QC 100M-Half-FC_OFF
OxFFFF: No port

0x0200to
0x0213

(port 1)
0x0220 to

0x0233
(port 2)

X
0x0320 to

20 words

ASCII

Port 1 to10 Description

t 2NI 5SEONRLIIAZY
& MODTXSFR ¢

22NR n |
22NR n [
22NR ™ |
22NR ™M [
N

o O O O
M (s @/ D’
N Cn Cn Ca
w w w w
- L. L. v

0x0333 22NR n | A o&dsS T
(port 10) 22NR n [2 oeédasS T
22NR p | A o&aGas T
22NR p [\#QoeéldS T
0x0400to | 2words | HEX Port 1 t010 Tx Packets
0x0413 Ex: port 1 Tx Packet Amount =
(port 1 to 0x8765432
10) Word 0 8765
Word 1 4321
0x0440 to 2words | HEX Port 1 to10 Rx Packets
0x04%63 Ex: port IRx Packet Amount =
(port 1 to 0x123456
10) Word 0 =0012
Word 1 =3456
0x0480 to 2words | HEX Port 1 to10 TxErrorPackets
0x04€3 Ex: port 1 TErrorPacket Amount =
(port 1 to 0x8765432
10) Word 0 8765
Word 1 4321
0x040 to 2 words | HEX Port 1 to10 RxErrorPackets
0x04D3 Ex: port IRxErrorPacket Amount =
(port 1 to 0x123456
10) Word 0 0012
Word 1 =3456
STP Information
0x0500 1 word HEX STP Status:
0x0000 : STP is disabled.
0x0001 : STP

0x0002 : RSTP
0x0003 : MSTP
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Xpress Ring Information

Word 0 Hi byte #ort ID.

0x0501 1 word

HEX

Xpress Ring Status on the Switch:

0x0000 Disabled
0x0001 Erabled

0x051b

1 word

HEX

Secondary Port of the Xpresag2
Word 0 Hi byte Port ID.

0x0510 1 word

HEX

Status of Xpresengl of the Switch
0x0000 Disabled
0x0001 Enabled

0x051c

1 word

HEX

Role of Xpressngl
0x0000 Forwarder
0x0001 Arbiter

0x0511 1 word

HEX

Status of Xpreseng?2 of the Switch
0x0000 Disabled
0x0001 Enabled

0x051d

1 word

HEX

Role of Xpressng2
0x0000 Forwarder
0x0001 Arbiter

0x0512 3 word

HEX

Destination MAC of the Xpresisigl
Word OLobyte =MACO
Word 0 Hi byte MAC1
Word 1 Lobyte =MAC2
Word 1 Hi byte =MAC3
Word 2 Lobyte =MAC4
Word 2 Hi byte =MAC5

0Ox051e

1 word

HEX

PrimaryPort Status of Xpresegngl
0x0000 : link down

0x0001 : forwarding

0x0002 : blocking

0x0515 3 word

HEX

Destination MAC of the Xpres®g2
Word OLobyte =MACO
Word 0 Hi byte MAC1
Word 1 Lobyte =MAC2
Word 1 Hi byte =MAC3
Word 2 Lobyte =MAC4
Word 2 Hi byte =MAC5

0x051f

1 word

HEX

Secondaryort Status of Xpresgngl
0x0000 : link down

0x0001 : forwarding

0x0002 blocking

0x0520

1 word

HEX

PrimaryPort Status of Xpresgng2
0x0000 : link down

0x0001 : forwarding

0x0002 : blocking

0x0518 1 word

HEX

Primary Port of the Xpresingl
Word 0 Hi byte #ort ID.

0x0521

1 word

HEX

Secondaryort Status of Xpresgng2
0x0000 : link down

0x0001 : forwarding

0x0002 : blocking

0x0519 1 word

HEX

Secondary Port of the Xpregagl
Word 0 Hi byte ®ort ID.

0Ox051a 1 word

HEX

Primary Port ofhe Xpresging2
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CLIConfiguration
Node Command Description
enable show modbus This command displays the curren
Modbus configurations.
configure | modbus(disable|enable) This command disables / enables
the Modbus on the switch.

Web Configuration
Advanced SettingsModbus

Modbus

Modbus Setting

State

connection :

Parameter

State

Apply

Refresh

Description

Select this option to enabledisable the Modbu®n the
Switch.

Click Apply to save your changes to the Switch.

Click Refresh to begin configuring this screen afresh.

Managed Industrial L2 Switcl

Power over Ethernet
(Supported ModelsTHPG541iTFHPG102i THFPG102-M & THRP262)

The main advantage of PoE is that it can make installing a network eHseeselection

of a location for a network device is often limited by whethigere is a power source
nearby. Thigonstraint limits equipmenplacement or requires the added time and cost
of having additionaglectrical sources installed. However, with PoE, you can install PoE
compatibledevices wherever they are needed without having to wainput whether
there is pwer source nearby.

Power Sourcindgequipment (PSE)

A device that provides PoE to othertwerk devices is referred to gswer sourcing
equipment (PSE). Tl&igabit Web Smart PoSwitch is a PSEevice which provides DC
power to the network cable anflinctions as aentral power source for other network
devices.

Powered DevicéPD)

A device that receives power from a PSE device is cafledvareddevice(PD).

Examples include wireless access points, IP phevelscams, and even other Ethernet
switches.

PD Classes PDs are grouped into five classes. The classes are based on thefamount
power that PDs require. Thgigabit Web Smart PoBwitch supports alfive classes.

Maximum Power
Class Output Power Ranges of the PI

from a Switch Port

0 15.4W 0.44W to 12.95W

1 4.0W 0.44W to 3.84W

2 7.0W 3.84W to 6.49W

3 15.4W 6.49W to 12.95W

4 34.2W 12.85W to 25.5V
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Power Budget

Power budget is the maximum amount of power that the PoE switchpoawide at one
time to the connected PDs. Pd?tioritization As long as the total power requirements
of the PDs is less than the totalailable power of the switch, it can supply power to all
of the PDs.

However, when the PD power requirements exceed the total avigfaower, the
switch denies poweto some ports based on a process calpexit prioritization.

The ports on the PoE switch are assigned to one of three priority |&Medse levels and
descriptions are listed in TabB Without enough power to support all the porset to
the same prioity levelat one time, the switch provides pow&s the ports based on the
port number, in ascending order. For examplvhen all of the ports in thewitch are set
to the low priority leveland the power requirements arexceeded on the switch, port 1
hasthe highest priority level, port 2 has theext highest priority level and so forth.

Priority Level Description

This is the highest priority level. Ports sel
the Critical level are guaranteed to receiy
power before any of the portassigned to
the other priority levels.

Ports set to the High level receive power
High only when all the ports assigned to the
Critical level are already receiving power
This is the lowest priority level. Ports set
the Low level receive powemly when all
Low the ports assigned to the Critical and Hig
levels are already receiving power. This
level is the default setting.

Critical

CLI Configuration

Node Command Description

enable show poe This command displays the PoE
configurations andtatus.

enable show poe schedule port PORT_| This command displays the PoE
port schedule configurations.

configure | poe (disable | enable) This command disables or enableg
the global PoE for the Switch.

configure | poe totalpower This commandonfigures the total
power which the Switch can
support.

interface | poe (disable|enable) This command enables or disableg
the PoE function on the specific
port.

interface | poe priority (criticallhigh|low) This command configures the

priority of the PoEunction for the
specific port.

9 critical: The highest priority.
1 high: The middle priority.

1 low: The lowest priority.
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Web Configuration

Apply ClickApplyto take effect the settings.
Advanced SettingsPoE > Configuration
Refresh ClickRefreshto begin configuring this screen afresh.
| PD Alive Check | Schedule X
P PoE Mode Displays the current POE mode.
State o .
Total Power — Total Power Displays the total power that the Switch supports.
Total Power(P) = Current of adaptor(I) * Voltage of adaptor{v)
Max Power Limit Range: 0~240(W) Total COnSum'n i i
’ — — 9 Displays the totatonsuming power for all of the PDs.
State Priority Max Power Limit Power
T prmm— External Power .
(appy ] [ merresn | Displays the status of the external power module.
Module
PoE Status
State Enabled Port Display the Port No.
Total Power (W) 240
[olalion s ion s et o) 7 State Displays the PoE state for the specific port.
Port State Status Priority Class Max Power Limit(W) CD“S“‘:::S;H (w)
B e oeatine e PD Priority Displays the PoE priority for the specific port.
3 Enabled Searching None
4 Enabled | Searching None Class The field displays the class mode which the PSE negotiate v
e Grobled | sesrchin = the PD on the specific port.
7 Enabled Searching None Consumlng
8 Enabled Searching None . - e
Displays the consuming power for the specific port.
Power(mW) piay gp P P
P t D ipti Power Displays the power allocated for the specific port
arameter escription Allocated(mw) play p p port.
Selects the PoE mode, classification or consumption. Current _ -
S Classification Allocated power according to class (0 to 4). Status(mA) Displays the current status for the specific port.
Consumption- Allocated power according to the actual need
each PD.
Selects a port or a range of ports that you want to configure
Port .
the PoE function.
S SelectsEnableto enable the PoE function on the specific port
ate
SelectDisableto disable the PoE function on the specific por
Priority SelectLCritical/ High/ Low priority for the specific port.
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PD Alive @ieck

The function has a global state configuration. If the global state configuration is
enabled. The Switch will check the configurations of every port.

LF¥ GKS Lirdiied, dhe Switdh ivifh serid keegdive probe packet every
interval time. If the host cannot respond when the kesfive probe packet count
is over the retry times, the Switch performs the action, reboot/alarm/all to the
Power Device, dependingonthe NJi Q& O2y FAIdzNF GA 2y ®

Power OFF Time (sec):

When PD has been rebooted, the PoE port restored power after the
specified time.

Default:15, range: 320 sec.

Start up Time (sec):

When PD has been start up, the Switch will wait Start up time to do PoE
Auto Checking.

Default: 60, range: 3600 sec.

Interval Time (sec):
Device will send checking message to PD each interval time.
Default: 30, range: 1020 sec.

Action:
The action when the failure detection.

All: Send an alarm message to inform #dministrator and then reboot
the PD.

Alarm: Just send an alarm message to inform the administrator.
None Keep Ping the remote PD but does nothing further.
Reboot Cut off the power of the PoE port, make PD rebooted.

CLI Configuration

Node

Command

Descrigion

enable

show pdalive

This command displays the
configuration of the PD Alive Chec

configure

pd-alive (disable|enable)

This command disables or enables
the global PD Alive Check for the
Switch.

interface

pd-alive action
(reboot|alarm]all|none)

This command configures the
action when the system detects
that the host cannot respond the
keepa-live probe packet.

interface

pd-alive interval VALUE

This command configures the
interval to send the keep-live
probepackets to check if the host i
still alive for the specific port.

interface

pd-alive ip IP_ADDR

This command configures the Hos
IP address which connects to the
specific port.

interface

pd-alive retrytime VALUE

This command configures the retry
timeswhen no response from the
host for the keega-live probe
packet for the specific port.

interface

pd-alive poweroff-time VALUE
startup-time VALUE

This command configures the
power-off time and startup time.
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Web Configuration Power Off Time  When PD has been rebooted, the PoE port restored power ¢
AdvancedSettings >PoE > PD Alive Check the Power Off Time time.
scbiconbonistion The Switch waits the Start Up Time to do PoE Auto Checkin

Start Up Time when the PD is rebooting.

Configuration | | Schedule

PD Alive Check Settings

Apply Click Apply to take effect the settings.
State _Disab\e v
Port sate  paddress POl pewyrimes  Action | powerOft  Strup Refresh Click Refresh to begin configuring this screen afresh.
I N s A S
| Apply ‘ | Refresh ‘

PD Alive Check Status POESChedUIe
vort state | tpaddress  IMEVEl Lo action  PowerOff Time(sec) Startup Time(sec) The function has a global state configuration. If the global state configuration is
: e oo disabled. The Switch will not perform the schedule function. If the global state is
2 Disabled Sylroft SR KS {gAGOK gAff OKSOl SOSNE L
3 Disabled
4 Disabled
N Diotied lftheLd2 NIl Q4 OKSO1 O2y FAIdaNI GA2Yy A4 bh F2N
O Disebed FOGAzy F2NJ GKS ALISOATAO LRNI® LT (KS L

Switch will check the Start time and End Time. If the current time is in thevadt
between Start time and End Time, the Switch will perform the action configuration. If

Parameter Description the action is ENABLE, the Switch will send power to the port. If the current time is not
the interval between Start time and End Time, the Switch will not seweepto the

State Enables/Disables the PD Alive Check. port.

Port Selects a port or a range of ports which you want to configur _ _
CLI Configuration

State Enables/Disables the PD Alive Check for the specific port(s) Node Command Description

IPAddress Specifies the Host IP address which connects to the port. enable show poe schedule port PORT_I| This command displays the PoE

port schedule configurations.

The interval to send the packet probes to check if the host is

Interval S interface | poe schedule (disable|enable) This command disables or enable
still alive. o
the PoEschedule on the specific
Retry Time ;?\(/aere:;ybt;mzs; I\(/\él:en no response from the host for the keeg port.
P - P : . interface | poe schedule week This command enables or disable
The action to the Power Device when the system detects the (Sun|Mon|Tue|Wed|Thul|Fri|Sat) | the PoE schedule on the specific
Action the Power Device cannot respond the kegfive probe packet. check (yes|no) day.

The options have Reboot / Alarm / All /None.
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interface | poe schedule week This command configures the Po
(Sun|Mon|Tue|Wed|Thu|Fri|Sat) | schedule startime and endtime
start-time VALUE entime VALUE| on a specific day on the specific
action (enable|disable) port. Users can enable or disable
the PoE on the time period.
Web Configuration

Advanced SettingsPoE >Schedule

PoE
Configuration |
Schedule Setting

Port
State

Week Check Action

PD Alive Check

Time (hour)

PoE Status

Port
State
Crrent Time
Week
Monday
Tuesday

Wednesday
Thursday
Friday

Saturday
Sunday

Parameter

Port
Week
Check

Time (Hour)

| Apply | ‘ Refresh ‘

1

Disabled

Wednesday 6:35:34
Action Start Time (hour)
Enable
Enable
Enable
Enable
Enable
Enable
Enable

End Time (hour)

Description

Selects a port that you want to configure the PoE schedule
function.

Select a week day that you want to configure the schedule.

Enables or Disables the Pe¢hedule on the specific port for a
defined time period.

Select the time (in hours) to start and stop the schedule.

STP

STP/RSTP

(R)STP detects and breaks network loops and provides backup links between switch
bridges or routers. It adws a Switch to interact with other (R)STP compliant switches ir
your network to ensure that only one path exists between any two stations on the
network.

The Switch supports Spanning Tree Protocol (STP) and Rapid Spanning Tree Protoc
(RSTP) as defined in the following standards.

IEEE 802.1D Spanning Tree Protocol
IEEE 802.1w Rapid Spanning Tree Protocol

The Switch uses IEEE 802.1w RSTP (Rapid SpareenProtocol) that allows faster
convergence of the spanning tree than STP (while also being backwards compatible
with STPonly aware bridges). In RSTP, topology change information is directly
propagated throughout the network from the device that geatss the topology

change. In STP, a longer delay is required as the device that causes a topology chan
first notifies the root bridge and then the root bridge notifies the network. Both RSTP

and STP flush unwanted learned addresses from the filteringbdeate.

In STP, the port states are Blocking, Listening, Learning, Forwarding.
In RSTP, the port states are Discarding, Learning, and Forwarding.
NoteY LYy {G(GKAa& NEFSNR {2

R20dzySy iz a{c¢t¢

STP Terminology

The root bridge is the base of the spanning tree.

Path cost is the cost of transmitting a frame onto a LAN through that port
The recommended cost is assigned according to the speed of the link -
which a port is attached. The slower the media, the highercost.

B

B
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LINK RECOMMENDED |RECOMMENDED |ALLOWED Hello Time:
SPEED VALUE RANGE RANGE This is the time interval in seconds between BPDU (Bridge Protocol Data Units)

Path Cost  |4Mbps 250 100 to 1000 1 to 65535 configuration message generations by the root switch. The allowed range is 1 to

Path Cost | 10Mbps 100 50 to 600 1 to 65535 10 seconds.

Path Cost | 16Mbps 62 40 to 400 1 to 65535

Path Cost | 100Mbps 19 10 to 60 1 to 65535 PathCost:

Path Cost | 1Gbps 4 3to 10 11to 65535 Path cost is the cost of transmitting a frame on to a LAN throughgbst It is

Path Cost 10Gbps 2 1to5 1to 65535 recommended to assign this value according to the speed of the bridge, the

slower the media, the higher the cost.
On each bridge, the bridge communicates with the root through the root
port. The root port is the port on this Switch with the lowest path cost to the
root (the root path cost). If there is no root port, then this Switch has been How STP Works?

accepted ashe root bridge of the spanning tree network. After a bridge determines the lowest cegppanning tree with STP, it enables the root
For each LAN segment, a designated bridge is selected. This bridge has the port and the ports thaF 23] the designated ports for connected LANs, and disables all
lowest cost to the root among the bridges connected to the LAN. other ports that participate in STP. Network packets are therefore only forwarded
between enabled ports, eliminating any possible network loops.

Forward Time (Forward Delay):
( y) STPaware switches exchange Bridge ProtocoleDdhits (BPDUSs) periodically. When

the bridged LAN topology changes, a new spanning tree is constructed. Once a stabl
network topology has been established, all bridges listen for Hello BPDUs (Bridge
Protocol Data Units) transmitted from the root briddéa bridge does not get a Hello
BPDU after a predefined interval (Max Age), the bridge assumes that the link to the
root bridge is down. This bridge then initiates negotiations with other bridges to
reconfigure the network to reestablish a valid networtopology.

This is the maximum time (in seconds) the Switch will wait before changing
states. This delay is required because every switch must receive information
about topology changes before it starts to forward frames. In addition, each port
needs time to listendr conflicting information that would make it return to a
blocking state; otherwise, temporary data loops might result. The allowed range
is 4 to 30 seconds.

Max Age: 802.1D STP

The Spanning Tree Protocol (STR)ligk layernetwork protocol that ensures a loep

free topology for any bridged LAN. It is based on an algorithm invent&hHia
Perlmanwhile working for Digital Equipment Corporation. In B8] modefor
computernetworking, STP falls under ti@SI laye®. Spanning tree allows a network
design to include spare (redundant) links to provide automatic backup paths if an acti
link fails, without the danger of bridgloops, or the need for manual enabling/disabling
of these backup links. Bridge loops must be avoided because they result in flooding tt
network.

This is the maximum time (in seconds) the Switch can wait without receiving a
BPDU bfore attempting to reconfigure. All Switch ports (except for designated
ports) should receive BPDUs at regular intervals. Any port that age out STP
information (provided in the last BPDU) becomes the designated port for the
attached LAN. If it is a root gpa new root port is selected from among the
Switch ports attached to the network. The allowed range is 6 to 40 seconds.
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The Spanning Tree Protocol (STP) is defined itEifiEStandard802.1D As the name , Disabled- Not strictly part of STP, a network administrator can manually
suggests, it creates a spanning tree within a mesh network of connected2dyriuiges disable a port
(typically Ethernetswitches), and disables those linksatrare not part of the tree,
leaving a single active path between any two network nodes.
Edge Port:
They are attached to a LAN that has no other bridges attached. These edge por

STP switch port states transition directly to the forwarding state. RSTP still continues taitoothe port

Blocking- A port that would cause a switching loop, no user data is sent or for BPDUs in case a bridge is connected. RSTP can also be configured to
received but it may go into forwarding mode if the other links in use were to automatically detect edge ports. As soon as the bridge detects a BPDU coming
fail and the spanning tree algorithm determines the port may transition to an edge port, the port becomes a newlge port.

the forwarding state. BPDdhata is still received in blocking state.

Listening The switch processes BPDUs and awaits possible new information
that would cause it to return to the blocking state.

Learning While the port does not yet forward frames (packets) it does learn
souce addresses from frames received and adds them to the filtering
database (switching database)

Forwarding- A port receiving and sending data, normal operation. STP still  Transmission Limit:

Forward Delay

The range is from 4 t80 seconds. This is the maximum time (in seconds) the roo
device will wait before changing states (i.e., listening to learning to forwarding).

monitors incoming BPDUs that would indicate it should return to the blocking This is used to configure the minimum interval between the transmissions of
stateto prevent a loop. consecutiveRSTP BPDUs. This function can only be enabled in RSTP mode. Th
s Disabled- Not strictly part of STP, a network administrator can manually range is from 1 to 10 seconds.

disable a port

Hello Time:

802.1w RSTP Set the time at which the root switch transmits a configuration message. The
In 1998, the IEEE with document 802.1w introduced an evolution of the Spanning Tree range is from 1 to 10 seconds.

Protocol: Rapid Spanning Tree Protocol (RSWtch provides for faster spanning tree
convergence after a topology change. Standard IEEE 8@PQ4{Dnow incorporates

RSTP and obsoletes STP. While STP can take 30 to 50 seconds to respond to a topology
change, RSTP is typically able to respond tmgés within a second. Bridgepriority is used in selecting the root device, root port, and designated port.
RSTP bridge port roles: The_ device with the hlghe_st prlorlty beC(_)mes_ the STA root device. Howeve_r, if al
devices have the same priority, the device with the lowest MAC address will
become the root deice.

Bridge priority:

Root - A forwarding port that is the best port from Nonrobtidge to
Rootbridge

Designated A forwarding port for every LAN segment

Alternate - An alternate path to the root bridge. This path is differéhan
using the root port.

Backup- A backup/redundant path to a segment where another bridge port
already connects.

5
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Port Priority:

Set the port priority in the switch. Low numeric value indicates a high priority. A
port with lower priority is more likely to be blocked by STP if a network loop is
detected. The valid value is from 0 to 240.

Path Cost:

The véid value is from 1 to 200000000. Higher cost paths are more likely to be
blocked by STP if a network loop is detected.

BPDU Guard:

This is a per port setting. If the port is enabled in BPDU guard and receive any
BPDU, the port will be set to disabledwoid the error environments. User must
enable the port by manual.

BPDU Filter:

It is a feature to filter sending or receiving BPDUs on a switch port. If the port
receives any BPDUs, the BPDUs will be dropped.

Notice:

If both of the BPDU filter and BPDU guard are enabled, the BPDU filter has the
high priority.

Root Guard:

The Root Guard feature forces an interface to become a designated port to prevent
surrounding switches from becoming a root switch. In other wpRlIsot Guard

provides a way to enforce the root bridge placement in the network. The Root Guard
feature prevents a Designated Port from becoming a Root Port. If a port on which
the Root Guard feature receives a superior BPDU, it moves the port into a
rootinconsistent state (effectively equal to a listening state), thus maintaining the
current Root Bridge status. The port can be moved to forwarding state if no superior
BPDU received by this port for three hello times.

Default Settings:
STP/RSTP:
STP/RSTP mode:
Forward Time:
Hello Time:
Maximum Age:
System Priority:
Transmission Limit:
Per port STP state:
Per port Priority:
Per port Edge port:
Per port BPDU filter:
Per port BPDU guard:
Per port BPDU Root guard:
Per port Path Cost:
Example: Bandwidth  ->

10 Mbps ->
100 Mbps ->
1 Gbps ->
10 Gbps ->

CLI Configuration

disabled.

RSTP.

15 seconds.

2 seconds.

20 seconds.

32768.

3 seconds.

enabled.

128.

disabled.

disabled.

disabled.

disabled.

depend on port link speed.
STP Port Cost Value
100

19

Node Command Description
This command displays the
enable show spannindree active spanning tree information for only
active port(s)
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This command configureseh

enable show spanningree blockedports| spanning tree information for only
blocked port(s)
show spanningree port detalil This cgmmanq dlsplay§ the
enable spanning tree information for the
PORT_ID ;
- interface port.
. - This command displays the
show spanningdree statistics ) . ;
enable spanning tree information for the
PORT_ID ;
interface port.
This command displays the
enable show spanningree summary summary of port states and
configurations
. This command clears spannitrge
enable clear spanningree counters -
statistics for all ports.
enable clear spanningree counters This command clears spannitrge
PORT_ID statistics for a specific port.
This command disables / enables
configure | spanningtree (disable | enable) | the spanning tree function for the
system.
spanningtree algorithmtimer This command configures the
configure | forward-time TIME masage bridge times (forwaredelay,max
TIME helletime TIME age,helletime).
no spanningtree algorithm This command configures the
configure | .. P g default values for forwardime &
timer h
maxage & helletime.
confiaure spanningtree forwardtime <4 | This command configures the
9 30> bridge forward delay time (sec).
configure | no spanningree forwardtime This command configures the
9 P default values for forwardime.
configure | spanningtree hellotime <1-10> This command configures the

bridge hello time(sec).

configure | no spanningree hellotime default values for helksime.
' . This command configures the
configure | spanningtree maxage<640> . :
bridge message maage time(sec).
configure | no spanningree maxage This command configures the
9 P g 9 default values for maage time.
' . This command configures the
configure | spanningtree mode (rstp|stp) spanning mode.
confiaure spanningtree pathcost method | This command configures the
9 (short|long) pathcost method.
) . . This command configures the
configure | spanningtree priority<0-61440> priority for the system.
This command configures the
configure | no spanningree priority default values for the system
priority.
This command configures
interface | spanningtree (disable|enable) | enables/disables the STP function
for the specific port.
. . This comtmand configures
interface sp_annmgtree bpdufilter enables/disables the bpdufilter
(disable|enable) . i
function for the specific port.
spanningtree bpduguard This command configures
interface P haug enables/disables the bpduguard
(disable|enable) . o
function for the specific port.
spanninatree rootauard This command enables/disables th
interface P gt 9 BPDU Root guard port setting for
(disable|enable) o
the specific port.
. This command enables/disables t
. spanningtree edgeport ; o
interface . edge port setting for the specific
(disable|enable)
port.
interface | spanningtree cost VALUE This command configures the cost

for the specific port.
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Cost range: 16-bit based value range-85535,
16-bit based value range-85535, 32-bit based value range-1
32-bit based value range-1 200000000.
200000000. . : This command configures the path
i ; ff-range no spanningree cost cost to default for he specific port
interface | no spanningree cost This command configures jtf'le path : : :
cost to default for the specific port. ) o This command configures the port
- - . spanningtree port-priority <0 iority for th i
_ coriofity <0 This command configures the port if-range 240> priority for the specitic port.
interface ;Zgr;mngtree port-prionty priority for the specific port. Default: 128.
Default: 128. This command configures the port
This command configures the port if-range | no spanningree port-priority priority to default for thespecific
interface | no spanningree port-priority priority to default for the specific port.
port.
configure interface range This command enters the interface Web Configuration
gigabitethernetl/0/PORTLISTS | configure node. Advanced Settings > STP > General Settings
This command configures Spanning Tree Protocol

if-range spanningtree (disable|enable) | enabks/disables the STP function
for the specific port.

| Port Parameters STP Status

Spanning Tree Protocol Settings

This command configures

o spanningtree bpdufilter . , State
if-range (disable|enable) enab_les/dlsables the_ ppdufllter e
function for the specific port.
Bridge Parameters
spanningtree bpduguard This command configures _
if-range b hdug enables/disables the bpduguard Fomsaetay’ ) I (Raracs <) o
(d|sab|e|enab|e) . i ge Max Age (Range:6-40) Relationships:
function for the specific port. e PR (Ronoe:1.10) 2*(Forward Del(ayA;) S
ello Time ange:1- Max Age >= 2*¥(Hello Time+1
. This command enables/disables th Priority (Range:0-61440)
if-range sp_annmgtree rootguard BPDU Root guard port setting for Pathcost Method IS
(disable|enable) o
the specific port. | [
. This command enables/disables th
if-range spanningtree edgeport edge port setting for the specific
(disable|enable) ort
port. Parameter Description
! . This commgr?d configures the cosg SelectEnabledto use Spanning Tree Protocol (STP) or Rapit
if-range spanningtree cost VALUE for the specific port. State

Spanning Tree Protocol (RSTP).

Cost range:
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il Select to use either Spanning Tree Protocol (STP) or Rapid according to the speed of the bridge. The slower the media,
Spanning Tree Protocol (RSTP). the higher the cost.
This is the maximum time (in seconds) the Switch will wait
before changing states. This delay is required because ever Port Parameters
switch must receive informatimabout topology changes Advanced Settings > STP > Port Parameters
Forward Time before it starts to forward frames. In addition, each port nee: Spanning ree Protorol
time to listen for conflicting information that would make it
return to a blocking state; otherwise, temporary data loops T | s
might result. The allowed range is 4 to 3&ends. Hott Barameters Setiing s
This is the maximum time (in seconds) the Switch can wait Active  Path Cost Priority Edge Port ‘;I':t"elr' 3.':3:.’: 23;33

without receiving a BPDU before attempting to reconfigure. . mom o oW e e e
All Switch ports (except for designated ports) should receive
BPDUs at regular intervals. awly | [ Refresn |
Max Age Any port that age out STiRformation (provided in the last Port Status
BPDU) becomes the designated port for the attached LAN.
is a root port, a new root port is selected from among the

BPDU

Status Path Cost Priority Edge Port Guard

) . 1 Enabled Discarding isabl d d
Switch ports attached to the network. The allowed range is | P9l Enabled Discarding isabl d d
to 40 Seconds. 3 Enabled Discarding isabl d led
4 Enabled Discarding isabled d d
This is theéime interval in seconds between BPDU (Bridge S Enabled Discarding Disabled | Disabled | Disabled | Disabled
Hello Time Protocol Data Units) configuration message generations by g Enabled R bl M Bl bt SRS
B ) 7 Enabled Discarding Disabled | Disabled | Disabled | Disabled
root switch. The allowed range is 1 to 10 seconds. PR Enabled Discarding Disabled | Disabled | Disabled | Disabled
a1 q q aA . 9 Enabled Discarding Disabled | Disabled | Disabled | Disabled
Prlo_rlty is used in dete_rmlnln_g the I'O-Ot SWItCh_’ r(_)Ot port and Enabled Discarding Disabled | Disabled | Disabled | Disabled
designated port. Theveitch with the highest priority (lowest Enabled Discarding Disabled | Disabled | Disabled | Disabled
numeric value) becomes the STP root switch. If all switches Enabled Discarding DisabledBiEnisabledd gbisahled Ensabled
A= 2 ? Enabled Discarding Disabled | Disabled | Disabled | Disabled
have the s_ame priority, the switch Wltf_\ the lowest MAC o S S T T E
address will then become the root switch. e DG Tl T e e

Priority Entel’ a value from 0,_61440 Enabled Discarding Disabled | Disabled | Disabled | Disabled

The lower the numeric value you assign, the higher the priol
for this bridge.

Parameter Description
Priority determines the root bridge, which in turn determines ;
the Root Hello Time, Root Maximum Age and Root Forward Port Selects a port that you want to configure.
Delay. Active Enables/Disables the spanning tree function for the specific
Pathcost Path cost is the cost of transmittj a frame on to a LAN port.
through that port. It is recommended to assign this value Path Cost Configures the path cost for the specific port.
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Priority
Edge Port

BPDU Filter
BPDU Guard

ROOT Guard

Port Status
Active

Role

Status

Path Cost
Priority

Edge Port
BPDU Filter
BPDU Guard
ROOT Guard

Configures the priority for the specific port.

Configures the port type for the specific port. Edge or Non
Edge.

Enables/Disables the BPDU filter function for the specific pc
Enables/Disables the BPDU guard function for the specific |

Enables/Disables the BPDU root guard function for the spec
port.

The state of the STP function.

The port role. Should be one of the Alternated / Designated
Root / Backup / None.

¢CKS LIRNIQa adl Gdzaed { K2dzZ R ¢
Listening / Learning / Forwarding / Disabled.

¢KS LR2NIQa LI dK Oz2alto

¢CKS LR2NIQa LINA2NAGE®

The state of the edge function.

The state of the BPDU filter function.

The state of the BPDU guard function.

The state of the BPDU Root guarddtian.

STP Status
Advanced Settgs > STP > STP Status
Spanning Tree Protocol
General Settings Port Parameters
Current Root Status
MAC Address Priority Hello Time Forward Delay

Current Bridge Status

Forward

Path Cost Root Port
Delay

MAC Address Priority Max Age Hello Time

=

Parameter Description

Current Root Status
MAC address This is the MAC address of the root bridge.

Rootrefers to the base of the spanning tree (the root bridge]
Priority ¢KAa FASER RAALI I E&@& GKS NR:z
also be the root bridge.

This is the maximum time (in seconds) the Switch can wait

MAX Age without receiving a configuration message before attempting
to reconfigure.
This is the time interval (in seconds) at which the root switct
Hello Time transmits a configuration message. The rbatige

determines Hello Time, Max Age and Forwarding Delay.

This is the time (in seconds) the root switch will wait before

Forward Delay changing states.
Current Bridge Status
MAC address This is the MAC address of the current bridge.

Priority is used in determining the root switch, root port and
Priority designated port. The switch with the highest priority (lowest
numeric value) becomes the STP root switch. If all switches
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MAX Age

Hello Time

Forward Delay

Path Cost

Root Cost

have the sama priority, the switch with the lowest MAC
address will then become the root switch.

Priority determines the root bridge, which in turn determines
the Root Hello Time, Root Maximum Age and Root Forward
Delay.

This is the maximum time (in seconds) the Switch can wait
without receiving a BPDU before attempting to reconfigure.
All Switch ports (except for designated ports) should receive
BPDUs at regular intervals.

Any port that age out STP information (providadhe last
BPDU) becomes the designated port for the attached LAN.
is a root port, a new root port is selected from among the
Switch ports attached to the network.

This is the time interval in seconds between BPDU (Bridge
Protocol Data Units) configuration message generations by
root switch.

This is the maximum time (in seconds) the Switch will wait
before changing states. This delay is requiredause every
switch must receive information about topology changes
before it starts to forward frames. In addition, each port nee:
time to listen for conflicting information that would make it
return to a blocking state; otherwise, temporary data loops
might result.

Path cost is the cost of transmitting a frame on to a LAN
through that port. It is recommended to assign this value
according to the speed of the bridge. The slower the media,
the higher the cost.

This is the numbeof the port on the Switch through which thi
Switch must communicate with the root of the Spanning Tre
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Security The DHCP snooping bindidgtabase contains the MAC address, the IP address, the
lease time, the binding type, the VLAN number, and the interface information that
IP Source Guard corresponds to the local untrusted interfaces of a switch.

IP Source Guard is a security feature that restricts IP traffic on untrusted Layer 2 ports
by filtering traffic based on the DHCP snooping binding database or manually
configured IP source bindings. This feature helps prevent IP spoofing attacks when a
hog tries to spoof and use the IP address of another host. Any IP traffic coming into the
interface with a source IP address other than that assigned (via DHCP or static
configuration) will be filtered out on the untrusted Layer 2 ports.

When a switch receives a packet on an untrusted interfaue the interface belongs to

a VLAN in which DHCP snooping is enabled, the switch compares the source MAC
address and the DHCP client hardware address. If addresses match (the default), the
switch forwards the packet. If the addresses do not match, thisckvdrops the packet.

The switch drops a DHCP packet when one of these situations occurs:

The IP Source Guhfeature is enabled in combination with the DHCP snhooping feature
V A packet from a DHCP server, such as a DHCPOFFER, DHCPACK, DHCP

on untrusted Layer 2 interfaces. It builds and maintains an IP source binding table that

is learned by DHCP snooping or manually configured (static IP source bindings). An DHCPLEASEQUERY packet, is received from the untrusted port.
entry in the IP surce binding table contains the IP address and the associated MAC and VA packet is received on an wasted interface, and the source MAC address
VLAN numbers. The IP Source Guard is supported on Layer 2 ports only, including and the DHCP client hardware address do not match any of the currer
access and trunk ports. bindings.

Use DHCP snooping to filter unauthorized DHCP packets on the network and to build
The IP Source Guard features include below functions: the binding table dynamically. This can prevelnts from getting IP addresses from

. unauthorized DHCP servers.
1. DHCP Snooping.

2 DHCP Biling table.
3.  ARP Inspection.

4 Blacklist Filter. (afinspection madilter table) Every port is either a trusted port or an untrusted port for DHCP snooping. This setting
is independent of the trusted/untrusted setting for ARP inspection. You can also speci
the maximum number for DHCP packets that each port (trusted or untrusted) can
receive each second.

Trusted vs. Untrusted Ports

DHCP Snooping

DHCP snooping is a DHCP security feature that provides network security by filtering
untrusted DHCP messages and by building and maintaining a DHCP snooping binding

database, which is also referred to as a DHCP snooping binding table. Trusted portsare connected to DHCP servers or other switches. The Switch discards

DHCP packets from trusted ports only if the rate at which DHCP packets arrive is too
high. The Switch learns dynamic bindings from trusted ports.

DHCP snooping adike a firewall between untrusted hosts and DHCP servers. You can  Note: The Switch will drop all DHCP requests if you enable DHCP snooping and there
use DHCP snooping to differentiate between untrusted interfaces connected to the end  are no trusted ports.

user and trusted interfaces connected to the DHCP server or another switch.

Untrusted portsare connected to subscribers. The Switch discards DHCP packets frot
untrusted ports in the following situations:
The packet is a DHGErver packet (for example, OFFER, ACK, or NACK).

5
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, The source MAC address and source IP address in the packet do not match any of DHCESnoorin

the current bindings. °
, The packet is a RELEASE or DECLINE packet, and the source MAC address ai L1327 @ ||| | R

source port do not match any of the current bindings. s | 2 1.2 lw e e sl | e e |z 5. | ay | g
, The rate at which DHCP packets arrive is too high. g

oas——

DHCP Snooping Database | @
The Switch stores the binding table in volatile memory. If the Switch restarts, it loads DHCE Clieat @ DHER Sever2 DHELServe!

static bindings from permanent memory but loses the dynamic bindings, in which case
the devices in the network have to send DHCP requests again.

The DHCP server connected to antrusted port will befiltered.
Configuring DHCP 8aping

Follow these steps to configure DHCP snooping on the Switch. Default Settings

1. Enable DHCP snooping on the Switch. The DHCP snooping on the Switch is disabled.

2. Enable DHCP snooping on each VLAN. The DHCP snooping is enabled in VLAN(S): None.

3. Configure trusted and untrusted ports. Maximum Maximum
4. Configure static bindings. Port  Trusted Host Count ~ Port  Trusted Host Count
Note:

1 no 32 2 no 32
The Switch will drop all DHCP regtgeif you enable DHCP snooping and there are 3 no 32 4 no 32
no trusted ports. 5 no 32 6 no 32
If the port link down, the entries learned by this port in the DHCP snooping 7 no 32 8 no 32
binding table will be deleted.

9 no 32 10 no 32

You must enable the global DHCP snooping and DHCP Snooping for vlan first.

11 no 32 12 no 32

h . fth ) 13 no 32 14 no 32

The main purposes of the DHCP Snooping are: 15 no 32 16 o 32
1. Create and maintain binding table for ARP Inspection function. Notices

2. CAtGSNIGKS 51/t aSNBSNRa LI O01Sda aGKFG 0KS_ 51/t aSNWBSNJ OEEIKIS()(]é G2 Iy dzyd Nz
port. , There are a global state and per VLAN states.

When the global state is disabled, the DHCP Snooping on the Switch is disablec
even per VLAN states are enabled.

When the global state is enabled, user must enable per VLAN states to enable t
DHCP Snooping on the specific VLAN.
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VLAN 1: port 1-10. 5. If you configure a static host entry in the DHCP snooping binding table, and thq
DH® Clientl: connect to port 3. you want to change théost to DHCP client, the host will not get a new IP from
DHCP Server: connect to port 1. DHCP server, and then you must delete the static host entry first.
Procedures: CLI Configuration
1. Default environments: Node Command Description
A. DHCP Cliert: ipconfig /release enable show dhcpsnooping This command displays the curren
B. DHCP Cliert: ipconfig /renew DHCP snooping configurations.
C DHCP Cliertt can get an IP address. configure | dhcpsnooping (disable|enable) | This command disables/enables th
DHCP snooping on the switch.
2. Enable the global DHCP Snooping. configure | dhcp-shooping vlan VLANID This command enables the DHCP
A. [DEVICE_NAME®gNfig)#lhcpsnooping snooping function on a VLAN or
B. DHCP Cliert: ipconfig /release range of VLANS.
C. DHCP Cliertt: ipconfig /renew configure | no dhcpsnooping vian VLANID | This command disables the DHCP
C DHCP Cliert can get an IP address. snooping function on a VLAN or
range of VLANS.
3. Enable the global DHCP Snooping and VLAN 1 DHCP Snooping. configure | dhcpsnooping server IPADDR | This command configures a valid
A. [DEVICE_NAME¢nfig)#dhcpsnooping DHCP server.
B. [DEVICE_NAMEWnNfig)#lhcpsnooping vlan 1 interface | dhcp-snooping host This command configures the
C. DHCP Cliert: ipconfig /release maximum host count for the
D. DHCP Cliert: ipconfig /renew specific port.
C DHCP Cliert cannot get an IP address. interface | no dhcpsnooping host This command configures the
: Because the DHCP server connects to-&rwst port. maximum host count to default for
the specific port.
4. Enable the global DHCP Snooping and VLAN 1 DHCP Snooping. interface | dhcp-snooping trust This command c_o_nfigures the trus
A. [DEVICE_NAMEnfig)tihcpsnooping port for the specific port.
B. [DEVICE_NAME¢nfig)#lhcpsnooping vian 1 interface | no dhcpsnooping trust This command configures the un
C. [DEVICE_NAMEnfig)tinterface gi1/0/1 trust port for the specific port.
D. [DEVICE_NAMEWNfigif)#dhcpsnooping trust configure | interface range This command enters the interface
E. DHCP Cliert: ipconfig /release gigabitethernet1/0/ PORTLISTS| configure node.
F. DHCP Cliert: ipconfig /renew

C DHCP Cliert can get an IP address.
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if-range dhcp-snooping host This command configures the
maximum host count for the

specific ports.

if-range no dhcpsnooping host This command configures the
maximum host count to default for

the specific ports.

if-range dhcp-snooping trust This command configures the trusf

port for the specific ports.

if-range no dhcpsnooping trust This command configures the un

trust port for the specific ports.

Example:
[DEVICE_NAME#Nnfigure terminal
[DEVICE_NAMERNfig)#lhcpsnooping enable
[DEVICE_NAMEWNfig)#hcpsnhooping vlian 1
[DEVICE_NAME]gnfig)#nterface 1/0/1
[DEVICE_NAMERNfigif)#dhcpsnooping trust

Web Configuration
DHCP Snooping
Security > IP Source Guard > DHCP Snooping > DHCP Snooping

DHCP Snooping

] Server Screening | Port Settings

DHCP Snooping Settings

state
vansee DT I

|v Apply | ‘ Refresh ‘

DHCP Snooping Status

DHCP Snooping -
State Disabled
Enabled on VLAN B [:1i1-)

Parameter Description

SelectEnableto use DHCP snooping on the Switch. You still
have to enable DHCP snooping on specific VLANs and spec
trusted ports.

Note: The Switch will drop all DHCP requests if you enable
DHCP snooping and there are no trusted ports.

State

SelectDisableto not use DHE snooping.

SelectAdd and enter the VLAN IDs you want the Switch to
enable DHCP snooping on. You can designate multiple VLA
individually by using a comma (,) and by range with a hyphe

).
SelectDeleteand enter the VLAN IDs you no longer want the
Switch to use DHCP snooping on.

VLAN State

Apply ClickApplyto take effect the settings.
Refresh Clickrefreshto begin configuring this screen afresh.

DHCP Snooping Status

DHCP Snooping  This field displays the current status of the DHCP snooping
State feature, Enabledor Disabled

This field displays the VLAN IDs that have DHCP snooping
Enabled on VLAN enabled on them. This will displ&oneif no VLANs have been
set.
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DHCP Servegcreening Parameter Description
The Switch supports DHCP Server Screening, a feature that denies access to rogue DHC L R o
servers. That is, when one or more DHCP servers are present on the network and both P Address ¢CKAa FASER O2yFTAIdaNBa UKS £
provide DHCP services to different distinct groups of clients, the vali DHCS NI S NI &
packets will be passed to the client. Apply Click Apply to configure the settings.

Refresh Click Refresh to begin configuring this screen afresh.

If you want to enable this feature, you must enable the DHCP Snooping function first.

The switch allows users to configure up to three valid DHCP servers.

If no DHCP servers are configured, it meanBHICP server are valid.

CLI Configuration

Node Command Description

enable show dhcpsnooping server This command displays the valid

DHCP server IP.

configure | dhcpsnooping server IPADDR | This command configures a valid
51/t aSNBSNDna Lt

configure | no dhcpsnooping server IPADD| This command removes a valid
51/t aSNPSNDa Lt

Web Configuration
Security > IP Source Guard > DHCP Snooping > Server Screening

DHCP Snooping

DHCP Snooping |

Port Settings

Server Screening Setting

DHCP Server IP Address

Server Screening List

No. IP Address

Server Screening List

This field displays thdex number of the DHCP server entry.

No. Click the number to modify the entry.
IP Address This field displays the IP address of the DHCP server.
Action Click Delete to remove a configured DHCP server.

Port Settings
Security > IP Source Guard > DB@#bping > Port Settings

DHCP Snooping

DHCP Snooping | Server Screening |

Port Settings
From: FIEI vo: FEED
[No |

Maximum Host (Range: 1-32)

Count

| Apply ‘ | Refresh '

Port Status

Maximum Host Count

Trusted Maximum Host Count Trusted

© Copyright 208 TRENDnet. All Rights Reserved.

104



cwOb5ySi ! aSNN& DdzA RS Managed Industrial L2 Switcl

Parameter Description Example:
[DEVICE_NAME}nfigure terminal

Port e e [DEVICE_NAME]§nfig)#lhcpsnooping binding mac 00:11:22:33:44:55 ip
Trust Configures the specific port if it is a trust port. 1.1.1.1vlan1 port 2_ o
[DEVICE_NAME}Nfig)#ho dhcpsnooping binding mac 00:11:22:33:44:55
Maximum Host Enter the maximum number of hosts-8P) that are permitted [DEVICE_NAME3#ow dhcpsnooping binding
Count to simultaneously connect to a port.
Apply Click Apply to take effect the settings.
— Sl (Bt (o Tt A _— Web Configuration
efres ick Refresh to begin configuring this screen afresh. Static Entry Settings
Security 3P Source Guard > Binding Table > Static Entry Settings
Binding Table DHCP Snooping Binding Table
The DHCP Snooping binding table records the host information learned by DHCP |  Binding Table
snooping function (dynamic) or set by user (static). The ARP inspection will use this Static Entry Settings

table to forward ordrop the ARP packets. If the ARP packets sent by invalid host, they

MAC Address
will be dropped. If the Lease time is expired, the entry will be removed from the table.

IP Address
VLAN ID

Port

Static bindings are uniquely identified by the MAC address and VLAN ID. Each MAC -
address and VIM\ID can only be in one static binding. If you try to create a static [apply | [ mefresn |
binding with the same MAC address and VLAN ID as an existing static binding, the new Static Binding Table

static binding replaces the original one.

No. MAC Address IP Address Lease(hour) VLAN Type Action

CLI Configuration

Node Command Description BT Description

enable show dhcpsnooping binding This command displays the curren

DHCP snooping binding table. MAC Address Enter the source MAC address in the binding.

configure dhcpsnooping binding mac This command configures a static IP Address Enter the IP address assigned to the MAC address in the
MAC_ADDR ip IP_ADDR vlan | host into the DHCP snooping binding.
VLANID port PORT_NO binding table. VLAN ID Enter the source VLAN ID in the binding.
configure | no dhcpsnooping binding mac | This command removes a static
MACADDR host from the DHCP snooping Port Specify the port in the binding.
binding table.
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Binding Table

Static Binding Table _ o o
Security > IP SourGuard > Binding Table > Binding Table

This field displays a sequential number for each binding. Clic

No. Y= Bindings are used by DHCP snooping and ARP inspection to distinguish between
to update an existing entry. authorized and unauthorized packets in the network. The Switch learns the dynamic
MAC Address This field displays the source MAC address in the binding. b|nd.|ngs by snooping DHCP packets and from information provided manually in the
Static Entry Sethgsscreen.
IP Address This flelq displays the IP address assigned to the MAC addri
the binding.
DHCP Snooping Binding Table
Lease (Hour) This field displays how long the bindinggid. — |
atic Entry
VLAN This field displays the source VLAN ID in the binding. LHCR Saconing i ding abie
Port This field displays the port number in the binding. b SR .
*You can select the dynamic entry and convert it to static status.
This field displays how the Switch learned the binding. *All P E— e e
|
Tvpe Static This binding was learned from information provided = ——
yp manually by an administrator. [A"—""" s
Dynamic This binding was learned by snooping DHCP pack¢
) ) - Parameter Description
Action ClickDeleteto remove the specified entry.

MAC Address This field displays the source MAC address in the binding.

IP Address This field displays the IP address assigned to the MAC addrt

the binding.

Lease This field displays how long thénding is valid.

VLAN This field displays the source VLAN ID in the binding.

Port This field displays the port number in the binding. If this field
blank, the binding applies to all ports.
This field displays how the Switch learned the binding.

Type Static This binding was learned from information provided

manually by an administrator.
Dynamic This binding was learned by snooping DHCP pack
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ARP Inspection

Dynamic ARP inspection is a security feature which validates ARP packet in a network
by performing IP to MAC address binding inspection. Those will be stored in a trusted
database (the DHCP snooping database) before forwarding. Dynamic ARP intercepts,
logs and discards ARP packets with invalitbHMAC address bindings. This capability
protects the network from certain maim-the-middle attacks.

Dynamic ARP inspection ensures that only valid ARP requests and responses are
relayed. The switch performéi¢se activities:

. Intercepts all ARP requests and responses on untrusted ports.

. Verifies that each of these intercepted packets has a valitb-FRAC address
binding before it updates the local ARP cache or before it forwards the packet to
the appropriatedestination.

Trusted and untrusted port

This setting is independent of the trusted and untrusted setting of the DHCP
snooping.

The Switch does not discard ARP packets on trusted ports for any reasons.
The Switch discards ARP packets oiiudbza G SR L2 NI a A ¥
in the ARP packets does not match any of the current bindings.

. Normally, the trusted ports are theplink port and the untrusted ports are
connected to subscribers.

B

Configuration:

Users can enable/disable the ARP Inspection on the Switch. Users also can
enable/disable the ARP Inspection on a specific VLAN. If the ARP Inspection on the
Switch is disabled, the ARP Inspection is disabled on all VLANs even some of the VLAN
ARP Inspectioare enabled.

Default Settings
The ARP Inspection on the Switch is disabled.
The age time for the MAC filter is 5 minutes.
ARP Inspection is enabled in VLAN(s): None.

iKS

Notices

There are a global state and per VLAN states.
V  When the global state is disabled, the ARP Inspection on the Switch is disabl

Trusted Port  Trusted
no 2 no
no 4 no
no 6 no
no 8 no
no 10 no
no 12 no
no 14 no
no 16 no

even per VLAN states are enatle

V  When the global state is enabled, user must enable per VLAN states to enal

the ARP Inspection on the specific VLAN.

aSYyRSNDa

CLI Configuration

AYF2NXYIEGAZY

Node Command Description
enable show arpinspection This command displays the curren
ARP Inspection configurations.
configure | arp-inspection (disable | enable)| This command disables/enables t
ARP Inspection function on the
switch.
configure | arp-inspection vlan VLANID This command enables the ARP

Inspection function on a VLAN or
range of VLANS.
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configure | no arpinspection vian VLANID | This command disables the ARP
Inspection function on a VLAN or
range of VLANS.

interface | arp-inspection trust This command configures the trusf
port for the specific port.

interface | no arpinspection trust This command configures the un
trust port for the specific port.

Example:

[DEVICE_NAMHE}#Nnfigure terminal
[DEVICE_NAMEJgnfig)#rp-inspection enable
[DEVICE_NAMENfig)#arp-inspection vian 1

[DEVICE_NAMERNfig)#nterface 1/0/1

[DEVICE_NAMEJgnfigif)#arp-inspection trust

Web Configuration
Security > IP Source Guard > ARP Inspection > ARP Inspection

ARP Inspection

| Filter Table

ARP Inspection Settings

State

VLAN State

Trusted Ports

Select All

Deselect All

2 4

6

8

1

ARP Inspection Status

ARP Inspection
State

Disabled

LD RY U B None

Trusted Ports None

Parameter

State

VLAN State

Trusted Ports

Select All
Deselect Al

Apply

Refresh

Managed Industrial L2 Switcl

Description

Use this taEnableor DisableARP inspection on the Switch.

Enter the VLAN IDs you want the Switch to enable ARP
Inspection for. You can designate multiple VLANSs individuall
using a comma (,) and by range with a hyphgn (

Select the ports which are trusted and deselect the ports whi
are untrusted.

The Switch does not discard ARP packets on trusted ports f
any reason.

The Switch discards ARP packets on untrusted ports in the
following situations:

w ¢EBREANDE AYTF2NNIGAZ2Y Ay i
any of the current bindings.

w ¢KS NrXGS Id 6KAOK !wt LI C
specify the maximum rate at which ARP packets can arrive ¢
untrusted ports.

Click his to set all pds to trusted.
Click this to set all ports to untrusted.
ClickApplyto add/modify the settings.

ClickRefreshto begin configuring this screen afresh.

ARP Inspection Status

ARP Inspection

State

Enabled on VLAN

Trusted Ports

This field displays the current status of the ARP Inspection
feature, Enabledor Disabled

This field displays the VLAN IDs that have ARP Inspection
enabled on them. This will display None if no VLANs have bt
set.

This field displays the ports which are trusted. This will displ:
Noneif no ports are trusted.
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Filter Table configure | no arpinspection madilter mac | This command removes an entry
Dynamic ARP inspections validates the packet by performing IP to MAC address binding MACADDR vlan VLANID from the ARP inspection MAC filte
inspection stored in a trusted database (the DHCP snoopitapdse) before table.

forwarding the packet. When the Switch identifies an unauthorized ARP packet, it
automatically creates a MAC address filter to block traffic from the source MAC address
and source VLAN ID of the unauthorized ARP packet. The switch atsdigaely Web Configuration

deletes entries if the agiéme for the entry is expired. Security > IP Source Guard > ARP Inspection > Filter Table

ARP Inspection

If the ARP Inspection is enabled and the system detects invalid hosts, the system ARP Inspection |

will create a filtered entry in the MAC address table.

When Port link down and ARP Inspection was disabled, Switch will remove the

MACHilter entries learned by this port.

When Port link down and ARP Inspection was enabled, Switch will remove the

MACHilter entries learned by this port.

. The maximum entry of the MAC address filter table is 256. No. MAC Address VLAN Port Expiry(min) Action
When MAC address filter table of ARP Inspection is full, the Switch receives

unauthorized ARP packet, and it automatically creates a SYSLOG and drop this ARP

packet. The SYSLOG event happens on the first time.

Filter Age Time Settings

Filter Age Time minutes (Range: 1-10080)

[ apply | | Refresh|

Filter Table

Parameter Description

Default Settings Thissetting has no effect on existing MAC address filters.

The madfilter age time: 5 minutes. (@; No age
) ¢ _ o @ ge) Enter how long (4L0080 minutesjhe MAC address filter
The maximum maditer entries: - 256. Filter Age Time  remainsin the Switch after the Switch identifies an
CLI Configuration unauthorized ARP packet. The Switch automaticilgtes the
Node Command Description MAC address filteafterwards.
enable show arpinspection madilter This command displays the curren Apply ClickApplyto add/modify the settings.
ARP Inspection filtered MAC.
. . . . . . Refresh Click Refresh to begin configuring this screen afresh.
configure | arp-inspection macfilter age This command configures the age
VALUE t!me for the ARP inspection MAC Eier el
filter entry.
configure | clear arpinspection madfilter This command clears all of entries No. Th's field displays a sequential number for each MAC addre:
in the filter table. filter.
MAC Address :;:ésr field displays the source MA@dress in the MAC address
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VLAN This field displays the source VLAN ID in the MAC address f
Port This field displays the source port of the discarded ARP pacl
Expiry (min) This flelq dlsplays_how long (in minutes) the Maldress filter
remains in the Switch.
Action ClickDeleteto remove the record manually.
This field displays the current number of MAC address filters
Total that were created because the Switch identified unauthorize:

ARP packets.

Access Control Li$ACL)

L2 Access control ligACL is a list of permissions attached to an object. The list
specfies who or what is allowed to access the object and what operations are allowed
to be performed on the object.

L2 ACL function allows user to configure a few rules to reject packets from the specific
ingress ports or all ports. These rules will chécist LIF O1 SGaQ a2 dzNDS
destination MAC address. If packets match these rules, the system will do the actions
GRSyeé¢d aRSye¢ YSIkHya NB2SOlAy3a GKSaSs
The Action Resolution engine collects the information (action and metering results)
from the hit entries: if more than one rule matches, the actions and meter/counters are
taken from the policy associated with the matched rule with highest priority.

L2 ACL Support:

1. Filter a specific source MAC address.
Commandsource mac host MACADDR

2. Filter a specific destination MAC address.
Commanddestination mac host MACADDR

3. Filter a range of source MAC address.
Commandsource mac MACADDR MACADDR
The second MACAIR is a mask, for example: ffff.ffff. 0000

LI O

4. Filter a range of destination MAC address.
Commanddestination mac MACADDR MACADDR
The second MACADDR is a mask, for example: ffff.ffff.0000

L3 ACL Support:

1. Filter a specific source IP address.
Commandsource ip host IPADDR

2. Filter a specific destination IP address.
Commanddestination ip host IPADDR

3. Filter a range of source IP address.
Commandsource ip IPADDR IPADDR
The second IPADDR is asidor example: 255.255.0.0

4. Filter a range of destination IP address.
Commanddestination ip IPADDR IPADDR

L4 ACL Support:

al! /1 FilRFRNBRTCP SoMrée port.

2. Filter a UDP/TCP destination port.
R P

Default Settings:
Maximum profile: 64.

Maximum profile name length: 16.

Notices

The ACL name should beombination ofalphanumeric characters
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Node Command Description

enable show accestist This command displays all of the
access control profiles.

configure | accesdist STRING iptype This command creates a new acce

(ipv4|ipve) control profile.

Where the STRING is the profile
name. And you can specify the
type, ipv4 or ipv6.

configure | no accesdist STRING This command deletes an access

control prdile.

acl

show

This command displays the curren
access control profile.

acl

action (disable|drop|permit)

This command actives this profile.
disableg disable the profile.

drop ¢ If packets match the profile,
the packets will be dropped.
permit ¢ If packets match the
profile, the packets will be
forwarded.

acl

action dscp remarking <63>

This command actives this profile
and specify that it is for DSCP
remark. And configures the new
DSCP value which will be override
to all packets matched this profile.

acl

action 802.1p remarking <D>

This command actives this profile
and specify thatt is for 802.1p
remark. And configures the new
802.1p value which will be overridg
to all packets matched this profile.

acl

802.1p VALUE

This command configures the

802.1p value for the profile.

acl dscp VALUE This command configures the DS(
value for the profile.
acl destination mac host MACADDH This command configures the
destination MAC and mask for the
profile.
acl destination mac MACADDR This command configures the
MACADDR destination MAC and mask for the
profile.
acl destination mac MACADDR This command configures the
MACADDR destination
MAC and mask for the profile. The
second MACADDR parameter is tf
mask for the profile.
acl no destiration mac This command removes the
destination MAC from the profile.
acl ethertype STRING This command configures the ethe
type for the profile. Where the
STRING is a hexdecimal value. e.
08AA.
acl no ethertype This command removes the
limitation of the ether type from
the profile.
acl source mac host MACADDR This command configures the
source MAC and mask for the
profile.
acl source mac MACADDR This command configures the
MACADDR source AMC and mask for the
profile.
acl no source mac This command removes the sourc
MAC and mask from the profile.
acl source ip host IPADDR This command configures the

source |IP address for the profile.
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acl source ip IPADDR IPMASK This command configures the
source IP address and mask for th

profile.

This command removes the sourc
IP address from the profile.

acl no source ip

acl destination ip host IPADDR This command configures a specif
destination IP address for the

profile.

acl destination ip IPADDR IPMASK| This command configures the
destination IP address and mask f
the profile.

This command removes the
destination IP ddress from the
profile.

acl no destination ip

acl l4-sourceport IPADDR This command configures UDP/T(

source port for the profile.

This command removes the
UDP/TCP source port from the
profile.

acl no l4-sourceport IPADDR

acl L4destinationport PORT This command configures the
UDP/TCP destination port for the

profile.

This command removes the
UDP/TCP destination port from the
profile.

acl no l4-destinationport

acl vlan VLANID This command configures the VLA

for the profile.

This command removes the
limitation of the VLAN from the
profile.

acl no vlan

acl source interface PORT_ID This command configures the

source interface for the profile.

acl no source interface PORT_ID | This command removes the sourc
interface from the profile.

2 KSNB GKS a!/ Ylal lLtft26a dzaASNAR (2 TAt
or destination MAC.

For example:
source mac 00:01:02:03:04:05 ff:ff:ff:ff:00

C The command will filter source MAC range from 00:01:02:03:00:00 to
00:01:02:03:ff:ff

2 KSNB GKS Lta!{yYy Ylal lfft2¢a dzaSNER (2
destination IP.
For example:

source ip 172.20.1.1 255.255.0.0
C The command will filter source IP range from 172.20.0.0 to 172.20.255.255

Example:
[DEVICE_NAME#nfigure terminal
[DEVICE_NAMENnfig)#accesdist 111
[DEVICE_NAMEW®Nfigacl)#/lan 2
[DEVICE_NAMENnfigacl)#source interface 1
[DEVICE_NAMEWNfigacl)#show

Profile Name: 111

Activate: disabled

VLAN: 2

Source Interface: 1
Destination MAC Address: any
Source MAC Address: any
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Ethernet Type: any
Source IP Address: any
Destination IP Address: any

Source Application; any
Destination Application: any

b2GSY

Web Configuration

lyay 52SayQi

YI GGSN®D

Security 3Access Conttdist

Access Control List

Access Control List Settings

Profile Name
Ethernet Type

Source MAC
Destination MAC

Source IP
Destination IP
Source Application

Destination
Application

Source Interface

I oo

T

—

_ Mask of Destination
MAC

Mask of Source MAC

T
o I
T I
ET I
£ =

Mask of Source IP

Mask of Destination IP

oy e

Access Control List Status

Parameter
IP Type
Profile Name

Action

Description
Selects IPv4 / IPv6 type for the profile.
The access control profile name.

Selects Disables / Drop / Permits / DSCP action for the profil

Ethernet Type
VLAN

Source MAC

Mask of Source
MAC

Destination MAC

Mask of
Destination MAC

DSCP
802.1p

Source IP

Mask of Source IP

Destination IP

Mask of
Destination IP

Configures the Ethernet type of the packets that you want to
filter.

Configures the VLAN of the packets that you want to filter.

Configures the source MAC of the packets that you want to
filter.

Configures the bitmap mask of the source MAC of the packe
that you want to filter.

If the Source MAC field has been configured and this field is
empty, it means the profile will filter the one MAC configured
Source MAC field.

Confgures the destination MAC of the packets that you want
filter.

Configures the bitmap mask of the destination MAC of the
packets that you want to filter.

If the Destination MAC field has been configured and this fie
is empty, it means the profile will filter the one MAC
configured in Destination MAC field.

Configure the DSCP for the profile.
Configures the 802.1p for the profile.

Configures the source IP of the packets that you want to filte

Configures the bitmap mask of the source IP of the packets
that you want to filter.

If the Source IP field has been configured and this field is
empty, it means the profile will filter the one IP configured in
Source IP field.

Configures the destination IP of the packets that you want to
filter.

Configures the bitmap mask of the destination IP of the pack
that you want to filter.
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If the Destination IP field has been configured and this field i
empty, it means the profile will filter the one IP configured in
Destination IP field.

Configures the IP protocol type. The setting will be used for
Source Application and Destination Application.

IP Protocol

TCP:0x06. UDP:0x11.
Source Configures the source UDP/TCP ports of the packets that ya
Application want to filter.
Destination Configures the destination UDP/TCP ports of the packets th:
Application you want to filter.
Source Configures one or a rage of the source interfaces of the pacl
Interface(s) that you want to filter.
Apply Click Apply to add/modify the settings.
Refresh Click Refresh to begin configuring this screen afresh.

802.1x

IEEE 802.1X is an IEEE Standard fofjased Network Access Control ("port" meaning

a single point of attachment to the LAN infrastruarlt is part of the IEEE 802.1 group
of networking protocols. It provides an authentication mechanism to devices wishing to
attach to a LAN, either establishing a péeiotpoint connection or preventing it if
authentication fails. It is used for most wiess 802.11 access points and is based on the
Extensible Authentication Protocol (EAP).

802.1X provides po#hased authentication, which involves communications between a
supplicant, authenticator, and authentication server. The supplicant is oftewandton

a client device, such as a laptop, the authenticator is a wired Ethernet switch or wireless
access point, and an authentication server is generally a RADIUS database. The
authenticator acts like a security guard to a protected network. The supplica.,

client device) is not allowed access through the authenticator to the protected side of
0KS ySGeg2N] dzydAft GKS &adziL)x A0l yidQa

A RSy (aceess toxhg port.dzii K2 NA T SR ®

valid passport at an airport before being allowed to pass throsggurity to the

terminal. With 802.1X posbased authentication, the supplicant provides credentials,
such as user name/password or digital certificate, to the authenticator, and the
authenticator forwards the credentials to the authentication servenferification. If

the credentials are valid (in the authentication server database), the supplicant (client
device) is allowed to access resources located on the protected side of the network.

Upon detection of the new client (supplicant), the port on 8witch (authenticator) is
enabled and set to theuhauthorized' state. In this state, only 802.1X traffic is allowed;
other traffic, such as DHCP and HTTP, is blocked at the network layer (Layer 3). The
authenticator sends out the EARequest identity tahe supplicant, the supplicant
responds with the EAResponse packet that the authenticator forwards to the
authenticating server. If the authenticating server accepts the request, the
authenticator sets the port to the "authorized" mode and normal traiffi@llowed.

When the supplicant logs off, it sends an Hédgbff message to the authenticator. The
authenticator then sets the port to the "unauthorized" state, once again blocking all
non-EAP traffic.

The following figure illustrates how a client comtiag to an IEEE 802.1x authentication
enabled port goes through a validation process. The Switch prompts the client for logi
information in the form of a user name and password.

\N“ @\.e §S_N.e_n:1’0rk
il e Authentication Server
(RADIUS)
Authenticator T P
-

Internet or other
LAN resources

1, /
i .
.‘ 3 .

Supplicant *+

When the client provides the login credentials, the Switch sends an authentication
request to a RADIUS server. The RADIUS server validates whether this client is allow

'y Fylt23e G2 GKAA
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Local User Accounts

By storing user profiles locally on the Sshityour Switch is able to authenticate users
without interacting with a network authentication server. However, there is a limit on
the number of users you may authenticate in this way.

Guest VLAN:

The Guest VLAN in IEEE 802.1x port authenticatioheswitch to provide limited
services to clients, such as downloading the IEEE 802.1x client. These clients might be
upgrading their system for IEEE 802.1x authentication.

When you enable a guest VLAN on an IEEE 802rf,xlmswitch assigns clients a
guest VLAN when the switch does not receive a response to its EAP request/identity
frame or when EAPOL packets are not sent by the client.

Port Parameters:
Admin Control Direction:

both- drop incoming and outgoing packets on the port when a user has not
passed 802.1x port authentication.

in-  drop only incoming packets on the port when a user has not passed
802.1x port authentication.

Reauthentication:

Specify if a subscriber has torfmlically reenter his or her username and
password to stay connected to the port.

Reauthperiod:

Specify how often a client has to-emter his or her username and password to
stay connected to the port. The acceptable range for this field is 0 to%553
seconds.

Port Control Mode:

auto: Users can access network after authenticating.
force-authorized: Users can access network without authentication.

force-unauthorized:Users cannot access network.

Quiet Period:

Specify a period of the time thaient has to wait before the next re
authenticationattempt. This will prevent the Switch from becoming overloaded
with continuous reauthentication attempts from the client. The acceptable
range for this field is 0 to 65535 seconds.

Server Timeout:

Theservertimeout value is used for timing out the Authentication Server.
SuppTimeout;

The supgtimeout value is the initialization value used for timing out a Supplicant.
Max-req Time:

Specify the amount of times the Switch will try to connect to the authentication

server before determining the server is down. The acceptable range for this field
is 1 to 10 times.

Default Settings
The default global 802.1x state is disabled.
The defalt 802.1x Authentication Method is local.
The default port 802.1x state is disabled for all ports.
The default port Admin Control Direction is both for all ports.
The default port Reuthentication is disabled for all ports.
The default port Control de is auto for all ports.
The default port Guest VLAN is 0 for all ports. (Guest VLAN is disabled).
The default port Maxeq Time is 2 times for all ports.
The default port Reauth period is 3600 seconds for all ports.
The default port Quiet period B0 seconds for all ports.
The default port Supp timeout is 30 seconds for all ports.
The default port Server timeout is 30 seconds for all ports.
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Node Command Description
enable show dot1x This command displays the curren
802.1x configurations.
enable show dotlx username This command displays the curren
user accounts for the local
authentication.
enable show dotlx accountingecord This command displays the local
accounting records.
configure | dotlxauthentication This command enables/disables th
(disable|enable) 802.1x authentication on the
switch.
configure | dotlx authenticmethod This command configures the
(local|radius) authentic method of 802.1x.
configure | no dotlx authenticmethod This commanaonfigures the
authentic method of 802.1x to
default.
configure | dotlx radius primaryservep This command configures the
<IP> port PORTID primary radius server.
configure | dotlx radius primaryservep This commandaonfigures the
<IP> port PORTID key KEY primary radius server.
configure | gotlx radius secondasgerverip | This command configures the
<IP> port PORTID secondary radius server.
configure | dotlx radius secondasgerverip | This command configures the
<IP> port PORTID key KEY seconday radius server.
configure | no dotlx radius secondary This command removes the
serverip secondary radius server.
configure | got1x username <STRING> This command configures the usel
passwd <STRING> account for local authentication.
configure | nodotlx username <STRING> | This command deletes the user
account for local authentication.

configure | dotlx accounting This command enables/disables tk|
(disable|enable) dot1x local accounting records.
configure | dotlx guestvlan VLANID This commandonfigures the guest
vlan.
configure | no dotlx gueswlan This command removes the guest
vlan.
interface | dotlx admincontroldirection This command configures the
(bothlin) control direction for blocking
packets.
interface | dotlx default This command sethe port
configuration to default settings.
interface | dotlx maxreq <:10> This command sets the mazq
times of a port. (1~10).
interface | dotlx por’ec_o ntrol (auto | This command configures the port
forceauthorized |
i control modeon the port.
forceunauthorized)
interface | dotlx authentication This command enables/disables t
(disable|enable) 802.1x on the port.
interface | dotlx reauthentication This command enables/disables
(disable|enable) reauthentication on the port.
interface | dotlxtimeout quietperiod This command configures the quie
period value on the port.
interface | dotlx timeout servertimeout This command configures the
servertimeout value on the port.
interface | dotlx timeout reauthperiod This command configures the-re
auth-period value on the port.
interface | dotlx timeout supptimeout This command configures the sup
timeout value on the port.
interface | dotlx guestvlan This command configures the

(disable|enable)

802.1x state on the port.
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Web Configuration

GlobalSettings

Security > 802.1x > Global Settings

Global Settings

State

Authentication Method

Guest VLAN

Primary Radius Server

Secondary Radius

Server

Local Authentic User

Global Status

State

Authentication
Method

Guset VLAN

Primary Radius
Server

Secondary Radius
Server

Local

Authentication User

Parameter

State

Authentication
Method

Port Settings

Disable v

Local v

0

IP: UDP Port : Shared Key :

IP: UDP Port : Shared Key :

None v
User Name :
Password :

Disabled

Local

(1]

IP: -

Shared Key : -

IP:

= Shared Key : -

Description

SelectEnableto permit 802.1x authentication on the Switch.
Note: You must first enable 802.1x authentication on the
Switch before configuring it on each port.

Select whether to uskocalor RADIUSs the authentication
method.

ThelocalY S K2R 2F | dzi KSy GdA Ol GA2
user groups of the user account database on the Switch itse
authenticate.

Guest VLAN

Primary Radius
Server

IP Address

UDP Port

Share Key

Second Radius
Server

Global Status

State
Authentication
Method

Guest VLAN

Primary Radius
Server

However, only a certainumber of accounts can exist at one
time.

RADIUSs a security protocol used to authenticate users by
means of an external server instead of an internal device usi
database that is limited to the memory capacity of the device
In essence, RADIUS alloyesi to validate an unlimited number
of users from a central location.

Configure the guest vlan.

WhenRADIUSs selected as the 802.1x authentication metho
the Primary Radius Serverill be used for all authenticatio
attempts.

Enter the |IP address of an external RADIUS server in dotted
decimal notation.

The default port of a RADIUS server for authenticatid8i2

Specify a password (up to 32 alphanumeric characters) as tt
key to be shared between the external RADIUS server and t
Switch. This key is not sent over the network. This key must
the same on the external RADIUS server and the Switch.

This is the backup server used only when Bmgnary Radius
Serveris down.

This field displays if 802.1x authenticatiorizabledor
Disabled

This field displays if the authentication method_izcalor
RADIUS

The field displays the guest vian.

This field displays the IP address, UDP port and shared key
the Primary Radius Serveihis will be blank iothing has
been set.
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Secondary

This is the backup server used only when Bmgnary Radius

Apply Click Apply to add/modify the settings.
Refresh Click Refresh to begin configuring this screen afresh.
Port Settings

Security > 802.1x > Port Settings

802.1x

Global Settings

Port Settings

Port From: To:
802.1x State

Admin Control Direction Reauthentication Port Control Mode
Both v Disable v Auto B

Reauth-period Quiet-period Supp-timeout
3600 20 30
Note : Please don't set "enable"” on all ports at the same time.

Apply | | Refresh |

Port Status

802.1x  Admin Control
State Direction

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Port Reauthentication

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

N

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

BN U A WN -

N NNNNNNNNNNNNNN

Port Control Guest Max-req Reauth-
Mode VLAN Times period
Disabled

Guest VLAN

Disable ¥

Server-timeout

16

Quiet-

Max-req Times
2
Reset to Default

Supp-  Server-

period timeout timeout

Parameter

Port

802.1x State

Admin Control
Direction

Reauthentication

Port Control Mode

Guest VLAN

Max-req Time

Reauth period

Quiet period

Description

Select a port number to configure.

SelectEnableto permit 802.1x authentication on the port.

You must first enable 802.1x authentication on the Switch
before configuring it on each port.

SelectBoth to drop incoming and outgoing packets on the poi
when a user has not passed 802.1x port authentication.

Selectin to drop only incoming packets on the port when a us
has not passed 802.1x port authentication.

Specify if a subscribéas to periodically renter his or her
username and password to stay connected to the port.

SelectAuto to require authentication on the port.
SelectForce Authorizedo always force this port to be
authorized.

SelectForce Unauthorizedo always force this port to be
unauthorized. No packets can pass through this port.
SelectDisableto disable Guest VLAN on the port.
SelectEnableto enable Guest VLAbd the port.

Specify the amount of times the Switch will try to connect to
the authentication server before determining the server is
down.

The acceptable range for this field is 1 to 10 times.

Specify how often a client has to-emter his or her username
and password to stay connected to the port. The acceptable
range for this field is 0 to 65535 seconds.

Speify a period of the time the client has to wait before the
next reauthentication attempt. This will prevent the Switch
from becoming overloaded with continuous-agithentication
attempts from the client. The acceptable range for this field i
0 to 65535seconds.
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Supp timeout

Server timeout

Reset to Default

Apply
Refresh
Port Status

Port

802.1x State

Admin Control
Direction

Reauthentication

Port Control Mode

Guest VLAN

Specify how long the Switch will wait before communicating
with the server. The acceptable range for this field is O to
65535 seconds.

Specify how long the Switch to time out the Authentication
Server. The acceptable range for this fisl® to 65535
seconds.

Select this and clickpplyto reset the custom 802.1x port
authentication settings back to default.

Click Apply to add/modify the settings.

Click Refresh to begin configuring this screen afresh.

This field displays the port number.

This field displays if 802.1x authenticatiorEizabledor
Disabledon the port.

This field displays the Admin Control Direction.

Both will drop incoming and outgoing packets on the port wh
a user has not passed 802.1x port authentication.

In will drop only incoming packets on the port when a user hi
not passed 802.1x port autheingation.

This field displays if the subscriber must periodicaltgmeer his
or her username and password to stay connected to the pori

This field displays the port control mode.
Auto requires authentication on the port.
Force Authorizedorces the port to be authorized.

Force Unauthorizedorces the port to be unauthorized. No
packets can Pass through the port.

This fielddisplays the Guest VLAN setting for hosts that have
not passed authentication.

This field displays the amount of times the Switch will try to
connect to the authentication server before determining the
server is down.

Max-req Time

This field displays how often a client has teerger his or her

Reauth period
P username and password to stay cauted to the port.

This field displays the period of the time the client has to wai

i ri ..
Quiet period before the next reauthentication attempt.

This field displays how long the Switch will wait before

Supp timeout L .
PP communicating with the server.

This field displays how long the Switch will wait before

Servertimeout o . .
communicating with the client.

Port Security

The Switch will learn the MAC address of the device directly connected to a particular
LR2NI FyR ff2g GNIFFAO GKNRAZAK® 2SS gAf

K2g Ylye Oly O02yySOG (2 I agAiiOK LIBeNDK
Switch allow us to control which devices can connect to a switch port or how many of
them can connect to it (such as when a hub or another switch is connected to the port

[ SGQa alre ¢S KIFI@S 2yteée 2yS &agAh i odsts ok NI
What can we do? Connect a hub or switch to the free port! Connecting a switch or a h
to a port has implications. It means that the network will have more traffic. If a switch
a hub is connected by a user instead of an administrator, there are chances that
loops will be created. So, it is best that number of hosts allowed to connect is restricte
Fd GKS agAG0OK £ SOSt o ¢arSAQdzNGIiye oS YRAIKES C
command configures the maximum number of MAC addressaiscin source traffic
through a port.

Port security can sets maximum number of MAC addresses allowed per interface. Wh
the limit is exceeded, incoming packets with new MAC addresses are dropped. It can
use MAC table to check it. The static MAC addes are included for the limit.

Note: If you configure a port of the Switch from disabled to enabled, all of the MAC
learned by this port will be clear.
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Default Settings
The port security on the Switch is disabled.
The Maximum MAC per port is 5.
The port state of the port security is disabled.

CLI Configuration

Node Command Description

enable show portsecurity This command displays the curren

port security configurations.

This command enablesdisables
the global port security function.

configure | phort-security (disable|enable)

This command enables / disables
the port security function on the
specific port.

interface | port-security (disable|enable)

interface | port-security limit VALUE This command configures the
maximum MAntries on the

specific port.

configure | interface range This command enters the interface
gigabitethernet1/0/ PORTLISTS| configure node.

This command enables / disables
the port security function for the
specified prts

if-range port-security (disable|enable)

if-range port-security limit VALUE This command configures the

maximum MAC entries for the

specified ports.

Web Configuration
Security > Port Security

Port Security

Port Security Settings

Port Security
Port State Maximum MAC
From: |1 v| To:|1 v Disable ¥ (1~1000)

[ mppty | | Refresh |

Port Security Status

State Maximum MAC
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable

Maximum MAC

Parameter Description

Port Security Settings

Port Security SelectEnable/Disablego permit Port Security on the Switch.
Port Select a port number to configure.
State SelectEnable/Disableio permit Port Security on the port.

The maximum number of MAC addresses allowed per interfi

Maximum MAC .
ximu The acceptable range is 1 to 30.

Port Security Status

Port This field displays a port number.
State This field displays if Port SecurityEisabledor Disabled

Maximum MAC This field displays the maximum number of MAC addresses
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Monitor Alarm Information

Alarm Alarm Status This fieldindicates if there is any alarm events.

The feature displays if there are any abnormal situation need process immediately. Alarm Reason(s)  This field displays all of the detail alarm events.
Alarm DIP Switch Settings

Notice: The Alarm DIP Switch allow users to configure if send alarm message when the p|p switch The field displays the DIP Switch name.

corresponding event occurs.
Status The field indicates the DIP Switch current status.
For Example:
P1: ON, The Switch will send alarm message when port 1 is link down.
PWR: ON, The Switch will send alarm message when the main power supply disconnect.Port Statistics

RPS: ON, The Switch will send alarm message whemethandant power supply CKASE FSIHGdNB KSt LA dzaSNBR (2 Y2yAdz2N) K
disconnect.

utilization only.

CLI Configuration CLI Configuration

Node Command Description Node Command Description
enable | show alarminfo This command displays alarm information. enable show portstatistics | ¢ KA & O2YYFYyR RAALX | &4
statistics.

Web Configuration
Monitor > Alarm Example:
Alarm Information [DEVICE_NAME$#how portstatistics

P ——

— e — Packets Bytes Errors Drops
) Port Rx Tx Rx  Tx Rx  Tx Rx TX

Alarm DIP Switch Settings:
DIP Switch Status DIP Switch -

3 1154 2 108519 1188 0 O 0 O

| Refresh |

Parameter Description
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Web Configuration

Monitor > Port Statistics

Port Statistics

Port Statistics

Port

Receive Transmit Receive Transmit Receive Transmit Receive Transmit

Drops Drops | Errors = Errors Packets Packets Bytes Bytes

118023 116974 21774490 30340103

Parameter

Port

Rx Packets
Tx Packets
Rx Bytes
Tx Bytes
RxErrors
Tx Errors
Rx Drops
Tx Drops

Refresh

636968 51467 81951484 9449230

‘ Refresh ‘ ‘ Clear

Description

Select a port or a range of ports to display tretatistics
The field displays the received packet count.

The field displays the transmitted packet count.

The field displays the received byte count.

The field displays the transmitted byte count.

The field displays the received error count.

The field displays the transmitted error count.

The field displays the received drop count.

The field displays the transmitted drop count.

Click this button to refesh the screen quickly.

Port Utilization

¢ KA A

TSI

L2 NG aQ o

CLI Configuration

i dzNB KS
NF FFAO

f
d

LJa dza SNB 2
ZiAt AT FGA2Y 2yieo

Y2y AG2NI G

Node

Command

Description

enable

showport-utilization

¢KA&E O2YYlI YR RA&ALX I &3

utilization.

Web Configuration
Monitor > Port Utilization

Port Utilization

Port Utilization

Port

Speed

Rx Utilization (%)

Rx
utilization (bps)

Tx Utilization (%)

Tx
utilization (bps)

o oo | 000 | aima | ooo | asess

Parameter
Port
Speed
Utilization

Refresh

Description

‘v Refresh |

Select a port or a range of ports to display their RMON statis

The current porspeed.

The port traffic utilization.

Click this button to refresh the screen quickly.
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RMON Statistics SEP Information
CKAA FSFH(GdzZNBE KSfLJA dzaASNE (2 Y2yAid2N 2N OB®poNdd MddSs: IRBMNIRTEPGHWEN)b a il GAAGAOad
CLI Configuration The SFP information allows user to know the 8EPR dzft SQ&a Ay T2 NX I G A
Nod c d D ot name, connector type, revision, serial number, manufacture date, and to know the
ode omman escription DDMI information if the SFP modules have supported the DDMI function.
enable show rmon statistics| This command displays the RMON statistics.
configure | clear rmon statistics| ¢ KA a O2YYlIyR Of SI N& CLI Configuration
[IFNAME] RMON statistics. Node Command Description
enable show sfpinfo port This command displays the SFP information.
Web Configuration PORT_ID

Monitor = RMON Statistics enable show sfp ddmi port | This command displays the SFP DDMI status

RMON Statistics PORT_ID

RMON Statistics

Web Configuration
Monitor > SFP Information

Port 3 ( Active ) SFP Information

Total Octets

BroadcastPkts UnicastPkts
Non-unicastPkts MulticastPkts
FragmentsPkts UndersizePkts

SFP Information

—tl

OversizePkts DiscardsPkts

ErrorPkts UnknownProtos

AlignError CRCAlignErrors

SFP Information

Jabbers DropEvents
Total Octets

Fiber Cable

Connector

BroadcastPkis UnicastPkts

Wavelength(nm)

Non-unicastPkts Collisions

Transfer Distance
DDM Supported
Vendor Name

LateCollision SingleCollision

MultiplecCollision DiscardsPkts
ErrorPkts
# of packets 64 Octets 65to127 Octets
eceived 128t0255 Octets 256to511 Octets
with a
length of 512t01023 Octets 1024toMax Octets

Vendor PN

Vendor rev

Vendor SN

Date code

Parameter Description

Port Select a port or a range of ports to display their RMON statis Parameter Description

Show Show them. Port Select a port number toonfigure.

Clear Clear the RMON statistics for the port or a range of ports. Apply Click Apply to display the SFP information.
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Fiber Cable To indicate if the fiber cable is connected. Traffic Monitor
Connector Code of optical connector type. The function can be enabled / disabled on a specific pogiaally be enabled disabled
on the Switch.

The function will monitor the broadcast / multicast / broadcast and multicast packet
Vendor PN Part Number. NIFiS® LT GKS LI O1SG NIXrdS Aa 20SN 0KS dz
recovery function is enablethe port will be enabled after recovery time.

Vendor Name SFP vendor name.

Vendor rev Revision level for partumber.
Vendor SN Serial number (ASCII). Default Settings
Date Code Manufacturing date code. Packet Packet Recovery

Port State Status Type Rate(pps) State  Time(min)
1 Disabled NormalBcast 100 Enabled 1
Disabled Normal Bcast 1000 Enabled 1
3 Disabled Normal Bcast 1000 Enabled 1
4 Disabled Normal Bcast 1000 Enabled 1
5 Disabled Normal Bcast 1000 Enabled 1
6 Disabled Normal Bcast 1000 Enabled 1
7
8
9

Notice: If the fiber cable is not connected, the Rx Power fields are not available.

Disabled Normal Bcast 10D Enabled 1

Disabled Normal Bcast 1000 Enabled 1

Disabled Normal Bcast 1000 Enabled 1
10 Disabled Normal Bcast 1000 Enabled 1
11 Disabled Normal Bcast 1000 Enabled 1
12 Disabled Mrmal Bcast 1000 Enabled 1
13 Disabled Normal Bcast 10D Enabled 1
14 Disabled Normal Bcast 1000 Enabled 1
15 Disabled Normal Bcast 1000 Enabled 1
16 Disabled Normal Bcast 1000 Enabled 1
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(disable|enable)

Node Command Description
enable show traffiemonitor This command displays the traffic monito
configurations and current status.
configure | traffic-monitor This command enablegdisables the traffic
(disable|enable) monitor on the Switch.
interface | traffic-monitor This command enables / disables the traf
(disable|enable) monitor on the port.
interface | traffic-monitor rate This commandaonfigures the packet rate
RATE_LIMIT type and packet type for the traffic monitor on
(bcast|mcast|bcast+mcast] the port.
bcastc Broadcast packet.
mcast¢ Multicast packet.
interface | traffic-monitor recovery This command enables / disables the
(disable|enable) recovery function for the traffic wnitor on
the port.
interface | traffic-monitor recovery This command configures the recovery
time VALUE time for the traffic monitor on the port.
configure | interface range This command enters the interface
gigabitethernet1/0/ configure node.
PORTLISTS
if-range | traffic-monitor This command enables / disables the traf
(disable|enable) monitor on the port.
if-range | traffic-monitor rate This command configures the packet rate
RATE_LIMIT type and packet type for the traffimonitor on
(bcast|mcast|bcast+mcast] the port.
bcastg Broadcast packet.
mcast¢ Multicast packet.
if-range | traffic-monitor recovery This command enables / disables the

recovery function for the traffic monitor or

the port.

Managed Industrial L2 Switcl

if-range | traffic-monitor recovery

time VALUE

This command configures the recovery
time for the traffic monitor on the port.

Web Configuration
Monitor > Traffic Monitor

Traffic Monitor

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled

Parameter Description

State Globally enables / disables the traffic monitor function.

Port The port range which yowant to configure.

State Enables / disables the traffic monitor function on these ports
Action Unblock these ports.

Packet Type Specify the packet type which you want to monitor.

Packet Rate Specify the packet rate which you want to monitor.

Enables / disables the recovery function for the traffic moni

Recover State function on these ports.

Configures the recovery time for the traffic monitor function

Recovery Time these ports.(Range: 460 minutes)
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Management
SNMP

Simple Network Maagement Protoco{SNMRP is used in network management systems
to monitor networkattached devices for conditions that warrant administrative
attention. SNMP is a component of the Internet Protocol Suite as defined by the Internet
Engineering Task ForceTH. It consists of a set of standards for network management,
including an application layer protocol, a database schema, and a set of data objects.

SNMP exposes management data in the form of variables on the managed systems, which
describe the system ediguration. These variables can then be queried (and sometimes
set) by managing applications.

Support below MIBs:

Default Settings

B

B

SNMP

System Location
characters)
SystemContact
System Name

: disabled.
: [YOUR_DEVICE_NAME]aximum length 64

: None. (Maximum length 64 characters)
: None. (Maximum length 64characters)

Trap Receiver : None.
Community Name  : None.
The maximum entry for community  : 3.
The maximum entry for trap receiver : 5.

CLI Configuration

RFC 1157 A Simple Network Management Protocol

RFC 1213 MiB
RFC 1493 Bridge MIB
RFC 1643 Ethernet Interface MIB

RFC 1757 RMON Groii2,3,9

SNMP communityact like passwords and are used to define the security parameters of

SNMP clients in an SNMP v1 and SNMP v2c environments. The default SNMP community
Ad alLlzmfAO¢E F2NI 620K {bat ©Om |yR {bag OH

Node Command Description
enable show snmp This command displays the SNMP
configurations.

configure | snmp community This command configures the SNMP
STRING (rojrw) community name.
trusted-host IPADDR

configure | snmp .| This commandlisables/enables the SNMP on

67"0'S % 2 NEL ddhdbky 20 B A Sy 6t SRS hyOS { b

enabled, the communities of SNMP v1 and v2c have to be unique and cannot be shared.

Network ID of Trusted Host:
The IP address is a combination of the Network ID and the Host ID.
Network ID = (Host IP & Mask).

User need only input the network ID arehlve the host ID to 0. If user has
input the host ID, such as 192.168.1.102, the system will reset the host ID,
such as 192.168.1.0

Note: Allow user to configure the community string and rights only.

User configures the Community String and the RightstaedNetwork ID of Trusted
Host=0.0.0.0, Subnet Mask=0.0.0.0. It means that all hosts with the community string
can access the Switch.

configure | snmp systerrcontact | This command configures contact informatio
STRING for the system.

configure | snmp systerdocation | This command configures the location
STRING information for the system.

configure | snmp systermame This command configures a name for the
STRING system.

(The System Name is same as the host nam
configure | snmp trapreceiver ¢KAAa O2YYlIYyR O2y TA3d:

IPADDR VERSION
COMMUNITY

configurations, including the i&ddress,

version (v1 or v2¢) and community.

at
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Example: System Contact Type a System Ctact for the Switch.
[DEVICE_NAME}nfigure terminal
[DEVICE_NAMEnfig)#snmp enable Apply Click Apply to configure the settings.
g%gvllgsEz—g? %?/er:lﬁg)#snmp community public rw trustdtost Refresh Click this button to reset the fields to the last setting.
[DEVICE_NAME)Nfig)#snmp trapeceiver 192.168.200.B0v2c public
[DEVICE_NAMEWnfig)#snmp systernontact IT engineer Community Name
[DEVICE_NAMEJNfig)#snmp systerdocation BranckOffice Management > SNMP > SNMP > Community Name

SNMP

Web Configuration SNMP Settings

SNMP Setting Community Name Settings

Management > SNMP > SNMP > SNMP Settings % Network ID of Trusted Host

‘. Apply | | Refresh ‘

| Community Name
Community Name List

SNMP Settings

SNMP State

Network ID of

Trusted Host Action

No. Community String Rights

System Name TI-G160WS

i — Parameter Descrlptlon
st Contact . . . .
SIEte Sems Enter aCommunity string, this will act as a password for reque

| Apply | | Refresh | from the management station.
_ An SNMP community string is a text string that acts as a passv
Community It is used to authenticate messages that are sent between
- Strin i i
DerETEET Description g management station (the SNMP _man_ag_en)jahe fjewce (the
SNMP agent). The community string is included in every pa
SelectEnableto activate SNMP on the Switch. that is transmitted between the SNMP manager and the SN
SNMP State ) ) t
SelectDisableto not use SNMP on the Switch. =l

Select Rea®nly to allow the SNMP manager using this string
collect information from theSwitch.

Select ReadiVrite to allow the SNMP manager using this string
System Location Type a System Location for the Switch. create or edit MIBs (configure settings on the Switch).

Type a System Name for the Switc

SR N (The System Name is same as the host name) Rights
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Network ID of
Trusted Host

Mask

Apply

Refresh

Community Name

No.

Community
String

Right
Network ID of

Trusted Host

Subnet Mask

Action

Type the IP address of the remote SNMP management static
dotted decimal notation, foexample 192.168.1.0.

Type the subnet mask for the IP address of the remote SNMF
management station in dotted decimal notation, for example
255.255.255.0.

ClickApplyto configure the settings.
ClickRefreshto beginconfiguring this screen afresh.
List

This field indicates the community number. It is used for
identification only. Click on the individual community number t
edit the community settings.

This field displays thENMP community string. An SNMP
community string is a text string that acts as a password.
¢tKAa FASER RAALIX I &8a GKS Crad
Onlyor Read Write

This field displays the IP addresstof remote SNMP
management station after it has been modified by the subnet
mask.

This field displays the subnet mask for the IP address of the
remote SNMP management station.

ClickDeleteto remove a specific Community String.

SNMP Trap
Web Configuration

Management > SNMP > SNMP Trap

SNMP Trap

Trap Receiver Settings

IP Address

Version Community String

S N R

Trap Receiver List

No. IP Address

Parameter

IP Address

Version

Community
String

Apply
Refresh

Trap Receiver List

No.

IP Address

Version

|- Apply | ‘ Refresh |

Version Community String

Description

Enter the IP address of the remote trap station in dotted decin
notation.

Select the version of the Simple Network Management Protc
to use.vlorv2c

Specify the community string used with this remote trap statio

ClickApplyto configure the settings.

ClickRefreshto begin configuring tis screen afresh.

This field displays the index number of the trap receiver en
Click the number to modify the entry.

This field displays the IP address of the remote trap station.

This field displays the version of Simple Network Managen
Protocol in usevl or v2c
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Community This field displays the community string used with this remote t 3.
String station.

Action ClickDeleteto remove a configured trap receiver station. 4

5.

Auto Provision 6.

Auto provision is a service that service provider can quickly, easily and automatically
configure remote device or doing firmware upgrade at remote side.

If the Firmware_Upgrade_State =1, do step 4; otherwise, do step 6.

If the Firmware_Version is difference than current fireme version, download the
Firmware_Image_File and upgrade firmware.

If upgrade firmware succeeded and Firmware_Reboot=1, let reboot_flag=1.

If the Global_Configuration_State =1, download the Global_Configuration_File ar
upgrade configuration; otherige, do step 8.

7. If upgrade configutation succeeded and Global Configuration_Reboot =1, |
1. When the Auto Provision is enabled, the Switch will download the auto provision reboot_flag=1.
information file from the auto provision server first.
8. If the Specific_Configuration_State =1, download the specific configuration file ar
The file name is followed below naming rule: upgrade configuration; otherwise do step 10. The naming 82 RSt yb | Y S
Model_Name_Autoprovision.txt 120 A0 a!/ RAIAGE 2 SEIB6480G04EAIHITER { 2 6 A )
For Example: SWITCHAutoprovision.txt
9. |If upgrade configutation succeeded and Specific_Configuration_Reboot =1, |
The contents of the file are listed below: reboat_flag=1.
AUTO_PROVISION_VER=1 _ _ _ _ _ _
Firmware_Upgrade_State=1 10. If reboot_flag=1, save running configuration and reboot the swittherwise, wait
. : 24 hours and go back to step 1.
Firmware_Version=8648899-1.1.0.S0
Firmware_Image_File=864&99-1.1.0.S0.fw ]
) Default Settings
Firmware_Reboot=1 Aut - f i file:
Global_Configuration_State=0 Hto proxs:on.con |gura[|)0.n irlo e
Global_Configuration_File=864809-1.1.0.S0.save VC |v-e. _ Olsa ©
Global_Configuration_Reboot=0 ersion:
o : ; Protocol: FTP
Specific_Configuration_State=0 ETP fowd: 1
Specific_Configuration_Reboot=0 USerpwa:
Folder:

2. If AUTO_PROVISION_VER is biggest than current auto provision version, do step 3;
otherwise, wait 24 hours and go back to step 1.

Server address:
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Node Command Description
enable showauto-provision | This command displays the current auto
provision configurations.
configure | auto-provision This command enters the awarovision node.
auto- show This command displays the current auto
provision provision configurations.
auto- active This command enables/disables the auto
provision | (enable|disable) provision function.
auto- serveraddress This command configures the auto provision
provision | IPADDR ASNWSNDa Lt o
auto- protocol The command configurations theograde
provision | (tftp|http|ftp) protocol.
auto- FTRuser username . .
. The command configurations the username
provision | STRING password and password for the FTP server
STRING P '
auto- folder STRING The command configurations the folder for th
provision auto provision server.
auto- no folder The command configurations the folder to
provision default.
auto- no FTRuser The command configurations the username
provision and password to default.

Web Configuration
Management > Auto Provision

Auto Provision

Auto Provision Settings

State Disable ¥
Status isal
Version

Protocol
Server IP

User Name
Password
Folder Path

Mail Alarm

Managed Industrial L2 Switcl

The feature sends agmail trap to a predefined administrator when some events

occur. The events are listed below:

E  System Reboot
E  Port Link Change
E  Configuration Change

E  Firmware Upgrade

E  User Login
E  Port Blocked

Default Settings
Mail-AlarmConfiguration:

State : Disabled.
Server IP :0.0.0.0
Server Port 125

: The system warn start or cold start.

: A port link up or down.

: The systm configurations in the NRAM
havebeen updated.

: The system firmware image has been
updated.

: A user login the system.

: A port isblocked by looping detection or
BPDU gard.
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Mail From
Mail To

Trap Event Status:

System Reboot

: Disabled.

Port Link Change : Disabled.

Configuration Change

: Disabled.

Firmware Upgrade : Disabled.

POP3 Server (Incoming

Messages) pop3.live.com SSL 995
Yahoo Mail Server: Authentication:| Port:
SMTP Server (Outgoing smtp.mail.yahoo.com SSL 465
Messages)

POP3erver (Incoming pop.mail.yahoo.com ssL 995
Messages)

Yahoo Mail Plus Server: Authentication:| Port:

SMTP Server (Outgoing

User Login : Disabled.
PortBlocked : Disabled.
Alarm : Disabled.
Reference
Default Ports Server Authentication Port
Non-Encrypted AUTH 2558(7(;r
SMTP Server (Outgoing
Messages) Secure (TLS) StartTLS 587
Secure (SSL) SSL 465
POP3 Server (Incoming NonrEncrypted AUTH 110
Messages) Secure (SSL) SSL 995
Googlemail Gmail Server: Authentication: | Port:
SMTP Server (Outgoing smtp.gmail.com SSL 465
Messages) smtp.gmail.com StartTLS 587
POP3 Server (Incoming .
Messages) pop.gmail.com SSL 995
Outlook.com Server: Authentication: | Port:
SMTP Server (Outgoing smtp.live.com StartTLS 587

Messages)

Messages) plus.smtp.mail.yahoo.con SSL 465
POP3 Server (Incoming :
Messages) plus.pop.mail.yahoo.com SSL 995
CLIConfiguration
Node Command Description
enable show ma#alarm This command displays the Mail Alar
configurations.
configure | mailalarm (disable|enable)| This command disables / enables t
Mail Alarm function.
configure | mailalarmauth-account This command configures the Ma
server authentication account.
configure | mailalarm maitfrom This command configures the mza
sender.
configure | mailalarm maito This command configures the mg
receiver.
configure | mailalarmserverip This command configures the mg
IPADDR servgrort VALUE | server IP address and the TCP port.
configure | mailalarm serveiip This command configures the mg
IPADDR servgrort Default | server IP address and configures 25
0KS aSNBSNDRa ¢/t
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configure | mailalarm trapevent This command disables / enables m
(reboot|link- trap events.

change|config.|
firmware|login|port -
blocked| alarm)
(disable|enable)

Web Configuration
Management > Mail Alarm

Mail Alarm

Mail Alarm Settings

state
Server 0.0.0.0 Server Port (Default:25)

e ] e ]
Name Password

Mail From
Mail To

Trap State :

Select All Deselect All

System Reboot | | Port Link Change | |Configuration Change || Firmware Upgrade | User Login

Port Blocked Alarm

‘ Apply ‘ | Refresh |

Parameter Description

State Enable /disable the Mail Alarm function.

Server IP {LISOAFASE GKS YIAf aSNBSNR:
Server Port Specifies the TCP port for the SMTP.

Account Name Specifies the mail account name.

Account Password Specifies the mail account password.

Mail From Specifies the mail sender.
Mail To Specifies the mail receiver.
Trap State Enables / disables the mail trap event states.
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Maintenance
CLI Configuration

Node Command Description

enable show config
changestatus

This command displays tlenfigurations status i
there are default values.

configure | reboot This command reboots the system.

configure | reload default This command copies a defaalnfig file to
config replace the current one.

Note: The system will reboot automatically to tak
effect the configurations.

configure | write memory This command writes current operatin
configurations to the configuration file.

configure | archive download | This command downloads a new copy
config <URL PATH] configuration file from TFTP server.

Where <URL PATH> can be:
ftp://luser:pass@192.168.1.1/file
http://192.168.1.1/file
tftp://192.168.1.1/file

configure | archiveupload This command uploads the current configuratio
config <URL PATH] file to a TFTP server.

configure | archive download | This command downloads a new copy of firmwg
fw <URL PATH> file from TFTP / FTP / HTTP server.

Where <URL PATH> can be:
ftp://luser:pass@192.168.1.1/file
http://192.168.1.1/file
tftp://192.168.1.1/file

Example:
[DEVICE_NAMHnfigure terminal
[DEVICE_NAMEJNfig)#nterface ethO
[DEVICE_NAMEW®Nfigif)#ip address 172.20.1.101/24

[DEVICE_NAMENfigif)#ip address dfault-gateway 172.20.1.1
[DEVICE_NAMEWnfigifyj#fmanagement vian 1

Enable the DHCP client function for the switch.
[DEVICE_NAME#Nnfigure terminal
[DEVICE_NAME}nfig)#nterface ethO
[DEVICE_NAMENfigif)#ip dhcp client enable

B

B

[DEVICE_NAME3How configchangestatus
The user configuration file is default.

The configurations have been modified.
Web Configuration

Management > Maintenance > Configuration
Save Configuration

Save Configuration

Save the parameter settings of the Switch :

Press the Save button to save the curreattings to the NMRAM (flash).

Upload / Download Configuratiorno /from a your server

Upload and Download Configuration

O upload configuration file to your Switch.

File path JeLIRSI Y No file chosen . Upload l

® press "Download” to save configuration file to your PC.

Download
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Follow the steps below to save the configuration file to your PC. Firmware
{StSO0 GKS at NBaa as52p¢yf2FRE G2 I @Bandemed k Hazihaick 2r@awaleA £ S (G2 @2dz2NJ t / € @
., TEAO1 UKS a5 2 gtaftithe prétéss. o dzuu 2y U2 Type the path and file name of the firmware file you wish to uploatheoSwitch in the
File pathtext box or clickBrowseto locate it. Clickdpgradeto load the new firmware.

ax

Follow the steps below to load the configuration file from your PC to the Switch.
{StSO0 GKS a! LX2FR O2yFAIdzZNI GA2Yya
Select the full path to your configuration file.
Click the Upload button to start therocess.

Maintenance

Configuration |

Upgrade Firmware

Reset the factory default settings of the Switch File path @ ILINGEY No file chosen Upgrade

Reset Configuration

Reset the factory default settings of the Switch :
- IP address will be 192.168.10.200

ServerControl

The function allows users to enable or disable the SSHIpefla Web service
individualusing the CLI or GUI.

Press the Reset button to set the settings to factory default configuration.

CLIConfiguration
Node Command Description

enable show server status | This command displays the current server
status.

configure | ssh server This command enables the ssh on the Switch

configure | no ssh server This command disables the ssh on the Switc

configure | telnet server This command enables the telnet on the
Switch.

configure | no telnet server This command disables the telnet on the
Switch.

configure | web server This command enables the web on the Switc

configure | no web server This command disables the web on the Switq
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Web Configuration
Management > Maintenance > Server

Maintenance
Configuration | Firmware

Server Settings

HTTP Server State HTTP Server TCP Port 80
(80,1025~9999)

SSH Server State Enable v

N o TELNET Server TCP 23
Port (23,1025~9999)

' Apply ’ l Refresh |

Server Status

HTTP Server Status Enabled

arrp sorver vcp vor:
F——— ;|

SSH Server Status Enabled

TELNET Server Status Enabled

Parameter Description

Server Settings

Web Server State  Selects Enable or Disable to enable or disable the Web ser

Selects Enable or Disable to enable or disable the Telnet
Telnet Server State service

SSH Server State  Selects Enable or Disable to enable or disable the SSH ser
Apply Click Apply to configure the settings.

Refresh Click this button to reset the fields to the last setting.
Server Status

Web Server Status Displays the current Web service status.

Telnet Server Statu: Displays the current Telnet service status.

SSH Server Status Displays the current SSH service status.

Reboot

Management > Maintenance > Reboot

Rebootallows you to restart thé&witch without physically turning the power off.
Follow the steps below to reboot the Switch.

Maintenance

Configuration I Firmware

Reboot

Press "Reboot" to restart the Switch.

Reboot

In the Rebootscreen, click th&®ebootbutton. The following screen displays.

It will reboot the Switch.

Are you sure?

ClickOKagain and then wait for the Switch to restart. This takes upviominutes.
¢tKAda R2Sa y20 FFFSO0G GKS {g6AG0OKQa
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System bg Web Configuration
The syslog function records some of system information for debugging purpose. Each log Management > System Log

message recorded with one of these levé\tgrt / Critical / Error / Warning / Notice / SYaleniiod
Information. The syslog function can be enabled or disabled. The default setting is

Syslog Server Setting

RAalofSR® ¢KS 23 YSaar3aS Aa NBO2NRSR A : 2
address has been configured, the Switch will send a copy to the syslog server. S
The bg message file is limited in 4KB size. If the file is full, the oldest one will be System Log
replaced. Log Level ETNENNNNNE [ show
CLI Configuration
Node Command Description o
Parameter Description
enable show syslog The command displays the entire log messg . i
recorded in the Switch. Enter the Syslog server IP address in dotted decimal nota
S P For example, 192.168.1.1. Selégtableto activate switch sent
enable show syslog level The command displays the log message wit BiEs log message to Syslog server when any new log mes
LEVEL the LEVEL recorded in the Switch. occurred.
enable show syslog server | The command displays the syslog server g Select Alert/Critical/Error/Warning/Notice/Information  to
configurations. g choose which log message to want see.
configure | syslog (disable|enable ;I'he c;ommand disables / enables the syslog Apply Click Apply to add/modify the settings.
unction.
: —_ S Refresh Click Refresh to begin configuring this screen afresh.
configure | syslog ip IPADDR ¢CKS O2YYlIYyR O2Yy TA 3dzN
IP address.
Example: User Account
[DEVICE_NAME}#nfigure terminal The Switch allows users to create up to 6 user account. The user name and the passy
[DEVICE_NAMEJ§nfig)#syslogerver ipvdip 192.168.200.106 should be the combination of the digit or the alphabet. The last admin user accou
[DEVICE_NAME:]ani Jsyslogerver enable cannot be deleted. Users should input a valid user account to login the CLI or w
- 9)sysios management.
User Authority:

The Switch supports two types of the user account, admin and normatiéfhalt dza S NJ
account isusername (admin) / password (admin)
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read /write.
read only.

; Cannot enter the privileged mode in CLI.

admin -
normal -

; Cannot apply any configurations in web.

The Switch also supports backdoor user account. In case of that user forgot their user
name or password, the Switch can generai@h O71 R22 NJ | 002 dzy U
Users can use the new user account to enter the Switch and then create a new user
account.

Default Settings
Maximum user account : 6.
Maximum user name length . 32.
Maximum password length . 32.
Default user account for privileged mode : admin / admin.

Notices
The Switch allows users to create up to 6 user account.

The user name and the password should be the combination of the digit or the
alphabet.

The last admin user account cannot be deleted.
The maximum length of the username and password is 32 characters.

CLI Configuration

Node Command Description
enable show user account This command displays the current use
accounts.

configure | add user USER_ACCOUN Thiscommand adds a new user accoun
PASSWORD
(normaljadmin)

configure | delete user This command deletes a present user
USER_ACCOUNT account.

8 Nu KWelf) Iéosnfigla}raerbn

Example:
[DEVICE_NAMEHE}Nnfigure terminal
[DEVICE_NAMEJgnfig)#add user g g admin
[DEVICE_NAME}Nfig)#add user 1 1 normal

aisyQa a'/ o

Management > User Account

User Account

User Account Settings

User Name

Normal ¥

User Password

User Authority

| Refresh

User Account List

No. Authority Action

admin admin

=

Parameter Description

User Name Type a new username or modify an existing one.

Type a new password or modify an existing one. Enter up tc

SRR alphanumeric or digit characters.

Select with which group the user associataegmin (read and

SRS write) or normal (read only) for this user account.
Apply ClickApplyto add/modify the user account.
Refresh ClickRefreshto begin configuring this screen afresh.

User Account List

No. This field displays the index number of an entry.
User Name This field displays the name of a user account.
User This field displays the password.
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Password Default Settings
The LLDP on the Switchdisabled.
User
: This field displays the associated group.
Authority Tx Interval : 30 seconds.
i Click theDelete button to remove the user account. Tx Hold : 4times.
Action . . .
Note: You cannot delete the last admin accounts. Time To Live : 120 seconds.

Port Status Port Status

_ 1 Enable 2 Enable
Device Management 3 Enable 4 Enable
Link Layer Discovery Protocol (LLDP) 5 Enable 6 Enable
Management >Device Managemert Link Layer Discovery Protocol (LLDP) 7 Enable 8 Enable

9 Enable 10 Enable
The Link Layer Discovery Protocol (LLE#&cified in this standard allows stations 11 Enable 12 Enable

attached to an IEEE 802® LAN to advertise, to other stations attached to the same |IEEE

802 LAN, the major capabilities provided by the system incorporating that station, the 13 Enable 14 Enable

management address or addresses of #rgity or entities that provide management of 15 Enable 16 Enable
K248 OFLIO0AftAGASEASE YR (GKS ARSYGATAOLFLGAZY 2F GKS &aidldAaz2yQa LRAYyG 2F FGdl OKYS)
802 LAN required by those management entity or entities. CLI Configuration

Node Command Description

The information distributed via this protocol is stored Ity iecipients in a standard
Management Information Base (MIB), making it possible for the information to be | enable | show lidp Thiscommand displays the LLDP configurations
accessed by a Network Management System (NMS) using a management protocol such onapje show lidp neighbor| ¢ KA & O2YYlIyR RAALI I &4

as the Simple Network Management Protocol (SNMP).

information.

configure | lldp This command globally enables / disables the Ll
(disable|enable) function on the Switch.

configure | lldp txinterval This command configures the interval to transmi
the LLDP packets.

configure | lldp tx-hold This command configures the-trold time which
RSGSNXYAYySa GKS ¢¢[ 27
(TTL=thold * tx-interval)
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interface | lldp-agent This command configures the LLDP agent functi
(disable|enable|rx | gisablec Disable the LLDP on the specific port.
only[tx-only) enablec Transmit and Receive the LLDP packet
the specific port.
tx-only ¢ Transmit the LLDP packet on the specif
port only.
rx-only ¢ Receive the LLDP packet on the specifi
port.
configure | interface range This command enters the interface configure
gigabitethernet1/0/ | node.
PORTLISTS

Managed Industrial L2 Switcl

Web Configuration
Management >Device Managemer Link Layer Discovery Protocol (LLDP)

Device Management

Manual
Registration

LLDP Settings

State ‘ Apply | ‘ Refresh

LLDP Neighbor Information

Local Port 1

Remote Port ID GigabitEthernet1/0/4
Chassis ID 00-0b-04-08-06-7a
System Name TI-PG541i
System Description TRENDnet/TI-PG541i/V1.1.1.50/0ct 1 15:48:22 CST 2018
System Capabilities Bridge/Switch (enabled)
Management IP 192.168.10.220

Local Port 2

Remote Port ID 33
Chassis ID d8-eb-97-f8-b7-53

System Name
System Description TL2-G244

System Capabilities Bridge/Switch (enabled)
Management IP 192.168.10.250

Parameter Description

State Globally enables / disables the LLDP on the Switch.
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ONVIF Web Configuration
Management >Device Managemert ONVIF Management >Device Managemert ONVIF
ONVIF is an open industry forum that provides and promstasdardized interfaces for D

effective interoperability of I®based physical security products. wor | manual

Registration

ONVIF Settings

The Switch use ONVIF to discovery if there is ONVIF device connected to the Switch.

State

Tx Interval N <conds (Range: 6-3600)

The page show the detail informati@out ONVIF settings ai@NVIF devicgconnected
to the SwitchThe Switch displays ONVIF devices up to total port céENB428PL shows

upto 10 ONVIF devices connected to it. If one or more ONVIF devices are connected to
the same port it displays the last ONVIF device gets connect to it.

3
192.168.10.27
3c:Beif8:a2:58:b3
TV-1P316P1 / NetworkVideoTransmitter tds:Device / TV-1P319P1

http://192.168.10.27 /onvif/ device_service http://[feB0::3e8c:f81T:fea2:58b3]/ onvif/device_service

s

192.168.10.25

Important scactsiazssbn
TV-IP316P1 / NetworkVideoTransmitter tds:Device / TV-1P316PT
Node Command Description
enable show onvif This command displays tluavif configurations.
. . . . Parameter Description
enable show onvif This command displays all of the pdeighbor P
neighbor information. State Globally enables / disables ti@NVIFon the Switch.
configure | onvifenable Thl_s; command enablesvif function on the Seiiz (e [inErE] e 1 seees wihen e cer iEmarh G
Switch. Tx Interval

packets.

configure | onvif tx-interval This command configures the interval to transmi

the onvif packets.

configure | onvif bindingports | This commandindsthe MAC address to a
particular port

configure | no onviftx-interval | This command configures tlomvif packets
transmitinterval to thedefault value

configure | no onvif binding This commandindsthe MAC address to a
ports particular port
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Manual Registration Web Configuration
Management >Device Managemert Manual Registration Management >Device Managemert Manual Registration
If devices do not support LLDP and ONVIF, user has to enter the details of it by manually |

under manual registration. The function supports three typeCHMm, PLC and Switch. = | = |

C2NJ RSOAO0SEa gKAOK R2 y2(0 &adzLlll2NIi hb+L C 2|
address and then the Switch will discover the device and display it on the
TopologyNetlite Map in the Topology map web GUI page. T

Manual Registration Table

MAC Address

Type MAC Address

Node Command Description

enable shownetlite-device | This command displays theetlite-devicewhose

MAC are manually entered -
Parameter Description

configure | netlite-device type | This commanédds a MAC address of andém to

ipcammac display omnetiite. Type Select the type of device to display on Topology/Netlite map.

Cam, PLC, or Switch.

Enter the MAC address of the device to add to tibygology map.
(00:11:22:aa:bb:cc)

configure | netlite-device type | This commanédds a MAC address of a PLC to
plcmac display ometlite. MAC Address

configure | netlite-device type | This commandindsthe MAC address to a
switch mac particular port

configure | no netlite-device This commandemoves device from netlite.
mac
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