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Manufacturer's Disclaimer Statement

The information in this document is subject to change without notice and does not represent a

commitment on the part of the vendor. No warranty or repr esentation, either expressed or implied,
is made with respect to the qudity, accuracy or fitness for any particular purpose of this document.

The manufacturer reserves the right to make changes to the content of this document and/or the

products associated with it a any time without obligation to notify any person or organization of

such changes. In no event will the manufacturer be liable for direct, indirect, special, incidental or
consequential damages arising out of the use or inability to use this product or documentation, even
if advised of the possibility of such damages. This document contains materias protected by

copyright. All rights are reserved. No part of this manua may be reproduced or transmitted in

any form, by any means or for any purpose without expressed written consent of its authors.

Product names gppearing in this document are mentioned for identification purchases only. All
trademarks, product names or brand names gppearing in this document are registered property of

thelr respective owners.

FCC STATEMENT

This product has been tested and complies with the specifications for aClass B digital device, pursuant to Part 15 of the
FCC Rules. Theselimits are designed to provide reasonable protection againgt harmful interference in aresdentid

ingtallation. This equipment generates, uses, and can radiate radio frequency energy and, if not ingtalled and used

according to the ingtructions, may cause harmful interference to radio communications. However, thereisno

guarantee that interference will not occur in a particular installation. |If this equipment does cause harmful interference
to radio or television reception, which isfound by turning the equipment off and on, the user isencouraged to try to

correct the interference by one or more of the following measures:

° Reorient or relocate the receiving antenna

° Increase the separation between the equipment or devices

° Connect the equipment to an outlet other than the receiver's

° Consult adedler or an experienced radio/TV technidan for assistance

FCC Radiation Exposure Statement
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator and your body.
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INTRODUCTION

The Wirdess Access Point ddlivers enhanced |EEE 802.1b high performancefor up to 22mbps,
which is double of that offered by most of the Access Points in the current market.

The 22mbps high deta rate is made possible by utilizing advarced T1 technology, which

incorporates the new PBCC for modulation method. Unlike the ordinary CCK modulation, not only
the new PBCC modulation method offers doubdle datarate for up to 22mbyps, but dso it gives 20%

more distance coverage.

The 22mbps Wirdess Access Point is fully compatible with other 11mbps wirdess devices. The
easy-to-use web based configuration utility isindependent of operation sysems, and can be
accessed through most of the web browsersthat are Javascript enabled.

The enhanced functions offered by the Wireless Access Point, e.g., DHCP server and 4 different
operation modes, alow the users to share resources and information, eg., filesand printers, and
enjoy the freedom of networking wirdesdy.

The 22mbps Wirdess Access Point is an ided wirdess device for SOHO and smdl office, which
can d o be integrated to large networks as well. Please take a moment to read through this manua
and get acquaintedwith our 22mpbs Wireless Access Point.

Product Features

»  Rully compatible with |EEE 802.11b standard for wirdess and 802.3 for LAN connection.
Interoperable with existing IEEE 802.11b standard devices.

Supports new data modulation PBCC technology from Text Instrument, which dlows high
datawith double speed of right up to 22mbps.

20% more transmitting and receiving coverage supported by PBCC modulation.

4X mode achieving red throughput of over 12Mbpsis avalable.

Supports auto data rate falback under noisy environment or longer distance.

Enhanced security on WEP encryption from 64, 128 to amaximum of 256 hits.

Supports 802.1x to further ensure wireless network security.

Bullt-in DHCP server

4 AP operating modes available to fulfill your needs:

1 AP

2. APClient

3. AP Bridge (Point-to-Point and Multi-Point)

Y VvV
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4. Repeater

»  Easy satup and inddlation with web-based configuration utility.

» AP management utility running on PC to make it easy to manage and configure dl the AP in
the same network.

System Requirements

Windows 95, 98, 98SE, Millennium, NT, 2000 and XP computers
Internet Explorer 5.50r higher

One CD-ROM drive

At least one R345 Ethernet network adapter indtaled

YV V V V



GETTING STARTED

Getting To Know The Wireless Network Access Point

WIRELESS NETWORK ACCESS POINT’'S PORTS

A\

Power Receptor

Resat Button

» MDII R}45 Ethernet Port

- Straight-Through cable is required to connect with router or switch.
- Cross-Over cableis required to connect to compuiter directly

Y

WIRELESS NETWORK ACCESS POINT’S LEDS

» Power LED
ON when the unit is powered up
» LANLED
ON indicates LAN connection; blink indicates LAN activity
» WLAN LED
ON indicates WLAN isworking; blink indicates wirdess activity



Connecting The Wireless Network Access Paoint

Internet
Wireless Network

- .
% i ADSL/Cable Modem

Access Point

@ SOHO Router . v’
Mobile PDA

In order to setup an Infrastructure of awireless network such as the example shown above, you will
need the following

Wiralass Station

Wireless Station

A broadband Internet connection.

ADSL or Cable modem provided by your ISP as part of the broadband connection ingalation.
A Router that connects to the ADSL/Cable modem for Internet connection sharing.

An Access Point to connect with the Router to form a wireless infragtructure network.
Wireless clients equippedwith wireless networking devices such aswireless PC Card for
wireless connection.

a k~ wDNPE

Setting Up The Wireless Network Access Point

The 22mbyps Access Point is designed to be working right out of the box. Any changes of the
default settings can be easily made through the web-based configuration menu using web browser,
such as Internet Explorer. Please go through this chapter carefully for the Access Point setup.



CONFIGURING YOUR WIRELESS ACCESS POINT

The web-based configuration menu provides user friendly graphic design for easy configuration.
Please go through the following check ligt before you consider using the configuration menu.

1. Youwill need a JavaScript enabled web browser such as Interret Explorer v5.5 or higher and
Netscape v4.0 or higher.

2. The Ethernet network adapter must be working properly. Please refer to Troubleshooting
section for detalls.

3. If you are connecting the Access Point through a router or alocd area network, which has
DHCP server endbled, you will not need to assign aeic IP addressto the computer that you
are using to configure the Access Point. Please go to check item no. 6

4.  If you are not connecting the Access Point through arouter or alocd area network, which has
DHCP server enabled, you will need to assign a gatic | P address to the computer that you are
using to configure the Access Point.

5. ThelP address assigned to the computer that you are using to configure the Access Point must
be in the same IP address rangeas AccessPoint’s. Please refer to Networking Basis section to
learn more about assgning I P address.

6. The power jack must be properly inserted to make sure that the Access Point is powered.

The Default Settings of the 22mbps Access Point:

IPAddress 192.168.1.1
User Name admin
Password admin
ESSID wireless
Channdl 6

WEP dissbled




Configuration Menu

Y ou can access the configuration menu anytime by opening up an web browser window, and typein
the IP address of the Access Point. The default | P address of the Access Point is shown below.

Open Web brOW$r inde - Micrnsuﬂ Inernet Explorer,

File Edit “iew Favorites Tools  Help 'l‘r
\N"mN @Back - | :j /J Search ‘}"‘/:'?Favorites G‘Media €"} <]~ .;.,_r.. ”
Typein IP address " sl D )
Press “Enter” or
HGO”

Note! TheIP address shown above is the default |P address for the Access Point. Use this IP
address when connecting to a network consisting of Access Points set to default settings. If the IP
address of the Access Point is being changed to comply with the network, then type in the IP
addressin the Address fidd of the web browser, instead of the default |P address.

Connect to 192.168.1.1

Typein “user name”
Typein“password’

Click “OK™”
AP04245C
Iser narne: |ﬂ admin v|
Password: | YT |

[CJremember my password

oK, Cancel




Note! The default username is*admin” and the default password isaso “admin’.
The configuration menu will gppear. Y ou can configure and get information about the Access
Point by going through each tab. Here Status pageis displayed.

LAH

Fermerare Yorwon 13 002,00

MACOD-E-2F-FF-FL-04

1P Address: 19218810

Sabnet Mask: 2552552550

fateway 0,05

S@nd: 1054

Encwives 1254

MACO0 - -2 - 54 -0 0-12

EEI: APFEECOA

Emcryptios Funcon :

Wireless

e LS

Hocwiwe: 1254
MACIg-06-25-54-00-12
SSI0N APFFFCEE
Chasnei:z &

Geneld Gl

Huceiwe: 527

WiewLog

Canneation Time
PLETHL Suap R e g |

Wireless Blatins
OO 40QNCEHZFC



Getting Started With Setup Wizard

Setup wizardis provided as part of the web configuration utility. Y ou can Smply follow the

step-by-step process to get your Access Point configured and ready for running in 4 essy steps by

clicking on the “Wizard” button on the function menu. The following screen will appear. Please
click “Next” to continue.

Setup Wizard = .0

¥elcomn o e Sinbpe Acoees Ponl Sebup Wpard | The Wisrd wil drad you
sl these four quick fleps. Shat by choking onBesd.

ey 1. Bl woun new peaswond

o G ha 90w Chenma

Wiep 5 Sed Encrypton

®ep 4. Reclat

Encryptien Fumcbisn ;

Step 1: Set Password

The Access Point is password
protected to prevent unauthorized
modification to your configuration.

Y ou can change to new password if
you wish, otherwise smply dick
“Next” to continue.

Setup Wizard = ;¢

i Pl

Ok 4 e e O I it
Filigwrine et Fisiels - (A0 P B NS A HIG'EHT;I.IW'-WI

G > 2y

higek nexl el

After entering the new password in
both text boxes, dick “Next” to
continue.

ErurygHen Fenctian



Step 2: Set WLAN Connection

Enter the SSID that you would liketo

use and sdlect the channd of
operaion, then dick “Next” to
continue.

Step 3: Set WEP Encryption

Y ou may enable the WEP security by
sdecting “Enabled”, otherwise,
smply dick “Next” to continue
Sdect one of the WEP encryption
key sze and enter the vaue of the
key inthe Key text box, then dick
“Next” to continue.

Note! There are 3 key sizes to choose

from, 64, 128 and 256 Bit, however
256 Bit will only be supported with
22Mbps series products.

Step 4: Restart

The Setup wizard is now completed.
The new settings will be effective
after the Access Point restarts.

Click “Restart” to reboot the Access
Point.
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The Access Point is now rebooting,
dick “Close” to closethe Setup
wizard window and go back to the
main menu.

By L Fani |

Status Page

This page displays the following information.

Firmmiare Wersine 03,02, 02
LAM MAC0-23-3F-FF-FC-24
1P Adlresss 192 16800
Subnet Mask: E55.255.255.0

Cabewsy! §.0.0.0

TaiEYEY -
Senid: 10549
Receives LEGE
wrebesy FRL:00-06-25-58-00-12
SEI0: APFFFID4
EmCeyplien Fanction:
Chanzeh &
Send: G4l

Rercaives 5EF

"'r‘nwj.ug

Comzachon Tims Wireinan Baton
JanA R0 FTaE JLIE (kR dcd el 2
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Firmwar e Version: Shows the current firmware verson

L AN: Shows the Mac address, IP address (default: 192.168.1.1), Subnet Mask, Gateway Address.
The current LAN traffic calculated in terms of number of packets sent and received by AP through

wired connection is aso digplayed.

Wireless: Showsthe Mac address, current ESSID, the status of Encryption Function (Enable or
Disable), the curent using channdl. The current wirdess traffic calculated in terms of number of
packets sent and received by AP through wirdess communication is dso displayed.

View Log: Upon clicked, the page will change to log page. The log page records every event and

the time that it hgppens.

Sl Pk |t B ' Bipywis Pam I ax-Pem I Clear Log I Rafiesh I
Tl Messige
Tl W00 4 200 P e wriurt Chasrale & 3210 :-APFFFC4
Ted1 SN0 1 30 Swriem siaried

1of

You may clear the entries recorded in the log by dlicking the “Clear L og” button, and refresh the

screen to show the latest log entries by clicking the “Refr esh” button.



Basic Setting

Thisisthe page where you can change the basic settings of the Access Point with the minimum
amount of effort to adjust a secure wireless network.

AP rame [APFFF 04

510 [aPFFFC04

thumellE "; {Damain: Jepan(all)

WEF Koy " pesable = gabets © 1z0bets  230bets

mogs]escl 7
&, r

ca [

Apply _| Cancel I an:-l

AP Name: Name of the AP, which can be used to identify the Access Point anong the dl the
Access Pointsinthe wireless network.

SSID: Service Set Identifier, which is aunique name shared among al dientsand nodesin a
wirdess networ k. The SSID must be identical for each dients and nodes in thewireless network.
Channél: Thevaue of channd that AP will operatein. Y ou can select the channd range of 1to 11
for North America (FCC) domain, 1 to 13 for European (ETSl) domain and 1 to 14 for Japanese
domain.

WEP Key: To disable WEP security, dick on the “Dissble” option. To enable WEP security, there
are 3 type of WEP keys to choose from, 64bits, 128hits and 256bits. When one of the 3 WEP key
optionsis selected, you must enter the value of one of the four Keysin ASCII or HEX format. You
can dso enter the vaduesfor dl four WEP keys, and select oneto use.

Note! When AP’'sWEP security isenabled, al the wirdess clients that wish to connect to the
Access Point must aso have WEP enabled with the identical WEP Key vaue entered.

For the changes made to any of the items above to be effective, click “Apply”.



: PirgdH 53, 16R. 1, 1bamhc s ogl - Miesesit balormet E

Fis P N Fasvim Tesh e 3
Goae = ) W] [ D Dreen e @ @ e [T
ickw | ] Fokps ] 19, 1666 3. B bamuic_warcid v “'_ﬂ@ o
Snve cebEgy sooeed
The device n restarting
Bk

] [one B Fasvet

The new settings are now been saved to Access Point and will be effective once the Access Point
resarts.

Click “Back” to go back to Basic Setting page.
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IP Setting

Thisisthe page where you configure the | P and DHCP settings of the Access Point.

LAN TP { gbtain IP Automatically

& Figed 1P

address [12 s fi i

subnetMask 255 P55 5

Gateway |D ,ID ,|D ,ID

DHCP Server  op

& off
From 152 I8 | |1 i
IP Range
w 192 Lfi Jion
DNS Server ID . ISI _IU IT

Apply | Cancel | Hep |

The default 1P address of the Access Point is 192.168.1.1 with the Subnet Mask of 255.255.255.0.

Y ou can typein other vauesfor IP Address, Subnet Mask and Gateway and click “Apply” button
for the changes to be effective.

Y ou can aso set the Access Point to obtain the IP from a DHCP server, but it is not recommended.
Once &, it will be difficult to determine the dynamic | P assigned to the Access Point. Sdect the
option “Obtain P Automatically” and dick “Apply” button for the changes to be effective.

DHCP Server:

It's not recommended to enable the DHCP Server if you have a DHCP server running in your LAN
network, for it will cause possible IP assgnment conflict.

Enable the DHCP server function by sdecting the option “On", and enter the IP range.

Click “OK” to dose pop-up box. Click “Apply” for the changes to be effective.
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The new settings are now been saved to Access Point and will be effective once the Access Point
rearts. Click “Back” to go back to Basic Setting page.



Advanced Setting

This page contains configurations for advanced users, which the change will reflect the wireless
performance and operating modes.

3 hadvanced Seining - Micrseodt Iniernel Exploree

Fla Ecdt Wi Favortes  Took  Halp i
Qe - D K] F] G e oreons @ned € 03- 5 W -
aucichmss | REEpyyLER. 164, L.1)advancad bl w a- tnkx

AP Mode & oap
O AP Client Remote AP BSS 1D 000000000000
) Wireless Bridge Remots Bridge MAC
2 Multiphke Bridgs
Beacon interval 100 |[n1:n|:_, range: 1~ 1000, dafault: 100)
DTIM Interval u {range; 1~255, default; 33
Authantication Type O Opan Bystem ) Bhared Kay & Both
Freamble & Short Preamble < Long Preamble
Basic Rate O 1-2(Mbps) & 1-2-5.5-11(Mbps) O 1-2-5.5-11-22{Mbps)
Supported Rate O 1-2{Mbpsy O 1-2-5.56-11{Mbps) & 1-2-5.5-11-22{Mbps)
Antenna Selection O Left Antenna O Bight Antenna & Diversity Antenna
BEID hrnadoast & Enable ) Disable

4¥ Mode & Enabda O Disabla

[L#pp | [ concel | [Haip |

13 B Intermer

AP Mode:
Sdect one of the AP operating modes for different gpplication of Access Point.
1. AP - Thenorma Access Point operating modewhichforms awireless ESS network with its
wireless dients.
2. APClient— Actsasan Ether net-to-WirelessBridge, which allowsaLAN or asingle computer
gation to join awirdess ESS network through it. Y ou must make sure that the SSID and
Channdl is st to the same as that used by the AP you wish to connect.
Remote AP BSSID: key inthe LAN Mac address (NOT wireless Mac address) of the AP
that you wish to get connected.
Please note that if you leave Mac address as 000000000000, then you will get connected
by the SSID that isset in you AP.



3. Wirdess Bridge— A pair of APs operating under Bridge mode to act as the bridge that connects
two Ethernet networks or Ethernet enabled clients together. Y ou must make sure that the SSID
and Channdl is set to the same as that used by the AP you wish to connect. The “Remote Bridge
MAC” iswhere you enter the MAC address of the other AP that you connect to setup the
wireless bridge.
Remote Bridge MAC filed: key intheL AN M ac address (NOT wireless Mac address)
of the AP that you wish to get connected
4. Multiple Bridge— A group of APswhich congsts of two or more APs operating under Multiple
Bridge mode, that can connect two or more Ethernet networks or Ethernet enabled clients
together. The way that multiple bridge setup is based on the topology of Ad-Hoc mode.

Note! A Il APs have to use the same Channel and SSI D in order to form a Multiple Bridge network.

Beacon Interval: To s the period of time in millisscondsthat AP sends out a beacon. Default is
100 milliseconds.

RTS Threshold: To set the size of RTS/CTS packet Sze. Default is 2432 bytes.

Fragmentation Threshold: To set the number of bytes used for the fragmentation boundeary for
directed messages Defaullt is 2436 bytes.

DTIM Interval: Thisvaueindicatesthe interva of the Ddivery Traffic Indication Message
(DTIM). A DTIM field isacountdown field informing clients of the next window for listening to
broadcast and multicast messages. When the Access Point has buffered broadcast or multicast
messages for associated clients, it sendsthe next DTIM with aD TIM Interva vaue. Access Point
Clients hear the beacons and awaken to receive the broadcast and multicast messages.

Authentication Type: The Authentication Type default is set to Open System, and you may want
to set to Shared Key when the clients and A P in the same wireless network engble the WEP
encryption. All the nodes and hosts on the network must use the same authentication type. If's
recommend that you use the default setting.

Preamble Type: Preambleisasequence of bits transmitted a 1Mbpsthat alows the PHY

circuitry to reach steady-gate demodulation and synchronization of bit dock and frame sart. Two

different preambles and headers are defined: the mandatory supported Long Preamble and heeder,

which interoperates with the 1 Mbit/s and 2 Mbit/s DSSS specification (as described in IEEE Std

802.11), and an optiona Short Preamble and header (as described in IEEE Std 802.11b). At the

receiver, the Preamble and header are processed to aid in demodulation and ddlivery of the PSDU.

The Short Preamble and header may be used to minimize overhead and, thus, maximize the network

-



data throughput. However, the Short Preamble is supported only from the IEEE 802.11b (High-Rate)
gandard and not from the origina |EEE 802.11. That means that stations using Short-Preamble
cannot communicate with gations implementing the origind version of the protocal.

BasicRate: Thebasic trandfer rate is sat depending on the speed of your wirdess network. For
example, you set 1-2 (Mbps) if you have older 802.11 canpliant device in your network, which
supports 1 ~ 2 Mbps datarate. This setting does not limit the basic trandfer rates of the faster
802.11 compliant network devices.

Antenna Selection: To set the antenna for tranamitting data. The default setting is Diversity
Antenna, which is better for reception.

SSID Broadcast: While SSID Broadcast isenabled, dl wirdess clientswill be ableto
communicate with the Access Point. For security purpose, you may want to disable SSID
Broadcadt to dlow only those wireless clients with the AP's SSID to communicate with the Access
Point.

4X Mode: When “4X enable’ is sdected, you will be running 22Mbps PBCC+4X mode, the
wirdless transmission peed can achieve over 12Mbps red throughput assuming thet the wireless
client device is dso running 22Mbps PBCC+4X.

Note!: 4X mode s proprigtary tranamission mode avalable only with our solution chipset. In
order to achieve superb speed by 4X or 22Mbps PBCC mode, both the transmitting and receiving
parties must be using aur WLAN solution products.



Security

This page is where you configure the security feetures supported by this Access Point.

BO2.x | Feald

Passmord Sdministrater id; |a:|11i'|

KF Fossward Mem: I""—h
Cnfem

aply | Cancel | Help |

HAL Filtes  gnabled ¥ Disabled
= anly desy PO with ML liebed below b scosss devics

[ <Indy alberre POx with MAS lisked below bo acoass davice

o
HAC L | -l | -| -4 -|
macz | I S I
Wt s | Y | ]

s ...

Password:

Allow you to change the new login password. Here are the necessary steps.
1. Enter the new password in the” AP Password New:” fidd.

2. Enter the new password againinthe “Confirm” fidd.

3. Click “Apply”

Note! The wireless clients will not be able to recognize the Access Point using Site Survey utilities,

such as zero configuration utility provided in WindowsXP.



MAC Filter
MAC Filter function controls the MAC of the network devices that are listed in this table for access
authorization or denid. When MAC Filter is enabled, by sdecting the “Enabled’ radio box, select
one of two choices:
»  Only deny PCswith MAC listed below to access device, or
»  Only dlow PCswith MAC listed below to access device
N\

Ml Filter ) (0 Enablad < Disabled
3 Only daigg PCs with M&C Estad below to access davica

@ Only allaw PCs with FASC leted bakw 10 #Coass devica

0
MACL [
MALD [
MACE 5 P o =] -
oo -1 [- - -
. -1 i .
MACE [
MADT [
MACE [
AT [
|

FACLO

[#enk | [ Corcel |[ Heip |

Mad; Filtes {0 Enabled ) Disabled
[ Onby dany PCE with MAC listad balow to access devica

i Criy allow PCs with MAC lsted below to accass desice

Sy J[ Cencel | [ Help |
The maximum number of MAC addressss that can be stored in Access Pint is50. Y ou can browse
through the MAC address saved by sdecting the drop-down box.
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Qus - © [ & €h Osen drrons @res @ (3. 5
Hikhes ] hetp: 132 100 Lsen.sity. g | ! [ ot
Fawe potings Fucoeed
Hail:

.;‘. B Irdseed

For any changes made in the security page, click “Apply” for the changes to be effective. When the
above page will appear. Click “Back ” to go back to the previous page.



802.1x

There are three essential components to the 802.1x infragtructure: (1) Supplicant, (2) Authenticator
and (3) Server. The Access Point serves as an Authenticator, and the EAP methods used must be
supported by the backend Radius Server. The 802.1x security supports both MD5 and TLS
Extensive Authentication Protocol (EAP). Please follow the steps below to configure 802.1x
Security.

@ 802.1% (¥ Enabled

" Disabled

Encryption Key Length * 64 bits ( 128 bits " 256bits

Lifetime |30 Minutes =
RADIUS Server 1 Ip o o o o
Port 1812
Shared Secret I
RADIUS Server 2
(optional) IP ID ,ID ,ID _ID
Port 0

Shared Secret I

Apply | Cancel | Help |

1. Enable 802.1x security by sdecting “Enable ™.

2. 1f M D5 EAP method is used then you can skip step 2and go to step 3.

3. Sdect the Encryption Key Length Sze ranging from 64 to 256 Bits that you would like to use.
Sdect the Lifetime of the Encryption Key from 5 Minutesto 1 Day. As soon as the lifetime
of the Encryption Key is over, the Encryption Key will be renewed by the Radius server.

4. Enter the P addr ess of and the Port used by the Primary Radius Server
Enter the Shar ed Secr et, which is used by the Radius Server.

5. Enter the I P addressof, Port and Shared Secr et used by the Secondary Radius Server.
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Click “Help” to get interpretation for Encryption Key and Radius Server
6. Click“Apply” button for the 802.1x settings to take effect after Access Point reboots itsdlf.
Note! As soon as 802.1x security is enabled, all the wireless client stations that are connected to the

Access Point currently will be disconnected.  The wirdess dients must be configured manualy to
authenti cate themsel ves with the Radius server to be reconnected.



Tools

Three functions are provided in this page, Backup/Restore Settings, Restore default settings and
Firmware Upgrade.

ot
- . -
R ._-r - .
| & 22 Mbps - ICcoss Fo/mt
=l . A : | wlaaid | Statiie | Baalc Setlhg |10 Setlng | Advaiced Setllig | Seoudty | B8R 1 ]

Aackip Geitenge  Eackup i
Emstore Swthings | .. |

Backup Settings:
Click on “Backup” button, which will open a FileSave Dialog box, where you get to saved| the
current settings and configurations to afile.

Restor e Settings:

Click onthe“Browse” button to open aFileOpen Didog box, where you get to sdect thefile,
which you save previous settings and configurations, to be opened.

Upon sdlecting the saved file, dlick “Restore” and complete the restore process when the Access
Point re-operates after it restarts.

Regoreto default settings:
Click on “Default” button to restore the Access Point back to it's manufacture default settings.

Firmware Upgrade:

Click onthe“Browse” button to open a FileOpen Diaog box, where you get to sdect the firmware
file, which you download from the web for the latest version.

Upon sdecting the firmwarefile, dick “Upgrade” and complete the firmware upgrade process
when the Access Point re-operates after it restarts.
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USING AP 22M UTILITY FOR MANAGEMENT

Installing AP 22M Utility

The AP 22M Ultility is a program thet runs on your PC, which offers easy management for all
existing 22mbps Access Points in the same network domain. Please follow the steps bdow for
ingtalation and refer to “Manage and Configure AP with AP 22M Utility” session Access point
configuration

Note! Theingdlation demondrated is based on Windows X P operating system. The other
Windows operation sysem will have very smilar ingalation.

1. Turnonyour PC

2. After Windows starts up, insert the 22Mbps Access Point Product CD into the CD tray of the
CD-ROM

3. Thefallowing screen would appear.

lnstall‘ Uninstall‘ UserManuaI‘ CD Contents

Wireless LAN Product Senes

Please select produoct. Install the appropriate software.
® PC Card/PCl Card

@ Access Point Router

@® Router
Wireless




4. Sdect menu option, “Access Point”, on the left Sde of screen.

Install ‘ Uninstall ‘ User Manual ‘ CD Contents

O
Wireless LAN Product Series

Please select product. Install the appropnate sofiware. -
® PC Card/PCl Card ) .!I

@ @ Access Point Router

@ Router
Wireless

lnstall‘ Unins‘tall‘ UserManual‘ CD Contents

O
Wireless LAN Product Series

Please select product. Install the appropriate sofiware. —
@ PC Card/PCl Card l* 1‘

@ Access Point Router

o

@® Router

Wireless




6. The22M AP Utility loads the Ingtdl wizard for ingtalation.

InstallShield Wizard

@ 220 AP Ltility Setup iz preparing the InstallShield® YWizard,
1]

which will guide yau through the rest of the setup process. Pleaze
wait,

NENNRNNNRNEEN Cancel

Click “Next” to Sart InstallShield Wizard

ingdlation.
g Welcome to the Install5hield Wizard for 22M AP
- Utility

The InstallShield® wizard will install 22k AP Uhility on wour
camputer. To continue, click Mext.

X

\_z'
Click “Next” to InstallShield Wizard
. . Choose Destination Location
indtall in default
Select folder where Setup will install files.
folder or Click
“Browse” toingdl Setup will install 2284 AR Ukility in the: following folder.,
in adifferet folder. Toinstall bo this folder, click Mest. To install bo a different folder, click Browse and select
another folder.

Destination Folder

C:\Program Filezh22b AP Litility Browse...

<Bacm Cancel |
u




Ingdlation wizard copies the utility program filesin your PC.

InstallShield Wizard

Setup Status

220 AP Utility Setup iz performing the requested operations.

0%

Cancel

7. Click“Finish’ to complete the ingdlaion.

InstallShield Wizard

InstallShield Wizard Complete
]

Setup has finizhed ingtalling 22 AP Utility on your computer,




8. The22M AP Utility icon would then gppear on your desktop for easy access.

Manage and Configure Access Point with 22M AP Utility

The AP 22M Utility can be useful in away that alows you to configure one AP to ancther to save
the trouble of logging into the web configuration utility of each AP. However, dl the Access Points
that you wish to configure using 22M AP Utility must be in the same network domain as your PCs.

Y ou may aso check the existence with the Access Point by pinging the IP of the Access Point, for

example, 192.168.1.1, in the command prompt window.

AWINNTASystem32\command. com

MicrozoftC(R) Windows DOS
(CrCopyright Microsoft Corp 1998-2801.

C:“\DOCUME™~1~ADMINI"1>ping 192.168.1.1

Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time=1ms TTL=38
Reply from 192.168.1.1: bhytes=32 time{ims TTL=38

Reply from 192.168.1.1: bhytes=32 timedims TTL=38
Reply from 192.168.1.1: bhytes=32 time<imsz TTL=38

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss)>,
Approximate round trip times in milli-seconds:

Minimum = Bmsz, Maximum = 1ms,. Average = Bms

C:~DOCUME™1~ADMINI"1>




Link Information

Thisis the default page when 22M AP Utility starts up.

@ Wirsless AP 220 Titility = [=E3
—Status
Link Information
AP Settinas AP MName . APFFFCO4
. ESSID . APFFFCO4
IP Settings
IP Address c 192 168.1.1

WEP Settings

Mac Address ;. 00-03-2F-FF-FC-04
802.1X Settings

Domain o Japaniall
Channel i B

WER Security :

—Available AP
AF Mame Mac Address S50 WEF

APFFFCD4 00-03-2F-FF-FC-04|ARPFFFCIYeS

< 5

Copyright 2002

Wirelezs Access Point Configuration LHility
s Apply | Refresh | Close |

Status— displaysthe basic settings of the sdlected Access Point.

Available AP — ligs dl the 22mpbs Access Point of the same network domain detected on the
network. You can sdect aparticular Access Point from the list to view and change its
configur ation.



AP Settings

Thisisthe pagethat dlowsyou to change the settings of the Access Point.

=10 =]

Link Information Basic Setting
1) EssiD

AP Settings
Channel

IP Settings AP Nama

|APFFFCO4

B

[

|APFFFCO4

WEP Settings

\{—I'u'lude Setting
- 2
802.1X Settings % Access Point
i Arccess Point

= Wireless Brid

" Multiple Bridge

Rermote MAC Address
Client |

@ Advanced Setting

ge

—Available AP
AP Mame Mac Address 331D WYER
AFFFFCO4 00-03-2F-FF-Fi-04
: >
Copyright 2002
Wireless Access Point Configuration LHility .-‘E\pph-' Refrash I Closa |

version 1.31

@ Basic Setting— alowsyou to enter the new values for ESSID, Channel and AP
Name of the Access Point.

©

M ode Setting — dlows you to change the operating mode of the Access Point.
There are 4 modes that you can choose: (1) Access Point, (2) Access Point

Client, (3) Wirdess Bridge and (4) Multiple Bridge. Please refer to Appendix
C, Glossary for the functiondities and definitions of these operating modes.

@

the Access Point.

Advanced Setting — recommended for advanced users who are familiar with
wireless networks, and it’s where you set additiond parameters and settings of



/2 Advanced Setting

—Advanced Setting

Transmission Rates

Preamble Type
SSID Broadcast |Enable =l

Beacon Interval |1EIEI

RTS Threshold | '

Fragmentation Threshnld] {085

DTIM Interval |3
Antenna Selection |Diuersi1y Antenna LJ
4 Mode |Enable |

0] 4 | Cancel |

4X M ode: When “4X enable’ is sdlected, you will be running 22Mbps PBCC+4X mode, the
wireless tranamission speed can achieve over 12Mbpsred throughput assuming thet the wirdess
client deviceis dso running 22Mbps PBCC+4X.

Note!: 4X mode is proprigtary transmission mode available only with our solution chipset. In
order to achieve superb speed by 4X or 22Mbps PBCC mode, both the transmitting and receiving
parties must be usng our WLAN solution products.

Pease refer to Appendix C, Glossary for the definitions of other vaues and function.



For any changes made to be effective, click “Apply” button.

The utility program will now prompt you for user name and password as part of the login and

Security protection to make sure you have the right

authorization.

Enter “UserName”

Note! The default username is “admin” and the
default password isaso “admin’”.

The Access Point
resartsitsdlf, and
the screen will
switch back to
dartup page — Link
Information

I€ Login Management

FEX

—Login

Userflame

Passuward

Login Management

FE&X

and “Password’ for
. —Login
the Access Point
Userflame
. |a|:|min
Click “OK” button
Password
)8 Cancel
I2M Mtility =] |
—Status
Link Information
AP Settings AP Mame . APFFFCO4
) ESSID : APFFFCO4
IP Settings
IP Address © 19216811
WEP Settings
Wac Address  : 00-03-2F-FF-FC-04
802.1X Settings
Darain o JapaniAll
Channel . B
WWER Security
—Availahle AP
AR Mame Mac Address S5ID WER
APFFFCO4 00-03-2F-FF-FC-04 [APFFFC(Yes
‘ ol
Copyright 2002 : : y o
Lf\éﬂrrgiloegﬁ %100333 Poirt Configuration Ltility Apply Rafresh | Close I




IP Settings

Thisisthe page where you configure the IP settings for the Access Point.

Sdect “Fixed IP
Address’ and enter
the IP address of the
Access Point and
Gateway.

Sdect “DHCP
Client” if thereisa
DHCP server
assgning 1P
addresses on the
network.

Please also refer to
Appendix B tolearn
more about Network
and IP address.

[E Wirsless 4F 22M Ttility o=
Link Information
> % Fixed |P Address i DHCP Client
AP Settings l
—IP Address Setting
IP Settings
WEP Settings 192 | |ies | [t
802.1X Settings
Subnet Mask [255 [288  [255
Gateway IEI . ID . ID
—Available AP
AF Mame Mac Address S5ID WEP
APFFFCO4 00-03-2F-FF-FC-04 |AP U
« o
Copyright 2002 y : . -
tf\grr:ilsﬁa; gﬁtcess Paint Configurstion Ltility Apply | Beteh | Closa I

Click “Apply” button for any changes made to be effective. The utility program will prompt you
for user name and password for security protection.




WEP Settings

Thisisthe page that dlows you to configure the WEP settings for the Access Point.

o ] S
Enable WEP Key
security by dleIl"g Link Information ¥ Data Encryption
Data Encryption AP Settings Auth. Made [Auto Swieh ]
IP Settings —WEP Key Setting
£ Hex = ASCI
WEP Settings "
Key Length |84 hit= j
802.1X Settings o KEY 1 Iﬂ.—A—A—A—.{-
Ckey2 |
CKey3 |
C Keyd |
—Available AP
AR Mame Mac Address S5ID WEPR
APFFFCO4 00-03-2F-FF-FC-04 (AP
‘ ol

Copyright 2002

t"éﬂ::iloersu?l %«?CBSS Point Configuration Liility Refresh | Close |
AP 291 Tility y — O] =]
Sdect the “Auth.
Mode” and the Link Information ¥ Data Encryption
HK L n h"
ey Lengt P> auth Mode [Auto Switch =]
P S —WEP Key Setting
 Hex * ASCI
WEP Settings
802.1X Settings
Fill at least one of
the 4 Web Key fields
with Hex or ASCI|
vaues
AP Mame Mac Address S5ID WWEFR
APFFFCO4 00-03-2F-FF-FC-04
‘ l

Copyright 2002

Wireless Access Point Configuration Liility
EE Ry Apply Refresh | Close |




802.1x Settings

& Wiseless AP 23 Utility =101 x|
Link Information P Settlrm
v 802.1x Function
AP Settings Encryption Key Length |54 bits j
Lifetime |1 Day ~
IP Settings —RADIUS Server 1
Port |1812
WEP Settings
IPaAddress 0 0 o o
802.1X Settings Shared Secret |
—RADIUS Server 2{Cptional)
Port ]
Paddess |0 [0 oo
Shared Secret I
—Availahle AP
AR Mame hac Address SSID WEP
AFFFFCO4 00-03-2F-FF-FC-04
< ol
Caopyright 2002
Wirel A Point Configurstion Liilit
Ve:;;f?] .31CCESS ] QnTIguraton LY AF'FIW' | REfrBSh | C|DSB |

1. Enable 802.1x security by dicking the “802.1X Function” checkbox.

2. If MD5 EAP methods is used then you can skip step 3 and go to step 4.

3. Sdect the Encryption Key Lifetime from 5 Minutesto 1 Day. As soon as the lifetime of the
Encryption Key is over, the Encryption Key will be renewed by the Radius server.

4. Sdect the Length ranging from 64 to 256 Bits that you would like to use for Encryption Key
Length.

5. RADIUS Server 1: Enter the | P addr ess of and thePort used by the Primary Radius Server
Enter the Shar ed Secr et, which is used by the Radius Sarver.

6. RADIUS Server 2: Enter the | P addressof, Port and Shar ed Secr et used by the Secondary
Radius Server.

7. Click“Apply” button for the 802.1x settings to take effect after Access Point rebootsitsalf.

Note! Assoon as 802.1x security is enabled, al the wireless client stations that are connected to the
Access Point currently will be disconnected. The wirdess dients must be configured manualy to
authenticate themsalves with the Radius server to be reconnected. Please refer to Appendix C for

detail 802.1x setup and ingtdllation.
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APPENDIX A: TROUBLESHOOTING

This chapter provides solutions to frequently encountered problems that can occur during the
ingdlation and operation of the Wirdless Access Point. Please read through the following to solve
your problems.

1. Thecomputer connected tothe Wireless Access Point through Ether net networ k cannot
accessthe configuration menu.

»  Check that the Ethernet Adapter is working properly. Méake sure thet the drivers for the
network adapters are ingtaled properly.

»  Check that the Ethernet cable is connect to the Wirdless Access Point properly, and the
Ethernet LED of the Wireless Access Point is ON.

»  Check that the IP address of the computer is in the same | P range and subnet asthat of the
Wireless Access Point. Please refer to the Networking Basisin APPENDIX B in this
meanua for more information if necessary.

Note! Thedefault IP Address of the Wireless Access Point is192.168.1.1. All the canputers on the
network must have a unique IP addressin the samerange, eg., 192.168.1.xxx, and they must all
have the same subnet mask, e.g., 255.255.255.0.

»  Check the connection of computer and Wireless Access Point by doing a simple Ping test.

» Goto Sat>Run>Type “command” > Type “ping 192.168.1.7" . A successful ping will
show responses from the Wireless Access Point.

= CAWINNT\System32\command.com
Microsoft(R> Windows DOS

(C>Copyright Microsoft Corp 19980-2001.

G \DOCUME™1~ADMINI 1 >ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192 _168.1.1: bytes=32 time=1ims TTL=38
Reply from 192.168.1.1: hytes=32 timedims TIL=38
Reply from 192 _168.1.1: bytes=32 timedims TTL=38R
Reply from 192.168.1.1: hytes=32 timedims TIL=38

Ping statistics for 192.168.1.1:

Packets: Sent = 4. Received = 4, Lost = B <(Bx loss>,
Approximate round trip times in milli-seconds:

Hinimum = Bms. Maximum = ims. Average = Bms

C = ~\DOCUME™1~ADMINI~1>
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2. Thewireless clients cannot access the network in the infrastructure mode.
»  Check that the wirdess network device is being ingdled and working properly.

Goto “Start” >
Right mouse dlick
on“My Computer”
> “Properties’

Goto “Hardware”

‘ |'|' '_ ;‘ Administrator

; Internet
Internet Explorer
w5 E-mail b My Recent Documents ¥
d Qutlook Express

|
A5USUpdate ¥3.25.03 ) My Music
“ 13 Explarer i, § My Computeiile i1

Explore

® Windows Media Plaver B‘ Contral Panel search...

Manage

-;_} My Documents

{2 Printers and Fa )
@ Windows Movie [Maker 2 Map MNetwork Drive...
. Disconnect Metwark Drive...
- @) Help and Suppc
'._@ Tour Windaws XP w Show on Desktop

'_) Search Rename
- Files and Settings Transfer S
Wizard =7 Run... =t

All Programs D

Sysiem Properties

Systern Restore || Autornatic Updates || Femate |
General | Computer Mame ([L HardwarQ" Advanced |

Syatem:
Microzoft Windows P
Professional
Yergion 2002

Registered to:
TinGin

55274-337-5493894-22333

Computer:
Intel Celeron processor
T MHz
112 ME of Rk

] 8 ] [ Cancel Apply




Goto“Device
Manager”

Right mouse click
on the network
adapter whichyou
connect RM5 cable
with. And go to
“Properties’

System Properties EIEI

| Syztem Restore || Autornatic Updates Remote |
| General || Computer Mame | Hardware Advanced

Add Hardware YWizard
% The Add Hardware “Wizard helpz you install hardware.

Add Hardware Wizard

[Device Manager

The Device Manager lists all the hardware devices installed
on pour computer. Uge the Device Manager to change the
properties of any device.

———

[ Driver Signing Wﬂiﬂﬂ_—-]/’

Hardware Profiles

Hardware profiles provide a wap for pou to zet up and store
different hardware configurations.

[ Hardware Profiles ]

oK ][ Cancel ] Aoy

£; Device Manager |:]IE] EI

File #ction Wiew Help

xj Computer
- g Disk drives

- @ Display adapters

-k DYDPCD-ROM drives

-i=) Floppy disk controllers

- ‘% Floppy disk drives

% IDE ATASATAPI controllers

Lo Kevboards

& ) Mice and cthier pointing devices

Monitars

= 8 Metwork adapters
e Update Driver...
BB Inkel(R)YPROJL Disabis

Other devices 5
PCMCIA adapters | Sninstal

- Ports (COM&LPTY
@. Processg
@, Sound, Wies

System devices
e Universal Serial Bus controllets

od Properties

Opens property sheet for the current selection.




228 WLAN Adapter Properties @

Check and make
sure that the network | Genetal | Advanced | Driver | Resources | Power Management|
adapter isworking [@] 220 WLAMN &dapter
properly

Device type: Metwork, adapters

M anufacturer

Location: CardBusz Slat 2 [PCl bus B5, device 0, functio

Device status

@evice i wurkin@

flf wou are having problems with this device, click Troubleshoot to
{ghart the troubleshocter, |

Troubleshoat. . |

Device uzage:

| Use this device [enable] v

[ Ok, l [ Cancel

3. Resettingthe Wireless Access Point to Factory Default Setting.
Y ou may choose to Resat the Wirdess Access Point by doing the following:

>

>
>
>

L ocate the Reset button on the back of the Wirdess Access Point

Use a paper clip to pressthe Reset button

Hold the reset button for at least 5 seconds before you release

Wait till the Wireless Access Point reboots itsdf (it may take afew minutes), thenthe
configuration will be set back to factory default vaues

4. What arethe operation modes supported by the Wireless Access Point?
The Wirdess Access Point supports 4 operation modes:

- AccessPoint:
Forms awireless network and works as a bridge to communicate with Ethernet LAN network.
- APClient:
Acts as an wireless client which alows the computers that are connected to the AP to
communicate with other wirdless clients.
- Point-to-Point Bridge:
Connects two independent Ethernet LAN networks or computers wirdesdy.
- Multi-point Bridge:
Connects more than two independent Ethernet LAN networks or computers wirdesdy.
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5.

10.

11.

What isthe difference between 22mbps and 11mbpswireless products? What's the
benefit of 22mbps Wireless Access Point?
The 22mbpsis made possible by the new modulation method called PBCC developed by T,
which is different from the current CCK modulation method for 11mbps. The 22mbps Wireless
Access Point offers double data rate than that of 11mbps with 20% more distance coverage. The
22mbps wirdess products aso operate in the 2.4GHz |SM band and they are backward
compatible with 11mbps wireless products.

What is Roaming?
Roaming is the ability of portable computers, eg., Packet PC and notebook, to have consstent
and continuous data transmission/reception throughout an area covered by more than one
Wireless Access Point. In order to achieve seamless connectivity, dl the wirdess clients and
Access Points must be set to use the same SSID. When a user walked out of the coverage area
of one AP into another, the wireless client network device will automaticaly reestablish
connection with the new AP.

What isaMAC Address?
The Media Access Control (MAC) addressis a unique number assgned by the manufacturer to
any Ethernet networking devices, e.g. anetwork adapter, that allows the network to identify it at
the hardware level. Unlike IP addresses, which can be changed or dynamicaly assigned by
the network, the MAC address of a networking device is permanent.

What isWEP?
Wired Equivaent Privacy (W EP) is atype of data encryption mechanism described in the |IEEE
802.11 standard. The 22mbps Wirdess Access Point supports 64/128/256 bit shared key for
WEP.

Would the information be transmitted securely in theair?
WLAN offerstwo layers of protection for security. First layer is on the hardware level. As
with Direct Sequence Spread Spectrum (DSSS) technology, it has the inherent security festure
of scrambling. Second of dl, on the software leve, the security control is made possible by
Wired Equivdent Privacy (WEP) for access control.

What is|SM band?
The FCC and their counterparts outside of the U.S. have set aside bandwidth for unlicensed use
in the ISM (Indudtrid, Scientific and Medical) band. The 2.4GHz unlicensed ISM band is
avallable worldwide, which presents the opportunity for the globd market of 802.11b high
Speed wirdless products.

What is 4X mode?



Thisis aproprietary wireless data transmisson mode provided by T1, which enhances TI's
22Mbps PBCC speed to reach data throughput to over 12Mbyps. Sinceit is not |EEE 802.11b
sandard wirdess datamode, in order to dlow 4X mode, both the receiving and tranamitting
parties must be using Tl solution.



APPENDIX B: NETWORKING BASIS

This chapter will help you learn the basics of home networking.

Using the Windows XP Network Setup Wizard

Goto Start menu > Hetwork: Setup Wizand

Control Panel > Welcome to the Network Setup
Network Connections % Wizard

Thiz wizard will help you zet up this computer ta run on your
nietwark. Wwith a network, you can:

In the menu on the | eft
Sde of the window,
sdect “Set up a home

or small office
network ”

+ Share an Internet connection

+ Set up Internet Connection Firewall
+ Share files and folders

+ Share a printer

Click “Next” to
procced

To continue, click Mest.

Mest> | [)Cancel ]

Click “Next” to Network Setup Wizard
continue Before you continue...

Before you continue, review the checklist for creating & network.

Then, complete the following steps:

+ |nztall the network, cards, modems, and cables.
+ Turn on all computers, printers, and external modems.
+ Connect to the Intemet,

When you click Mest, the wizard will search for a shared Internet connection on your nebwork.

[ <ﬁack{ ” et » ] Cancel
Zz

N
pa—
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Sdect the option

thet best describes
how you connect
your computer to the
Internet.

In the case of using

Network Setup Wizand

Select a connection method. %

Select the statement that best descrbes thiz computer:

() Thiz computer connects directly ta the Intemet. The other computers on my network connect
to the Internet through thiz computer.

Wiew an example.

(£)iThis computer connects to the Internet through another computer on my netwark or through

< Back (” Meut > l [) Cancel l

router inthe ia rezidential gateway,
cwork th Wiew an example.

n OrK, choosethe
opt () Oither

sscond 10N.

Clidk “Next” to Learn mare about home or small office network. confiqurations.

continue.

1. Enter a short Metwork Setup Wizard

decri pthﬂ for your Give this computer a dezcription and name. %

computer .

2. Enter aname for

your oomputer to be Computer description: |.f-‘«FIE.f-‘~ 51 STATIOM Mo, B |
i7ed Examplesz: Family Room Computer ar Monica's Computer

recognized among

the network Computer name: |.f-‘«LIENT |

n OrK.

3. Click “Next” to
continue.

Examples: FAMILY or MOMICA

The current camputer name iz k.

Learn more about computer names and descriptions.

< Back g MHewxt > >[ Cancel




Enter “Wor kgroup
name” for your
home network.

Click “Next” to
continue’

Click “Next” ad
walit for the wizard
to gpply the settings.

Network Setup Wizard

Name your network. %

Mame your network by zpecifying a workgroup name below, Al computers on your network,
ghould have the zame workgroup name.

Workagroup hame: AREAST
Examples: HOME or OFFICE

< Back Mext » Cancel

Network Setup Wizard

Ready to apply network settings... %

The wizard will apply the following settiings. This process may take a few minutes to complete
and cannot be interrupted.

Settings:
Internet connection settings: ~

Caonnecting through another device or computer.

Metwork, settings:

Computer description; AREA 51 STATION Mo, B
Computer name: ALIENT
Workgroup name:; AREART

| £

Tao apply these settings, click Next.

< Back g Mest > D Cancel




You may cregte a
network setup disk
whichsaves youthe
trouble of having to
configure every PCs
in your network.

Sdect thefirgt

choice, and insart a
floppy disk into your
disk drive

Click “Next” to
continue.

Nebwork Setup Wizand
Please wait... %

Fleaze wait while the wizard configures this computer for home ar zmall affice networking. This
process may take a few minutes.

i
l_g wg Fa,

Nebwork Setup Wizard
You're almost done... %

= ouneed to run the Metwork Setup Ywizard once an each of the computers on your
\5,) network. To run the wizard on computers that are not running Windows =P, wou can use
the Windows XP CD or a Network Setup Dizk.

‘What do you want bo do?

()iCreate & Metwork Setup Disk:

() Use the Netwark Setup Disk | already have
1 Use my Windows %P CD

(3 Just finish the wizard; | don't need ta run the wizard on other computers




Click “Format
Disk” if youwishto
format the disk.

Click “Next” to

copy the necessary
filesto the disk.

Click “Next” to
continue with the
Network Setup
Wizad

Network Setup Wizard
Insert the disk pou want to use. %

Inzert a disk the into the following dizk dive, and then click Mexst.

3k Floppy [&.]

g format the dizk, click Format Digk.

e )

Copying... r;|

~< -

Please wait while the wizard copies files. .,

[ ) Cancel

Network Setup Wizard

To run the wizard with the Network Setup Disk_.. %

= Complete the wizard and restart this computer. Then, use the Netwark Setup Disk toun
\!J) the Metwork Setup Wizard once on each of the other computers on your network.

Here's how:
1. Inzert the Network Setup Dizk into the next computer pou want to network,

2. Open My Computer and then open the Metwork, Setup Disk,
3. Double-click "netzetup.

< Back




Note! Now you may use the Network Setup Disk you just crested in any PCsin your network that
you wish to setup. Simply insert the Network Setup Disk into the disk drive of a PC, and open to
browse the content of the disk with “My Computer” or “Windows File Manager”. Double-dick
and run thefile “netsetup” for the program to handle the rest.

Click “Finish” to Network Setup Wizand

complete the Completing the Network Setup

Network Setup % Wizard
Wizad. You have successfully set up this computer for home or small

office networking.

Far help with home or small office netwarking, see the

following topics in Help and Suppart Center:

* Using the Shared Documents folder

= Ghanng fles and folders

To gee other computers on pour nebwork, click Start, and then
click My Metwork, Places.

To cloze this wizard, click Finizh,

| <Back (J|__Finish
N

System will now System Settings Change
havetoresart in P ‘¥ou must restart your computer before the new settings will take effect.

Orde’ fOf' the new Do wou wank bo restart your computer now?
sHtingsto be
effective.

Click “Yes' to
restart the computer




Checking IP Address of Your Computer In Windows XP

Sometimes you will need to know the IP address of the computer that you are using. For example,
when you want to make sure that your computer is in the same network domain as that of your
Access Point for you can configure and access the AP.

Goto Start menu > Run @@
Run > type
W . — == Type the name of a program, folder, document, or
command ' Inkernet resource, and Windows will open it For you,
e Open: v
Click “OK

Cancel JI Browse, ..

When the command prompt window appears, type command “ipconfig/dl” and press Enter. This
command will display the IP addresses of dl the network adaptersin your computer.

' Conumand Prampt 5]

:“\Documents and Settings“Administratorripconfigrall

Windows 1P Configuration

Primary Dns Suffix . . . . . . . =

Mode Type . . . . . . . . . . - - & Unknown
P Routing Emabled. - - . - - - - = Ho

WINS Proxy Enabled. . . . . . . . =

thernet adapter Wireless Metwork Connection 2:

Connection—specific DNS Suffix . =
Description - . . . . . . . . . . = 22H VLAN Adapter

Phyzical Address. . . . . . . . . = B8-83-2F-BC-B1-55
Dhep Enabled. . . . . . . . . . . = No

IP Address. . . = o o = = = = = = 2 122.168.1.2
Subnet Mask . . . . . . . . . . . : 255.255.255.8
befault Gateway . . . . . . . . . =

sDocuments and Settings™Administratop’>

In this case, the IP address of your network adapter is 192.168.1.2 hich means your Access Point
must have an IP address of 192.168.1xxx in order for you to be able to access it.



If the IP address is assigned by DHCP server on the network, there are chances you might have to
release the P and acquire it from DHCP server again. Hereis how you do it.

Goto Sart menu> Run @ 'E
Run > type
“ . = Type the name of a program, folder, document, or
command 2 Inkernet resource, and Windows will open it far wou,
H 13 ” QFIE-'FI: b
Click“OK
—

( (o] 2 Cancel H Browse, ., I

Type command, “ipconfig /renew” in the command prompt window and press Enter. This
command releases the current | P address and acquire it from the network, i.e. DHCP server, once
more.

e W INDHRTR VS o e o mmiain . oim

I testld

* Hykadd

In this case, the IP address that we acquired is 192.168. 1.3. However, it’s often that the acquired IP
address d the network adapter might would not be the same.

Note! To renew IP under Windows 98 and Windows ME, you will have to go to the Start menu >

Run > type winipcfg and dick “OK™”. The Windows IP Configuration Menu window would

appear, where you first click “releasg’ button to release the current | P address, followed by clicking
of “Renew” to acquire anew | P address from network.

If the above methods for IP renew fail, you will haveto try and restart the computer, which will
reinitializes the network adapter settings during startup induding renewing IP address. If you ill

have problems getting an | P address after computer restarts, you will have to consult with your MIS
in your office or cal computer and network technicians.



Dynamic IP Address V.S. Static IP Address
By definition Dynamic | P addresses are the | P addresses that are being automaticaly assgned to a
network device on the network. These Dynamically assgned |P addresses will expire and may be

changed over time.
Static |P addresses are the | P addresses that users manualy enter for each of the network adapters.

" Hetwirk Conmections

Fiz Edt “isa  Favrbes  Took  odwancad  Hap
1 ' e

3 =+ ? - Brmch [ Falbers |._.

fcdress | WL Nabvrk Connechions: =
B — o

Goto Sart menu > Control
Panel > Networ k
Connections > Right-dick on

theactive Local Area :
. [ crockaner | i
connection > Select o e = v Disatle
) . el i Y Rl el Mot ks
Properties B o s S

o Rt

8, Feepiir this connection Hridge Cornechiore

N ot e! There might be two or more Loca Area Connection to choose from. Y ou must select the one
that you will use to connect to the network.



The Loca Area Connection - Wireless Network Connection Properties E|E|

Properties would gopear. General | wirsless Networks | Authentication | Advanced

Connect using:
Select “I ntemet Protocol : B 27M WLAN Adapter |

(TCP/IP)" and Click

“Properties’ to continue.

Thiz connection uses the fallowing tkerns:

g Client for Microzoft Metwarks
v Q File and Printer Sharing for Microzoft Mebworks
QQDS Packet 5cheduler

nternet Protocol [TE@
A
~
Irnztall... Urinztall < Froperties >

Description

Tranzmizzion Control Protocol/Intemet Protocol. The defaul
wide area network protocal that provides communication
acrozs diverse interconnected networks.

[[] 5how icon in notification area when connected

Dynamically Assigned | P Address

Internet Protocol (TCP/IP) Properties

The TCP/IP Properties window
aopears.

General | Alkernate Configuration |

rou can get [P setbings azsigned automatically if your network supports
thiz capability. Othenwize, vou need to ask your nebwork. adminiztrator for
the appropriate [P sethings.

Select “Obtain an | P address

automatical |yu if you areon a ol — *Qé; Obtain an [P address automatically >

DHCP enabled network. | |

Click “OK™ to dose the window
with the changes made

(%) Obtain DMS server address automatically
(3 Use the follawing DS server addresses:

Ok | Cancel
B




Static| P Address

Sdlect “Usethefollowing IP
address”

Enter thel P address andsubnet
mask fields.

Enter the |P address of the Router ==
in the Default gateway fidd.

Enter the IP address of the Router
inthe DN S ser ver fidd

Click “Ok™ to close the window

Internet Protocol (TCP/IP) Properties

General

You can get IP settings azsigned automatically if your nebwark, supparts
thiz capability. Otherwize, pou need to ask pour netwark, administator for
the appropriate [P sethings.

tically

(%) Use the follawing IF'add}

IP address: 192 168, 1 . 2

Subnet mazk: PEE 2685 255 . 0

Default gateway:

() Use the follawing DS server age
Prefermed DNS server: |

Alernate DNS server

Ok Cancel

T

Note! TheIP address must be within the same range as the wirdless route or Access Point.

Wireless Network in Windows 2000

Goto Start menu > Settings >
Network and Dial-up
Connections > Double-click on
the Local Area Connection

Select “I nternet Protocol
(TCP/IP)” anddick

“Properties’

Local Area Connection 5 Properties

[aeneral | Shating I

Connect uging:

|Hﬁ'

22MbpsWLAN Adapter
LConfigure |
Components checked are uged by thiz connection:

= Client far Microsaft Metwarks
[ B Metwork Load Balancing

Urirztall

Install... |

K Properties }

Tranzmizzion Contral Protocol/intermet Protocol. The default
wide area network. protocol that provides communication
acrozs diverse interconnected netwarks.

— Dezcription

[ Show icon in taskbar when connected

1] Cancel

=4



The TCP/IP Properties window
appears.

Select “Obtain an I P address
automatically” if you areon a
DHCP enabled network.

Click “OK” to close the window
with the changes made

Internet Protocol {TCP/IP) Properties

General

“ou can get [P zettings azzigned automatically if wour netwark, supports
thiz capability. Otherwize, you need to ask your network. adminiztrator for
the appropriate P settings.

* :Ohtain an |F address aut@

x|

E3)

|F address: I

Subret mazk: I

Lrefault gatewmam: |

{* Obtain DNS server address automatically

—{ Use the following DNS server addresses:

Brefened DHS server |

glternate DG semyvern |

Advanced... |

aK Cancel |

Sdect “Usethefollowing I P
address”

Enter the IP address andsubnet
mask fidds.

Enter the | P address of the Router
inthe Default gateway fidd.

Enter the | P address of the Router
inthe DNS ser ver fidd

Click “Ok” to close the window

General

You can get |P settings assigned automatically if pour network, supparts
thiz capability. Othenwize, you need to azk your netwaork. administratar for
the appropriate P settings.

21

= Obta =5 gutomatically
<—l':' Uze the following IP address,

IF address: 192, 488, =1 2

Subnet maszk: I 285 28h 285, 0

Default gateway: I

{7 [Dbtain DHS server address automatically

—{% sze the following NS server s

Freferred DMS zerver: I

Alternate DNS zerver I

Advanced... |

ok |

Cancel |




Wireess Network In Windows 98 and Windows M E

Goto Sart menu > Settings >
Control Panel > Double-dick on
Network

Sdlect TCP/I P of the network
device

Click “Properties” to continue

The AccessPoint
retartsitsdf, and
the screen will
switch back to
startup page— Link
Information

7 xj
Configuration | |danl'ifi'!:'_atif:|n| Acoess I:Dn'trnll
The fallowing nebwork components are installed:
1 Client for Micrasaft Mebwarks e

B 220 WLAN Adapter
B8R 221 WILAN Adapher
E5 220 WLAM PCI Adapler A

O CE RO e

Remove (T Properieny

Primany Metwark: Lagon;
Wwindows Logon j

File and Print Shating::. I

- [ezcnphion

TERAR iz'the protocol you Use to-cohnect bo the Intamet ahd
wide-area networks:

.

k (H] 4 )] Cancel
j

The TCP/IP Properties window
appears.

Select “Obtain an | P address
automatically” if you areon a
DHCP engbled network.

Click “OK " to close the window
with the changes made

TCP/IP Properties 2 x|

Bindingz I Advanced I
DMS Configuration | G ateway I WIS Configurati IP & ddress )’

An IP addresz can be automatizally aszigned to this computker.
IF your network. does naot automatically azzign 1P addresses, ask
your network, adminiztrator for an address, and then type it in
the zpace below.

Obtain an |P address automaticaly

—" Specify an IP addiess:

[P ddress: | i i i |

Subnet kazk: | . . . |

v Detect connection to network media

Ok I Cancel




Sdect “Specify an |P address” TCPAP Froperties H bl |

0= anced 1
[IMS Configuration ] Gatews INS Configurdion | Address
Enter the | P addressand subnet

mask fieds. An |P-address can be automatically azsigned to this computer:
|Fwour network, does hot automatically aszign |F addreszes, azk
o figtwiork. admimstratar foran address; and then tupe it in
the space below; :

N

Inthe DNS Configuration Tab
P@e’ (1) enter the |P address of  Obta |F address autonmatically

the Router in the Default < = el 1P ED T,

gateway fidd.

(2) Enter the IP addr ess of the Paddess | [192.168. 1 . 2 |
Router inthe DN'S ser ver fidd

Subriet Mask:| [255.255.255. 0 |

(] Cancel




APPENDIX C: 802.1x Authentication Setup

There are three essentid components to the 802.1x infrastructure: (1) Supplicant, (2) Authenticator

and (3) Server. The 802.1x security supports both MD5 and TLS Extensive Authentication

Protocol (EAP). The 802.1x Authentication is a complement to the current WEP encryption used

in wirdess network. The current security weekness of WEP encryption isthet thereis no key
management and no limitation for the duration of key lifetime. 802.1x Authentication offers key
management, which includes key per user and key per session, and limits the lifetime of the keys to
certain duration. Thus, key decryption by unauthorized attacker becomes extremely difficult, and

the wirdless network is safely secured. We will introduce the 802.1x Authentication infrastructure

as awhole and going into details of the setup for each essential component in 802.1x authentication.

802.1x Authentication Infrastructure

802.11 Wireless
Access Point Support 802.1X

‘ Authentication Request

Public 802.11 ) [ T—

Wireless v

Networks ,
‘ \ Radius Server
802.11 Wireless
Clients Support 802.11X

Internet /

Authentication Success
Intranet

The Infrastructure diagram showing above illugtrates that a group of 802.11 wirdess dientsis

trying to form a802.11 wireless network with the Access Point in order to have accessto the
Internet/Intranet. In 802.1x authentication infrastructure, each of these wireless clients would have

to be authenticated by the Radius server, which would grant the authorized client and natified the

Access Point to open up acommunication port to be used for the granted client. Thereare 2

Extensive Authentication Protocol (EAP) methods supported: (1) MD5 and (2) TLS.

MD?5 authentication is Ssmply a validation of existing user account and password that is stored in the
server with what are keyed in by the user. Therefore, wireless client user will be prompted for
account/password vaidation every time when he/sheis trying to get connected. TLS authentication

-61-



isamore complicated authentication, which involves using certificate that isissued by the Radius
saver, for authentication. TLS authentication is amore secure authentication, since not only the
Radius server authenticates the wirdless client, but aso the client can validate the Radius server by
the certificate that it issues. The authentication request from wireless clients and reply by the Radius
Server and Access Point process can be briefed asfollows:
1. The client sends an EAP start message to the Access Point
2. The Access Point replies with an EAP Request ID message
3. Thedient sendsits Network Access Identifier (NAI) — its user name— to the Access Point
in an EAP Respond message.
4. The Access Point forwards the NAI to the RADIUS server with aRADIUS Access
Request message.
5. The RADIUS server responds to the client with its digital certificate.
6. Thedient vaidates the digital certificate, and repliesits own digital certificate to the
RADIUS server.
7. The RADIUS server vadidates client’ s digita certificate.
8. Thecdlient and RADIUS server derive encryption keys.
9. The RADIUS server sends the access point aRADIUS ACCEPT message, including the
client SWEP key.
10. The Access Point sends the client an EAP Success message aong with the broadcast key
and key length, dl encrypted with the client’ s WEP key.

Supplicant: Wireless Network PC Card

Hereis the satup for the Wirdess Network PC Card under Windows XP, which isthe only
Operating System that our driver supports for 802.1x. Microsoft is planning on supporting 802.1x
security in dl common Windows Operaing System induding Win98SE/ME/2000 by rdeasing
Searvice Pack in 2003.

Please note that the setup illustration is based on our 22Mbps wireless PC Card.

1 GotoSart > Control Panel

double-dlick on “Networ k Connections”

3 right-dick on the Wirdess Network Connection that you use with our 22Mbps wireless PC
Cad.

N



4. Click “Properties” to open up the Properties setting window.

Wireless Network Connection Status |E]E|

General | Support |
Connection
Statuz; Connected
Diuration: 014749
Speed: 220 Mbps
Signal Strength: T aunlll
Activity =
Sent —— ﬂ — Received
Buytes: 70,335 | 0
E_Eru:uperties J[ Dizable ]

Cloze

5 Clickonthe“Wireless Network " tab.

- Wireless Network Connection Properties E|r>__(|

General |'wireless Ngt_w::urks"; Authentication | -.ﬁ.dvancedi

Connect ugsing:

BB 22M wWLAN PCI Adapter

Thiz connection uses the following items:

- ! l::_:E:
.Q File and Printer Sharing for Microsoft Hetworks
4 QQDS Packet Scheduler
S Internet Pratocal [TCPAR)

[ Inztall... ] [ rinztall ] [ Properties

Dezcription

Alloves your computer to access rezources on a Microsaft
network,

Show icon in notification area when connected

(] ] [ Cancel




6 Click“Properties’ of the available wireless network, which you wish to connect or configure.
Please note that if you are going to change to a different 802.1x authentication EAP method,

i.e. switch fromusng MD5to TLS, , you must remove the current existing wireless network

from your Preferred networks firgt, and add it in again.

L Wireless Metwork Connection Properties Elﬁ__(I

[ Generali Wireless Metworks | Authentication | Advanced |

|Jze Windows to configure my wirglezs network, settings

Axallable networks:

Ta connect to an available network, click Configure.

| § APFFFCO4 Configure

i USRZ249-Linksys

{ e

Freferred netwark z:

Autamatically connect to available netwarks in the arder lizted
bl

APFFFCO4 ‘

[ Add... H Remove ]l[ Properties I

Learn about zetting up wireless network,
configuration,

]S ][ Cancel ]

To configure for using TLS authentication method, please follow steps 7 ~ 25.
Please follow steps 26 ~ for usng M D5 authentication method.



TLSAuthentication

7. Sdect“Thekey isprovided for me automatically” option

Wireless Metwork Properties

Metwork name [SS10); | -FCO |

Wireless network kep PYER)
Thig network, requires a key for the following:

[iata encryption MWEF enabled]
[] Metwark suthentication [Shared mode)

The key iz provided for me autornatically

[ ok, ][ Cancel ]

8 Click “OK” to dose the Wireless Network Properties window.

9  Click “Authentication” tab

10. Select “Enable network access control using | EEE 802.1x” option to enable 802.1x
authentication.



11. Sedect “Smart Card or other Certificate” from the drop-down list box for EAP type.

P

L Wireless Network Connection Properties

| General | Witeless Networksf Authentication | dvanced|

Select this option to provide authenticated network, access for
wired and wirgless Ethemet networkz,

l Enable network access control uzing IEEE 8021

;_S rnart Card or other Certificate |
MO 5-Challenge

Smart Card or other Certificate

EAP type:

Authenticate as computer when computer information is available

[] Authenticate as guest when user ar computer information is
unavailable

Ok ] [ Cancel

12. Click "“OK” to close the Wirdess Network Connection Properties window, thus make the
changes effective.

Thewirdess client configuration in the zero-configuration utility provided in Windows XPis now
completed for TLS configuration. Before you can enable |EEE 802.1x authentication and have

wireless client authenticated by the Radius server, you have to download the certificate to your local
computer firs.



TL S Authentication — Download Digital Certificate from Server

Inmost corporatiors, it requiresinterna IT or MIS saff’ s help to have the certificated

downloaded to your loca computer. One of the main reasons is that each corporation uses its

own server systems, and you will need the assistance from your IT or MIS for account/passw ord,
CA sver location and etc. The fallowing illudtration is based on obtaining a certificate from
Windows 2000 Server which can act asa CA sarver, assuming you have avaid

account/password to access the server.

13. Connect to the server and ask for access, and the server will prompt you to enter your user
name and password.
14. Enter your user name and password , then click “OK ” to continue.

Connect to 192.168.1.10
D

A

Connecking to 192,168,1.10

User name: |ﬁ | v, ;

Password: |

[]Remember my password

[ oK ] [ Cancel

Please note that we use |P addresses for connection with the server for our illudtration, and the
| P of the server is 192.168.1.10.

15. After successful login, open up your Internet Browser, and type the following in the
addressfidd.
http://192.168.1.10/certsrv

Thisis how we connect to the Certificate Service ingdled in Windows 2000 server.



16. Now we are connected to the Certificate Service. Sdlect “Request a certificate”, and
click “Next” to continue.

2 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

@Back - J E @ _;j /‘_-' Search ‘E’}_{Favorites G‘Media @

tddres |@ http:/{192.168.1, 10/certsrv]

W

Bla ks ®

Microsoft Certificate

Home

Welcome

Yol use this web site to request a certificate for your web browser, e-mail client, or other secure program.
Dnce you acguire a certificate, wou will be able to securely identify yvourself to other people over the wel, sign

your e-mail messages, encrypt your e-mail messages, and more depending upon the type of certificate you
request.

Select atask:

O Retrieve fhe CA cefificate or certificate revocation list
| ®Request a cerificate

OLTeck o a pending certificate

@ Done

D Internet




17. Sdect “User Certificaterequest”, and dick “Next” to continue.

2l Microsoft Certificate Services - Microsoft Internet Explorer,

File Edit ‘iew Favorites Tools  Help '}F
o L A @& O AL ; i S . W

@ Back ‘.-_JJ @ @ hh 7 Seatch % Favorites e‘ Media @ E’.ﬂ = %

Address |@ http: /1192168, 1. 10/certsry/certrqus .asp V| Go Links.

Micraosoft Cerificate 3 Bs - Y Home

Choose Request Type

Please select the type of request you would like to make:

@ User cerificate request

lser Certificate

O Advanced request

@ Done B Internet




18. Click“Submit >" to continue.

8 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Fawvorites Toaols Help .":F
L g [ [ 7 7 f. ; : S . 1A

e Back. LJ @ @ _;j P Search “?/{ Favorites e Media {‘} E’.:-" ="

Address @ http: 1192, 168.1, 10jcertsry/certrgbi, asprtype=0 "l Go | Links *

Microsoft Ceri

User Certificate - Identifying Information

All the necessary identifying information has already been collected. You may now submit your request.

[ Mare Options == ]

@ Done B Internet




19. The Certificate Serviceis now processing the certificate request.

22 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

@Back = kJ @ @ ::] /':) Search “{‘:{Favorites ﬁ‘Media @ E::' E‘:«;" %

Address |@ htkp:/f192,168.1. 10/ certsrvfcertrgbi, asp?type=0 V| Go Links.

Microsoft Cerificate es - Wire Home

User Certificate - Identifying Information

All the necessary identifying information has already been collected. You may now submit your request.

[ Mare Options == ]

Waiting for server response...

@ Waiting For server response. .. ﬂ Inkernet




20. Thecetificate isissued by the server, click “Ingal this certificate’ to download and store
the certificate to your local computer.

3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

eBack = -\J @ @ :;j /':] Search “E':‘i( Favorites eMedia @ E,-:jiv .,f;'_, j

Address |@ http: 192,165, 1. 10 certsrvcertfnsh, asp V| Go  Links **

Microsoft Certifica

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

@ Done 0 Internet




21. Click"Yes’ to store the certificate to your local computer.

Foot Certificate Store H

'j Da wou want to ADD the Following certificate ba the Roak Stare?
L

Subject : WirelessCa, TW

Issuer : Self Issued

Time Walidity ; Monday, January 06, 2003 through Thursday, January 06, 2005
Serial Mumber 1 13271301 4F483783 41E04CF7 249709FA

Thumbprint (shal) ; 244FCEIC ZD9F2F21 4DCZ62ZF9 Z0050EFA B490010E
Thurnbprink {rmdS) : 1EBAIECD 203648070 6ES12146 A1SEGE4AC

P




22. Catificateisnow ingdled.

2l Microsoft Certificate Services - Microsoft Internet Explorer,

File Edit \Miew Favorites Tools  Help '}F
- [s] [ @ ®) e ’ . iy B —

@ Back ‘_J @ @ _;j pa Search . Favorites e‘ Media @ E:-d_\l iz =

Address @http:,|'||'192.168.1.ID,I'certsrv,l'certrmpn.asp Vl EYco Links @

Microsoft Cerificate Ser - WY Home

Certificate Installed

Your new certificate has been successfully installed.

@ Done B Internet

All the configuration and certificate download are now complete. Let’ stry to connect to the Access
Point using 802.1x TLS Authentication.



23.  Windows XP will prompt you to sdlect a certificate for wireess network connection. Click
on the network connection icon in the system tray to continue.

\_y Wireless Network Connection 1%

Click here to select a certificate or other credentials for
connection ko the network APFFFCO4

A 415 PM




24. Sdect the certificate that was issued by the server (WirdessCA), and click “OK” to
continue.

Connect Wireless Hetwork Connection

| h: AE local

Friendly narne:

|zzuer: Wwiireles s,

E xpiration date: 1/6/2004 4:02:09 P

0k ] [ Cancel

25. Check the server to make sure thet it's the server that issues certificate, and click “OK” to
complete the authentication process.

Validate Server. Certificate

N

The Rook Certification suthority For the server's certificate is Wirelessc.ﬁ.
Do you want to accept this connection?

(0] ] [ Cancel




26.

21.

28.

29.

M D5 Authentication
Sdlect “Data encryption (WEP enabled)” option, but leaveother option unsdected.

Sdect the key format that you want to useto key in your Network key.
ASCI| characters. 0~9, a~z and A~Z
HEX characters. 0~9, a~f
Sdect the key length that you wish to use
40 bits (5 charactersfor ASCII, 10 characters for HEX)
104 bits (13 charactersfor ASCII, 26 characters for HEX)
After deciding the key format and key length that you wish to use for network key. Enter the
network key in“Networ k key” text box.

Wireless Metwork Properties

MNetwork, name [S510];
Wwhireless network. key [WEP)

Thig network, requires a key for the following:

[ata encryption PAEP enabled]
[ Metwork, suthentication [Shared mode]

Metwiork, key: [ q

K.ey format: | A5CI characters v|
K.y length: 4EI I:uit-s"[:.E.u-:haracters_.]: v
K.ey index [advanced]: :EI

[] The key is provided for me automatically

[ aF. H Cancel ]

Please note that that value of Network key entered, and key format/length used, must be the same
asthat used in the Access Point. Although there are 4 set of keys can be set in the Access Point

WEP configuration, it’s the first set of key that must be the same as that we used by the supplicant
wirekess client.

30.

Click “OK " to close the Wirdess Network Properties window, thus make the changes
effective.



31. Sdect “Authentication” tab.

32. Select “Enable network access control using | EEE 802.1X” to enable 802.1x
authentication.

33. Sdect “M D-5 Challenge” from the drop-down list box for EAP type.

L Wireless Metwork Connection Properties E|[$__(|

| Gereral | Wireless Networks | Authentication | Advanced |

Select this option to provide authenticated netwaork, access for
wired and wirelesz Ethernet networks.

I Enable network access control using IEEE 8027 I

EAP type: I MD5-Challenge b |

Smart Card or ather Cerhificate o _

Authenticate as computer when computer infarmation is available

[] Authenticate a3 guest when user or computer information iz
unavailable

[ ]S ][ Cancel ]

34. Click “OK ™ to close Wirdess Network Connection Properties window, thus make dl the
changes effective.



Unlike TLS, which uses digital certificate for validation, the MD-5 Authentication is based on the
user account/password. Therefore, you must have avaid account used by the server for
vaidation.

35.  WindowsXP will prompt you to enter your user name and password. Click on the network
connection icon in the system tray to continue.

L wireless Network Connection x|

Click here ko enter vour user name and password for the
network APFFFCO

e [ st 421 PM




36. Enter the user name, password and the logon domain that your account belongsif you have
one or more network domain exist in your network.
37. Click “OK ™ to complete the vdidation process.

Wireless Metwork Connection

Ilzer name: ||

|
Paszword: | |

Logan domair: |

[ ok, ] ’ Cancel




Authenticator: Wireless Network Access Point

Thisisthe web page configuration in the Access Point that we use.

| wizard | Status | Basic Setting | IP Setting | Advanced Setting | Security | | Tools

802.1% * Epahled
" Disabled

Encryption Key Length * 64 bits { 128 bits ¢ 256bits

Lifetime ISD Minutes vI
RADIUS Server 1 IP ID . ID | ID i ID
Port |1812

Shared Secret I

RADIUS Server 2
(optional) IP ID : ID | ID " ID

Port ID

Shared Secret I

Apply | Cancel | Help |

1. Enable 802.1x security by sdecting “Enable”.

2. 1f MD5 EAP methodsis used then you can skip step 3 and go to Step 4.

3. Sdect the Encryption Key Length Size ranging from 64 to 256 Bits that you would like to use.
Sdect the Lifetime of the Encryption Key from 5 Minutesto 1 Day. As soon as the lifetime
of the Encryption Key is over, the Encryption Key will be renewed by the Radius server.

4. Enter the | P addressof and the Port used by thePrimary Radius Server
Enter the Shar ed Secr et, which is used by the Radius Server.

5. Enter the |P addressof, Port and Shared Secr et used by the Secondary Radius Server.

6. Click“Apply” button for the 802.1x settings to take effect after Access Point relootsitself.

Note! Assoon as 802.1x security isenabled, all the wireless client stations that are connected to the
Access Point currently will be disconnected. The wirdess dients must be configured manudly to
authenticate themsalves with the Radius server to be reconnected.



This section to hel p those who has Windows 2000 Server ingtaled and wants to setup
Windows2000 Server for 802.1x authentication, which includes setting up Certificate Service for

Radius Server: Window2000 Server

TL S Authentication, and enable EAP-methods.

2.
3.
4.

Login into your Windows 2000 Server as Adminigirator, or account thet has Adminigtrator
authority.
Goto Sart > Control Panel, and double-click “Add or Remove Programs’
Click on“Add/Remove Windows components”

Check “Certificate Services’, and click “Next” to continue.

Windows Components Wizard

Windows Components

Y'ou can add or remove companents af Windows 2000,

To add or remove a component, click the checkbox. A zhaded box means that only
part of the compaonent will be installed. To zee what's included in a compaonent, click
Details.

Components:

[w] Eﬁ.ﬁ.ccessuries and Utilitie=s 121 MEB

™ E: Cerificate Services 1.4 ME

vl 7 Indexing Service 0.0 B
v % Internet Infarmation Services [115) 21.7MB
1 2= b ananement and Monitoninn Tanls RPKRE T

Dezcription:  Installz a certification authority [CA] to issue certificates for use with
public key security applications.

Total disk space required: 21 MEB Details I
Space available on dizk: 35244 MB

< Back I MHext » I Cancel |




5. Sdect “Enterpriseroot CA”, and dick “Next” to continue.

Windows Components Wizard i

CA Identifying Information
Enter information to identify thiz Ca,

Ca name: IWireIessE.-'-‘-l

Organization:

Organizational unit:

State or province:

Countredregion: ||_|5

E-mail:

CA description:

!
!
City: I
!
!
|

% alid for; |2 [Vears | Ewpires: |1£8£2I]I3512:15F'M

¢ Back I et » I Cancel |

6. Enter theinformation that you want for your Certificate Service, and click “Next” to
continue.

Windows Components Wizard i

Certification Authority Type
There are four types of certification authorities.

Certification Autharity types: Dezcrption:
¥ Enterprize root C& The most truzted Ca inan ;I
enterprise. Should be installed
" Enterprize subordinate C& before any other CA. Requirez

Active Directary,
™ Stand-alone rook G

™ Stand-alone subordinate Ca ;I

[ Advanced options

¢ Back I M et » I Cancel




7. Goto Start > Program > Adminigretive Tools > Certificate Authority
8. Right-dick onthe “Policy Setting”, select “new”
9. Select “Certificate to I ssue”

= Certification Authority =10l =]
|J Action  Yiew |J & = | | | £ |
Tree I Mame | Intended Purpose

EFS Recovery Agent File Recovery

Basic EFS Encrypting File Systen

Domain Controller Client Authentication, Server Authenti
Server Authentication

Client Authentication, Server Authenti
Encrypting File System, Secure Email, ©

% Certification Authority {Local)
E@ WirelessiCh
i[2] Revoked Certificates

----- [21] Tssued Certificates

i-[]] Pending Requests
(2] Failed Requests

Fation Autharity
Caode Signing, Microsoft Trusk List Signi

Wigw 2

Refresh
Export List...

Help

1| | i

|F'.|:I|:I a Certificate Template ko the lisk of Certificate Templates issued by this Certifica | |

10. Select “Authenticated Session” and “Smartcard L ogon” by holding down to the Cirl key,
and click “OK” to continue

i select Certificate Template 2=l

Select a certificate template to izzue certificates

I rF
Izer Signature Only Secure Email, Clier
Secure Email, Clier
Client Authenticatic
¢ Smartcard Logon Client Authenticatic
W Code Sigring
Truzt Ligt Signing Microsoft Trust List
[ﬁFnrnllsznr Ainent [ertifirate Bemest T

| »
(] % I Cancel |

+- Authenticated




11. Goto Start > Program > Adminigtrative Tools> Active Directory Users and Computers.
12. Right-click on domain, and sdect "Pr operties’ to continue.

-.‘.'_4; Active Directory Users and Computers = |EII1I
J@ Console Window  Help | _|5|ﬂ|
|aion ven || = | Bm @B 2R TE |
Tres | | FAE.LOCAL 5 objects
@ fictive Directary Users | | Mame I Type I Description I
= (TR sl builtinDomain
C D_elegal:e Contral... Container Defaulk container For upagr...
C Find. .. . rganizational ... Defaulk container for new ...
iﬁ Connect to Doma!n. s Container DeFault container For secu, .
r‘_ Connect to Domain Contraller. . Container Defaulk container For upar...
®-[  Operations Masters...
Mew 3
All Tasks 3
Wiew 4

Mew Window from Here

Refresh
Export List...

1

CIpEns pro

Help

13. Sdlect “Group Policy” tab and dick “Properties’ to continue.

FAE.LOCAL Properties 21x]

Generall tanaged By Group Policy

& Current Graup Policy Object Linkz far FAE

Group Paolicy Object Links | Mo Overde | Dizabled |

rfiDefault Domain Palicy

Group Policy Objects higher in the lizt have the highest priciby.
Thig lizt obtained from: fae01. FAE LOCAL

New | add. Edit U |
Options... | Delete. .. Froperties [ I

[~ Block Palicy inheritance

0k I Cancel | Spply |




14. Go to “Computer Configuration” > “Security Settings’ > “Public Key Policies
15. Right-click “Automatic Certificate Request Setting”, and sdlect “N ew”

16. Click“Automatic Certificate Request ...”

&% Group Policy )

| actien vew || & = | @@ D] 2

=101 %]

Tree I

Automatic Certificate Request  /

E Default Domain Palicy [Fae01, FAE.LOCAL] Policy
= Computer Configuration
(L] Software Settings
22 Windows Settings

A | byt don)

al Aooount Policies

Local Policies
=& Event Log
8 Restricted Groups
28 System Services
28 Reqistry
L1 il

[Z] Public key Palicies
o

-] Enkerprise Trust

@ IP Security Policies on Active Directary
-] Administrative Templates

I'_—'Iﬁ User Configuration

(2] Software Settings

(23 Windows Settings

(£ Administrative Templates

Wiew

Refresh
Expatt List, ..

Help

<

Automatic Certificate Request...

Create a new Automatic Certificate Request object and add it to the Security Configuration Editor.




17. The Automatic Certificate Request Setup Wizard will guide you through the Autometic
Certificate Request setup, smply click “Next” through to the last step.

Automatic Certificate Request Setup YWizard x|
Certificate Template @
The nest time a computer logz on, a certificate bazed on the template you select iz %

provided.

& certificate template is a set of predefined properties far certificates izsued to
computers. Select a template from the following list.

Certificate templates:

|Irtended Purposes
Client Authentication, Server Authenticatior

Domain Controller Client Authentication, Server Authenticatior
Enrollment Agent [Computer] Certificate Request Agent
|IFSEC 136156822

< | 2

¢ Back | MHeut » | Cancel ]

18. Click“Finish” to complete the Automatic Certificate Request Setup
19. Goto Start > Run, and type “command” and click “Enter” to open Command Prompt.

20. Type “secedit/refreshpolicy machine policy” to refresh policy.

Adding I nternet Authentication Service

mmand Prompk

C:srzsecedit/refreshpolicy machine_policy n
Group policy propagation from the domain has been initiated for thisz computer. I.
t may take a few minutes for the propagation to complete and the new policy to t
Eke)ef‘{-‘ect. Please check Application Log for errors. if any.

Hi

21. Goto Start > Control Panel > Add or Remove Programs

-g7-



22. Sdlect “Add/Remove Windows Components” from the pane on the l€ft.
23. Sdect “Internet Authentication Service”, anddick “OK” to indtall.

MNetworking Services i |

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metwarking Services:

O COM Internet Services Proxy ; et

[ = Simple TCPAR Services

[} Site Server ILS Services

Enablez authentication, authorization and accounting of dial-up and WPRN
uzers. 145 supparts the BADIUS protocol.

Total dizk zpace required: 0.4 MB Detoien
Space avalable on digk: 3462 6 kB —l
(] I Cancel |

Drezcriphion:




Setting I nternet Authentication Service

24. Goto Start > Program > Adminigrative Tools > | nter net Authentication Service
25. Right-dlick “Client”, and select “New Client”

*s¢ Internet Authentication Service -10] =l
| actin vew || & = |[Em| B2 |
Tree I Friendly Mame | Address | Protocol
%3 Internet Authentication Service (Local)
-
QL= L4
Expork Lisk, ..
Help




26. Enter the IP address of the Access Point in the Client addr esstext fied, a memorable
name for the Access Point in the Client-Vendor text field, the access password used by the
Access Point inthe Shar ed secr et text fied. Re-type the password in the Confir med
shar ed secr et text field.

27. Click “Finish” to complete adding of the Access Point.

Add RADIUS Client x|

Client [nformation
Specify information regarding the client.

Client addrezz [IF ar DMS]:

|192.1 £3.1.1 Yerify... |

Clignt-Yendar:
[RADIUS Standard 4

[ Client must always send the signature attribute in the request

Shared secret; I

Confirm shared secret: I““’“I

< Back I Finizh I Cancel




28. IntheInternet Authentication Service, right-click “Remote Access Policies
29. Sdect “New Remote Access Policy”.

-"‘_;;.F' Internet Authentication Service ;Iglll
J Action  Wiew |Jd:- -+|||@ |
Tree I Marne [ order |
%3 Internet Authentication Service (Local) .ﬁ.llu:uw access if diakin permission is enabled 1
2 Clients

l:l Remaote Access Logging

TMewy k
Wigt L4
Expork List...

Help

30. Select “Day-And-Time-Restriction’, and click “Add” to continue.

2

Select the type of attribute to add, and then click the 2dd button.

Altribute bopes:
M ame | Dezcription
Called-Station-Id Phone number dialed by user
Calling-Station-1d Phone number from which call onginated
Client-Friendlp-Mame Friendly name for the BADIUS clent. (145 anly]
ClientP-Aaddress |F addrezs of RADIUS client. [1A5 only]
Clientendor b anufacturer of RADIUS prosy or MAS. [145 onl
RETRT RN RS E o Timne periods and days of week during which use
Framed-Protocol The protocol to be uzed
MAS-|dentifier String identifying the HAS ariginating the request
MNAS-IP-dddress |F addrezs of the MAS originating the request [l&
MN&S-Port-Type Type of phyzical port used by the MAS ariginatin
Service-Type Type of zervice uzer has requested
Turnel-Type Turneling protocols to be used
Windows-Groups WWindows groups that uzer belongs to

< | 2




31. Unlessyou want to specify the active duration for 802.1x authentication, click “OK™ to
accept to have 802.1x authentication enabled a dl times.

5
@ ¢ (o |
P bl e B P o R R e =
| | Cancel I

Sunday throwgh S aturday from 12 Ak to 712 A

32. Sdect “Grant remote access permission”, and dick “Next” to continue.
zl

Perrnizsions
[reterming whether to grant or deny remote access permission,

ou can uge a Bemote Access Policy either to grant certain access privileges to a
aroup of uzers, ar to act as a filker and deny access privileges to a group of users.

IF a uzer matches the specified conditions:

¥ Grant remote access permission

" Deny remote access permizssion

¢ Back I et » I Cancel




33. Click “Edit Profile’ to open up

Add Remote Access Policy




For TLS Authentication Setup (Steps 34 ~ 38)

34. Sdect “Authentication’” Tab
35. Enable “Extensible Authentication Protocol”, and sdect “Smart Card or other
Certificate” for TL S authentication

Edit Dial-in Profile ] 2| x

Diakin Constraints | IP | Multiink
Authentication | Encrvption | &dvanced

Check the authentication methodz which are allowed far thiz connection.

—Iv Estensible Authentication Protocal

Select the EAP type which is acceptable far thiz policy.

lSmartEard or other Certificate j Configure. .. |

[T Microzoft Encrupted Authentication version 2 [MS-CHAP 2]
™ Microscft Encrypted Authentication [MS-CHAP)

[ Encrypted Authentication [CHAP)
™ Unencrypted Authentication [PAP, SPAP)

— Unauthenticated Access

Allon remote PPP clients to connect without negotiating
any authentication method.

(] I Cancel Apply




36. Goto Start > Program > Administrative Tools > Active Directory Users and Computers
37. Select “Users”, and double-click on the user that can be newly created or currently existing,
who will be configured to have the right to obtain digital certificate remotely.

{-&Active Directory Users and Computers =10l =]
J @ Console  window  Help | = ]ﬁ' |£||

Jation wew || & =» | B@| XS D 2| CBBTEE |

Tree l

| Users 21 objects

Marne | Type | Descripkion |

@ Active Directory Users and Computers

E-@ FAE.LOCAL ﬂ Adminiskrator  User Built-in account For admini...
-2 Builtin QCert Publishers  Security @roup ... Enterprise certification an...
EI[:l Computers ﬁDHCP Adminis... Security Group ... Members who have admini. ..
(€3] Domain Contrallers CTIDHCP Users Security Group ... Members wha have view-. .,
ittty PrinCipals ﬁEDnsAdmins Security @roup ... DMS Administrators Group

ﬁDnsUpdatePr. .. Security Group ... DMS dients who are permi...
ﬁDDmain Admins  Security Group ... Designated administrators..,
ﬁDomain Comp... Security Group ... All workstations and serve...
ﬁDomain Contt... Security Group ... All domain controllers in th...
ﬁDDmain Guesks  Security Group .., All domain guests
ﬁDomain Users  Security Group ... All domain users
ﬁEnterprise ad... Security Group ...  Designated administrators...
mGroup Policy ...  Security Group ... Members in this group can..,
&Guest User Built-in account For guest ...

G IUSR_FREDD  User
€ 1waM_FAEDl  User
&krbtgt User
ﬁRAS and 145 ... Security Group ...
ﬁSchema Admins  Security Group ...

Built-in account For anone...
Built-in account For Intern...
Key Distribution Center Se...
Servers in this group can ...
Designated administrators, .,

Please note that in this case, we have a user called, test, whose account/password are used to obtain
the digita certificate from server.



38. Gotothe“Dial-in” tab, and check “Allow access’ option for Remote Access Permission
and “No Callback” for Calback Options.

Remote contral I Terminal Services Profile

General | Addreze | Account | Profile I Telephu:unesl Organization
Member OF Dial-in Erviraniment I Sessions

— Femote Access Permizzion [Dial-in or YPH]

% Allaw access*

" Deny access

7 Cottrol access througth Femote Sccess Polioy

[T e Caller
— Callback Options

* Mo Eallback*
™ Set by Caller (B olting and Femate Sccess Service only)

™ Alwaps Callback to; I

7| Gssigr 2 Static P &ddress |
= Apply Static Foutes

Define routes to enable for this Dial-in e |
connection,

k. I Cancel | Apply |




For MD5 Authentication (Steps 39 ~ 54)

39. Goto Start > Program > Adminigtrative Tools> Active Directory Users and Computers.
40. Right dick on the domain, and sdlect “Properties”

-.{-; Active Directory Users and Computers

| @ Console

Windonw

Help

=10 |

| =181 ]|

aton vew [ = [ A[m | FEIB | 2 0B TEE

Tree I

FAE.LOCAL 5 objecks

Mew \Windaw From Here

Refresh

Export List. ..

1 | Properties

@ fctive Directory Users | |Mame [ Type | Description
E@ W o rrln. ilkim builkinDamain
E- ool e Container Default containet For upgr. ..
& Find... _ Drganizational ... Default container For new ..,
{& Connectto Du:uma!n. i Container Default conkainer For secu, ..
- Connect to Domain Contrallsr... Container Default container For upgr. ..
- Operations Masters. ..
Mew 3
All Tasks 3
Wiew k

|O|:uens pro Help




41. Sdlect “Group Policy” tab, and dick “Edit” to edit the Group Policy.

FAE.LOCAL Properties i |

Generall tanaged By  Group Folicy |

& Current Group Policy Object Links for FAE

Group Policy Object Links | Mo Owveride | Digabled |

rfiDefault Domain Palicy

Group Policy Objectz higher in the lizt hawve the highest priority.
Thiz list obtained from; fasl FAE LOCAL

New | add. |

Optionz... | Delete. .. I Froperties [t I

[ Block Palicy inheritance

k. I Cancel Apply |




42. Go to " Computer Configuration” > “Windows Settings’ > “ Security Settings’ > “ Account

Policies’ > “Password Policies’

| action vew || & = |[@m| X B| @

=10} x|

I Computer Setting

Tree I Policy  /
Default Domain Policy [Fae01.Fa a | E”F':'r':e password histary

El.

4

L___|..

@ Iser Configuration

@ Computer Configuration Maximum password age

-1 Software Settings [EE]Minimum password age

=3 windows Settings @Minimum passwiord length
% Scripts (Startup/Shy g o ke raietara .

[=+ B8 Security Settings are passwaord using reversible encryption F...

1 passwords remembered
47 days
0 days

0 characters
Cii Ll

EI@ Account Policies
- Pasaward Pe
&l Account Locl
. H-EE# Kerberos Pol
Local Policies
Event Log
@ Restricted Group
@ Swskem Services
@ Reqistry

-8 File System
-] Public key Policie
-8, IP Security Polici—
[ Adrrinistrative Termplate:

-1 Software Settings R

43. Click“Define this policy setting”, select “Enabled”, and click “OK " to continue.

Security Policy Setting ) 21 x|

r__.‘ Store pazsward uzing reversible encryption far all uzers in the
l'a'[ dormait

W Define this policy setting:
&+ Enabled
" Disabled

] I Cancel




H‘q'q:hnc

tive Directory Users and Computers

@ Console  Window  Help

44, Goto Start > Program > Adminigtrative Tools> Active Directory Users and Computers.
45. Goto Users. Right-dick on the user thet you are granting access, and select “Properties”

=101 %]

| =181

|
|

o yev || o BEIXEEB 2| CELYEE

Tree !

J|

(-2 Builkin
D Camputers
(€8 Domain Contrallers

i D ForeignSecurity Principals

L5 Users

Active Directory Users and Computers
=2 FaELOCAL

i

Users

21 objects

Marmne

I Type

| Descripkion

ﬁDns
ﬁEDns
mDor

ﬁDDr
ﬁEDor
ﬁDDr
ﬁEDDr
fTEnt

ﬁGrc
%GUE
s
1w

€TI0HCP Users

ﬁ Administrator  User
ﬁCert Publishers  Security Group ...
ﬁEDHCP Adrinis... Security Group ...
Security Group ...

Copy. ..

Add members ko & group. ..

Disable Account
Reset Password. ..
MOvE..,

Dpen home page
Send mail

Built-in account For admini...
Enterprise certification an...
Members wha have admini. ..
Members who have view-. .

M5 Administrators Group

Bl domain guests
bl domain users

All Tasks

Delete
Rename
Refresh

Gulr

&l

ﬁﬁu
&

ﬁ Tslnkernetldser  User

Help

MS clients who are permi,.,
esignated administrataors, ..
bl workstations and serve. ..
bl domain contrallers in th...

esignated administratars, ..
embers in this group can...
Lilt-in account For quest L.,
uilt-in account For anoy...
uilt-in account For Intern...
v Diskribution Center Se...
rvers in this group can ...
signated administrators, ..

This user account is used ...

|O|:|ens property sheet For the current selection,

-100-



46. Goto“Account” tab, and enable “Stor e password using reversible encryption”
47. Click*OK” to continue.

kember OF I Dialin I Enviranment I Seszions
Femote control | Terminal Services Profile
General | Address  Account | Prafile I Telephones I Organization

Ilzer logon name:

[test | @FaE LOCAL -]
lzer logon name [pretwindows 2000]:
|FaE [test

Logon Hours. . LogOnTo.. |

7! Bccourt is locked aut

Account options;

[T User must change pazsword at nest logon ﬂ

|_ Ilzer cannot change pazsword

V¥ Stare password using reversible encioption LI
—Account expires

& Mever

£ Endol: | Fiday . February 07, 2003 [

(] I Cancel | Apply |

-101-



Go to Start > Program > Adminigtrative Tools > I nter net Authe ntication Service.

49. Goto Remote Access Policies
50. Make sure that M D5 ismoved up to Order 1
51. Right-dick “M D5”, and sdlect “Properties’

3"_;;.l=' Internet Authentication Service

| action  view |J<:=- -|\~||>"~7.||§|J+ >

Tree I

Mame

% Internet Authentication Service (Local)
B Clienks

" Remote Arce
% Remoke Access Policies

p—

EfTis

Maoye p
Maowe Down

Deleke
Renarne

rroporties_|

Cpens property sheek for the current seleckion.
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52. Goto“Authentication’ tab
53. Enable “Extensible Authentication Protocol’
54. Sdect “M D5-Challenge” for EAP type.

Edit Dial-in Profile 21 x]

Diakin Canstraints | IP | Multilink
Authentication | Encryphion | Advanced

Check the authentication methodz which are allowed far thiz connectian.

—Iv Estensible Authentication Protocal

Select the EAP type which iz acceptable for thiz policy.

I tD5-Challenge j [Canfiglre... |

™ Microsoit Encrypted Authentication version 2 (MS-CHAP v2)
™ Microsoft Encrypted Authentication [MS-CHAR]

W Enciypted Authentication [CHAP)
[T Unencrepted Authentication [FAF, SPAFP)

— Unauthenticated Access

Allon remaote PPP clients to connect without negotiating
any authentication methad.

(] I Cancel Aol
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APPENDIX D: GLOSSARY

Access Point ? An internetworking device that seamlessly connects wired and wireless networks.

Ad-Hoc ? An independent wireless LAN network formed by a group of computers, each with an
network adapter.

AP Client — One of the additionad AP operating modes offered by 22mbps Access Point, which
alowsthe Access Point to act as an Ethernet-to-Wirdess Bridge, thusa LAN or asingle computer
gation can join awireless ESS network throughtit.

Authentication Type ? Indication of an authentication agorithm which can be supported by the
Access Point:

1 Open System : Open System authentication is the Smplest of the available authentication
dgorithms. Essentidly it isanull authentication dgorithm. Any station that requests
authentication with this dgorithm may become authenticated if 802 11 Authentication
Type a the recipient sation is set to Open System authentication.

2 Shared Key : Shared Key authentication supports authentication of sations as either a
member of those who know s a shared secret key or amember of those who does not.

Backbone ? The core infrastructure of a network, which transports information from one central
location to ancther where the information isunloaded into alocd system.

Bandwidth ? The transmission capacity of adevice, which is cdculated by how much data the
device can trangmit in afixed amount of time expressed in bits per second (bps).

BasicRate ? the fixed transmitted and receiving data rate allowed by the AP with the value 1,2,5.5
11 and 22 Mbps for sdection.

Beacon ? A beacon is a packet broadcast by the Access Point to keep the network synchronized.
Included in a beacon are information such as wireless LAN service area, the AP address, the
Broadcast destination addresses, time stamp, Delivery Traffic Indicator Maps, and the Traffic
Indicator Message (TIM).

Bit ? A binary digit, whichisdther -Oor -1 for vaue, isthe smdlest unit for data

Bridge ? An internetworking function that incorporates the lowest 2 layers of the OSI network
protocol modd.

Browser ? An application program that enables one to read the content and interact in the World
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Wide Web or Intranet.

BSS ? BSS stands for “Basic Service Set”. It is an Access Point and all the LAN PCs that
associated with it.

Channel? The bandwidth which wirdless Radio operaesis divided into several segments, which
we call them “Channels”. AP and theclient stations that it associated work in one of the channels.

CSMA/CA ? In loca area networking, this is the CSMA technique that combines slotted
time-division multiplexing with carrier sense multiple access/collision detection (CSMA/CD) to
avoid having collisions occur a second time. This works best if the time alocated is short
compared to packet length and if the number of Stuationsis smdl.

CSMA/CD ? Carrier Sense Multiple Access/Collision Detection, which isa LAN access method
used in Ethernet. When a device wants to gain access to the network, it checks to seeif the network
is quiet (senses the carrier). If it is not, it waits a random amount of time before retrying. If the
network is quiet and two devices access the line at exactly the same time, their signals collide.
When the collision is detected, they both back off and wait arandom amount of time before retrying.

DHCP ? Dynamic Host Configuration Protocol, which is a protocol that lets network
administrator s manage and allocate Internet Protocol (1P) addressesin a network. Every computer
has to have an |P address in order to communicate with each other in a TCP/IP based infrastructure
network. Without DHCP, each computer must be entered in manually the IP address. DHCP
enables the network administratorsto assign the IP from a central location and each computer
receives an | P address upon plugged with the Ethernet calde everywhere on the network

DSSS ? Direct Sequence Spread Spectrum. DSSS generates a redundant bit pattern for each bit
to be transmitted. This bit pattern is called a chip (or chipping code). The longer the chip, the greater
the probability that the original data can be recovered. Even if one or more hits in the chip are
damaged during transmission, statistical techniques embedded in the radio can recover the original
data without the need for retransmission. To an unintended receiver, DSSS appears as low power
wideband noise and is reected (ignored) by most narrowband receivers.

Dynamic IP Address? An IP address that is assigned automatically to aclient station in a TCP/IP
network by a DHCP server.

Encryption ? A security method that uses a specific algorithm to alter the data transmitted, thus
prevent others from knowing the information transmitted.

ESS ? ESS stands for “Extended Service Set”. More than one BSS is configured to become
Extended Service Set. LAN mobile users can roam between different BSSsin an ESS.

ESSID ? The unique identifier that identifies the ESS. In infrastructure association , the gations
use the same ESSID as AP's to get connected.

Ethernet ? A popular loca area data communications network, originaly developed by Xerox
Corp., that accepts transmission from computers and terminals. Ethernet operates on a 10/100
Mbps base transmission rate, using a shielded coaxia cable or over shielded twisted pair telephone
wire.
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Fragmentation ? When transmitting a packet over a network medium, sometimes the packet is
broken into severd segments, if the Sze of packet exceeds that alowed by the network medium.

Fragmentation Threshold — The Fragmentation Threshold defines the number of bytes used for
the fragmentation boundary for directed messages. The purpose of "Fragmentation Threshold" is to
increase the transfer reliability thru cutting a MAC Service Data Unit (MSDU) into several MAC
Protocol Data Units (MPDU) in smaller size. The RF transmission can not allow to transmit too big
frame size due to the heavy interference caused by the big size of transmission frame. But if the
frame gzeistoo samdl, it will create the overhead during the transmission.

Gateway ? a device that interconnects networks with different, incompatible communication
protocols.

I[EEE ? The Ingtitute of Electrical and Electronics E ngineers, which is the largest technical
professional society that promotes the development and application of electrotechnology and allied
sciences for the benefit of humanity, the advancement of the profession. The IEEE fosters the
development of standards that often become nationd and internationa standards.

Infrastructure ? An infrastructure network is a wireless network or other small network in which
the wireless network devices are made a part of the network through the Access Point which
connects them to the rest of the network.

ISM Band ? The FCC and their counterparts outside of the U.S. have set aside bandwidth for
unlicensed use in the ISM (Industrial, Scientific and Medical) band. Spectrum in the vicinity of
24GHz, in particular, is being made available worldwide.

MAC Address ? Media Access Control Address is a unique hex number assigned by the
manufacturer to any Ethernet networking device, such as a network adapter, that allows the network
to identify it a the hardware levd.

Multicasting? Sending datato a group of nodesingead of a Sngle dedtination.

Multiple Bridge — One of the additiona AP operating modes offered by 22mbps Access Point,
which alows agroup of APsthat conssts of two or more APs to connect two or more Ethernet
networks or Ethernet enabled dlients together. The way that multiple bridge setup is based on the
topology of Ad-Hoc mode.

Node? A network junction or connection poirt, typicaly a computer or workstation
Packet ? A unit of data routed between an origin and a degtination in a network.
PLCP ? Physcd layer convergence protocol

PPDU ? PLCP protocol data unit

Preamble Type ? During transmission, the PSDU shall be gppended to a PLCP preamble and
header to create the PPDU. Two different preambles and headers are defined as the mandatory
supported long preamble and header which interoperates with the current 1 and 2 Mbit/s DSSS
specification as described in |EEE Std 802.11-1999, and an optiond short preamble and header. At
the recever, the PLCP preamble and header are processed to aid in demodulation and delivery of
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the PSDU. The optiona short preamble and header isintended for gpplication where maximum
throughput is desired and interoperability with legacy and non-short - preamble capable equipment is
not congderation. That is, it is expected to be used only in networks of like equipment that can dl

handle the optiona mode. (IEEE 802.11b standard)

PSDU ? PLCP sarvice data unit

Roaming ? A LAN mobile user moves around an ESS and enjoys a continuous connection to an
Infrastructure network.

RTS ? Request ToSend. An RS-232 signal sent from the transmitting station to the receiving
station requesting permisson to tranamit.

RTS Threshold ? Transmitters contending for the medium may not be aware of each other.
RTS/CTS mechanism can solve this “Hidden Node Problem”. If the packet size is smaller than the
preset RTS Threshold sze, the RTS/CTS mechanism will NOT be enabled.

SSID ? Service Set Identifier, which is a unique name shared among all clients and nodes in a
wirdess network. The SSID must be identical for each clients and nodes in the wirdess network.

Subnet Mask ? The method used for splitting | P networks into a series of sub-groups, or subnets.
The mask isabinary pattern that is matched up with the IP address to turn part of the host ID address
fidd into afied for subnets

TCP/IP? Transmission Control Protocol/ Internet Protocol. The basic communication language or
protocol of the Internet. It can also be used as acommunications protocol in a private network, i.e.
intranet or internet. When you are set up with direct access to the Internet, your computer is
provided with a copy of the TCP/IP program just as every other computer that you may send
messages to or get information from also has a copy of TCF/IP.

Throughput ? The amount of data transferred successfully from one point to another in a given
period of time.

WEP ? Wired Equivaent Privacy (WEP) is an encryption scheme used to protect wireless deta
communication. To enable the icon will prevent other sations without the same WEP key from
linking with the AP.

Wireless Bridge — One of the additiona AP operating modes offeredby 22mpbs Access Point,
which alows apair of APsto act as the bridge that connects two Ethernet networks or Ethernet
enabled clients together.
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APPENDIX E: TECHNICAL SPECIFICATION

Sandard

Data Rate
Interface

Emission Type
Data Modulation

RF Frequency

Operating Channel

RF Output Power
Sensitivity

Security
AntennaType
Memory

Power Consumption

Power Supply

802.11b compliant (wireless)

802.3, 802.3u for LAN

1/2/55/11/22 mbps

4 x 100BaseTX with Automatic MDI/MDIX fegture
Power Jack: 2.5 mm (inner dimension)

Default Reset button

Direct Sequence Spread Spectrum (DSSS)

1 Mbps— BPSK

2Mbps— QPSK

55/ 11 Mbps— CCK

55/11/22 Mbps - PBCC

2412 MHz — 2462 MHz (North America)

2412 MHz — 2472 MHz (General Europe)

2412 MHz — 2484 MHz (Japar)

11 Channds (North America)

13 Channds (Europe)

14 Channds (Jgpan)

16 ~ 18 dBm (typicd)

22MHz PBCC  -80dBm (Typicaly @25? +5?)
1IMHz PBCC - 85dBm (Typicdly @25? +5?)
1IMHz CCK - 82dBm (Typicaly @257 +57?)
Wired Equivadent Privacy (WEP) 64 / 128/ 256 bit
Dipole Antennawith Diversity, 2dBi AntennaGain
SDRAM 4Mbyte

FLASH 1 Mbyte

Operation max. 1.2 A

600mA + 50mA

DC5Valt + 5%/ 2.4A, AC Adapter AC 100V-240V
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