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Introduction

Congratulations on your purchase of a TRENDnet TW-H6W1IR
ISDN router with integrated Ethernet hub and ISDN T/A. No larger
than an ordinary modem, your router offers inexpensive yet complete
telecommunications and internetworking solutions for your home or
branch office. It isided for everything from Internet browsing to
receiving cdls from Remoate Did-in Users and making connections to
other LANSs via Remote Nodes.

Didinguishing features of the TW-H6W1IR include support for afull
range of networking protocols including TCP/IP (Transmission Control
Protocol/Internet Protocol, also known as IP) and Transparent

Bridging.

This complete solution aso includes remote dia-in user support, an
Internet Sngle-user account (Network Address Trandation) option,
extensive network management capabilities, and solid security features.

Introduction
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Product Features

The TW-H6WLIIR router is packed with features that give it the
flexibility to provide a complete networking solution for dmost any
gmdl to medium-sized office environment.

Ease of Installation

Your TW-H6WI1IR is a sdf-contained unit that is quick and easy to
ingal. Physicdly, it resembles an externd modem; however, itisa
combination ISDN router and 10 Mbps Ethernet hub, and it uses
twisted-pair Ethernet cables to connect to the host network.

Built-in Hub

As a 10 Mbps Ethernet hub, your TW-HB6W1IR provides six ports for
connecting standard Ethernet devices. Five ports are designed for
connecting network end nodes—sangle-user computers, servers,
bridges, other routers, etc.—through standard “ sraight-through”
twisted-pair cables; the sxth iswired for making an “uplink” connection
to another hub or switch through the same type of straight-through
cable used to connect end nodes.

ISDN Basic Rate Interface (BRI)

Usng agtandard ST the TW-H6W1IR supports DSS1 ISDN
switches. Thetwo ISDN B-channels can be used independently for
two destinations, or they can be bundled together for one high-
bandwidth connection supporting bandwidth-on-demand.

2 Introduction
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ISDN Leased Line

If the router is set up for an ISDN leased ling, it can automatically
initidize the leasad-line connection each time it is powered up.

Standard Phone Jacks

The router is equipped with two standard phone jacks for connecting
telephones, fax machines, or modems. This dlowsthe ISDN lineto be
used for voice aswell asdata cdls.

Dial On Demand

The Did On Demand feature alowsa TW-HG6W1IR to automaticaly
place a call to a Remote Node whenever there istraffic coming from
any workstation on the LAN (Local Area Network) to that remote Site.

Bandwidth On Demand

Your TW-H6W1IR supports bandwidth up to 128 kps over asingle
ISDN BRI line. It incorporates ML PPP (Multi-Link PPP) to bundle
two B channelsover aBRI line. In addition, the router dynamically
alocates bandwidth between the two B channels, increasing or
decreasing bandwidth as needed to alow for greater efficiency in data
transfer. It supports BAP (Bandwidth Allocation Protocol) and BACP
(Bandwidth Allocation Control Protocol) to manage the number of links
in the multi-link bundle.

Full Network Management

The TW-H6W1IR incorporates SNMP (Simple Network
Management Protocol) support and menu-driven network management
viaan RS-232 or Telnet connection.

Introduction 3
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RADIUS (Remote Authentication Dial In User Service)

The RADIUS feature dlows you to use a central external Unix or NT-
based server to support thousands of users.

PPP Security

The TW-H6W1IR supports PAP (Password Authentication Protocol)
and CHAP (Chdlenge Handshake Authentication Protocol).

RIP-1/RIP-2

Your TW-H6W1IR supports both RIP-1 and RIP-2 (Routing
Information Protocol versons 1 and 2) exchanges with other routers.

DHCP Support (Dynamic Host Configuration Protocol)

DHCP (Dynamic Host Configuration Protocol) allows | P addresses to
be automaticaly and dynamicaly assigned to hosts on your network.

Data Compression

The TW-H6W1IR incorporates Stac data compression and CCP
(Compression Control Protocol).

Networking Compatibility

The TW-H6W1IR is compeatible with remote access products from
other companies such as Ascend, Cisco, and 3Com. Furthermore, they
support Microsoft Windows 95 and Windows NT remote access

capability.
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Applications for your TW-H6W1IR

Some gpplications for the TW-H6W1IR include:

Internet Access

Your TW-H6W1IR supports TCP/IP protocol, which is the language
used for the Internet. It is dso compatible with access servers
manufactured by mgjor vendors such as Cisco and Ascend.

Network Address Translation (NAT)

For amdl office environments, the TW-H6W1IR alows multiple users
on the LAN to access the Internet concurrently through asingle Internet
account. This provides Internet access to everyone in the office for the
price of asngle user.

NAT address mapping can aso be used to link two IP domainsviaa
LAN-to-LAN connection.

LAN-to-LAN Enterprise Connections

The TW-H6W1IR can did to or answer cdls from another remote
access router connected to adifferent LAN. The TW-H6W1IR

supports TCP/IP and has the capability to bridge any Ethernet
protocoal.

Telecommuting Server

The TW-H6WI1IR dlows Remote Did-in Usersto did inand gain
accessto your LAN. Thisfeature enables users that have workstations

Introduction 5
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with remote access capabilities, e.g., Windows 95, to dia in usng an
ISDN termind adapter (TA) to access the network resources without
physicaly being in the office.

What This Manual Covers

This manud is divided into eeven parts.

Chapter One, Introduction, describes many of the
technologies implemented in the TW-H6WI1IR as well as
product features, etc. TW-H6WI1IR to operate on your
LAN.

Chapter Two, Installation, is designed as a step-by-step
guide to ingaling the router.

Chapter Three, Configuration and Management, provides
detailed explanations for the console program that is used to
setup and configure the router.

Chapter Four, PROM System Configuration, provides
information on the PROM program, an abbreviated version of
the console program thet is used to download new software
into the router in case of problems with the console program.

Chapter Five, Using Telnet, describes how to setup and use
telnet to configure the router.

Chapter Six, Usng RADIUS Authentication, describes
how to setup and use a RADIUS server to manage user
authentication and centralize passwords.

Appendix A, Troubleshooting, describes some common
problems setting up the router and suggests solutions.
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Appendix B, IP Concepts, gives detailed explanations and
recommendations for setting up an IP network on your LAN.

Appendix C, IP Protocol and Port Numbers, lists many
commonly used |P settings.

Appendix D, Technical Specifications, a lig of
specifications about the TW-HE6W1IR ISDN router.

Appendix E, Country ID Numbers, ligs country ID
numbers which must be entered when setting up the 1ISDN
line on the router. These numbers have no relation to the
International Country Codes used by your telephone
company.
Regardless of the gpplication, it isimportant that you follow the steps
outlined in Chapter 2, Ingalation, to correctly connect your TW-
H6W1IR to your LAN. You can then refer to other chapters of the
manua depending on your specific ingtalation requirements.

What This Manual Doesn’t Cover

This manua assumes that you know how to use your computer and are
familiar with your communications software. If you have questions
about using elther one, refer to the manud for the product.

Other Resources

For more information about your TW-HB6W1IR check the fallowing
SOUrces:

? 2Quick Ingdlation Guide.

Introduction 7
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? ?Support disk containing RouteMan, a Windows-based
configuration program used to set up and configure the router.

Packing List

Before you proceed further, check al items you received with your
TW-HB6W1IR againg this ligt to make sure nothing ismissing. The
complete package should include:

? 70ne TW-H6W1IR ISDN router.

? ?0ne power adapter.

? 20ne RS-232 cable.

? ?0ne unshielded twisted-pair (UTP) cable.

? ?0ne Quick Ingdlation Guide.

? ?ThisUser’ s Guide (on diskette).

Additional Installation Requirements

In addition to the contents of your package, there are other hardware
and software requirements you need before you can indal and use your
router. These requirements include:

? 2An ISDN line.

? ?Ethernet connection(s) to your computer(s).

? ?A computer equipped with an RS-232 port and communications
software configured to the following parameters:

??VT100 termind emulation.
?? 9600 baud.
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?? No parity, 8 data bits, 1 stop bit.

After the router has been successfully connected to your network, you
can make future changes to the configuration using a Telnet dient
goplication.

Introduction
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Installation

This chapter outlines how to connect your TW-HEW1IR to your LAN
and ISDN line. Refer to the diagrams below to identify dl of the ports
on your device when you make connections.

Ordering Your ISDN Line

If you do not have an ISDN line installed aready, we suggest that you
order it from your telephone company as soon as possible to avoid the
long waiting period common when ordering anew line. Use the
information in this section to place the order. If you have aready
ingtalled your ISDN line, you can check the following section to make
sure that you can use dl the features of your TW-H6W1IR.

1. Contact your local telephone company’s ISDN Ordering Center.

2. Make sure DSS1 switches are available since these are the only
switch types currently supported by the TW-HEW1IR.

3. When the telephone company ingalls your ISDN line, be sure to
obtain the following informetion:

??1SDN switch type.
??1SDN telephone number(s).
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The TW-H6WL1IR Front Panel

Names and descriptions of your router’ s front panel LEDs are given
below:

TE-BEWR
Tt Fnter

— ISDN—
(=1 7 T = o o o

o o
u-k c1 o2 ca lipirk -
TRENDn
|

Cikerint Proma
o o o o o o o
2 k) q 1 1 H

POWER— Comes on as soon as you connect the router to the power
adapter and plug the power adapter into a suitable AC outlet.

TEST— Should be blinking if the router is functioning properly.

| SDN — LI NK— Indicates that the router has an ISDN line connected
to the ISDN interface and it has been successfully initidized.

ISDN —B1 and B2— On if thereis an active ISDN session on that
channd or if that channd ismaking or recelving acdl.

ETHERNET — COL— Shinesydlow when a collison occurs on the
LAN, that is, when two devices have attempted to transmit a the same
time.

ETHERNET — Uplink and 1 through 5— Each of these indicators
shines green when a connection to an Ethernet device is detected. The
indicator blinks when atransmisson is received from the device, and
shines yellow when the device has been partitioned, that is, temporarily
isolated from the LAN because of excessve collisons (partitioning isa
required capability of al Ethernet hubs).

Installation
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PHONE — 1— Lights up when standard phone port 1 isin use.

PHONE — 2— Lights up when standard phone port 2 isin use.

The TW-H6W1IR Rear Panel

© @ Iy LI L]

POWER — This socket isan 18 volt, 750mA power input jack. If the
power adapter included with the router has been lost or misplaced,
please ensure that the replacement adapter meets both the voltage and
amperage requirements.

CONSOLE — This9-pin RS-232 port is used for connecting a console
or PC running aterminad emulation program. It provides out- of-band
management capabilities for theinitid setup and configuration of the
router.

PHONE 1 and 2 — These normal telephone jacks can be used to
connect telephones or fax machines to the router for use over the ISDN
lines. Plug telephone devices into these jacks as you normally would
into a telephone wall socket.

I SDN — This socket is used to connect the ISDN line to either an NT-
1 or directly to the ISDN wall jack, depending on the type of service
delivered by your phone company.

ETHERNET — The six Ethernet ports function as anorma 10 Mbps
10BASE-T Ethernet hub.

12
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?? Uplink — This port is used to connect the router to another
hub using a graight-through twisted-pair cable.

?? Ports 1x to 5x — These five ports can be used to connect
end-gtations to the router using straight-through cables.

Telephone Features

Up to two telephones can be attached to the TW-HG6WL1IR router via
the Phone 1 and Phone 2 telephone jacks located on the rear of the
router. The router enables the attached telephones to have a number of
features which may or may not be found on normd telephones and are
described below. Additiond features which must actudly be configured
are described in the Interface Configuration — |SDN Sub-menu
section of thismanud.

? ? Hold — Thisfeature is very smilar with and can work in conjunction
with call waiting as defined in the Interface Configuration — 1ISDN
Sub-menu section of this manud. Press Flash 0 to place someone
on hold (Flash isavery brief hanging up of the phone). Press Hash
2 to take the cdler off hold.

? ?Hold (and pick up from another location) - Telephones
connected to the router can be put on hold by pressing Flash 71,
72, 73, or 74. Press the same number to take the caler off hold
and speak from another phone on your telephone network.

? ? Call forwarding — If you wish to forward incoming cadlsto a
different telephone, press* 77* and then the phone number you
wish to forward the call to. All incoming cals will automaticaly be

Installation
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forwarded to the phone number entered. Press #77# to cancel call
forwarding.

? ? Three-per son conference call — To use this feature, conference
cdling must be enabled by the telephone company. After thisis
done, pick up aphone and place acall. After connected, press
Flash O (refer to call waiting in the Interface Configuration —
|SDN Sub-menu section of this manud) and did the second
number. After connected, press flash 3 to speak to both parties at
the same time. Press Flash O to hang up with the first party called.
Press flash 1 to hang up with the second party called.

? ? Call transfer — To transfer acdl to the other phone jack on the
router: if usng Phone 1, pressflash 20. If using Phone 2, press flash
10.

Installation and Initial Configuration

This section discusses the different connections that can be made to the
router when setting it up.

Initidly, you will only wish to connect the console to the router in order
to configure the other ports. Once that is complete, you will need to
turn off the power to the router and plug in the connection cablesto the
other devices. Next, power on the other devices. When they have
finished powering up, power on the router. Each of these Sepsis
described in detail in the sections below. Please skip any setting
adjustments that do not gpply to your configuration needs.

14
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For theinitid configuration of your TW-H6W1IR, you must use an
RS-232 console connection, either to a computer running serid
communications software or to a serid data termind.

After the router has been successfully ingdled and the initid
configuration is complete, you can continue to modify settings through
the console, or you can change configuration settings through a remote
Telnet connection or through a web browser. See the chapters entitled
Configuration and Management and Using Telnet for detailed
ingtructions on using Telnet to configure your TW-H6W1IR.

A Warning on Connection Cables

ISDN and Ethernet cables are very smilar to each other. It isimportant
that you use the correct cable for each connection; otherwise, your
router could be damaged.

Before connecting or disconnecting an RS-232 cable between two
devices, turn both devices off to avoid any chance of damaging them.

Step 1 - Setting up the Console

Theinitid sgtup of the TW-H6W1IR, requires connecting a console
to the 9-pin RS-232 Diagnogtic port on the router’ s rear pandl. A
serid cableis supplied with the router in order to make this
connection. A console can be atermina, such asaVT-100, or a
norma PC running termina emulation software (such as Microsoft
HyperTermind, included with Windows). The termina emulation
software needs to be configured to the following parameters.

??VT100 termina emulation

Installation
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77?9600 baud
?? No parity, 8 databits, 1 start bit, 1 stop bit
?? No flow control

Step 2 - Connecting the Console to the Router

A sid cableisinduded in the TW-H6W1IR package. To connect
this cable, plug its nine-pin connector into the 9-pin RS-232 Diagnostic
port on the router’ s rear panel, then connect the other end to the serid
port on the rear of your computer or datatermind.

Pease make sure both machines are turned off before making this
connection.

After the connection is made, first power on the console. If you are
using aPC, run the termina emulation software at thistime. After the
PC and the terminal emulation software are up and running, power on
the router.

Using the Console

The Console Program isthe interface that you will be usng to
configure your TW-H6WL1IR. Severd operations that you should be
familiar with before you attempt to modify the configuration of your
router are listed below:

? ?Moving the Cursor. Within amenu, use Tab and arrow keys
to navigate through different information fields.

? Moving Forward to Another Menu. To move forward to a
sub-menu below the current one, use Tab or arrow keys to

16
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position the cursor on the sub-menu item and press Enter to
view the sdlected sub-menu.

? ?Entering I nfor mation. There are two types of fields that you
will need tofill in. Thefirgt requires you to type in the appropriate
information. The second gives you choices to choose from. In the
second case, press the space bar to cycle through the available
choices. Upon configuring dl fields the sub-menu, postion the
cursor on SAVE and press Enter to save, or position the cursor
on EXIT to cancdl.

? ?Refresh Screen. Console screens are notorious for becoming
garbled. When this happens, smply press <Cirl> + <R>to
refresh the contents of the screen.

Step 3 - Connecting an ISDN Line to the Router

Y our phone company will provide an ST interface into your home or
office. Plug the ISDN line from the router directly into the ISDN wall
socket provided by your phone company.

Step 4 - Connecting a Telephone or Fax Machine to the Router

Y ou can connect aregular telephone, fax machine, or modem to your
router to be used for andog calls. Note that the router’ s other functions
al work the same whether you connect an andog device or not.

To connect an analog device, just plug one end of the device' s cord
into one of the sockets on the back of the router marked PHONE 1 or
PHONE 2.

Installation 17
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To haveincoming calls directed to a device on a PHONE jack, you
must enter the telephone number for the phone in the console program
under the Interface Configuration, ISDN submenu.

Step 5 - Connecting Ethernet Cables to the Router

Your TW-H6W1IR has six ports for connecting 10BASE-T Ethernet
devicesto form aLAN. The jacksfor ports 1 through 5 are wired to let
you connect network end nodes (computers, servers, bridges, other
routers, etc.) using standard “ straight-through” EIA (Electronic
Industries Association) Category 3 or higher twisted-pair cables. The
jack for the sixth port islabeled Uplink and iswired to let you connect
to another 10Mbps Ethernet or dual-speed hub using a sraight-through
cable, or an end node using a cross-wired cable.

Pease refer to the following chart when deciding on the type of cable

necessary for a given connection:
DEVICE | PORT | DEVICE BEING | PORT CABLE TO USE
USED CONNECTED TYPE
Hub or Norma | Crossover (X)
I
Norma Switch Uplink | Straight-Through (||)
I
Router Server (or PC) Straight-Through (||)
Hub or Norma | Straight-Through (||)
I
Uplink Switch Uplink | Crossover (X)
Server (or PC) Crossover (X)
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The figure below shows how to make an Ethernet connection between
the router and a network end node.

RJ-45 connector

RJ-45 connector

Important Notes on Ethernet Connections

Observe the following rules when connecting devices with twisted-pair
Ethernet cables:

? ?For both end-node and uplink connections, use only EIA
Category 3 or higher-grade twisted- pair data cables with RJ-45
plugs. Indmogt al cases, only sandard straight-through cables
are needed.

? ?Make sure no cableis more than 100 meters (328 feet) long.

? AWhen uplinking two hubs together with a straight-through cable,
use an uplink-type jack a one end, and an end-node-type jack
at the other.
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? 2f uplinking more than two hubs together, observe the 5-4-3rule
no sgnd, in order to go from one end node to another, must ever
pass through more than five twisted-pair cables, four repesters
(that is, hubs), and three uplink cables. Thisis the maximum signd
path in twisted-pair Ethernet. Also be sure never to dlow asigna
loop to form.

11BASE-T cable
wstraight-through wires)

Note that you can connect an end node through the Uplink jack,
but to do so you must use a cross-wired cable or cable
converter.

Step 6 - Powering Up Devices for Initial Configuration

Plug in the included 18V DC, 750 mA power adapter into the power
jack on the router’ s rear pand.
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Y ou should have now connected the RS-232 cable to the console, the
ISDN phone line, one or more Ethernet cables, and the power adapter.

At this point in the ingtallation process you can now power up the
console computer, run the termina emulation software (if necessary),
and then power up the TW-H6W1IR.

Step 7 - Initial Confiquration of the Router

After the console is properly connected and both devices are powered
on as described in the preceding sections, you should see the router run
through the power on sdf test (POST). Findly, it will arrive at the logon
screen shown below. If the login screen does not appear, press <Ctrl>
+ <R> to refresh the screen.

=

TW-HeW1IR Router (Console)

User Name [ ]
Password [ ]

-

|C0nnected 00212 |Aut0 detect |SBDD a-M-1 |SCF|DLL |D‘3«F'S |NUM |Captule |F‘rint echo 4
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To log on to the router, use the factory set username and password
‘Admin’ (withou the quotes). Please note that the user name and
password are case-sendtive.

Upon entering the username and password (using the <tab> key to
jump to the next field), position the cursor on OK and press <Enter>.
Y ou will then see the following Man Menu:

Main Henu

Sy=stem Information. ..
Interface Configuration. .
Hetwork Configuration. ..
SHHP Agent Configuration. ..
Advanced Functions. ..
Admin Configuration. ..
Sy=temn Haintenance...

a e

Connected 0:22:39 ‘VT1DD |SBDD 2-N-1 SCROLL |CAF‘S |NUM |Capture |F'rint echo

Step 7 - Configuring the LAN Port

Preparing the router for connection to a LAN only requires enabling the
LAN port, enabling IP networking, assigning the LAN port an IP
address and enabling telnet (if necessary). After the LAN port is
configured, al other features on the router can be configured remotely
through the LAN by using the included Windows-based Router
Configuration Utility or Telnet. Regardless, the router can aways be
configured using a console connected to the RS-232 Console port.

To configure the LAN:

22
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1. TheLAN port must beenabledinthel nt er f ace
Confi gurati on sub-menu.

? 2Choose | nt erf ace Confi guration, LAN.

? ?Position the cursor over the St at e item and press <space
bar>. The St at e will chengefrom Di sabl e to Enabl e.

? ?Position the cursor on the Sav e option at the bottom of the
screen and press <Enter> to save the new setting.

? ?2Choose Exit in the sub-menus to return to the Main Menu.
2. Enable IP Networking

? ? Choose Net wor k Configuration, IP
Confi gurati on.

? ? Podition the cursor over thelastitem | P Net wor ki ng
and press<space bar>to Enabl e it

? ? Podition the cursor on the Sav e option at the bottom of the
screen and press <Enter> to save the new setting.

3. Assgnan IP addressto the LAN port in the Net wor k
Conf i gur at i on sub-menu of the Main Menu.

? ?SillinNet wor k Configuration, |IP
Conf i gur at i on submenu from Step 2 above, choose | P
St ack Configuration, LAN.

? ?Enter avdid |P addressfor the LAN in the first item. Y ou may
a0 enter aNetmask if you wish. For more information about |P
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Addresses and Subnet masks, please refer to Appendix B — IP
Concepts

? ?Pogition the cursor on the Sav e option at the bottom of the
screen and press <Enter> to save the new setting.

? 2Choose Exit in the sub-menus to return to the Main Menu.
4. Enablethe Telnet/Discovery function on the router.
? ? From the Main Menu choose Advanced Functi ons.

? ? Choosethe Tel net/ Di scovery Enabl e optionand
enable telnet.

? ?Position the cursor on the Sav e option at the bottom of the
screen and press <Enter> to save the new settings.

? ?2Choose Exit in the sub-menus to return to the Main Menu.

The router can now be accessed viathe LAN by Telnet, the Web-
based TW-H6W1IR Router Configuration Utility (included with the
router) and other SNM P management applications.

If you have any questions regarding the settings you made or other
Settings in the submenus, please refer to the next chapter
Configuration and Management.

Step 8 — Plugqging in All Devices

Y ou can now plug in and power on al other devices connected to the
router. Do not power on the router yet.
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The router is now able to use the LAN ports.

The router must be further configured in order to get the built-in ISDN
modem to function properly, to perform other routing functions, and to
manage your |P network. This can now be done by using the console,
the included Web-based Configuration Utility or Telnet.

For more information about configuring or managing the router, plesse
refer to the next chapter — Configuration and Management.
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Configuration and Management

After theinitid startup (POST) tet, the router will prompt you for login
and password. Thisis the opening page of the router’ s out- of-band
configuration program, caled the Console program The Console
program is stored in the Flash memory chipsin the router and the
Settings are written in EEPROM chipsin the router. It isthe most basic
level for configuring and managing the router and the network to which

it is connected.
-l
TW-HEWLIE Router (Console)
User Name [Adwmin ]
Password [ ]
0K
|Connected 0:06:29 ko detect 9500 8-H-1 [SCROLL [CAPS [MUM [Capture  [Pritecho ¢

If you're garting the router for the first time, the default login and
password is“Admin” — the login and password are case-sengitive,
aphanumeric characters.
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Note that once you are in the Main Menu, if thereis no activity for
more than 5 minutes, the router will autometicaly log you out. Y our
first endeavor should be to increase the ‘timeout’ time by adjusting the
gppropriate vaue in the System Infor mation sub-menu.

The router can also be configured remotely through a LAN or ISDN
connection by using the included Router Configuration Utility or Telnet.
However, if you wish to do this, the console program must first be used
to initidly configure the relevant port on the router. Please see Step 7 -
Initial Configuration of the Router on page 21 of this manud for
more detailed information.

Console Program Main Menu

The Man Menu is shown baow.

Hain Menu

System Information. ..
Interface Configuration. ..
Hetwork Configuration. ..
SHKP Agent Configuration. ..
Advanced Functions. ..
Adnin Configuration. ..
Sy=ztem Haintenance. ..

e

Connected 0:02:31 w100 9600 8-M-1 SCROLL |D’—\F'S |NUM |Capture |F'|int echo
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As mentioned earlier, your first endeavor should be to increase the
automatic timeout. Enter the System Information to do this. Y ou will
seethis screen:

System Information

This menu contains adminigtrative and system-related information.

Systen Information

System Description ISDN Router

dystem Object ID 1.3.6.1.4.1.604,10.22.3

System Up Time 1 hours 1 minutes 38 seconds

System Contact [TRENDnet Technical Support. 1
Systen Name [TRENDnet TW-HEWL1IER ]
System Location [ 1

Console/Telnet Display Timeout in Minutes(0..90) [0 ]

System MAC Address 005S0BAO0S0301 ISDN Switch Type D335-1

EXIT
All changes are zsawved!

Connected 0:10:18 |\-"T1EID |SEDEI 8-M-1 |SCF|DLL |D’-\F'S |NUM |Eapture |F'rint echa
The above parameters are described as follows:

?? System Description — thisis a non-changeable, short description
of the product.

?? System Object 1D — thisisthe enterprise-specific MIB Object ID
indicating this type of router.
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?? System Up Time — shows how long the router has been running
sincethe last power off or reset.

?? System Contact — enter the name of the department or individua
responsible for maintaining the router.

?? System Name — give the router a descriptive name for
identification purposes.

?? System L ocation — enter the geographic location of the router.

?? Console/Telnet Display Timeout in Minutes— thisisasecurity
measure to automeatically logoff from the console menu &fter agiven
idletime. Enter atimeout time between 0 and 90 minutes. Zero
gpecifies no timeoui.

?? System MAC Address—the physica address of this router.

?? 1SDN Switch Type —thetype of ISDN switch used by the

telephone company that the TW-H6W1IR can communicate with.
The TW-H6W1IR currently supports only the DSSL1 switch type.
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Interface Configuration

Under Interface Configuration in the main menu isthe following
Interface configuration screen, used to configure the LAN and ISDN

interfaces:
Interface Configuration
LN, .
ISDN
1]
Connected 0:0355 [vT100 5600 8-H-1 [SCROLL " [C&PS [NUM [Capture  [Print echo .
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LAN Sub-menu

Description [Branch Office ]
Operation Hode 10TX HD

State <Enable »

SAVH EXIT

N EE

Connected 0:04.15 [vT100 5600 8-H-1 [SCROLL [CePS [NUM - [Capiurs - [Print echo
The parameters are described below:

?? Description —thisis auser-defined, 32-character identifier used to
name the LAN.
?? Operation Mode—The LAN port is 10BASE-T only.

?? State-—thisisatoggle, to disable or enable the LAN interface.
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ISDN Sub-menu

=]
ISDH
De=scription [Branch Office ISDH ]
Switch Type DS5-1
Bl Channel Uszage <Switchs B2 Channel Usage <Switch:
Country ID [5 1]

ISDH Data [
A-B Ahdapter 1 [
A-B Ahdapter 2 [
FPhone 1 Call Waiting <Disable:
FPhone 2 Call Waiting <Disable:

POTS Lines <Enable »
Global Reception <Enable »
Block Outgoing CLID <Disable:
Auth Type <AUTH_PAP »
Call Bumping <Di=zabler
State <Enable »
SAVE] EXIT
Connected C:05:11 w1100 9600 8:1-1 [SCROLL  [C2PS  [MUM  [Captire  [Piintecho .

The parameters are described below:

?? Description — thisis a user-defined, 32-character identifier used to
name the ISDN.

?? Switch Type— this parameter defines the type of ISDN service
used. Currently, the TW-H6W1IR only supports DSS-1 type
ISDN lines.

?? Bl and B2 Channel Usage— this defines whether the ISDN lineis
aleasad line or anorma switched line. If you are not using aleasd
line connection, st thisitem to Switch.

?? Country ID —thisfield needs to contain the country parameter.
Without this information, the router cannot establish a connection. A
list of country ID numbersislocated in Appendix E — Country ID
Numbers.
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?? ISDN Data — thisfidd must contain the incoming telephone
number for datacdls. In other words, it isyour ISDN lin€' s data
phone number.

?? A/B Adapter 1 and 2 — enter the telephone numbers for your
voice/andog lines.

?? Phone 1 and 2 Call Waiting — If you have applied for and
received call waiting capabilities for your ISDN voicelines, you
must enable these settings in order for the call waiting feature to
function.

There are 4 specid operaions for using cal waiting (flash means a
very brief hanging up of the phone. In other words, for the first
option below, flash O, click the hang up button on your phone very
quickly and then press the number 0 on your telephone’ s keypad):

Flash 0 — disconnect the first phone call established.

Flash 1 — disconnect the second phone cal established.

Flash 2 — switch between the two phone calls.

Flash 3 — pesk to both parties smultaneoudy (if conference calling
is enabled by your phone company).

?? POTSLines—[Plain Old Telephone Service]. Enables or disables
phone calls on the Phone 1 and Phone 2 jacks on the rear of the
router.

?? Global Reception —When thisis enabled, the Phone 1 and Phone
2 jacks will receive dl phone calls directed to them by the
telephone company’ s switch. When disabled, the router will check
incoming calls to the Phone 1 and 2 jacks againgt the telephone
numbers specified in the A/B Adapter 1 and 2 fields above.
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?7?

??

??

?7?

Block Outgoing CLID —When thisis enabled, your ISDN data
phone number and voice phone numbers will never be sent out
when trying to establish a connection. Thus, evenif Stesbeing
cdled have Cdler 1D, they till won't be able to know your phone
number.

Auth[entication] Type — this defines the authorization protocol

that will be used when accepting a did-in connection. The choices
are Password Authentication Protocol [PAP], Chdlenge
Handshake Authentication Protocol [CHAP] or None. PAP and
CHAP do not provide a screen for usersto manudly enter their
Username and Password — instead, this data must be entered into
the didling software before placing the call. Make sure the device
diding in is usng the same protocol as defined here. The None
Setting may be used when you do not wish did-in users or networks
to identify themsalves or be subject to security.

Call Bumping — This stting only takes effect when both B
channels are connected and using multi-link PPP. If thisis the case
and cal bumping is enabled, when you receive and incoming voice
cdl, the second B channel will be dropped (with dl traffic being
moved to thefirgt B channel) and the voice cal will be received. If
dissbled, both B channels will continue their data transmissons
uninterrupted and the voice call will be ignored.

State —enableg/disables the ISDN port.
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Network Configuration

I P protocol configuration and gtatic routes are configured in the
Network Configuration sub-menu. This menu is shown below:

IF Configuration

IF Stack Configuration. ..
IP Static Route. ..
IF Hetworking ¢Enable »

Router Advertisement <Enable >

=7 EXIT

e

Connected 0:05:56 |VT1DD 9600 8-M-1 SCROLL |CAF'5 |NUM |Captura |F'rint echo

IP Stack Confiquration

The network interface 1P address, mask and protocols are specified in
the IP Stack Configuration submenus. Below, the submenus for both
the LAN and ISDN interfaces are shown.
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The parameters are described below:

?? 1P Address—thisisthe IP address for the router on the network

to which this interface is connected.

?? Netmask —thisisa 32-hit bit mask that shows how the IP address
Isto be divided into network, subnet and host parts. The netmask

LaN
IF iddress [10.2.77.80 ]
Hetnaslk [255.0.0.0 ]
Forwarding <Enable »
Routing Protocol <RIPV1 >
Routing Hode <Both >
IF HMulticasting <Dizahlex
Multicast Protocol <Hone »
IGHP Version W2y
DHCP Client <Disable:
=4 VE] EXIT
-
Connected 0:06:21 Y1100 9600 B-M-1 SCROLL  [C8PS [NUM  [Capiure  [Frint echa i
=
ISDH Link 1
IP iddress [20.20.20.1 ]
Hetmnask [255.0.0.0 ]
State <IP Stack:
Routing Protocol <RIPV1 >
Routing Hode <Both =
IF Multicasting <Enable
Multicast Protocol <DVHRE:
IGHP Version Ve
RIFP Spoofing <Enable »
=4V E] EXIT
5
Connected [:05-41 [wT100 |3R00 8-H-1 [SCROLL [C&PS [NUM  [Captuie  [Piint echo L
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has ones in the bit pogitionsin the 32-bit address which are to be
used for the network and subnet parts, and zeros for the host part.
The mask should contain at least the standard network portion (as
determined by the address's class), and the subnet field should be
contiguous with the network portion.

?? Forwarding (L AN) — this enables or disables communications
between this router and other router(s) on the LAN.

?? State (ISDN) —thisisalink method between this interface and
adjacent router(s). The methods are described:

1.

AUTO —this obtains and utilizes the | P address assignment
from your ISP (Internet Service Provider).

DISABLE — this disables this interface.

IP STACK — this enables thisinterface, and the IP address
used will be the vaue of the parameter, |P Address.

UNNUMBER - this utilizes amethod of connecting this router
with adjacent routers, without having to define an 1P network
prefix between them. The adjacent routers must have
UNNUMBER capahility too.

?? Routing Protocol —thisis adistance vector routing protocol. RIP
isan Internet standard Interior Gateway Protocol defined in RFC
1058 and RFC 1723. Routing information is sent periodically
(each 30 seconds, or triggered by topology change) to an adjacent
router. The adjacent router must be using the same protocol.
Setting thisto RIPV1& V2 will give the router the ability to make
routing information exchanges with any adjacent router.
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?? Routing M ode — this parameter alows the router to specify the
extent to which it partakes in the RIP on this port. The options are

described below:

1 None — the router will not participate in any RIP
exchange with adjacent routers.

2. Listen — the router will incorporate routing information
from adjacent routers, but will not send its own routing
table.

3. Talk — the router will send adjacent routersits own
routing table, but will not incorporate routing informeation
from them.

4, Both — the router will incorporate routing information

from adjacent routers, and will sed adjacent routersit's
own routing table.

?? 1P Multicasting — this feature enables or disablesthe router’s
ability to route P Multicast packets from one interface to another
(for example, from the LAN portsto the ISDN port). IP
Multicagting is a bandwidth-saving method for tranamitting deta to
more than one hogt. IP Multicasting is often used when
sending/recaiving audio or video data. When IP Multicasting is
enabled, the router will search its multicast forwarding table and
depending on the result of the search will either forward the packet
or add the group to the table.. If IP Multicasting is disabled, dl
multicast packets received by the router will be dropped, effectively
limiting multicagting to the LAN. The router can dso perform
DVMREPIf thisfeatureis enabled (see Multicast Protocol below),
which dlows the TW-H6W1IR to share multicast information with
other routers, enabling IP multicasting over the ISDN port.
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?7?

??

??

?7?

Multicast Protocol — if this parameter is st to None, the router
will only use the Internet Group Management Protocol (IGMP), if
IP Multicasting is enabled above. This effectivey limits multicast
datato the locd network. If set to DVMRP (Distance Vector
Multicast Routing Protocol), the router will aso use this protocol to
share its multicast information with other routers (much like RIP), in
effect, enabling multicasting on the WAN (ISDN) port.

| GM PVersion — configures the router to use either IGMP verson
1 or 2. A mgor difference between the two isthat version 2 dlows
the router to communicate multicast information with other routers
(viathe ISDN port), even if the other router isn't usng DVMRP.

DHCP Client (LAN) — this feature dlows the LAN port to be
assigned an IP address froma DHCP server other than the onein
the router. This feature should be enabled only for specid
configurations (such as the presence of a cable modem on the
LAN) where you wish the router to work with a device on the
network that must act as a DHCP server. Otherwise, this feature
should be kept disabled.

RIP Spoofing (I SDN) — this feature should only be enabled if you
have more than one router on your network and this router is
providing your WAN connection. In this case, if the WAN
connection is dropped due to inactivity and thisfeature is enabled,
RIP packets will be sent to the other routers on the network telling
them that data can till be sent to the WAN viarthis router.
Otherwise, the other routers will learn that the WAN link has been
disconnected and will no longer forward packets destined for the
WAN to this router, causing the packets to be dropped before
Bandwidth on Demand has a chance to reestablish the WAN
connection.
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IP Static Route

A datic route is a permanent entry in the routing table. Static routing
provides a means of explicitly defining the next hop router for a
particular destination network |P address. Each Static route entry also
alowsfor ametric (ak.a. hop count) to be specified.

IF Static Route
IP Address Hetnask Gateway Hop= Intf State
1.[0.0.0.0 1[0.0.0.0 Jr1z7z.22.3.1 ] [1 ] <ISCH L1: <Enable >
2.[202.12.125.0 J[256.255.255.0 J[210.172.23.1 ] [1 ] <LaNH » <Enable >
3. [202.12.124.0 J[255.255.255.0 J[202.12.129.1 ] [1 ] <ISCH L2: <Enable >
4.[0.0.0.0 1[0.0.0.0 1[0.0.0.0 1 [0 ] <L&NH » <Disable>
S.[0.0.0.0 1[0.0.0. 1[0.0.0.0 1 [0 ] <LaNH » ¢Dizable:>
6.[0.0.0.0 1[0.0.0.0 1[0.0.0.0 1 [0 ] <LaNH » ¢Dizable:>
7.[0.0.0.0 1[0.0.0.0 1[0.0.0.0 1 [0 ] <L&N » ¢«Di=zable:>
g.[0.0.0.0 1[0.0.0.0 1[0.0.0.0 1 [0 ] <L&N » ¢«Di=zable:>
9.[0.0.0.0 1[0.0.0.0 1[0.0.0.0 1 [0 ] <L&N » ¢«Di=zable:>
10.[0.0.0.0 1[0.0.0.0 1[0.0.0.0 1 [0 ] <L&aN » <Disable:
11.[0.0.0.0 1[0.0.0.0 1[0.0.0.0 1 [0 ] <L&aN » <Disable:
12 [0.0.0.0 1[0.0.0.0 1[0.0.0.0 1 [0 1 <LaN » <Disable:
SAVE
Connected 5:41:11 [vT100 5600 8-H-1 [SCROLL [C&PS  [NUM  [Captuie [Piint echo A

The parameters are described below:

?? |P Address — this specifies the destination network | P address (or
a hogt, depending on the netmask) and pairs it with a gateway.

?? Netmask — this mask shows how the destination |P addressisto
be divided into network, subnet and host parts. The netmask has
onesin the bit pogtionsin the 32-bit address which are to be used
for the network and subnet parts, and zeros for the host part.

?? Gateway — thisisthe adjacent next hop router, for which the
packets, arriving to this router with this destination 1P address, will
be forwarded.
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?? Hops — thisis an associated RIP metric that may have its vaue st
between 1 and 15, inclusive. A metric vaue higher than 15 (such
as 16) means that the network is unreachable.

?? Intf [Interface] — thisisthe network interface containing the
gateway that the packets will be forwarded through.

?? State — this enables/disables a particular entry.
IP Static Route Examples

The IP Static Route Table shown in the example | P Static Route screen
above has the firgt three entries configured for common implementations
of ddtic routing.

The firgt entry assumes that 1ISDN1 has a connection to the Internet and
defines the default next hop router. If you use this router to connect to
the Internet it is very important that you create an entry here that defines
the default next hop router as your ISP. This configuration isaso
commonly used when RIP exchanges with other Internet routers (on
ISDN1) are disabled.

The second entry shows how to configure static routes when there is
another router on the LAN. The IP Address shown (202.12.125.0) is
the network address for a branch office, for example. The Gateway
Address (210.172.23.1) isthe | P address to the LAN port on another
router on the LAN that maintains an ISDN connection to the branch
office.

Thethird entry is an example of an enterprise ISDN connection
(through telephone lines) to another router, at a branch office for
example. The IP Addressis the network address of the branch office.
The Gateway Addressisthe IP Address of the ISDN port on the
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branch office router. This configuration assumes there isamodem on
ISDN2 maintaining a did-up connection to the branch office.

IP Networking

Under the IP Configuration sub-menu, the | P Networ king function can
toggle to connect/disconnect this router from the entire IP network.

When IP Networking is disabled, al routing functions are stopped. The
only IP Address the router will act onisits own, via Telnet for example.

Router Advertisement

When this option is enabled, the router will periodicaly send out ICMP
packets that announce itsalf on the network. These ICMP packets are
utilized by the Windows 98 or later operating system, which will

automaticaly update the default gateway setting on the computer in
whichitisingdled.
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SNMP Agent Configuration

The Smple Network Management Protocol (SNMP), defined in STD
15, RFC 1157, isaprotocol governing the management and the
monitoring of 1P network devices and their functions. The TW-
H6W1IR supports the use of SNMP to acknowledge communication
between management sations and itself. Badcdly, the TW-H6W1IR,
when connected to the network, acts as an SNMP agent, a software
process that responds to queries using SNMP to provide status and
Statistics about the router.

Following is adescription of how to configure the TW-HEWL1IR for
SNM P management.

SHHFP Agent Configuration

SHHP Community Configuration. .
SHHFP Trap Manager Configuration. ..

SHHMP Authenticated Trap <Enable »

[SavE] EXIT

NEE

Connected 0:08:02 |VT1DD |SBDU 2-M-1 |SCHDLL |CAF'5 |NUM |Captura |F'rint echo

From the main menu, sdect SNMP Agent Configuration. Thiswill
bring you to the SNMP Agent Configuration Menu, shown above.
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SNMP Community Configuration

Sdlect and Enter the SNMP Community Configuration sub-menu.
Y ou will see the following configuration screen:

|
SHMP Community Configuration
SHMF Community String Access Right Status

[public ] <Read Only » ¢Valid >

[private ] <Read Trite> ¢Valid >

] <Read-Trite: ¢Walid

[ ] <Read Trite> ¢Invalids»

[SAVE] EXIT

Connected 0:05:54 [vT100 5600 8-H-1 [SCROLL [C&PS  [NUM - [Captire  [Piint echo A

The parameters are described below:

?? SNMP Community String — this community string isa user-
defined identifying name used to group together some arbitrary set
of SNM P application entities managed by the network manager.

?? Access Right — this dement of the st {READ ONLY,
READ/WRITE} iscalled the SNMP accessmode. If the SNMP
Community String has an Access Right of READ/WRITE, then that
Community String is available as an operand for the get, set, and
trap operaions. Otherwise, if the Community String's
corresponding Access Right isREAD ONLY, thenitisavalable as
an operand for the get and trap operations only.

?? Status—thisvdidates or invaidates the use SNMP Community
String, by setting the string to “Vaid' or “Invalid’. Note that setting
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the use of the string to ‘Invalid’ is the same as removing the string,
however, the string remains S0 asto be validated at an gppropriate
time.

SNMP Trap Manager

From the SNMP Agent Configuration menu, select and enter the
SNMP Trap Manager sub-menu. You will seethefollowing

configuration screen:
|
SHHFP Trap Manager
IFP Addres=ss SHMF Community String State
[0.0.0.0 ] [ ] <Invalid>
[0.0.0.0 ] [ ] ¢Invalid>
[0.0.0.0 ] [ ] ¢Invalids
[0.0.0.0 ] [ ] ¢Invalids
[0.0.0.0 ] [ ] ¢Invalids
SAVE
5
Connected 0:03:30 [wT100 EEENE [SCROLL [C&PS  [NUM - [Captuie  [Print echo 4

The parameters are described below:

?? |P Address— enter the I P address of the host who will act asan
SNMP Management Station. The TW-H6W1IR router will send
SNMP traps to these addresses.

?? SNMP Community String — the community string isauser-
defined identifying name used to group together some arbitrary set
of SNMP gpplication entities managed by the network manager.
Trapswill be sent to the IP Address (previous parameter) aslong
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as the corresponding Community String, in the Management
Station’ s trap manager software, is the same.

?? State — this validates or invalidates the use of the SNMP
Community String, by setting the use of the gtring to Valid or
Invalid. Note that setting the string to Invalid isthe same as
removing the string, however, the string remains so asto be
vaidated again at an appropriate time.

SNMP Authenticated Trap

Returning to the SNMP Agent Configuration menu, you can ‘Enable
or ‘Disable’ an authentication failure trap message being sent to the
Management Station by the router. When an SNMP packet with an
invalid community name isreceived, it will be dropped. If this parameter
is enabled, atrap will be sent to the network manager; if this parameter
Is disabled, no trap will be sent.
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Advanced Functions

The Advanced Functions menu contains most of the more complex
configuration settings and is shown below:

Advanced Functions

Renote Access Configuration. . .
DHCP Configuration. ..

Filter Configuration. ..
Hultiple Home Configuration. . .
Static ARP. ..

HAT Configuration. ..
Telnet-Discowvery Enable. ..

DHS Configuration. . .

RADIUS Configuration. ..

FPPP Configuration. ..

EE

Connected 0:09.57 |VT1DD |SBDU 8-M-1 SCROLL |CAF'5 |NUM |Captura |F'rint echo

Remote Access Configuration

The Remote Access Configuration menu is used to set up the router for
did-in and did-out connections over the ISDN line. An ISDN line has
aD channel for establishing connections and two B (Bearer) channels,
which tranamit and recaive the actud Sgnds, whether voice or data
The two B channels can support two independent remote connections
or be banded together using Multi-link PPP to implement Bandwidth on
Demand (configured separately in the PPP Configuration menu, the
last item in the Advanced Functions window).

The B-Channds can aso carry voice and fax cdls, which are routed to
the telephone jacks located on the rear of the router. Please note,
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however, that the TW-HBW1IR can maintain only two connections at a
time viathe two B channds, whether the connections are voice, data,
did-in users, remote networks or a combination thereof.

Remote Operation Overview

The TW-H6WL1IR is very flexible and can be configured for avariety
of remote connections. Since configuring the router can be quite
complex - depending on the number and type of remote connection(s)
you wish to implement — we have described some of the basic functions
and procedures below.

Dial-In User Connections

Did-in users are defined as a Single user on acomputer, such asa
person working at home, who dias into the office to use network
resources. In dmost al cases, aDid-In User Profile needs to be set up
for each user who will did in to the router so the router can tailor the
connection for each user. Once thisis done, the remote user will be
able to use network resources asif he were connected locally. When
the user didsinto the TW-H6W1IR, the call comes into the D-channd
and after answering the phone, the TW-HEWL1IR:

1. Identifiesthe Username and Password using the authentication protocol
defined in the Interface Configuration, ISDN submenu. Thedial-in user is
not prompted for thisinformation, but must enter it into hisdialing software
before dialing.

2. Checksthe Username and Password against those defined in the Dial-In
User Profiles and Remote Network Profiles.
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3. Assuming a matching Dial-In User Profileisfound, the router may

configure the I P address of the remote station (as defined in the Dial-In

User Profile).

Configuresadial-in Interface (avirtua circuit) to handle the connection.

5. Establishesthe connection on whichever B-channel (physical port) is open
by mapping the dial-in interface to that port.

6. Inthe casewherethe Dial-In User does not need to supply a Username and
Password (Auth Typeis set to Nonein the Interface Configuration
submenu) the remote computer must have its own I P address.

e

Remote Network Connections

Remote networks are defined as other networks (LANS) that have
WAN connections using arouter, Internet server, network modem or
gmilar device (in this document however, we will assume the remote
deviceisarouter). In dmogt all cases, a Remote Network Profile
needs to be set up for each network that will connect to the TW-
H6W1IR viathe ISDN lines. The Remote Network Profiles are
necessary for the router to identify and tailor the connection to the
remote network’ s router. Once thisis done, a connection between the
two routers can be made and computers on each network can
communicate with each other.

Dial-In Network Connections

A did-in network connectionisvery smilar to adid-in user connection.
When the remote router dids into the TW-H6W1IR, the call comes
into the D-channd and after answering the phone, the TW-H6W1IR:

1. Identifiesthe Username and Password using the authentication protocol
defined in the Interface Configuration, ISDN submenu.

2. Checksthe Username and Password against those defined in the Dial-In
User Profiles and Remote Network Profiles.
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3. Assuming a matching Remote Network Profileisfound, the router may
configure the IP address of the remote station (as defined in the Remote
Network Profile).

4. Configures the specified ISDN Interface (avirtual circuit) using the
configuration parameters defined in the Interface Configuration menu and
the Remote Network Profile to handle the connection.

5. Establishesthe connection on whichever B-channel (physical port) is open
by mapping the dial-in interface to that port.

Dial-Out Network Connections

Did-out network connections are much different than dia-in
connections.

When a packet on the LAN reaches the router, the TW-HEW1IR will:

1. Checkitsrouting table to try to identify where this packet should go. It
looks for two variablesin the routing table, Gateway address and Interface.
There are four possible results:

In the case where the destination residesin the same IP network on the
LAN, the routing engine never acts on the packet and it is sent directly
to the destination through the built-in hub.

In the case where the destination resideson adifferent I P network on
the LAN (which can happen when Multiple Home Configuration isset
up), the router will send out an ARP request to obtain the MAC address
of the destination computer (or router) and deliver the packet. Note that
defining Static ARPs can speed up delivery since the router won’t need
to send out an ARP request.

In the case where the router finds a match in the routing table (which
includes IP Static Routes), it uses the Gateway address and Interface
numbers to identify the correct Remote Network Profile to use to dial
out. From the Remote Network Profile, the router gets the telephone
number and other information and dials out, establishes a connection
and deliversthe packet. If you have a connection to the Internet, it is
very important that you define the default next hop router in the IP
Static Routes submenu of the console program as your ISP (seethe IP
Static Routes section of this manual for more detailed configuration
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information). Thisisbecause if auser on your LAN makes arequest to
download aweb page for the first time, for instance, sinceit isthefirst
time, the TW-H6W1IR will not have any record of the web page’s IP
address. If no default next hop router isdefined, the request will be
dropped and the user will get a‘ Destination Unreachable’ error
message. However, if adefault next hop router is defined in the IP
Static Routes, the TW-H6W1IR will pass this request on to the ISP (the
request will go through) and the user will receive the web page.

IV. Inthe case wherethereis no match for the destination |P addressin the
routing table, and no default next hop router is defined, the packet will
be dropped and no action will be taken.

The Remote Access Configuration submenu is shown below. All items
in the submenu are described as follows.

E|

Renote Access Configuration

Dial Configuration. ..
Dial-In User Profile. . .

Remote Networlk Profile. ..

N HE

Connected 0:10:58 Y1100 9600 B-M-1 SCROLL " [C8PS | [NUM ~ [Capiure [Frint echa
Dial Configuration

Y ou can configure the two ISDN interfaces on your TW-H6W1IR to

did-out only when a packet is forwarded to that interface, and hang up
after dl data has been transferred and the link isidle. This can be used
to lower the cost of an unpopular link or used as a backup link to your
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ISP. Thisfeature is commonly caled “Did on Demand”. ISDN
interfaces can dso be configured here to receive cdls from did in users
and other networks, called “Remote Access’. Please note however,
that in al cases, after configuring the ISDN Linksinthe Di al

Confi gurati on submenu, they must be further configured in the
Dial -1 n User Profil e submenuorRenpot e Network
Profil e submenu

Dial Configuration
Dial In IF Pool...
ISDN Link 1...
ISDN Link 2...
LT
Cannected [111:27 VT100 900 B-H-1 [SCROLL [C&PS [NUM  [Captuie  [Print echo %

Dial In IP Pool

Thedid in IP pool alows you to define arange of IP addresses that will
be reserved for and assigned to dia-in users.
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Dial In IP Pool

IF Addres= [170.100.200.1 ]

Range [2 1

5275 EXIT

N HE

Connected 0:12:21 [wT100 9600 8:4-1 [SCROLL  [0&PS [NUM © [Capture [Frint echo

Theitems are described as follows:

? ? 1P Address—isthefirg IP Address that will be assgned to adid-
in user.

? ? Range — isthe number of IP Addressesthat can be assigned. In
the window shown above, did-in users will be assigned the IP
Addresses 170.100.200.1 or 170.100.200.2 (only two are
necessary since the router used in the examples has only two ISDN

ports).
ISDN Link 1

This submenu contains a number of settings (shown below) which dlow
you to configure the router to dia out.
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Idle Time [30 1
Dial-0Out Retry Time [5 ]
Dial-Out Retry Count [3 ]
Dial on Demand <Enable »

Set Peer IP as Default Gateway <Enable »

5275 EXIT

N HE

Connected 0:35:03 [wT100 9600 8:-1 [SCROLL  [C&FS [NUM - [Capture  [Frint echo
The parameters are described below:

?? Idle Time —thisisthe egpsed time (in seconds), of inactivity, that
will trigger the router to disconnect this interface.

?? Dial-Out Retry Time —thisisthe time (in seconds) the router will
wait before the next dia attempt.

?? Dial-Out Retry Count — thisis the specified maximum number of
did attempts the router will make when trying to establish a
connection on thisinterface.

?7? Dial on Demand — this disables or enables diad on demand on this
interface. If enabled, when a packet arrives at this port, the router
will search for a Remote Network Profile that further configures
this ISDN port for diaing-out.

?? Set Peer 1P as Default Gateway — when enabled, this fegture
setsthe |P address of the remote device as the default gateway
(default next hop router) for dl packets not found in the routing
table. This option should be enabled for the ISDN circuit (ISDN1
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or ISDN2) that is used to connect to the Internet. Also, if the Peer
IPis set as the default gateway here, you dill need to define agatic
default route in the Network Configuration, |P Satic Route
submenu, but you don't need to designate agateway | P address for
the static route (the routers will automatically negotiate and adjust
the gateway |P setting accordingly). And aso make sure that the
Remote IP Address in the Remote Networks Profile is set to
0.0.0.0. Note that only one ISDN circuit should be connected to
the Internet, and only one ISDN circuit (the same one) should be
the default gateway.

Dial-In User Profile

The Did-In User Profileis used to configure the TW-H6W1IR for
sngle users (for example a person working at home) to did in to the
router and gain access to the network. At least one User Profile must
be configured for each user who will did in (in conjunction with Dial
Configuration settings). Please note that WAN connections to
computers on other networks must be defined in the Remote Network
Profile submenu.

Up to eight users can be set up to did in to the router. However, more
did-in users can be accommodated by using a Radius server as
described in the Radius Configuration section of this manud. Please
note that when a Radius server is being used, the Did-in User Profiles
will be disabled.

The Did-1n User Profile submenu appears below:
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Hane [Charlie ]
Paz=word [ ]

Rem CLID [5550069 1

Default IP [10.201.22.5 1

IP Addre== Supply <Default:

State <Enable »

5275 EXIT

Connhected 0:07:56 [wT100 9600 8:4-1 [SCROLL  [C&FS  [NUM  [Capture — [Frint echo

N

The parametersin the above window are described as follows:.

?7?

??

??

?7?

Name — the maximum length is 64 characters. This usernameis for
password chalenges (authentication). The user diding in must
supply this usernamein order to be alowed access to the router.

Password — this is the password associated with the above Name
fidd.

Rem CLID — Remote Cdler ID. Thisis the tedephone number of
the Remote User and is used for security. When a phone number is
entered in thisfield, the router will make sure that the incoming call
Is coming from the same phone number as the one defined here. In
other words, the remote user can only be caling from the telephone
number defined here, otherwise the cal will not be accepted. This
function isdisabled if thefied isleft blank.

Default I P —thisisthe IP address that will be assgned to the dia-
in user when the P Address Supply setting below is set to Defaullt.
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Assigning an IP address to the remote computer ensures that the IP
address does not clash with other | P addresses on your network.

?? |P Address Supply — thisfield defines how the remote user will
obtain an |P address. The choicesinclude:

Default — uses the Default | P address defined above,

Dynamic - taken from the Dial In IP pooal, or

None - the remote user supplies his own IP Address.
?? State — enables/disables this User Profile.

Remote Network Profile

The Remote Network Profile is used to configure the router for ISDN
connections to other networks. In practice, the TW-HEW1IR will
ether dia-out to or recelve incoming cals from another router, the
‘gateway’ to the other network.

Remote Hame [Branch 2 ]
Direction <Both:
Interface <ISDH L1:

Incoming

Hame [Branch 2 ]
Paz=word [ ]
Rem CLID [5556969 1

COutgoing -
Hame [Branch 2 ]
Paz=word [ ]
Phone Humber [5556969 ]

Femote IF Addres=ss [10.23.66.1 ]
IF Addres== Supply <Default:
State <Enable

5275 EXIT

N HE

Connected 0:05:43 Y1100 9600 B-M-1 SCAOLL  [C8PS [NUM  [Capiure [Frint echo
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?7?

?7?

?7?

Remote Name — Name for the remote network that the TW-
H6W1IR isbeing set up to connect with.

Direction —did-[In], did-[Out], or [Both]. Thisfield defines
whether the router on the other network will dia-[1n] to the TW-
H6W1IR to establish a connection, the TW-HEW1IR will did-
[Out] to the other network, or a connection can be established
[Both] ways.

When thisis set to I n, the TW-HBWI1IR will only establish a
connection with the other network by receiving cdls on the ISDN
port specified in the Interface fidd below. Also, the incoming calls
will be subject to the Name, Password and Rem CLID fiddsin the
I ncoming section below.

When thisis set to Out, the router will only make calls on the ISDN
interface specified in the Interface field below. Also, the outgoing
calswill be subject to the Name, Password and Phone Number
fidldsin the Outgoing section below.

When st to Both, the dial in and dial out conditions described
above will both be obsarved.

Interface — ISDN Link 1 [ISDN L1] or ISDN Link 2 [ISDN L2].
Thisfield is used to assgn aremote network to alogica (virtud)
interface called avirtud circuit. More than one remote network can
be configured to use the same interface, but they cannot be
connected a the sametime. Thus, if you wish to have two WAN
connections operate smultaneoudy, make sure they are configured
on different interfaces. On the other hand, if you have two did-out
remote network profiles but wish to keep one line dways open for
did-in users, make sure the two did-out profiles use the same
interface. In this case, the two profiles will share the same interface;

58
Management

Configuration and



TWH6WI1IR ISDN Remote Router

?7?

??

the second one using it after the first one' sidle time has expired and
it has rdinquished it.

Incoming

?? Name — the maximum length is 64 characters. This usernameis
for password chdlenges (authentication). The user diding in
must supply this username in order to be alowed access to the
router.

?? Password — thisis the password associated with the above
Namefidd.

?? Rem CLID — Remote Cdler ID. Thisis the telephone number
of the Remote User and is used for security. When a phone
number is entered in thisfield, the router will make sure thet the
incoming cal is coming from the same phone number as the one
defined here. In other words, the remote user can only be
cdling from the telephone number defined here, otherwise the
cdl will not be accepted. Thisfunction is dissbled if thefidd is
|left blank.

Outgoing

?? Name — the maximum length is 64 characters. Spaces and
punctuation are not usudly accepted. This usernameis for
password challenges (authentication) which are automaticaly
handled by the router when diding out. The TW-HEW1IR will

use PAP and CHAP (whichever works) to make the
connection.

?? Password — thisis the password associated with the above
Namefidd.

?? Phone Number —thisis the telephone number that will be
dialed to make the outgoing connection.
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?? Remote |P Address—thisisthe IP address that will be assigned
to the diad-in network when the IP Address Supply setting below is
st to Default. Assgning an IP address to the router diding in
ensures that the | P address does not clash with other | P addresses
on your network. For did out connections utilizing dia on demand,
the IP address of the remote router needs to be entered here so the
router knows which remote network to establish a connection with
to deliver the packet.

?? 1P Address Supply — thisfield defines how the router will assgn
an |P address to adevice diding in. The choicesindude:

Default — uses the Remote | P address defined above,

Dynamic - taken from the Dial In IP pooal, or

None - the remote user supplies his own IP Address.
?? State — enables/disables this Remote Network Profile
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DHCP Configuration

The TW-H6W1IR Router implements the Dynamic Host Configuration
Protocol (DHCP), which dlows the entire IP network to be centraly
managed by the router. It does this by assigning I P addresses and
configuration parameters to hosts as they are powered on and come
onto the network. This can be a great help for network administration
snce many administrative tasks such as keeping track of each
computer’s | P address are handled by the router. The TW-HEW1IR
can implement DHCP in one of the two ways shown below:

DHCP Configuration

DHCP Server Configuration. ..

DHCF Relay Agent. ..

a e

Connected [:37:42 [wT100 EEENE [SCROLL " [C&FS [NUM  [Captuie  [Print echo

DHCP Server Configuration

When acting as a DHCP server, the TW-HBW1IR will manage many
of the IP network parameters. The TW-HEW1IR will never assgn a
broadcast or network 1P addresses to hosts, even if such an addressis
included in the specified range.
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Dynamic IP Pool

The dynamic IP pool screen shown below contains the parameters that
the router can set on the hogts. Please note that the Dynamic | P Pool
cannot be enabled when the DHCP Agent feature is enabled.

Cyrismiz IF Foaol

-----------------
IF Address [202,93.47.1 |
Rangs [100 ]
Hatnuxk [255.255.255.0 |
Gatamay [20E.99.47.254 ]
Lamxzs Timm [T2 1
DHA IF [140.11%.1.1 1
WINS IT [0.0.0.0 1
Donain Msma [ALL |
atate =Enoalkle =

= EXIT
Cionpecied 3415 LAkl S50 i-H-1

The parameters are described below:

?? IP Address—thisisthe base (Sarting) address for the IP pool of
| P addresses to be assigned.

?? Range —thisisthe range of contiguous, IP addresses, above the
base |IP Address above. In the above example, the | P addresses
assigned host computers as they come onto the network would be
202.93.47.1, 202.93.47.2 ... 202.93.47.100.

?? Netmask — this mask informs the client, how the destination 1P
addressisto be divided into network, subnet and host parts. The
netmask has onesin the bit positions in the 32- bit addresswhich
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?7?

?7?

?7?

??

?7?

?7?

Static IP Pool

are to be used for the network and subnet parts, and zeros for the
host part.

Gateway — this specifies the Gateway |P Address that will be
assigned to and used by the DHCP clients.

L ease Time — this specifies the number of hours a client can lease
an |P address, from the dynamically dlocated IP pool. The
maximum vaue is 65535 and avadue of 0 meansthe leaseis
permanent.

DNS | P — this specifies the Domain Name System server, used by
the DHCP clients using leased | P addresses, to trand ate hostnames
into P addresses or vice-versa

WINS I P —this specifies the | P address of the Windows Internet
Naming Service server.  This server has software that resolves
NetBIOS namesto | P addresses.

Domain Name — thisis the common suffix, shared by networked
hosts, used to represent a common network domain.

State — this enables/disables the dynamic |P Pool function.

The Static 1P Pool configuration functions in much the same way asthe
Dynamic IP Pool configuration. The only differenceisthat a particular
|P address can be assigned to a particular host. Thisis used for hosts
such as servers that need to have static | P addresses to function
properly or to make them accessible to remote users. The host is
identified by the MAC address of its NIC, which must be entered on
this screen.
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IF Addraxa [zo2.23.47.150 |
Hatnuxk [£55.855_255.0" ]
Eatasny [Z0Z_23.47.284 |
A3 IF [140.113.23,1 |
WINZ IF [0.0.0.0 1
atate «<Enable *

MAC Address Ix[0ODODEF4F97924]

Domain Mama  [ALL 1

Comackd 25035 YT1an 2600 3-H-1
The parameters are described below:

?? IP Address—thisisthe dtatic IP address to be assigned.

?? MAC Address — this specifies the physical address of the
particular host that will receive the above IP address.

All other parameters (Netmask, Gateway, DNSIP, WINSIP,
State, & Domain Name) are identicd to those in the Dynamic IP
Pool configuration, in the previous section.

DHCP Relay Agent

The DHCP Relay Agent fegture dlows the TW-H6W1IR to act as a
go-between for aremote DHCP server assigning | P addresses to loca
cients. This can be useful if you wish to have dl 1P addresses in your
company, including those in branch offices, assgned from a DHCP
server centrally located at your heedquarters, for example.
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|
DHCP Relay Agent
DHCF Server IP Address [10.69.69.3 ]
Tine Threshaold [E 1]
State <Enable >
ISLVE] EXIT
-
Connected 0:43:28 [wT100 9600 8:4-1 [SCROLL " [C&FS [ [NUM -~ [Capture  [Frint echo i

Items are described as follows:

?? DHCP Server |P Address—thisis the | P address of the remote
DHCP server. When aloca computer powers up and sends a
DHCP request for an IP address, the TW-H6W1IR will forward
the request to the address specified here.

?? TimeThreshold — this specifies the maximum amount of time (in
seconds) since the host began requesting an |P address. If the vadue
define here is exceeded, the relay agent will not pass along the
request from the hogt.

?? State — enables/disables the DHCP Relay Agent function.

Filter Configuration

Your TW-HB6W1IR usesfilters (configurable a two layers) to screen
packet data, and apply arouting decison. There are two methods for
configuring filters: you can configure afilter at the network layer (IP
filter) to restrict access between networks and reduce unnecessary
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internetwork traffic; and you can configure afilter at the data: link layer
(agenerd filter) to provide a protocol independent filter.

Good knowledge of network protocolsis required to configure a
specific filter gppropriately. It isimportant for the router to operate
correctly, therefore, necessary packets must be alowed to pass through
thefilters. In other words, do not attempt to configurefilterson a
utilized router unless you understand what you are doing.

Thefollowing section describes how to configure the router filter
parameters.

Configuring a Filter Set

Under the Advanced Functions menu, select and enter Filter
Configuration. You will seethe following screen:

=
Filter Configuration
Filter State of Interface. ..
Layer 2 Filter...
IF Filter. ..
A
Connected 0:43:54 [wT100 9600 8:4-1 [SCROLL | [C&PS [NUM  [Capture  [Print echo i
The three sub-menus are described as follows:
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? ? Filter State of Interface — thisis used to choose the defaullt,
routing decisions for packets, not meseting the criteria for specific
filters.

? ? Layer 2 Filter —thisisadatalink layer (protocol independent)
filter. Foreknowledge of the specific protocol, used on the interface
(LAN or WANS), is needed to make effective use of thisfilter.

? ? IP Filter —thisisan IP protocol specific filter, dlowing you to,
among other things, prohibit specific packets from entering the
LAN. Alternatively, you can set up filters that alow certain types of
|P packets to enter the LAN.

Filter State of Interface

The Filter State of Interface sub-menu lets you toggle default, routing
decisons, if the packets are not subjected to afilter, routing decision.

In other words, a packet, having not met the criteriafor a specific filter
that was applied to a specific interface, will be subjected to this defaullt,

routing decision.
|
Filter State of Interface
Layer 2 Filter IF Filter
LiN <Di=zable: <Di=zable:
ISDH Link 1 <Di=zable: <Di=zable:
ISDH Link 2 <Di=zable: <Di=zable:
Dial-In <Di=zable: <Di=zable:
ISLVE] EXIT
-
Connected 0:45:14 Y1100 9600 B-M-1 SCROLL  [C8PS [NUM - [Capiure [Frint echa i
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Each decison on handling packets is described below:

1. Disable—will not apply afilter.

2. Forward —thisdlowsthe routing of a packet, even though it
has not met the criteria of the corresponding filter.

3. Drop —thisdrops (doesn't dlow routing for) a packet that has
not met the criteriafor the corresponding filter.
Layer 2 Filter

The Layer 2 Filter sub-menu contains a protocol independent (data
link layer) filter. Foreknowledge of the specific protocol used on the
interface (LAN or WANS) is needed to make effective use of thisfilter.

E|

Hane [ ]
Direction <In »

State <Disable:
Interface (LAN >

Offset [0 ]

Length [0 ]

Walue 0x[0000000000000000]
Ma=k O0=[0000000000000000]

SAVE [E5 1)

N EE

Connected 0:45:14 [wT100 9600 8:4-1 [SCROLL " [C&PS [NUM  [Capture [Frint echo
The parameters of afilter are described below:

?? Name —thisisa 12 character (maximum), aphanumeric, user-
defined name, used to identify thefilter.
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?7?

?7?

??

??

?7?

?7?

??

Direction — this defines the direction of the frame rdative to the
| nterface parameter below.

State — thisis used to choose the routing decision gpplied to the
frame. The three decisons are described:

1. forward — thisalowsthe routing of the frame, if it has met the
criteria of the corresponding filter.

2. drop —thisdrops (doesn't dlow routing for) a specific frame
that has met the criteria of the corresponding filter.

3. disable— thisdoes not apply the protocol independent filter.

I nter face — this applies the filter to a specific interface, either LAN
or one of the ISDN interfaces.

Offset — this defines the reference byte for the Length parameter
(described below). The Offset isthe number of bytes (octets) from
the beginning of thefirg byte of the frame header, immediatdly after
the preamble. The range of the offset parameter isfrom 0 to 255
octets. Thefirst byte in a packet has an offset 0.

L ength — thisisthe number of bytes (octets) from Oto 8 to
compare from the offset vaue (the Offset reference byte).

Value—thisisa 16 digit, hexadecimd field, defining the actud bit
vaues used to compare with the frame data, at the specified
(Offset) pogtion.

M ask —thisisa 16 digit, hexadecima bit mask, used as an
operand in the bit-wise AND operation that will be applied to the
Value parameter.
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IP Filter
The | P Filter is specificdly an IP protocolsfilter, alowing you to,
among other things, firewall your network, prohibiting specific packets
from entering or going out from your network. It is necessary to have
good knowledge of IP protocol before effectively configuring thisfilter.
=
Hame [ 1
Direction <In »
State <Dizable:
Interface (LAN >
Protocol Type [6 ]
Sre IP [0.0.0.0 ]
Src Hetmask [0.0.0.0 ]
Dst IP [0.0.0.0 ]
D=t Hetmask [0.0.0.0 ]
D=t Fort [0 ]
Operation <EQ >
ICHP Type [1 1
ICHP Code o1
TCP Flag 0x[1 ]
IS4 VE EXIT
Connected 0:5206 [wT100 EEENE [SCROLL [C&PS [NUM - [Captuie [Print echo zl
The IP Filter parameters are described below:
?? Name —thisisa 12 character (maximum), aphanumeric, user-
defined name, usad to identify the filter.
?? Direction — this defines the direction of the packet relaive to the
Interface parameter below.
?? State —thisisused to define the routing decision gpplied to the
packet. The three routing decisions are described:
1. forward — thisdlowsthe routing of the packet, if it has met the
criteria of the corresponding filter.
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2. drop —thisdrops (doesn't alow routing for) a specific packet
that has met the criteria of the corresponding filter.

3. disable — this does not gpply the IPfilter.

?? Interface —this appliesthefilter to a specific interface, LAN or
one of the ISDN interfaces.

?? Protocol Type —thisisa protocol identifier, as assgned by the
Internet Assgned Numbers Authority (IANA). Thevaues of this
identifier are described in RFC-1700. This router supportsthe
following:

4. protocol type = 1, thisis Internet Control Message (ICMP),
defined in RFC 792.

5. protocol type = 6, thisis Tranamisson Control (TCP), defined
in RFC 793.

6. protocol type =17, thisis User Datagram (UDP), defined in
RFC 798.

?? Src P —thisisthe source address in the IP header of this packet.

?? Src Netmask — thismask isbit-wise AND’ d with the source IP
address and bit-wise AND’d with the | P address of the incoming
interface. The two results are then compared.

?? Dst | P —thisisthe destination address in the | P header of the
packet.

?? Dst Netmask — thismask is bit-wise AND’ d with the destination
|P address and bit-wise AND’d with the IP address of the
incoming interface. The two results are then compared.

?? Dst Port —thisisthe destination port, in the TCP or UDP heeder,
of the packet.
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?? Operation — this comparison operation is gpplied to the destination
port (the Dst Port parameter) value, of the TCP or UDP header.

?? ICMP Type—thisisthetypefidd, in the ICMP header, used to
identify a particular ICMP message.

?? ICMP Code-—thisisthe codefidd, in the ICMP header, used to
further specify the ICMP type.

?? TCP Flag— thisis ahex number, representing the sx flag bitsin the
TCP header. The vdue rangeisfrom 0O to 3F.

Multiple Home Configuration

Besides the | P address assigned to the LAN interface in the Network
Configuration menu, the LAN may have up to 3 additiond IP
interfaces. These additiond P interfaces are referred to as MIP1 to
MIP3. Thistype of configuration is known as amultiple home

configuration.
B
Hultiple Home Configuration
LN :
1. 202.22.2.2
2.0.0.0.0
3. 0.0.0.0
11 T) :I
Connected 2:08:33 |VT1DD |SBDD 8N |SCF|DLL |EAF'S |NUM |Eaptule |F’rint echo 7
Multiple Home can be demondtrated by this example:
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A company has 625 users (computers) al connected to one physical
network using Ethernet. However, the company only has one ClassC
IP network address, 202.100.160.0. This network address will only
support 254 users. To solve the shortage of 1P address problem and to
plan for future growth, the company applies for and receives two more
Class C IP network addresses, 203.101.161.0 and 204.102.162.0.
This gives the company atota of 254 x 3 = 762 IP Addresses, which it
assignsto the computer users, with afew left over for future needs. Due
to the nature of IP networks, however, the usersin one IP network
domain (202.100.160.0, for example) cannot communicate with users
on adifferent IP domain (203.101.161.0). Multiple home solves this
problem. When you register the additiona 1P network addressesin the
Multiple Home Configuration menu on the router, the router will route
data between the three I P networks using the single LAN.

In this router, multiple home configurations only apply to the LAN
interface.

IF iddress [2o2.22.2.2 ]
Hetnask [255.255.2556.0 ]
Routing Protocol <RIPV1 >
Routing Hode <Both >

IF Hulticasting <Enable »
Multicast Protocol <DVHRP:

IGHP Version W2

SAVE [E5 1)

N EE

Cannected 04531 [vT100 | 3600 &-H-1 [SCROLL  [C&PS [NUM - [Capirs [Printecho

The parameters are described below:
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Static ARP

?? IP Address—thisisanetwork IP address of a separate |P
network on the LAN.

?? Routing Protocol — thisisthe same asin the Networ k
Configuration section. Keep in mind that these exchanges are
made with adjacent routers on the LAN, if present.

?? |P Multicasting — this enables/disables |P multicasting on the IP
network you are defining.

All other parameters (Netmask, Routing M ode, M ulticast Protocol
and IGMP Version) areidentica to those in the Network
Configuration, IP Stack Configuration, ISDN section.

This specid function isintended to speed up the process of finding a
host's Ethernet (MAC) address from its network address, and provides
agpecid condition — any other host acting as an impostor by using the
same | P address as the legitimate host, will be ignored by this router.

Basically, when a packet comesinto the router from the ISDN line and
Is destined for ahost on the LAN, the router will use information
defined here to immediately send the packet to the host rather than send
out an ARP request to find the host' s MAC address.
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=
IF Address [0.0.0.0 1
HAC Address 0=[0000000000007
State <Dizable:
[SAvH EXIT
H
Connected 0:47:15 w7100 9600 8:-1 [SCROLL | [C&FS [NUM [Capture [Frint echo i

The parameters are described as follows:
?? IP Address—thisisthe |P address of the host you wish to define a
datic ARPfor.

?? MAC Address—thisisthe physical address of the host that isthe
authorized owner of the |P address.

?? State —thistoggles enable, disable.
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NAT Configuration

Network Address Trandation (NAT) isarouting protocol that alows
your network to become a private network that isisolated from, yet
connected to the Internet. It does this by changing the I P address of
packets from aglobal 1P address usable on the Internet to alocal 1P
address usable on your private network (but not on the Internet) and
vice-versa

NAT hastwo mgor benefits. First, NAT dlows many users to access
the Internet using asmall number or even asingle global 1P address.
This can greatly reduce the costs associated with Internet access and
aso helps dleviate the current shortage of Internet | P addresses.
Secondly, the NAT process provides some security found in afirewal,
hiding your local network from Internet users, providing a degree of
Security to your Internet connection.

To be successfully implemented, NAT should be used only when the
majority of network traffic remains on the loca network. In cases
where alarge percentage of network traffic is destined for the Internet,
NAT can adversely affect the speed and performance of your Internet
connection. Also, your network servers such as ftp servers, web
servers or mail serverswill probably need to be assigned static NAT
|P addresses so their | P addresses remain consistent. This issue will be
further discussed later.

Network Address Port Trandation (NAPT) isa subset of NAT where
many local |P addresses and their TCP/UDP port numbers are
trandated to asingle globa IP address and it's TCP/UDP port numbe.
In this document, the term NAT will refer to both NAT and NAPT
unless otherwise stated.
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NAT can work in conjunction with DHCP. Thus, if both are enabled
and properly configured, the DHCP server in the TW-HEW1IR will
assign local 1P addresses to computers on your network.

How NAT Works

In the most common NAT configuration, your network uses locd IP
addresses that are not valid on the Internet. Internet (globa) 1P
addresses are unique, with no two devices have the same | P address.
The loca |P addresses can be fregly assigned to computers on your
network by your network adminisirator (within guidelines defined later
in this chapter and in Appendix B, IP Concepts). This can be done
manudly or by usng DHCP. The ISDN port on the router is assgned a
globdly unique IP Address that is vdid on the Internet, since it will be
sending and receiving data directly to the Internet and is therefore part
of it. Please sudy the example diagram below carefully.
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Single
Global
IP Address
176.220.22.1
ISDN
ISP Internet
Plort WAN
Router NAT
Translator
ocal IP LAN
192.168.100.1 :
PC PO FC PC
Lceal Ir: Local IP Local IR Local IF
192.168.100.2 192.168.100.3 192.168.100.4 192.168.100.5 :

Please note that in the above diagram, the Gateway | P address settings
for thelocal PC’s needsto be set to 192.168.100.1, the LAN IP
address of the router.

NAT manipulates the | P addresses in packet headers on a one-to-one
basis. An outgoing data packet (a packet originating from a computer
onthe loca LAN and destined for a computer outside the private
network) will have its |P address trandated as shown below.

Outbound Data Facket on LAN

[rata,

Seurce P~

Local IP Address

Destination
IP Address

Router
Cuthound Data Packet on ISON
o1 NAT 1. | Source P~ Destination
> tranziator || L8la| Giobal IP Address |IP Address
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In the Outgoing Data Packet above, the Source |IP addressisthe IP
addressthat istrandated by NAT. The Destination IP Addressisthe
|P address of a computer outside the private network, on the Internet
for example. And the Data portion of the packet isthe information
payload borne by the packet, for instance a request to view aweb

page.

The router logs the changes made to the IP header in its NAT table.
The NAT table enables the router to send replies back to the local
computer as shown below.

Router

Inbeund Data Packet on LAN Inbound Data Packet on ISDN
Destination |P= Saurce NAT D=stinaticn IF= Saurce
Local IP Addross | IP Address | D2 | |7aneiator| €| Global IP Address | IF Addrass | P38

In the Inbound Data Packet above, the Destination IP Addressisthe
IP address that is trandated by NAT. The Source IP Addressisthe IP
address of acomputer outside the private network. And the Data
portion of the packet is the information payload borne by the packet,
for example, the contents of aweb page.

Theactud information in the NAT table depends whether the router is
implementing NAT or NAPT.

It isaso of interest to note that this trandation process provides aleve
of security to your network found in afirewdl. If you examinethe
outbound and inbound packets above closely, you can see that the
computer outside of the network that is recelving the packet and
sending the response only knows about the global |P address used by
the router, and actually sends the response to that address. The outside
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NAT

computer has no knowledge of the internd loca network. In fact, the
loca network isinvisbleto al computers outside of it, dl information
about it being stored in the router’ s NAT table. And thisNAT table can
only be affected by computers from inside the local network. The router
will only add new entries or mappings to the NAT table when it

trand ates addresses on outbound packets. Thus, dl traffic must
originate from ingde the local network. If the router recaives a packet
from the outsde (from an intruder attempting to gain access to your
network, for example), the router will examine the source address of
the packet and look for amatch in the NAT tablein it’s attempt to
deliver it to the correct loca computer. Since no entry for this address
exigsin the NAT table, the router will drop this packet, denying the
potentid intruder of any access.

If you wish, however, to give access to one of your computers to
people on the Internet (your company’ s web server, for example), then
you must use astatic NAT or NAPT assgnment for them. When using
gatic NAT, you would choose one of the globa |P addresses a your
disposal and map it directly to the local 1P address of the web server.
Thus, any packets coming from the Internet to that specific globa 1P
address will dways be routed to the web server. For static NAPT, you
map specific globa |P port numbers to the local 1P address and port
number. In both cases, the staticaly assigned |P address or port
number is taken out of the pool that the router usesin the normal
dynamic trandation process, and the computer no longer benefits from
the security provided by the address trandation process.

This section discusses the NAT protocol as opposed to NAPT whichis
discussed in the next section.
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NAT istheinitia protocol set forth by RFC 1631 and provides a
means in which private networks can communicate with the Internet by
using asmal number of |P addresses. In our discusson, we will usethe
example |P addresses listed in the table below and the network diagram

shown on page 78.
Global IP Addresses | Loca IP Addresses
(for usewith NAT) [ (assigned to computers
on the local network)
200.100.50.1 192.168.100.2
200.100.50.2 192.168.100.3
200.100.50.3 192.168.100.4
200.100.50.4 192.168.100.5
200.100.50.5 192.168.100.6
192.168.100.7
192.168.100.8
192.168.100.9
192.168.100.10

Please note that in the above table there are 9 users on the local
network using 5 globa | P addresses to access the Internet.

When a packet on the loca network arrives at the router and needs to
be sent to the Internet, NAT will change the source I P address (for
example 192.168.100.2) to a global address (200.100.50.1, for
example). If this packet generates areply (as for example, arequest to
view aweb page will), NAT will change the destination IP address on
the reply packet back to the local 1P address for delivery to the
meachine on the loca (stub) network.

Configuration and Management 81



TWH6WI1IR ISDN Remote Router

NAPT

The difference between gtatic and dynamic NAT isthat once the five
globa addresses are manudly assigned when using static NAT, they
will never change. The only way to change them is by using the console
program to manualy reassign them. When using dynamic NAT, the
router will map aloca IP addressto aglobal 1P address whenever a
request is made. Since there are only 5 globa IP addressesin the
example above, there can only be 5 mappings & any onetime. In other
words, much like static NAT, only 5 local machines can accessthe
Internet at any one time. However, contrary to static NAT, the router
will discard the mapping between the globa and local 1P addresses
after acertain length of time (which is quite long so rarely happens), or
after the sesson isfinished (an example of a session iswhen requesting
aweb page, the entire page has completed downloading). The most
common implementation of NAT isto define arange of dynamic
addresses to be used by hosts, but assign static addresses to your
sarversif you wish for them to be ble from outside your
network.

NAPT isan advanced verson of NAT that uses IP port numbersin the
network address trandation process. It is much more widely
implemented on networks today due to the fact that it uses only asingle
global 1P address (as opposed to NAT which uses arange of global
addresses), thus providing greater cost savings. For Internet access for
everyone on the network through asingle IP address (a Sngle user
account), NAPT isthe right choice.

When a packet on the local network arrives at the router and needs to
be sent to the Internet, it aready has a (local) source IP address and a
(local) source port number that was generated when the packet was
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made. The router trandates the IP port number to a unique (globad) 1P
port number that the router generatesitself (outside the range of Well-
Known IP Port Numbers that are used for other network protocols
such as html, telnet, etc.). The globa port number and the globa IP
address are transcribed onto the packet (replacing the local numbers),
and the packet is sent. The router then adds these valuesto it' sSNAPT
table as shown in the example entry below.

Source Port (local) | SourcePort (global) | SourcelP (local)

80 6000 192.168.100.2

The reply packet received by the router will be addressed to the global
|P address and the globa port number. The router then searchesthe
NAPT table to match the IP port number from which it learnsthe loca
destination | P address and port number for the packet. It then trandates
the IP address and port number of the packet to their loca equivaents
and ddliversit to the locd host. Since dl reply packets received by the
router from the Internet are addressed to the single global |P address
being used, the port number is the decisive parameter telling the router
which local computer to route the packet to.

The above process describes dynamic NAPT. Static NAPT dlowsyou
to map specific globa P port numbersto local 1P addresses and port
numbers for certain applications that need to use specific port numbers,
such as web servers (port 80), telnet servers (port 23), etc. Some
Wdl-Known IP Port Numbers are provided in Appendix C — IP
Protocol and Port Numbers, and a complete list can be found in RFC
1700. Some software agpplications (such as Microsoft NetMeseting,
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CUSeeMe and Diablo) require specific port number trandations,
access to arange of port numbers, or no port number trandation at all.
The router can be configured for these types of gpplications using the
Configure NAPT for Special Ap[ plication]ssubmenu whichis
further described below.

Aswith NAT, defining static NAPT entries negates the security inherent
in the NAPT process. However, only the specific port on the computer
associated with the Static NAPT entry is accessible to users outside
your network. In any case, whenever Static assgnments are used, we
highly recommend using aternative security mesasures such asfilters
and/or security features in the application software.

Setting Local IP Addresses

When implementing NAT and thus creating a private network thet is
isolated from the Internet, you can assign any |P addresses to host
computers without problems. However, the Internet Assigned Numbers
Authority (IANA) has reserved the following three blocks of 1P
Addresses specificdly for private networks:

Class Beginning Address Ending Address
A 10.0.0.0 10.255.255.255
B 172.16.0.0 172.31.255.255
C 192.168.0.0 192.168.255.255

It is recommended that you choose locd |P addresses for use with
NAT from the private network |P addresses in the above list. For more
information on address assgnment, refer to RFC 1597, Address
Allocation for Private Internetsand RFC 1466, Guidelines for
Management of IP Address Space.
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NAT Configuration

Configure HAT-WAPT. ..

Configure NAPT for Special APs. ..

» EE

Connected 0:21:04 |VT1DD 900 8-M-1 SCROLL |EAF'S |NUM |Eaptule |F’rintech0

Configure NAT/NAPT

The first screen shows the complete NAT table that is defined by the
network manager:

Configure HAT-NAPT
1. Branchl HAT IP Pool 9. HAT IP Pool
2. HAT IP Pool 10. HAT IP Pool
3. HAT IP Pool 11. HAT IP Pool
4. HAT IP Pool 12. HAT IP Pool
5. HAT IF Pool 13. NAT IF Pool
2] HAT TP Pool 14 NAT TP Pool
7 HAT IP Pool 15. HAT IP Pool
g HAT IF Pool 16. NAT IF Pool
Connected 0:05:34 |VT1DD |SBDD 8N |SCF|DLL |EAF'S |NUM |Eaptule |F’rint echo 7

For any NAT entry, you must configure two different screens. The first
oneis accessible by postioning the cursor over the name field and
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hiting ENTER (in the window shown above, this corresponds to the
fiedd ‘Branchl’). After configuring the NAT optionsin the Name field,
you must save the changes, EXIT, and position the cursor over the
NAT IP Pool to configure variables there.

Name Field Configuration Screen

The configuration screen for the name field gppears asfollows:

Hame [Branchl ]

Global Interface <ISDN L1x
Local Interface <LAN ¥
Tran=zlation Mode <Dynamic HAPT:

State <Enable »

=2 v} EXIT

» B

Connected 0:05: 05 [vT100 |3E00 8-N-1 [SCROLL  [C&PS  [MUM  [Captuie  [Fiint echa
The parameters are described as follows:

?? Name —thisisa12 character, dphanumeric, user-defined name,
used to identify the network address trandation.

?? Global Interface — thisisthe interface corresponding to the
Global IP and Range parameters, in the NAT table, to form
unique | P addresg eg], known to the outside (regiond or Internet)
routers, on this interface.
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?? Local Interface —thisisthe interface corresponding to the Local
IP and Range parameters, in the NAT table, to form locd IP
addresg es], known only to thisinterface and the network within.

?? Trandation Mode — this toggles choices of four types of NATSs.

Static NAT —Maps one global |P address to one locdl IP
address. After dl globa |P addresses are assigned, they will
remain gatic. This option may be necessary for emall, web, ftp
servers, etc. where static |P addresses are essentid for
operation.

Dynamic NAT —Maps one global |P address to one local IP
address. Globd 1P addresses will be dynamically reassgned to
different loca 1P addresses if not currently being used. This
dlows alarger number of usersto use asmal number of IP
addresses.

Static NAPT — One to one mapping of UDP/TCP port
numbersto let packets with specific UDP/TCP port numbers
enter the local 1P domain. The NAPT map table will not age.
This option may be necessary for email, web, ftp servers, etc.
where static port numbers are essentia for operation. Setting
the globa port number to 0 opens port numbers 1024 to
65535 for the designated local |1P address, creating avisible
computer. This alows acomputer to be fredy accessed by
other computers on the Internet, which is necessary for some
goplications to function correctly when usng NAPT, including
Microsoft NetMeeting, CUSeeMe, etc.

Dynamic NAPT - One to one mapping of UDP/TCP port
numbers. The NAPT map table will age. This option alows
many hogtsto use asingle, globally unique IP address.
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?? State — enadbles/disablesthisNAT configuration.

NAT IP Pool Configuration Screen

Now you mug select, enter, and configure the NAT I P Pool from the
NAT Configuration sub-menu, shown below.

Dynamic NAT

This screen (below) is how the NAT IP Pool appears, if Dynamic
NAT was chosen for the Trandation Mode parameter. Each entry, in
this configuration, can be used to map multiple, contiguous globa
addresses and |ocal addresses to each other.

=
Cryrimmi o HAT
Elebal IR Rangm Lo=ul IF Rurae Stutw
1., [210.11.22,50 Jiio ] [11i.2.2.%2 ] [L00 ] <Enable >
=, [0.0.0.0 100 1 [0.0.0.0 1[0 | “0izubla>
3. [0.0.0.0 1 1 [o.o,.0.0 1[0 ] Cimabl e
A, [0.0.0.0 BN L B (e Y Y B 1[0 | <0izabl e
E. [0.0.0.0 10 1 [0.0.0.0 1[0 | <0imsblex
=] EXIT
Carmnacted 35146 W00 e BRI HLM pr

The parameters are described below:

?? Global IP —an IP Addressthat is globdly unique and vaid on the
Internet. 1t isthe base, globa address for the global addresses that
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will be recognized by the interface in the Global Interface
parameter.

?? Range —thisisthe range of contiguous, global addresses above
(and including) the base Global IP.

?? Local IP —an IP Addressthat isonly used in the stub domain since
it isnot unique. It is the base, local address for the loca addresses
that will be recognized by the interface in the Local Interface
parameter.

?? Range — thisis the range of contiguous local addresses above (and
including) the base Local 1P.

?? State —thistoggles the enable, disable, for thisNAT entry.

Dynamic NAPT

This screen (below) ishow the NAT IP Pool appears, if Dynamic
NAPT was chosen for the Trang ation Mode parameter. Each entry,
in this configuration, can be used to map asingle globa address and
multiple, contiguous local addresses to each other.
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]
Cynamic HAPT
Glohal IF Lozal IP Pacge Stats
210.11.83.3 i1.1.1.1 1 (12 1 <Eooklo
2. 2a0.11.22.3 [D.d.0.0 1 [0 ] <“Diashlax
3. E10.11.22.3 [0.0.0.0 1 [0 ] «Dhisables
4. 210.11.3%,3 [0,0.0.0 1 [0 ] <Dimablex
5. 2i0.11.2%.3 [D.0.0.0 ] [0 ] <pisablex
=] ExT?
Connaced 4175 WTI00 SENENT | HUM =

All of the parameters are the same asin Dynamic NAT, except the
Global IP isasolitary, globa address.

?? Global IP—thisisasngle, globdly unique IP Address of the
globd interface (the interface to which it is assigned, in this case,
one of the ISDN interfaces) thet is vaid on the Internet.

Static NAT
This screen (below) is how the NAT IP Pool appears, if Static NAT
was chosen for the Trandation Mode parameter. Each entry inthis
configuration is used to map asingle globa IP addressasingle loca IP
address.
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£
Scatic MAT
Glohal IF Lozl IR ftntm

1. [210.11.85.4 1fiL.1.1,141 | <Enable =

2. [240.14.3% 1[ii.1.1.12 ] <Enable =

3. [E10.11.2Z.6 1011.1.1,13 ] <Enahle >

4. [240.10.22.7 1(id.4.1,14 ] <Enahble >

5. [240.11.22.8 1[it.4.1.15 ] <mnablae &

=] ExT?

Cormacied 42045 LAkl SEDN BRI HLM o

The parameters are described as follows:

?? Global IP—thisisasingle, globa 1P Addressthet isvadid on the
Internet, or on the same subnet of the globd interface.

?? Local IP—thisisasngle local IP Addressthat isnot valid on the
Internet.

Static NAPT

This screen (below) is how the NAT IP Pool appesars, if Static NAPT
was chosen for the Translation Mode parameter. Each entry in this
configuration can be used to map a globa address and port to alocal
address and port. Notice that the global address will be the externd IP
address of the global interface.
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Static HAPT
Global IF Port Local IP Port State

1. 210.11.27.3 [21 ] [i.1.1.5 ] [21 ] <Ensble »

30 210011273 fo 100,00 ] o ] ¢Di=ables

30 2100113703 fo 100,00 ] o ] ¢Dizables

4 210011273 i 100 on ] o ] ¢Dizables

5 210,11 .27 3 to 10000 ] o ] ¢Disables
=4 vH EXIT
Connected 0:04:41 [wT100 9600 8:4-1 [SCROLL  [C&PS  [NUM  [Capture  [Frint echo

N HE

?? Port —thisisadedtination port number used by TCP and UDP to

de-multiplex incoming | P packets.

In the above example, incoming packets with the globa destination |P
Address (211.11.22.3) and globd destination TCP/UDP port (21) will
be trandated to a packet with the local destination IP Address (1.1.1.5)

and locd TCP/UDP port (21).

Port 21 isassgned to FTP servers. Please see Appendix C — IP
Protocol and Port Numbers for more commonly assigned port

numbers, or RFC 1700 for amore complete li<.

Configure NAPT for Special Ap[plication]s

Some applications programs that are used over the Internet such as
Microsoft NetMeeting, Diablo, CU See Me and Xwindows send

information to a certain port number or within a specified range of port

numbers. The exact port number used is specific to the gpplication.
However, if you find that you are having trouble using an application
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over the Internet and you are usng NAPT, you may need to exempt
certain port numbers from the NAPT port trandation process. Please
refer to the user guide for the program to find out whether it tranamits
and receives data only through specified 1P port numbers. In order for
these programs to work with NAPT, the IP port numbers required by
these applications must be entered in the Configure NAPT for Specid
APs screen shown below.

B
Configure NAPT for Special APs
1. Diablo
2.
3.
4.
5.
5
Connected 0:35:37 |VT1DD |SBDD 8-M-1 |SCF!DLL |CAF'5 |NUM |Captule |F’rint echo o

In the above window, position the cursor on any of the numbered name
fidlds and press Enter. Thiswill take you to the NAPT configuration
screen for specia applications shown below.
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Application Hame [Diablo ]
State <Enable »
Protocol Start Port End Port Connection Type
1. <TCP» [6112 ] [6112 ] <OutgoingControl:
2. <UDP:» [6112 ] [6112 ] <IncomingData >
3. <TCP» [0 ] [0 ] «Disable ¥
4 <TCP>» [0 ] [0 ] <Di=zable >
5. <TCP» [0 ] [0 ] <«Disable ¥
6. <TCP» [0 ] [0 ] <«Disable ¥
7. <TCP» [0 ] [0 ] <«Disable >
8. <TCP:» [ao 1 [o ] <«Disable ¥
=4V E] EXIT
Connected 0:35:57 |VT1DD |SBDD 8N |SCF|DLL |EAF'S |NUM |Eaptule |F’rint echo 7

Thefiddsin the above window are described as follows:

?7?

?7?

??

??

Protocol — [UDP] or [TCP]. Thisfield designates the type of
packets that will be acted on.

Start Port — Some gpplications can only send data over acertain
range of port numbers. Thus, al port numbers in the specified range
must be exempt from the NAPT port trandation process. Thisfield
defines the beginning range of the port numbers to be exempted
from the NAPT port trandation process.

End Port — Thisfidd defines the last port number in the range of
numbers excluded from the NAPT process (see Start Port above).

Connection Type — [Outgoing Control] or [Incoming Data]. The
user mugt initialy run the specia application and send arequest to
the gpplication server on the Internet. This outgoing request to join
aDiablo server, for example, is used to trigger the exemption
process for the incoming data.
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In the example for the game Diablo shown in the above screen, if a
packet is sent out on the TCP port number 6112 (arequest by aloca
user to a Diablo server on the Internet to join agroup game), dll
incoming packets on the UDP port 6112 (game data) will not be
trandated by NAPT.

Please keep in mind that the user will dways initiate use of the specid
goplication. Thus, the firgt entry should aways have the Connection
Type of Outgoing Control. Also, since the defined port number or
range of port numbers will be mapped to the user who triggered the
outgoing control, al incoming datawill be sent to that user.
Consequently, only one user can use the specid gpplication a atime,

Telnet/Discovery Enable

Talnmt-Dizcovery Enable

Telost Stete <Enable >

Dizccvmry Funchkion sEnable 3

REiE EXIT

;

Connacied 03353 NTI0D [eEnD BHA THILL |2 N [Cepe [Pieow

Telnet State - Thisfeature enables or disables the router’ s ability to be
configured over the LAN using telnet.
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Discovery Function — Enabling this festure dlows the router to be
auto-discovered by TRENDNET SNMP management software and
the included Windows-based configuration software called RouteMan.

DNS Configuration

The TW-H6WI1IR router has a built in recursve DNS server. The
maximum amount of memory that will be used by the router’ s Domain
Name Server is 64Kb which averages out to be about 800 entries. In
other words, up to 800 domain names and their associated 1P
Addresses can be stored, which can sgnificantly speed up accessto
those domains. The routers DNS table will age out about every 24
hours, ensuring that the most frequently accessed domains consistently
benefit from the improved access times provided by using the routers
own DNS.

The IP Addresses for domain names not tored in the router must be
acquired from a DNS server on the Internet. Thus, if you are using
DNS, make sure you also specify an IP Addressto a DNS server in
the Forward DNS queries to fidd.

Conrecimd 4: 4243 wTiao 2600 B-r4-1 e nie I
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Host Table

Theitems in the above submenu are described as follows:
? ?DNS Server State — enable/disables recursve DNS on this router.

? ?Lookup Host Table — enable/disables DNS to reference up to
eight host names defined in the Host Table shown below.

? ?DNS Domain Name — the domain name suffix in which the router
resides, to be appended to the host name defined in the host table.

? ?Forward DNS queriesto — alarge server dedicated to resolving
domain names on the Internet. Thisfied should contain the IP
Address for the DNS closest to you.

? ?PDNS Cache State — When thisitem is enabled, the router will add
the domain names and IP Addressesiit retrieves from DNS replies
to it sDNS cache.

The host table alows the router to recognize host names on the
network. Up to eight host names can be entered in the table. Y our
network servers, especialy your mail server should be defined here.
Leftover places in the table can be assgned to individua hosts to speed
up routing.

In the example below, the host name ALL 1 is combined with the
domain name defined in the DNS Configuration submenu above (in
this case, trendwar e.com) to produce ALL 1.trendware.com. The
mapping in the example of ALL 1.trendware.com to the IP Address of
11.1.1.3isonly vaid for computers which set the TW-H6W1IR router
astheir DNS server.
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Hoat Tahle
IE Hoxt Ham Stat
i.fii.i.1i.3 ] [anLi | ~Ermsbla
2.[0,0.0,0 10 1 =Disable
3_[0.0.0.0 11 ] <Diawhl
4.[0,0.0,0 10 1 =Disables
5. [0.0.0.0 1 I ] “Dianbluw
& [0,0,0,0 11 ] =Disables
7.[0.0.0.0 10 ] <Dimwbla>
B.[0.0.0.0 1 1 ] <Dimwbla>
E EXIT
|Connected 45554 wTIm 0 8-H-1

Items are described as follows:
? AP —TheIP address for the host.
? Host Name — the host name used by the host.

? ?State — Enables/disables entry.

Radius Configuration

Radius is an authentication protocol where passwords are stored on a
Radius server. Radius alows large numbers of passwords to be stored
in a centrdized location. Before indituting Radius, please setup and
ingtal a Radius server on the LAN.
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BADING Contigueation

RADIUE State “<Briabile =

Type BALIOA

Bepver L[F Address  [133.66,3.23 |
Port Humber [1=1z ]

Ry [ALL custome:

= EXIT

Comeded 46924 Y100 QR0 BT
I[tems in the above submenu are described as follows:

? 7RADIUS State — enables/disables Radius. When enabled, dl
stingsinthe Dial-in User Profile are disabled.

? 7Type — refers to the type of externd password protocol. Currently,
only Radiusis supported.

? ?Server |P Address—thisisthe IP Address of your UNIX or NT-
based Radius server.

? ?Port — the port number for the Radius server. The standard port
number specified by RFC 1700 is 1812 (shown above).

? K ey —thisisashared secret used to identify the router as avdid
Radius client.

The Radius authentication service works for dia-in users only. Thus,
when Radius is enabled, passwords for did-in userswill no longer be
checked in the dial-in user profile. Instead, the authentication request
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will be passed on to the Radius server. Remote networks (routers)
diding into the router will il be authenticated using the remote
network profile.

PPP Configuration

B
PPP Configuration
Hulti-Linl PPP Configuration. ..
ISDH Link 1...
ISDH Link 2...
5
Connected 0:43:28 |VT1DD 9600 8-M-1 SEROLLE |CAF'5 |NUM |Captule |F’rint echo o

Multi-Link PPP (MLPPP)

Multi-link PPP (MLPPP) isa standard (RFC 1990 and RFC 1717) for
inverse multiplexing, amethod of combining individudly dided channdls
into asngle, higher speed data stream. MLPPP is an extenson of PPP
that supports the ordering of data packets across multiple channels.
Although MLPPP can be implemented on any WAN device, it wasthe
rapid emergence of ISDN BRI as a cost efficient higher bandwidth
dternative to modems which has driven the evolution and acceptance of
MLPPP. Typically MLPPP is used to combine the speed of two ISDN
BRI B-Channdsto get 128Kbps of virtud capacity.
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Before implementing MLPPP on the TW-H6W1IR, please ensure that
your |SP or the device to which you are connecting supports, and is
configured for MLPPP.

MLPPP can be implemented in two ways, dynamicaly through the use
of the Bandwidth on Demand (BOD), and statically. BOD causesthe
second 1SDN port to place a cdl and add bandwidth to the ISDN
connection when the BOD High Threshold is exceeded for the Add
Bandwidth Delay period. Bandwidth can aso be subtracted when
ISDN throughput falls below the BOD L ow Threshold and Subtract
Bandwidth Delay parameters. Thus, BOD economizes MLPPP by
maintaining only the bandwidth needed.

A datic implementation of MLPPP is achieved when BOD is disabled
but the ISDN ports have Multi-Link enabled. In this case, when the
two ISDN ports have established a connection, the router will check to
seeif they are connected to the same source and whether the source
supports MLPPP. If both conditions are met, the router will
automatically bundle the two links together as an MLPPP connection.

Choosing Multi-Link PPP Configuration displays the following
screen:
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Multi-Link EPE Contiguration

Burcdwidth Cn Damand “Ennblae *
BOD Critmcim =N+ RE
BoC High Thoezhold (4) [=0 1

BOC Low Thraxhold (4] [zo ]

add Bsrcdwidth Delsy fzach 5 1

Fubtrect Bandwidth Delay {seal [10 ]

EE EXIT

Connecied E15:40 W¥Ti0 0 -H-1

Items in the Multi-Link PPP Configuration window are described as
follows

? ? Bandwidth on Demand — Enables/disables BOD. When enabled,
BOD will manage the implementation of MLPPP using the
parameters defined in thiswindow.

? ? BOD Criteria— Either [TX], [RX] or [TX+RX], where TX is
Tranamit and RX is Receive. The parameter defined hereis used
when monitoring the BOD High Threshold and BOD Low
Threshold.

??BOD High Threshold (%) — (0 to 100) The throughput value as
a percentage of tota bandwidth which will cause the next ISDN
port having Multi-Link PPP enabled to did up and add bandwidth
to the connection. This vaue, however, must be congtantly
exceeded for the time designated in the Add Bandwidth Delay
field before the next ISDN port dias out.
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??BOD Low Threshold (%) — (0 to 100) The throughput value as a
percentage of total bandwidth which will cause the highest
numbered ISDN port in the MLPPP bundle to hang up, thus
subtracting bandwidth from the connection. Before actudly hanging
up however, the throughput must be below this vaue for thetime
designated in the Subtract Bandwidth Delay fied.

? ? Add Bandwidth Deay (sec) — (0 to 300) The amount of timein
seconds the router will wait and sample the BOD Criteria before
adding bandwidth once the throughput exceeds the BOD High
Threshold. This prevents costly bandwidth from being
unnecessarily added due to temporary burgtsin traffic.

? ? Subtract Bandwidth Delay (sec) — (0 to 300) The amount of
time in seconds the router will wait and samplethe BOD Criteria
before subtracting bandwidth once the throughput falls below the
BOD L ow Threshold. This prevents bandwidth from being
unnecessaxily subtracted due to temporary lullsin traffic.

The example Multi-link PPP settings shown in the Multi-Link PPP
Configuration window above assumes that ISDN 1 and ISDN 2 each
have a 64kbps connection configured to did up to the Internet. When
ISDN 1 receives a packet destined for the Internet it will diad the ISP
and egtablish a connection. If the total throughput on ISDN 1 (TX +
RX) ever exceeds 80% of the 64kps (51.2kps), the router will sample
the line for an additiona 5 seconds. If the traffic continuoudy exceeds
80% for the 5 second delay time, ISDN 2 will dia up and add
bandwidth to the connection. Assuming sustained traffic of 70kps,
MLPPP will balance the traffic on the two ISDN ports so they are
handling roughly 35kps each. If the traffic on ISDN 1 + ISDN 2 fdls
below 20% of the 128kps connection (25.6kps) for more than 10

Configuration and Management 103



TWH6WI1IR ISDN Remote Router

seconds, ISDN 2 will hang up and dl traffic will be handled by ISDN
1

For the above configuration to work, both ISDN ports need to have
been properly setup to establish dia-out PPP connections, and have
Multi-Link enabled. Also notethat ISDN 1, being the B-chamnd that
initiated the cdll in the MLPPP bundle and thus the primary link, is not
subject to the BOD L ow Threshold parameter and will never hang up
due to BOD considerations. The primary link can, however, be subject
to Dial on Demand (DOD) settings, and could thus disconnect if Dial
on Demand is enabled and the Idle Time parameter is met. Dial on
Demand settings are located in the Advanced Functions, Dial
Configuration submenu.

ISDN Link 1 and 2

ISDH Link 1

Stac Compression <Enable »

Multi-Link <Enable »

S 4 VH] EXIT

» B

Connected 0:52:59 |VT1DD |SBDD 8-M-1 |SCF!DLL |CAF'5 |NUM |Captule |F’rint echo

Stac Compression —thisis an industry standard 4:1compression
scheme. When enabled, the router will try to use Stac compression on
the designated ISDN port whenever possible. If the destination device
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IS not capable of usng Stac compression, the two devices will ill
communicate, abeit without usng Stac compression. When disabled,
Stac compression will never be used on this port.

Multi-Link PPP — Enables/disables multi-link PPP on this port.
Individual 1SDN ports can be set to join the MLPPP bundle by
enabling Multi-Link on each port. When enabled, the port will join the
MLPPP bundle. Please note that the TW-H6W1IR contains only one
MLPPP bundle. All ports taking part in MLPPP, even the first or
primary port which initially establishes the connection, must have Multi-
Link enabled. The ISDN port that firgt established the connection isthe
Primary ISDN Port and will not disconnect due to aBOD L ow
Threshold event, but is subject to Did on Demand (DOD) settings.
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AdminJistration] Configuration

Thisfeature alows you to define two names and passwords used to
login to the router for configuration and management, and is shown
below:

admin Configucation

Hunw Fraxxwo cd

Afmin [Adain
Gusat [Gusat

=] ExrT

s

Camacied 1:41:55 WD BEDN R ¥ HUM

Pease note any changes made here asthey are necessary for logging
Into the console program.
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System Maintenance

Y our console program includes many useful tools for maintaining your
device. Thesetoolsinclude updates on system status, upgrades to the
system software, analys's, diagnostic tools and more. This section will
describe how to use these toolsin greater detail.

The System Maintenance sub-menu gppears as follows:.

System Maintenance

System Status. ..

Statistics. ..

Log and Trace. ..

Diagnostic. ..

Sof tware Update. . .

Sy=tem Restart

Factory Reset

System Settings Baclup-Restore. ..

a e

Connected 1:13.08 [vT100 5600 8-H-1 [SCROLL [C&PS  [NUM  [Capture  [Print echo

System Status

The System Status submenu displays key information about the router
and appears asfollows:
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Systen Status

Port Protocol Link Speed T= Pkt Fx PEL Err Pkt Tp time
LAN LLC Up 10HD 135 a 0 1:6:21
ISDN El Switch  Dowm 64000 i} a 0 a
ISDN BZ Switch Dowm 64000 i} a 0 a

Systen Information :
Model Mame TW-HEW1IR Firmware Wersion 1.75
Build Time Mar 02 14:06:32 2000 Config Version 0.0
I5DN Wersion 1.06
I50N Bl CLID
I50N BZ CLID

|C0nnected 01253 WT100 9600 8-M-1 SCROLL |D‘3.F'S |NUM |Eapture |F'lint echo

Statistics

Under the Statistics submenu, the routing table and routing statistics for
each interface are displayed.

Routing Table

The Routing Table gives you a snapshot of the IP routing teble. Table
entrieswill expire after the Age vaue in the table counts down to zero
seconds (except for entries for the router itself which have an age value
of zero but will never expire).
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;I
IP Address Hetmask Gateway If Hops Age
o.o0.0.0 0.0.0.0 172.22.3.1 ISDH L1 1 1]
i0.0.0.0 255.0.0.0 10.2.77.80 LAN 1 1]
ioo.0.0.0 255.0.0.0 10.16.79.1 LAN 3 31
202.12.124.0 2585 .255.2585.0 202.12.129.1 ISDN L2 1 1]
202.12.125.0 2585 .255.2585.0 210.172.23.1 LAN 1 1]
202.22.2.0 2585 .255.2585.0 202.22.2.2 HIF1 1 1]
202.39.74.0 2685 255 2550 10.16.79.1 LAN 2 31
210.68.85.0 2655 255 2550 10.16.79.1 LAN 2 31
Hext EXIT
-
Connected 2:45:53 [wT100 9600 8:4-1 [SCROLL  [C&FS [ [NUM | [Capture  [Frint echo i

?? |IP Address— thisisthe destination, network 1P address from an
incoming packet.

?? Netmask — thismask is received from RIP exchanges and interna
cdculations, asthe router learns.

?? Gateway — thisisthe next-hop router for which the packet, with
destination | P Address and qudifying Netmask, will be forwarded.

?? If —thisisthe outgoing interface for which the acceptable, routing
packet will be forwarded.

?? Hops— thisisthe remaining hop-count.
?? Age —thisisthetime-to-live (TTL) vaue.
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Counter

This feature displays some of the counters contained in MIBII and the
proprietary MIB. The table is updated every 5 seconds, and the
counter table can be reset by performing a system reset on the router.
Note that performing a system reset clears ALL tablesin the router,
induding the routing table.

LAN Counter Table

Tz Packets 7044 Rx Packets 256260
Tz Bwte= 603448 Fz Byte= 35340557
Tz Dizcard Packets 0 Ex Unknown Packets 620446
Tz Error Packets 0 Ex Discard Packets 381384
Tz Collision Packets 0 Ex Error Packets 0
Tz Abort Packets 0 Rz CRC Packets
Tz Underrun Packets 0 REx FAE Packets
Ex Owerrun Packets
Rz MPA Packets
Rz DFR Packets

ocoooo

I

Connected 2:45:27 [wT100 |3R00 8-H-1 [SCROLL  [C&PS [NUM  [Taptuie  [Piint echo

25 TX Packets— the tota number of valid packets transmitted by the
router since the last reset.

£ TX Bytes— the tota number of bytes transmitted by the router.

%5 Tx Discard Packets— the number of packets dropped by the
router.

25 TX Error packets— the number of invalid packets tranamitted by
the router. This hardware counter shows the sum of Collisions,
Abort and Underrun packets.
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25 Tx Collison Packets— the number of packets sent out of the
router that collided on the line. Some collisons are inevitable due to
the shared nature of Ethernet. Excessive collisons show excessve
utilization of the network.

£ TX Abort Packets— When the router transmits a packet and a
collison occurs, the router will wait arandom period and try to
retransmit the packet. If a collison occurs 16 timesin arow, the
transmission will be aborted and be logged by this counter. An
aborted packet shows extremely heavy utilization of the network.

%5 Tx Underrun Packets— Runt packets. The number of packets
transmitted by the router that are less than the allowed 64 octets
minimum length. Underrun packets occur due to jam sgnals
generated by collisions, backpressure, etc.

z5 RX Packets— the number of valid packets received by the router.

£ Rx Bytes— the total number of bytes contained in the vaid
packets received by the router.

£ Rx Unknown Packets— the number of packets received by the
router that were of an unsupported protocol.

£ Rx Discard Packets— the number of packets dropped by the
router.

£ RX Error Packets— the number of invalid packets received by the
router. This hardware counter shows the sum of CRC, FAE,
Overrun, MPA and DFR error packets.

z# RXx CRC Packets— the number of packets received that failed the
CRC checksum test.
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225 RX FAE Packets— Frame Alignment Error. The number of
packets received that does not end on a byte boundary and the
CRC does not match.

£ RX Overrun Packets— the number of packets received that
exceed the 1518 octet maximum length imposed on Ethernet
packets. Overrun packets are generated by some proprietary
software gpplications.

2 RX MPA Packets—Missed Packet. Thisisa count of packets
intended for the router, but at the time, the router could not receive
the packet (usually due to the temporary lack of receive buffers).

£ RX DFR Packets— Deferred Packets. Thisis a count of incidents
where CRS (carrier sgnd lost) and COL both occur at the same
time. These two events happen smultaneoudy as aresult of jabber
(produced by faulty networking equipment, usualy NIC's).

| SDN Counter Table

|
ISOH Bl

Tz Packets 0 Rz Packets 1]
Tz Bytes 1] Exz Bytes a
Tz Dizcard Packets 0 Rx nknown Packets 1]
Tz Error Paclkets 0 Rx Dizcard Packets 1]
Tz Underrun Packets 0 Rx Error Paclkets 1]
Tz Lo=st CTS Packets 0O Rz NOA Packets 1]
Rz Abort Packets 1]
Rx CRC Packets 0
Rx Cwerrun Packets 0
Rx CD Lost Packets 0
Ex Framing Err Packets 0
Rz Parity Err Packets ]

-

Connected 2:47:00 Y1100 SE00 8-M-1 SCROLL  [C4PS [WUM - [Capture [Frintecha i
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25 TX Packets— the tota number of valid packets transmitted by the
router since the last reset.

25 TX Bytes— thetota number of bytes transmitted by the router.

%5 Tx Discard Packets— the number of packets dropped by the
router.

25 TX Error packets— the number of invaid packets transmitted by
the router. This hardware counter shows the sum of Collisions,
Abort and Underrun packets.

25 Tx Underrun Packets— Runt packets. This counter shows the
number of packets transmitted by the router that are less than the
alowed 64 octets minimum length. Underrun packets occur due to
jam signals generated by collisions, backpressure, etc.

£ Tx Lost CTS Packets— the number of Clear To Send packets
that were lost by the router.

£ Rx Packets— the total number of packets received by the router.

z RX Bytes— the tota number of bytes contained in packets
received by the router.

£ Rx Unknown Packets— the number of packets received by the
router that were of an unsupported protocol.

z% RXx Discard Packets— the number of packets dropped by the
router.

z& RX Error Packets- number of invalid packets received by the
router. This hardware counter shows the sum of NOA, Abort,
CRC, Overrun, CD Lost, Framing and Parity error packets.

z#5 RX NOA Packets— NonOctet Alignment. This counts the
number of packets received by the router that did not end on abyte
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boundary. The receipt of amisadigned packet will generate asingle
NOA event regardiess of the number of misaigned octetsin the
packet.

z# RX Abort Packet — the number of packets that were dropped due
to user generated breaksin the tranamission that occurred while a
packet is being received.

£ Rx CRC Packets— the number of packets received that failed the
CRC checksum test.

£ RX Overrun Packets— the number of packets received that
exceed the 1518 octet maximum length imposed on Ethernet
packets. Overrun packets are generated by some proprietary
software applications.

z2s RX CD Lost Packets— Carrier Detect Lost. This counts the
number of Carrier Detect packets that were lost by the router.

225 Rx Framing Error Packets— Packets with framing errors can
occur on the ISDN port only when usng HDLC in sync mode. This
parameter counts the number of logt start/stop flags.

z5 RX Parity Error —the number of times parity errors occurred on
theline

Log and Trace

Thisfeature files events and errors that occurred and alows individua
packets to be captured in a buffer. These items are to help
TRENDNET technical support personnd identify problems that may be
affecting your router. If problems occur with your router, TRENDNET
technical support personnd will guide you through the use of these
features.
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Event/Error Log

L og Configuration

This option alows you to enable/disable the Event/Error log and begin

recording events.

View Log File

This displays the Event/Error Log file shown below:

foiixp Laod Wt ExT?

Cormached S92 468 W00

BEDE ERY

HLM

The parameters are described as follows:

? 2Code — A specid code for categorizing events. Some codes include:

0

A OWDNPE

Cold Start

Link Change

Tx Abort

Rx Abort
Connect/Disconnect

Configuration and Management
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5 NAT Request
6 DHCP Request

? ?Port — The interface on which an event occurs.
? ?Time — Tick-times denoting when events occurred.

? ?Data — Data that helps technica support personnel evauate the
event.

Trace Buffer

This festure captures packets in a buffer to hep TRENDNET technical
support personne identify problems with your router.

Trace Buffer Configuration
Enables/disables the Trace buffer feature.
View Trace Buffer

Displays the header of packets captured in the buffer.

116 Configuration and Management



TWH6WI1IR ISDN Remote Router

Diagnostic

=
Tine Data
126112 £f £f £f £f £f ££ O 80 <8 £7 99 13 &8 0 45 0 0 &0
11 0 0o 0 80 11 49 67 d2 44 55 9d 42 44 55 £f 0 89
089 04c 47 a= 0 =2 29 10 0 1 0O O 0O 0 0 1
20 46 44 45 45 44 47 43 41 43
126112 £f £f £f £f £f ££ 0O 80 <8 £7 99 13 &8 0 45 0 0 &0
1z 0 0 0 80 11 d8 67 d2 44 55 9d 42 44 &5 £f 0 89
089 0dcbbad 0 2910 0 1 0 O 0O 0 0 1
20 44 41 44 43 44 49 44 47 44
126112 £f £f £f £f £f £f 0 80 <=8 £7 99 13 8 0 45 0 0 &0
13 0 0 0 80 11 d7 &7 d2 44 55 94 d2 44 55 £f 0 89
0689 04cbeab 0 2910 0O 1 0O 0O O 0 0O 1
20 44 41 44 43 44 49 44 47 44
126136 £f £f £f ff £f ££ 0 40 5 0 0 28 &8 045 0 0 ed
70 5 0 0 80 11 5d aa ac 10 84 30 ac 10 8f £f 0 8a
0 Ba d3 82 96 11 2 0 44 ac 10 84 30 0 8Ba 0 c3
0 0 20 44 41 44 4a 44 42 44
Interface <LAN ¥ Hext EXIT
Connected 0:17:31 [wT100 9600 8:4-1 [SCROLL  [C&PS [NUM  [Capture — [Frint echo 4

The contents are described as follows:

? ? Interface — Thisisthe interface from which the packets were
captured.

? ? Time—in clock ticks. The time the packet was captured.

? ? Data — the contents of the header of the packet.

This feature tests the connection between the router and connected
peripheras on agiven interface.
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Diagnostic

Connection Test. ..
Ping Te=t...
Loopback Test. ..
Sy=tem LAN

Sy=tem ISDN

Connection Test

1]
Connected 0:03:21 9600 B-M-1 SCROLL  [CPS [NUM  [Capiure  [Frint echo i
Thisfeature tests adia-out ISDN connection.
=
Connection Test
Interface <ISDH B1l:
Phone Humber [5556969 ]
Connection Test
Dial Out
Hang Up
Cannected 01910 |3R00 8-H-1 [SCROLL [C&PS  [NUM  [Taptuie  [Print echo i

? ? Interface— The ISDN B-channd to be tested.
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Ping Test

? ? Phone Number — The phone number that will be dided by the
ISDN Interface. Please ensure that a modem answers the phone on
the other end.

? ? Connection Test — Pogition the cursor over thisitem and press
<Enter> to begin the test. The router will dia the phone number
defined above, try to establish avalid link with the answering ISDN
device and hang up. Thistest can only be performed if the Interface
isdisabled in the Interface Configuration, ISDN submenu.

? ? Dial Out — Press <Enter> to begin the test. The router will dia the
phone number above and negotiate a connection with the answering
device. In order for thistest to work, a Remote Network Profile
must be crested for the connection.

? ? Hang up — Press <Enter> to hang up after Diaing Out.

This test makes sure there is an |P network connection to a particular
|P address.
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T rnanat [in 1

.

? ? 1P Address— Thisisthe |P Address of the device that the router
will atempt to reach. The router will check it routing table and try
to locate the IP Address.

Cormacied 433 LAkl SEDN BRI HLUM

? ? Count — The number of pings (packets) that will be sent. A vaue of
O will cause pings to be sent continuoudy.

? ? Delay (10ms) — The amount of time in 10 millisecond intervas
between each ping in the Count.

?? Start Ping Test - Press <Enter> or <Return> to begin the test.
Loopback Test

The loopback test is used to test the path ISDN network between your
phone company’ s switch and the router.
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Phone Humber [E5E50069 ]
Packet Length [64 ]

Start Test

N EE

Connected 2:51:21 [wT100 9600 8:4-1 [SCROLL  [C&PS  [NUM  [Capture  [Print echo

? ? Phone Number — Enter your own phone number here to establish
a connection between your ISDN B1 and B2 channels.

? ? Packet Length —[1 to 1500 bytes]. Thisfield dlows you to define
different Szed data packets to test the ISDN line.

? ? Start Test - Press <Enter> or <Return> to begin the test.
System LAN Test

The System LAN test is used to diagnose the LAN port. It can only be
run if the LAN port is disabled in the Interface Configuration
submenu.
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LAN Port Diagnose . ..

System ISDN Test

System HAC Controller Test .. PASSED
strike any key to continue .
Connected 2:52:31 Y1100 9600 B-M-1 SCROLL " [C8PS [NUM - [Capure  [Frint echo

N EE

This test diagnoses the ISDN ports. It can only be run if the ISDN port

Isdisabled in the Interface Configuration submenu.

SCC B Chan Diagnose ...
Me8302 Communication Processor Test ... PASSED
ISDN Chan Diagnose ... Passed
strike any key to continue .
Cannected 2:5351 VT100 00 B-H-1 [SCROLL [C&PS  [NUM [Tapture [Printecho

E|

R
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Software Update

New routing software can be downloaded from a TFTP server. All
configuration settings will be retained through the software update
process.

If you do not have a TFTP server on your LAN, you can use
RouteMan, the included Router Configuration Utility. This Web-based
utility has abuilt-in TFTP emulator , which alows you to use the
computer (connected to the LAN and running RouteMan) to upload the
new software to the router.

Scftwace Updats Mmnu
Bottware Up=late “Enable *
Sottwars Updats Mode Hatwock
Boot Protocol “TFTP ORLY >
Boot Bepver IP Address [10,2.,77.2 1
Boot File Hame [Cp W ALEY Euntimet inagebALLrun, ays 1
Lert Boot Ssrvec IF Addreza: o.o.a.o
Upduts Softwacs from Configucstion File <¥exr

e =
Comnactad 52315 YT 500 BHH

Thisisthe same Software Update configuration screen asin the
PROM System Configuration, Software Update section. The
parameters are described in that section.

Perform a System Restart after configuring these settings to begin the
software update procedure.
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System Restart

The system restart function enables you to reset the TW-H6W1IR
without powering off. Some settings changes require a system restart in
order for them to take effect.

A system restart will not affect the router’ s settings, but will dear dl
tables including the routing table and al SNMP counters and tables. It
is aso used to initiate a software update.

Factory Reset

Performing afactory reset erases dl settings and tables. All
configuration changes ever made to the router will be deleted. The
router will be set to the factory defaultsit was shipped with and will no
longer have an | P address.

Please make sure you wish to wipe out dl settings and configure the
router from scratch before you perform afactory reset.

System Settings Backup/Restore

The backup and restore system settings function is used to backup the
router settings. Thefile created by this processis different than a
configuration file or the software update file that are used in the
Software Update submenu. The file defined here can be used asa
backup for dl the router settings and can be used to configure another
TW-H6W1IR with exactly the same settings, or as a backup before
you make mgor changes to the configuration.
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Backup Syatem Fectings

Fepmotze IP Addreas= [10.58,.3, 6% 1
TFTE Times Interval [T |
File Hame [D)FETTINGE.BAER 1

atart Eackup

Cionmecied B2EED LAkl o300 B-H-1

[temsin the window are described bel ow:

?? Remote IP Address—thisisthe IP address of the TFTP server
on which you wish to Sore the settingsfile.

?? TFTP TimeInterval — the time between requests to occupy
TFTP server time. If the router doesn't receive aresponse (ACK)
from the TFTP sarver within the time interva defined here, it will
assume the request has been dropped and send another.

?? File Name — specifies the complete path and filename on the TFTP
sarver for the settingsfile.
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PROM System Configuration

The PROM program is run before the normal console (runtime)
configuration program in the router’ s Flash Memory. Thus, the PROM
System Configuration can be used if there are problems with the
router’ s console program.

Specifically, the PROM Configuration program has procedures to
initidize the adminigration parameters and the LAN 1P address of the
router in order to alow the console software in the router’ s flash
memory to be replaced if it has been damaged or deleted.

To enter the PROM System Menu, press Ctrl+C during the Router’s
POST procedure. The following menu will appear:

TW-HEW1IR Pouter - PROM Zvyvstenm Menu

Gvstem Configquration

TCP/IF Parameters Configuration
Fvstem Reset

Software Update

Eeprom Factory Peset

Execute Bootload
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System Configuration

TW-HEW1IR Router - 5Systen Conficaration Menu

Hardware Rewvision: Rew. 4l
Eoot PROM Firmware Werszion: Ver. 1.40
MAC Address: 0050BA0%0301

The parameters are described as follows:
=& Har dwar e Revison —thisisthe verson ID of hardware used in
this router.

2z Boot PROM FirmwareVersion —thisistheverson ID of
firmware used in this router.

z# MAC Address—thisisthe physical address for this router.
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TCP/IP Parameters Configuration

TW-HEWLIR Router - TCP/IP Parameters Configuration Memm

Interface # 1 Media Type: Ethernet

IP Address [192.1658.120.253]
Subnet Mask [255.2585.255.0 ]
Default Gateway [0.0.0.0 ]

Send BootP recquest upon power up <No

The parameters are described as follows:

?? Interface—the LAN interface must use Ethernet/Fast Ethernet and
isdigplayed here. This setting cannot be adjusted.

?? 1P Address—thisistherouter'sIP Addressfor the LAN interface.

?? Subnet Mask — this mask shows how the LAN isto be divided
into network, subnet and host parts.

?? Default Gateway — thisisthe default gateway for the LAN. If this
router will be the default gateway for the LAN, then the address
should be 0.0.0.0.
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?? Send BootP request upon power up —if setto YES, when the
router boots up, it will atempt to acquire the path to the imagefile,
the TFTP server IP Address and the routers own |P Address.

System Reset

The system reset function enables you to reset the TW-H6W1IR
without powering off. Some settings changes require a system reset in
order for them to take effect.

A system reset will not affect the router’ s settings, but will clear dl
tables including the routing table and al SNMP counters and tables. It
is aso used to initiate a software update.

Software Update

The routing/runtime software should only be updated if you are
encountering problems with your current runtime software or you are
certain your runtime software islacking functiondity contained in amore
recent verson.

Downloading new software will only replace the runtime software and
will not affect any configuration settings you have made. Upon running
the new software, the router will be configured exactly as you had it
before downloading the new software.

The runtime software (image file) must be downloaded from a TFTP
server on the LAN. If you do not have a TFTP server on your LAN,
you can use RouteMan, the included Router Configuration Utility. This
Web-basd utility has abuilt-in TFTP emulator , which alows you to
use the computer (connected to the LAN and running RouteMan) to
upload the new software to the router.
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Software Update Control
Software Update Mode

Eoot Protocol

Boot Server IP &ddress

Eoot File Name

Last Boot Server IP address:
Last IP Address:

TW-HEW1IE Router - Software Update Menu

Update Software from Configquration £ile <HNo >

<Enable >
Network

<TFTP ONLY >

[192.168.120.2 ]

[d:4work® Trend, sys 1
0.0.0.0

0.0.0.0

Items ligted in the above menu are described as follows:

?? Software Update Control — this enables/disables the software

update process.

?? Softwar e Update M ode — this specifies downloading the image
filefrom aNetwork server on thelocal LAN.

?? Boot Protocol — this setting isfor aloca network download and
has two options TFTP and BootP& TFTP.

?? TFTP—aFile Trander Protocol. Using this setting assumes dl
other items on this screen have been filled out.

?? BootP& TFTP —BootPis run first and sends your router |P
Addressesfor the TFTP server and the router, and tells the
router the path to the software update (image file). Then TFTP
will be used to download the imagefile.
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?? Boot Server |P Address— this specifies the |P address of the
server to be used to download the imagefile.

?? Boot File Name — this specifies a complete path and filename on
the TFTP server. If you choose to use a configuretion file, this
Setting must show the path and filename to the configuration file. If
you are not using a configuration file, this must show the path and
filename to the software update image file,

?? Last Boot Server | P Address— this showsthe last boot server
used to download animagefile. Thisisfor reference only.

?? Last IP Address— this showsthe last IP address used for the
LAN interface. Again, thisis for reference only. The LAN port
must have an IP address in order to access the TFTP server viathe
LAN network.

?? Update Softwar e from Configuration File — Either YES or NO.
If YES, the software update procedure will try to accessa
configuration file located at the path defined in the above Boot File
Name. Please ensure that the path and file name of the software
image fileisligted in the configuration file. If set to NO, the update
procedure will try to find an image file & the Boot File Name path.
Please see Appendix F — Configuration File for more information
about configuration files

After the parameters are set in the Software Update screen, SAVE the
changes, EXIT, and perform a System Reset or Execute Bootload to
begin the software download process.

After the new runtime software has been downloaded, the router will
automaticdly start up using the new software with the Software
Update Control seting DI SABLED to avoid a downloading loop.
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EEPROM Factory Reset

Performing afactory reset erases dl settings and tables. Al
configuration changes ever made to the router will be deleted. The
router will be set to the factory defaults it was shipped with and will no
longer have an | P address.

TW-H&WLIE Router - 3ystewm Reset

Are fou sure you want to proceed with System Reset? No W

Please make sure you wish to wipe out al settings and configure the
router from scratch before you perform afactory reset.

Execute Bootload

Choosing this option accepts the changes made in the PROM program
and begins the router’ s startup sequence.

Executing a bootload can aso begin the Software Update procedure, if
enabled.
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Using Telnet

The TW-H6WL1IR router can be configured and managed using telnet.
Telnet accesses the same built-in configuration program as the RS-232
Diagnostic port console connection. As such, al settings that can be
adjusted through the console can dso be configured using Telnet.

Telnet Configuration

In order to use telnet, the TW-HB6W1IR router must first be configured
using a console connected to the RS-232 Diagnostic port. Depending
on the placement of the management dation using telnet, the initia
configuration requirements for the router are asfollows:

Using Telnet via LAN

Preparing the router for management by telnet over the LAN only
requires enabling the LAN port, enabling telnet, and assigning the LAN
port an |P address. To do this:

1. Connect aconsole to the RS-232 Diagnogtic port on the front
pand of the router and run atermind emulation program (for more
information, see Connecting the Console to the Router and
Setting Up the Consol e sections of this manud).

2. Enablethe LAN portinthel nt er f ace Confi gurati on
ub-menu.

Using Telnet
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3. Assgnan IP addressto the LAN port in the Net wor k
Confi gur ati on sub-menu.

4. EnadbleTdnetintheAdvanced Functi ons submenu.
5. Connect the router to the LAN.

The router can now be accessed viathe LAN by the included
Windows-based Configuration program, Telnet and SNMP
management gpplications. For more detailed information regarding
these procedures, please refer to the Connecting the Router section of
this manual. For more information about the submenus, please refer to
the Configuration and Management section of this manud.

Using Telnet via ISDN

Preparing the router for management by telnet over ISDN lines requires
moreinitid configuring of the router via the console.

To do this, you must configure an ISDN port for dia-in users. Please
refer to the Interface Configuration — ISDN Sub-menu section of this
manudl.

System Timeout

When you are connected to your TW-H6W1IR viaTel net , thereis
a sygem timeout (in the System I nfor mation sub-menu), adjustable to
amaximum of 90 minutes. If you are logged onto the device and leave
it inactive for this timeout period, the router will automaticaly
disconnect youl.
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Using RADIUS Authentication

In addition to the did-in user list, which can hold up to eight users, this
model aso supports an externd authentication server which may
provide password storage and usage accounting for thousands of users.

Installing a RADIUS Server

To use RADIUS authentication, you will need to have a UNIX or
Windows NT-based machine on your network to act asar adi usd
sarver, aswell asacopy of ther adi usd server program itself. You
can obtain a copy of the RADIUS software, dong with documentation
for the server, a
http:/Amww.livingston.com/marketing/products/radius.html

or at:

ftp:/fftp.livingston.convpuly/leradiug/

Configuring the TW-H6WL1IR for RADIUS
Authentication

To configure the TW-HB6W1IR to use the RADIUS server set up inthe
previous section, go to the Main Menu in the console program and
choose Advanced Functions and then RADIUS Configuration.
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FADIDS Contiguration
PACTIUE Btatas “Emnble *
Typs RADIUR
#Ferver IP Addressa  [133,658.3.23 1
Eort Wusber [181Z ]
Eey [ALL_gcustomesc 1
B o
Connechad 60314 W10 5600 B

Items in the above submenu are described as follows:
? PRADIUS State — enables/disables Radius.

? ?Type—refersto the type of external password protocol. Currently,
only Radius is supported.

? ?Server |P Address—thisisthe IP Address of your UNIX or NT-
based Radius server.

? ?2Port — the port number for the Radius server. The standard port
number specified by RFC 1700 is 1812 (shown above).

? Key —thisisashared secret used to identify the TW-H6W1IR asa
vaid Radius client.

The Key password should be stored inthecl i ent fileinthe
RADIUS server's/ et ¢/ r addb directory. Lines of the form

# Cient Name Key
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192.168.0.1 ALL cust oner

should be added tothecl i ent file The Client Namefidd in thefile
givesthe IP address of the TW-H6W1IR, and the Key field should be
the same asthe Key fidd in the Radius Configuration submenu.

After aRADIUS server has been configured, the TW-HEW1IR will
useit to authenticate dl usersingtead of checking it'sinternd Did-Up
User Profile.

Adding Users to the RADIUS Database

The TW-H6W1IR only uses the RADIUS database for user
authentication Except fortheUser Nane, Password and
Framed_| P_Addr ess fidds most standard RADIUS attribute
fiddsareignored by the TW-H6W1IR.

To add auser to the RADIUS database, edit theuser s fileinthe
RADIUS server’'s/ et ¢/ r addb directory, and add aline smilar to
the following:

j oeuser Password = “j oepassword”

Each user should have a user name/password record in the Users
database. It is dso possible to configure an |P address for each user by
adding alinein the Users database amilar to the following:

| p user Password = “iusespecificip”,
Franmed | P_Address = 192.168.0. 117
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Appendix A - Troubleshooting

This chapter contains some problems you may run into when using your
router. After each problem description, we have provided some
indructions to help you diagnose and solve the problem.

Some Common Problems With the TW-H6W1IR

None of the LEDs are on when you power up the router

? ?Check the power cord and the power supply and make sureit is
properly connected to your TW-HBWL1IR. If the error perssts
you may have a hardware problem. In this case you should
contact technica support.

Connecting the RS-232 cable, cannot access the console program

? ?Check to seeif the TW-H6WLIR is connected to your
computer’ s sexia port.

? ?Check to see if the communications program is corfigured
correctly. The communications software should be configured as
folows

??VT100 termind emulation.
??9600 Baud rate.
?? No parity, 8 Data bits, 1 Stop hit.
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Problems With the ISDN Line

If you are having problems making a connection through the ISDN line,
try performing a Loopback Test (in the console program choose
System Maintenance, Diagnostic, Loopback Test). If the loopback
test succeeds then your physical connection to your phone company is
ok and the problem probably liesin your ISDN settings (located in the
console program under Interface Configuration, ISDN). Alternatively,
the problem could be with the router or computer you are trying to call.

Problems with the LAN Interface

Can’t PING any station on the LAN

1.

Check the LAN LED on the front pand of your router. If it ison,
then thelink isup. If it is off, then check the cables connecting the
router to your LAN.

Make sure the LAN is enabled in the Interface Configuration,
LAN submenu of the console program.

Verify with your network administrator that the IP address and the
IP subnet mask configured in the Network Configuration, IP
Configuration, IP Stack Configuration, LAN submenu of the
console program are vaid for that LAN.

Check the physica Ethernet cable, and make sure the connections
on the router and the hub or station are secure.

Check to make sure an end station IS NOT connected to the Uplink
port or that a hub IS connected to the Uplink port using straight-
through cables.
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6. Check to make sure the wiresin the cable are attached to the
appropriate pinsin the R} 45 connector

140 AppendixA -
Troubleshooting



TWH6WI1IR ISDN Remote Router

Appendix B - IP Concepts

This appendix describes some basic IP concepts, the TCP/IP addressing scheme and show
how to assign |P Addresses.

When setting up the router, you must make sure all ports to be utilized on the router have
valid IP addresses. Even if you will not use the ISDN or WAN ports, you should, at the very
least, make sure the LAN port is assigned avalid |P address. Thisisrequired for telnet, in-
band SNM P management, and related functions such as “trap” handling and TFTP firmware
download.

IP Addresses

The Internet Protocol (IP) was designed for routing data between network sites all over the
world, and was later adapted to allow routing between networks (often referred to as
“subnets’) within any site. IP includes a system by which a unique number can be assigned to
each of the millions of networks and each of the computers on those networks. Such a
number is called an | P address.

To make | P addresses easy to understand, the originators of |P adopted a system of
representation called “dotted decimal” or “dotted quad” notation. Below are examples of |P
addresses written in this format:

201.202.203.204 189.21.241.56 125.87.0.1

Each of the four valuesin an IP address is the ordinary decimal (base 10) representation of a
value that a computer can handle using eight “bits” (binary digits — 1s and 0s). The dots are
simply convenient visual separators.

Zeros are often used as placeholders in dotted decimal notation; 189.21.241.56 can therefore
also appear as 189.021.241.056.

IP networks are divided into three classes on the basis of size. A full IP address contains a
network portion and a “host” (device) portion. The network and host portions of the address
are different lengths for different classes of networks, as shown in the table below.
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0 i 18 31
ClassA [o] netig | hostid |
ClassB |10 netid hostid |
classc [1]1]o] nsiid hostid |
classD [1]1]1]0] multicast address |
class [1]1]1]1 o] reserved for futurs use |

Networks attached to the Internet are assigned class types that determine the maximum
number of possible hosts per network. The previous figure illustrates how the net and host
portions of the IP address differ among the three classes. Class A is assighed to networks that
have more than 65,535 hosts; Class B is for networks that have 256 to 65534 hosts; Class C
is for networks with less than 256 hosts.

IP Network Classes
Class Maximum Networ k Addresses (Host Maximum
Number of Portion in Parenthesis) Number of
Networks in Hosts per
Class Networ k
A 126 1(.0.0.0) to 126(.0.0.0) 16,777,214
B 16,382 128.1(.0.0) to 191.254(.0.0) 65,534
C 2,097,150 192.0.1(.0) to 223.255.254(.0) 254

Note: All network addresses outside of these ranges (Class D and E) are either reserved or set
aside for experimental networks or multicasting.

When an IP address's host portion contains only zero(s), the address identifies a network and
not a host. No physical device may be given such an address.

The network portion must start with avalue from 1 to 126 or from 128 to 223. Any other
value(s) in the network portion may be from 0 to 255, except that in class B the network
addresses 128.0.0.0 and 191.255.0.0 are reserved, and in class C the network addresses
192.0.0.0 and 223.255.255.0 are reserved.
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The value(s) in the host portion of a physical device's |P address can be in the range of 0
through 255 as long as this portion is not all-0 or all-255. Values outside the range of 0 to
255 can never appear in an |P address (0 to 255 is the full range of integer values that can be
expressed with eight bits).

T he network portion must be the same for all the |P devices on a discrete physical network
(asingle Ethernet LAN, for example, or aWAN link). The host portion must be different
for each IP device — or, to be more precise, each |P-capable port or interface — connected
directly to that network.

The network portion of an |P address will be referred to in this manual as a networ k
number; the host portion will be referred to asahost number.

To connect to the Internet or to any private | P network that uses an Internet -assigned
network number, you must obtain aregistered | P network number from an Internet-
authorized network information center. In many countries you must apply through a
government agency, however they can usually be obtained from your Internet Service
Provider (ISP).

If your organization's networks are, and will always remain, a closed system with no
connection to the Internet or to any other IP network, you can choose your own network
numbers as long as they conform to the above rules.

If your networks are isolated from the Internet, e.g. only between your two branch offices,
you can assign any |P Addresses to hosts without problems. However, the Internet Assigned
Numbers Authority (IANA) has reserved the following three blocks of |P Addresses
specifically for private (stub) networks:

Class Beginning Address Ending Address
A 10.0.0.0 10.255.255.255
B 172.16.0.0 172.31.255.255
C 192.168.0.0 192.168.255.255

It is recommended that you choose private network |P Addresses from the above list. For
more information on address assignment, refer to RFC 1597, Address Allocation for Private
Internets and RFC 1466, Guidelines for Management of I|P Address Space.

Subnet Mask

In the absence of subnetworks, standard TCP/IP addressing may be used by specifying subnet
masks as shown below.
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IP Class Subnet Mask
Class A 255.0.0.0
Class B 255.255.0.0
ClassC 255.255.255.0

Subnet mask settings other than those listed above add significance to the interpretation of
bitsin the IP address. The bits of the subnet mask correspond directly to the bits of the IP
address. Any bit an a subnet mask that is to correspond to a net ID bit in the | P address must

be set to 1.
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Appendix C — IP Protocol and

Port Numbers

Common Internet service protocols and | P port numbers.

IP Protocol Numbers

Protocol # Protocol Name Description
1 ICMP Internet Control Message [RFC792]
2 IGMP Internet Group Management [RFC1112]
6 TCP Transmission Control [RFC793]
8 EGP Exterior Gateway Protocol [RFC888,DLM 1]
9 IGP any private interior gateway [|ANA]
(used by Cisco for their IGRP)
17 UDP User Datagram [RFC768,JBP]
46 RSVP Reservation Protocol [Bob Braden]
88 EIGRP EIGRP [CISCO,GXS]
115 L2TP Layer Two Tunneling Protocol [Aboba]
IP Port Numbers
Service TCP ub Notes
=]
FTP 21 File Transfer
Telnet 23
SMTP 25 Simple Mail Transfer
DNS 53 53 [ Domain Name Server
Finger 79
WWWHTTP 80 World Wide Web HTTP
POP3 110 Post Office Protocol — Version 3
137 137 | NetBios Name Service
138 138 | NetBios Datagram Service
139 139 | NetBios Session Service
SNMP 161

AppendixC - IP Protocol and Port Numbers

145



TWH6WI1IR ISDN Remote Router

SNMP Trap | | 162 |
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Appendix D - Technical

Specifications

1 Console port

General
Ports
Number of Ports:
6 Ethernet ports RJ45
2 Analog phone ports R}11

DB-9 RS232 DCE

LED Readout

Power

Test

ISDN Link, B1, B2

Ethernet Col, Link/Act - Uplink, 1,2,3,4,5,
Phone 1,2

LAN

Standard |EEE 802.3 10BASE-T Ethernet

LAN Protocol

CSMA/CD

Data Transfer Rates

10Mbps (half duplex)

Network Cables

10BASE-T:
2-pair UTP Cat.3, 4, 5
(100m max. length)

EIA/TIA-568 100-ohm screened twisted-pair

ISDN

Standard PPP/Multi-link
PPP

ISDN Protocols

ISDN speeds

ISDN BRI: up to 128,000bps

ISDN Interface

Standard BRI S/'T
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11SDN BRI port:

64K bps B channel x 2
16Kbps D channel x 1

ISDN network Compatibility

Europe and Asia: Supports
DSS1, EurolSDN and Taiwan

DGT switches, and Siemens EWSD switches

Data Compression

Hi/fn? LZS (Stac)

Compression Ratio:

4tol

Routing

|P Packet Routing

TCP/IP with RIP-1 and RIP-2, static routes

IPX Packet Routing (TW-
H6W1IRM)

Novell IPX with RIP, SAP, Spoofing

Bridging

Transparent MAC-layer
bridging (TW-H6W1IRM)

802.1d Spanning Tree (TW-H6W1IRM)

Other Protocols

UDP, TCP, NAT, DHCP, BAP/BACP, ICMP

Management

SNMP MIB-11

Security PAP, CHAP
Administrative password
Firewall filtering
RADIUS

Physical & Environmental
DC Input:

External DC power adapter

18V 750mA unregulated or regulated

Power Consumption

8.5W max.

Ventilation Fanless

Operating Temperature 0-50 C (32 -122 F)
Storage Temperature -25 -55 C (-13 - 131 F)
Humidity 5% - 95% non-condensing
Dimensions 220mm x 166mm x 45mm

(83/5" x61/2" x 13/4")

Emissions (EMI)

FCC Class B, VCCI Class B, CE Mark

Saf ety

UL (UL1950), CSA (CSA950)
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Appendix E — Country ID

Numbers

Please refer to the list below for country 1D numbers used to configure
the ISDN interface of the router.

00:
01:
02:
03:
04 :
05:
06:
07:
08:
09:
10:
11:
12
14 .
15:
16:
17:
18:
19:
20:
21:
22
23:
24 :
25:
26
27 :
29:

INTERNATIONAL

TAIWAN
GERMANY
SWEDEN
FRANCE

SWITZERLAND

HOLLAND
Finland
Denmark
UK
Australia
Norway
Italy

Red China
Singapore
Malaysia
Spain
Portugal
Isreal
Poland
Czech
Hungary
Slovenia
Estonia
Slovakia
NewZealand
Korea
Philippine

30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40 :
41
42 :
43
44 .
45
46 :
47 .
48 .
49 .
50:
51:
52:
33:
54
55:
57:
58:

Thiland
Turkey
Greece
Argentina
Austria
Bangladesh
Belgium
Brasil
Bulgaria
Canada
Chile
Colombia
Egypt
Hongkong
India
Indonesia
Iran

Iraq
Ireland
Mexico
Peru
Portugal
Romania
Russia
Saudi Arabia
South Africa
Ukraine
Sri Lanka
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Appendix F — Configuration
File

The router can be configured when performing a Software Update
through a configuretion file,

The configuration file can hold many settings for the router indluding IP
Addressesfor dl ports, path to the boot server, and various port

settings.

The configuration fileis very useful if you wish to update your software
and keep dl or mogt of your settings the same.

The configuration file should be saved with the extenson .SYSin the
same directory as the runtime image file (software update file).

An example configuration file is shown below. Please note that:

# . Comment. This line describes the actud configuration in the
next line. Y ou can aso use this fegture to mask items you
don’t need to be configured (rather than deleting them).

Format: Keyword <Space> Parameter. For example the very
lagt line:

Ip-Stet disable

ip-stat is the keyword as explained in the # (comment) line
aboveit as meaning IP routing Satistics.

150
File

Appendix F — Configuration



TWH6WI1IR ISDN Remote Router

disableis the parameter you set.

Configuration File Example

# The system configuration file for TRENDNET TW-H6W1IR
| SDN Renpte Access Router

# TWH6WLIR runtinme inmage file name (software update
path and file nane)

héwlr - i mage

d:\ project\twh6w\ runti ne\i mage\ héwr un\ héwr un. hdr

# sysname (string nane)

sysname TW H6WLI R | SDN Rout er

# syscontact (string nane)

syscont act Engi neering Adm nistrator, Pongo
# syslocation (string nane)

sysl ocation Myson Building 6th floor

# systimeout setting in mnutes (0 means no tineout)
systinmeout 15

# telnet stat (enabl e/disable)

tel net disable

# di scovery stat (enabl e/ disable)

di scovery enabl e

# ip routing stack (enabl e/disable)

i p-routing enable

# interface decription (string name)

| an- port System 10BaseT Lan Interface
# port stat (enabl e/disable)

port-stat enable

# ip address

i p-address 202. 39. 74. 115

# subnet mask

i p-net mask 255.255.255.0
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# routing protocol type (0:RIPvl, 1:RIPv2, 2:RIPv1&2)
routing-type 2

# routing operating node (0:None, 1:Listen, 2:Talk,
3: Bot h)

oper ati ng-node 1

# ip routing stat (enabl e/ disable)

i p-stat enabl e

# interface description (string name)

i sdn-port | SDN DSS1 I nterface

# interface switch type (0:DSS1)

switch-type 0

# interface country code (0-255)

country-code O

# B channel usage (0: None, 1:Leased, 2:Switch)
bl-usage 2

b2-usage 2

# | SDN data call phone nunber string

i sdn-data 5779110- 6403

# AB adapter phone nunber string

abl-adapter 8358661

ab2-adapter 8358662

# voice call waiting state (enabl e/ di sabl e)

call -waiting disable

# voice call routing state (0:None, 1:ABl, 2:AB2)
call-routing O

# voice call global reception state (enabl e/ disable)
gl obal -recept disable

# block CLID state (enabl e/ di sabl e)

bl ock-clid disable

# port stat (enabl e/disable)

port-stat enable

# ip address

i p-address 20.19.88.1

# subnet mask

i p-net mask 255.255.255.0

# routing protocol type (0:RIPvl, 1:RIPv2, 2:RIPv1&2)
routing-type 1
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# routing operating node (0:None, 1:Listen, 2:Talk,

3: Bot h)
oper ati ng- node 2

# ip routing stat (enabl e/ disable)

i p-stat disable
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