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Product Overview

TPE224NS

Package Contents

In addition toyour switch, the pakage includes:
9 Quick Installation Guide
f CDROM Utility &! & SN &
1 Power cord (1.8 m/ 6 ft.)
9 Rack mounkit

DdzA RS0

If any package contents are missing or damaged, please contact the retail store, online
retailer, or reseller/distributor from which the pradtt was purchased.

Features

¢ w9 b 5y $ir1a/108 Mbps Web Smart PoE+ Switch, modelZZREVS, offers 24

x 10/100 Mbps PoE ports (Portgtlsupport PoE+), 4 x Gigabit ports, 2 x shared SFP
slots, and a PoE Power budget of M3This IPv6 ready switoffers advanced traffic
management, troubleshooting, access control, energy saving GREENnet, and monito
features at a reduced cost.

Hardware Design

Provides 24 x 10/100 Mbps Ppérts (Ports 14 support PoE+), 4 x Gigabit ports, 2 x
shared SFP slgta POE Power budget of 193 W, and includes rackmount brackets.

Smart Fan
Smart fan saves energy by varying fan speed and use based on cooling needs.

IPv6 Ready
This switch supports IPv6 configuration and IPv6 neighbor discovery.

Traffic Management

A broad range of network configurations are supported by: 802.3ad link aggregation,
Asymmetric VLAN, 802.1Q VLAN, Voice VLAN, Private VLAN, Bandwidth Controls, G
IGMP viv3, 802.1p Class of Service (CoS), Spanning Tree (STP, RSTP, and MSTP),
QoS geue scheduling.

Troubleshooting
Real time traffic comparison charts, error group charts, and a convenient cable
diagnostic test aid in rapid troubleshooting.

Access Controls
Features such as ACL, SSL, MAC/port filtering, Denial of Service contrdlx, 802.
TACACS+, and RADIUS are compatible with layered network access controls.

Monitoring
RMON, SNMP, SNMP Trap, and Port Mirroring support administrator monitoring
solutions.

© Copyright 206 TRENDnet. All Rights Reserved.
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Product Hardware Features

Front View

e Bl

I

1 L |

Reset Diagnostic LEDs PoE+ POE ports SFP Gigabit ports
Button ports 10/100Mbps slots

Link/Act 10/100Mbps +

or / v Shared

PoE LED Toggle Gigabit Ports

Button

Rear View

AC Power
Connector

1 AC Power Connectar Connect tle AC power cord to the connector and
the other side into a power outletir{put: 100~240VAC, 50/60Hz)

T Reset Buttong Press and hold this button for 10 seconds and release to
reset the switch to factory defaults.

1 Link/Act or P& LED Toggle ButtanToggle button to display the
Link/Act status for each port or display which ports are providing PoE.

1 PoE+ ports (#4) ¢ Ports 24 can supplpower and 10/100Mbps
connectivity toboth PoE802.3af)or PoE (802.3at) PDs.

1 PoE ports (84) ¢ Ports 524 can supply power and 10/100Mbps
connectivity to only PoE (802.3af) PDs.

1 Gigabit Ports 25-28) ¢ Connect PoE and ndPoE network device®orts
25& 26 are shared with SFP sI&25F26F.

1 SFP slots26F26F ¢ Supports optional 1000BASX/IX miniGBIC
modules.When these are activated, ports 25 will be disabled.

1 DiagnosticLEDIndicators
PoE Web Smart Switch

TPE-224WS
d) PWR ::.I-Iw- Mode
Reset @ PM\:',“ @ Link/ACT 1 3 5 7 ¢
e @ @ @
& FOE
2 a4 6 8 14 16 18 20 22 2
TRENDNET =y i B,
1 Power LED
on . [When the Power LED lights on, the device is rece
" |power.
Blinking Device is performing a system stdft.
Off . [When the Powerturns off or the power cord is n

" lconnected

 Fan Error

On (Red) :

All diagnostics

On (Green:

When the PoE power provided is below th&3W PoE
power budget.

1 PWRMAX (Power over Ethernet Max.)

On (Red) :|When reachingthe max PoE power budget prowd
193W or above, the LED will turn on and the system
not provide power additional PD (PoE client devied®r
max PoE budget is reached.

Off - [When the PoE power provided is below th&3W PoE

power budget.

1 10/100MbpsPorts 1-24
1 Link/ACTLED btton toggle mode

On (Greeh:

When theGreenLED lights on, the link is establishe(
100Mbps.

On : |When theAmberLED lights on, the link is establishe

(Amber) 10Mbps.

Blinking When the LED is blinking, the port is transmitting
receiving data.

Off The link is disconnected or not established.

© Copyright 206 TRENDnet. All Rights Reserved.



twO9b5ySi ided SNR&a Dadz

TPE224WS

1 PoELED buttormode

On (Greeh: |When the PoE powered device (PD) is connected an
port supplies power normally.

On : ina i :

(Amber) I?oE port has may 'hav'e one of the following issues:
E POE power circuitrertage.
E t26SN 28SN) OdzNNBy Gy 2

classification.

E  Out of PoE voltage of 44 ~ 57 VDC output.
Cause fail.

Off No PoE powered device (PD) connected or unplugge

PoE output portNo power is supplied.

1 Gigabit Ports 258
1 LinKACT LED button toggle mode only

On (Greeh: [When theGreenLED lights on, the link is establishe(
1000Mbps.

On : IWhen theAmberLED lights on, the link is establishe(

(Amber) 10/100Mbps.

Blinking When the LED is blinking, the port is transmidtior
receiving data.

Off The link is disconnected or not established.

1 SharedSFP Slots 25F6F
1 Link/ACT LED button toggle mode only

On (Greeh: [When theGreenLED lights on, the link is establishe(
1000Mbps.

On : IWhen theAmberLED light®n, the link is established

(Amber) 100Mbps.

Blinking When the LED is blinking, the port is transmitting
receiving data.

Off The link is disconnected or not established.

Applications

Power over Ethernet

The 193 W PoE power budget supplies PoE+ (up to 30 W) to
ports 1-4 and PokE (up to 15.4W) to ports 5-24 along with PD
(powered device) auto classification and over current/short
circuit protection.

) |
& & &
Integration Flexibility

Managed features include access control lists, VLAN, IGMP
snooping, QoS, RMON, SNMP trap and syslog for monitoring
and flexible network integration.,

e

e

VLAN QoS IGMP SNMP

© Copyright 206 TRENDnet. All Rights Reserved.
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Switchlnstallation

DesktopHardwarelnstallation

The d¢te where you install the hub stackay greatly affect its performance. When
installing, consider the following pointers:

1 Install the Switclin a fairly cool and dry place.

1 Install the Switchin a site free fronstrong electromagnetic field generators (such
as motors), vibration, dust, and direct exposure to sunlight.

1 Leave at least 10cm of space at the front and rear of the hub for ventilation.

1 Install the Switch on a sturdy, level surface that can support itghteor in an
ElAstandardsize equipment rack. For information on rack installatieee the
next section, Rack Mounting.

1 When installing the Switcbn a level surface, attach the rubber feet to the
bottom of each device. The rubber feet cushion the hub and protect the hub
case from scratching.

Rack MountHardwarelnstallation

The switch can be mounted in an BtAndardsize, 19nch rack, which can be placed in
a wiring closet with otB NJ S lj dzA LIY Sy (i @ LGar OK GKS Y2c
front panel(one on each side), and secure them with the provided screws.

t Rubber Feet

© Copyright 206 TRENDnet. All Rights Reserved.
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Basiclnstallation 6. ClickSystemand then clickPv4 Seup.

= System Management

7. Configure the switch IP address settings to be within your network subnet, then clic
Apply.

Note:, 2dz YI& ySSR (G2 Y2RATE GKS adlaGdAo Lt
adapter to IP address settings within your subnet in order tairegccess to the switch.
dzo y S

od !aardy | aidldAd Lt | RRNXaa G2 @2dzN 02

IPv4 Setup
192.168.10.x (e.g. 192.168.10.25) and a subnet mask of 255.255.255.0.

System MAC

00:01:02:03:04:05
Address:

4. Open your web browser, and type the IP address of the switch in the address bar, and
then pressEnter. The default IP address192.168.10.200 System IP Address: - IEH - :

System Subnet
sysem swnet . . - O
System Default
— O - I - CHN - N

5. Enter the User Name and Password, and then ktbgin.By default: System IP Mode:

User Nameadmin
Passwordadmin

2 http://192.168.10.200

|_Aeply |

Note: User name and password are case sensitive.
8. Clicksave Settings to Flash (menu)

Save Settings to Flash

_ 9.Clicksave Settings to Flash (buttarthen clickOK.

Note: Once the settings are saveghu can connect the switch to your network.

@ TrE-224wWs LOGIN

User Name:

Password:

| Save Settings to Flash ‘

© Copyright 206 TRENDnet. All Rights Reserved.
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Connect additional devices to yowawitch

Yau can connect additional computers or other network deviee& (Power over Etherndforts 14 PoE+, Ports-84 PoEpr non-PoE device® yourswitchusing Ethernet cables to
connect them to one of the availab@igabit Ports (24). Check the status ahe LED indicators on the front panel of yawitchto ensure the physical cable connection from your
computer or deviceYou can use either the Gigabit Ethernet ports or Gigabit SFP connections as network uplinks. (SFP modules sold separately)

Note: If you encounter issues connecting to your network, there may be a problem with your computer or device network settingasBleabat your computer or device network
settings (also called TCP/IP settings) are configpregderly within thenetwork subret your switch is connected

| O
-
80 6O

Network

802.3at PoE+ Non-PoE

© Copyright 206 TRENDnet. All Rights Reserved.
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Configure your switch

Access your switch management page

Note: Your switch default management IP addrb#p://192.168.10.200is accessed
through the use of your Internet web liveer (e.g. Internet Explo@rFirefo®
Chromer, Safai® andOperar0 ' YR gAff 0SS NBEFSNBYOSR

1. Open your web browser and go to the IP addretsp://192.168.10.200 Yourswitch
will prompt you for a user name and password.

2 http://192.168.10.200

2. Enter the user name and password. By default:

User Name:admin
Passwordadmin
Note: User Name and Password are case sensitive.

TRENNNET

Web Smart PoE+ Switch
TPE-224WS

@ Tre-224ws LOGIN

User Name:

TNBljdSyit e

System Info

View your svitch statusinformation
System Info

You may wanto check thegeneralsystem information of youswitchsuch adirmware
version, boot loader information and system uptim®ther information includes H/W

yersion, RAM/Flash size, administration infgrmation, IPv4 and IPv6 information.
UKAAa | aSNRa DdzARS®

1. Log into youswitchY I Y I 3 SY Sy (i Atcks3yduswitéhSi&agement page
onpage 7.

2. Click orsystem Info

System Information

9 SystemUp For¢ The duration youswitchhas been running continuously without
a restart/powercycle (hard or soft reboot) or reset.

1 Runtime Image Thecurrent software or firmware version your switch is running.

9 Boot Loaderg The current boot loader version your switch is running.

Switch Information
System Up For: 0 day(s),2 hr(s),21 min(s),27 sec(s)
Runtime Image: 4.00.015

Boot Loader: 1.00.005

Hardware Information

9 Version Displaysyour switch hardware veion.
1 DRAM SizeDisplays your switch RAM memory size.
9 Flash SizeDisplays your switch Flash memory size.

Hardware Information

DRAM 5Size:

Flash Size:

© Copyright 206 TRENDnet. All Rights Reserved.
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Administration Information
1 System Name;, Displays the identifying system name of your switch. This
information can be modified under th8ystemsection.
1 System Location Displayghe identifying system location of your switch. This
information can be modified under th&ystemsection.

1 System Contact Displays the identifying system contact or system administrator

of your switch. This informatioran be modified under th&ystemsection.

Administration Information
System Mame:
System Location:

System Contact:

System MAC Address, IPv4 Information

1 MAC AddressDisplays theswitch system MAC address.
1 IP Addresg; Displays the currentPv4 address assigned to yoawitch.
1 Subnet Mask; Displays the current IPv4 subnet skaassignetb your switch.

1 Default Gatewayg, Displays the urrent gatewayaddressassigned to youswitch.

System MAC Address, IPv4 Information

MAC Address: 00:01:02:03:04:05

IP Address: 192.168.10.200

Subnet Mask: 255.255.255.0

Default Gateway: 0.0.0.0

IPv6 Information
1 IPv6 Unicast Address / Prefix Lengfdisplays the current IPv6 address and

prefix assigned to your switch.
1 IPv6 Default Gatewy: Displays the current IPwdefault gateway address

assigned to your switch.
1 Link Local Address / Prefix LengtBisplays the current Link Local address and

prefix length assigned to your switch

IPv6 Information

IPv6 Unicast Address /
Prefix Length:

IPv6 Default Gateway:

Link Local Address /
Prefix length:

Automatic Network Features
9 IPv4 DHCP Client ModBisphys if your switch IPv4 address setting is set to

DHCP client.
1 IPv6 DHCP Client ModBisplays if your switch IPv6 address setting is set to

DHCP client.

Automatic Network Features

IPv4 DHCP Client Mode: Disabled

IPv6 DHCP Client Mode: Disabled

© Copyright 206 TRENDnet. All Rights Reserved.
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System

Set your system information
Systen® System Management
This section explains how to assmname, location, and contact information for the

switch. This information helps in identifying each specific switch among other switches

in the same local area network. Entering this information is optional.

1. Log into youswitchY I y I 3 SY Sy (i AtcksIyduswitéhSi&nagement page
onpage 7.

2. Click orsystem and click orsettings

3. Review the settingdVhen you have completed making changes, digglyto save
the settings.

1 System Description Speifies the Switch model. You cannot change this
parameter.

1 System Object IBIndicates the unique SNMP MIB object identifier that
identifies the switch model. You cannot change this parameter.

1 System Name Specifies a name for the switch, the namejsional and may
contain up to 15 characters.

1 System Location Specifies the location of the switch. The location is optional
and may contain up to 30 characters.

1 System Contact Specifies the name of the network administrator responsible
for managinghe switch. This contact name is optional and may contain up to
30 characters.

Management

System
Description:

TPE-224WS

System Object ID: 1.3.6.1.4.1.28866.2.23
System Name:

System Location:

System Contact:

4. ClickApply.

. Apply |

5. Clicksave Settings to Flash (menu)

Save Settings to Flash

6. ClickSave Settings to Flash (buttarthen clickOK.

Note: This step saves all configuration changethewsN\V\RAM to ensure that the
changes are permanent. If you do not complete this step, rebooting or power cycling t
switch will lose all of your current configuration changes.

Save Settings to Flash ‘

© Copyright 206 TRENDnet. All Rights Reserved.
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Set yourlPv4settings
System *Pv4 Setup
This section allows you hange your switch IPv4 address settinggically, the IP

address settings should be changed to match your existing network subnet in order to

access the switch management page on your network
DefaultSwitchlPv4 Address: 192.168.10.200
DefaultSwitchlPv4 Subnet MasR55.255.255.0

1. Log into youswitchY I y I 3 SY Sy (i AtcksIyduswitéhSi&agement page
onpage 7.

2. Click orsystem and click orlPv4 Setup

3. Review the settingdVhen you have compted making changes, cliéipplyto save
the settings.

1 System MA@\ddress Displays the switch MAC address information.

1 System IPAddress Enter the newswitchIP address(e.g.192.168.20@®00)

1 SystemSubnet MaskEnter the newswitchsubnet mask. (e.@55.255.255.D

1 System Default GatewayEnter the default gateway IP address. (e.qg.
192.168.200.1 or typically your router/gateway to the Internet).

1 System IP ModeClick the dropdown list and selecBtaticto manually specify
your IP address settings BHCRo allow your switch to obtain IP address

settings automatically from a DHCP server on your network.

IPv4 Setup

System MAC
Address:

System IP Address: - - . m

00:01:02:03:04:05

System Subnet
oS s W Mo |

System Default

i———" CH - I - O -
System IP Mode:

4. ClickApply.

| Apply |

5. Clicksave Settings to Flash (menu)

Save Settings to Flash

6. ClickSave Settings to Flash (buttarthen clickOK.

Note: This step saves abnfiguration changes to the NWAM to ensure that if the
switch is rebooted or power cycled, the configuration changes will still be applied.

Save Settings to Flash ‘

© Copyright 206 TRENDnet. All Rights Reserved.
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Set yourlPv6settings
System > IPv6 System Settings

Internet Protocol version 6 (IPv6) is a new IP protdesigned to replace IP version 4
(IPv4). The IPv6 address protocol meets the current requirements of new applications
and the never ending growth of the Internet. The IPv6 address space makes more
addresses available but it must bpproached with carefyplanning. Successful
deployment of IPv6 can be achieved with existing IPv4 infrastructures. With proper

planning and design, the transition between IP version 4 and 6 is possible today as well.

Use thelPv6 System Settingsage to configure the IPv6 netwointerface, which is the
logical interface used fdn-band connectivity with thewitch via all of the switch's
front-panel ports. The configuration parameters associated with the switch's network
interface do not affect the configuration of the fropanel ports through which traffic is
switched or routed.

1. Log into youswitchY I y I 3 SY Sy (i AtcksIyduswitéhSi&agement page
onpage 7.

2. Click orBystem and click onPv6 System Settings

3. Reviewthe settingsWhen you have completed making changes, dipgklyto save
the settings.

1 IPv6 StateThe IPv6 address for the IPv6 network interface is set in auto
configuration mode if this option is enabled. The default value is Disable. Auto
configuraton can be enabled only when DHCPV6 is not enabled on any of the
management interfaceDHCPV6 Clienihis option only displays when
DHCPV6 is enabled.

1 IPv6 Unicast Address / Prefix Lengffhe IPv6 Unicast Address is an identifier
for a single interfacepn a single node. A packet that is sent to a unicast
address is delivered to the interface identified by that address. Add the IPv6
prefix and prefix length to the IPv6 System Settings interface.

1 IPv6 Static GatewaySpecifies the corresponding Gatewaytlué 1P address
entered into the field.

1 IPv6 Dynamic Gatewayo configure the switch to automatically obtain its IP
configuration from a DHCP server on your network.

IPv6 System Settings

(e.g.:3710::1/64)

(e.g.:3710::9)

IPv6 State:
DHCPv6 Client:

IPv6 Unicast
Address / Prefix
Length:

IPv6 Stafic
Gateway':

IPve Dynamic
Gateway:

1 NS Retransmit Time Setting&: constant that defines a nonzero number of
seconds betwen periodic reauthentication of the client. The field is 1~3600
seconds. The default setting is 1 second.

NS Retransmit Time Settings

R -

NS Retransmit
Time: (1-3600)

1 Link Local Address Settinga:linklocal address is an IPv6 unicast address that
can be automatically configured on any interface using thelbokl prefix
FE80::/10 (1111 1110 10) and the interface identifier in the modifieeBBUI
format. Linklocal addresses are used in the neighbor discovery protocol and
the stateless autoconfiguration process. Nodes on a local link can udedailk
addresss to communicate; the nodes do not need globally unique addresses
to communicate. IPv6 devices must not forward packets that havddiced
source or destination addresses to other links.

1 Automatic Link Local Addres# link local address has a prefixdd80, is not
routable, and can be used for communication only on the local network. Only
one link local address is supported. If a link local address exists on the interfa
this entry replaces the address in the configuration.

1 Link Local Address/Prefixehgth: Enter the Link Local Address/Prefix Length.

© Copyright 206 TRENDnet. All Rights Reserved.
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Link Local Address Settings
Automatic Link
Disabled
Local Address
Link Local Address

/ Prefix length (e.g.:FEB0::6/10)

4. Clicksave Settings to Flash (menu)

Save Settings to Flash

5. ClickSave Settings to Flash (buttarthen clickOK.

Note: This step saves all configuration changes to theR®¥ to ensure that if the
switch is reboatd or power cycled, the configuration changes will still be applied.

| Save Settings to Flash \

Add IPv6 reighbors
System > IB/NeighboiSettings

Thispageallows you to manually define IPv6 supported neighboring devices on your
network.

1. Log into youswitchmanagement pa§ 0 &&@&8s youswitchmanagement page

onpage 7.

2. Click orsystem and click onPv6 NeighboiSettings

3. Review the setting&Vhen you have completed making changes, @dipklyto save
the settings.

1 Neighbor IPv6 AddressSpecifies the neighbor IPv6 address.

1 Link Layer MAC AddresSpecifies the link layer MAC address.
ClickAddto save the entry to the list.

IPv6 Neighbor Settings
[ H B B B B R Ei8cavecory

Neighbor IPv6 Address:

Link Layer MAC Address

1 You can type in the specific address alickd-indto find the entry b modify or
clickDelete or delete theaddressIf the entries span multiple pages, you can
navigate page number in tHeagefield and clicksoor you can cliclirst,
Previous, NextandLast Pag¢o navigate the pages.

IPv6 Neighbor Settings

Link Layer MAC

Neighbor IPv6 Address Address

| Delete |

page [J]

Page 0/0

4. ClickSave Settings to Flash (menu)

Save Settings to Flash

5. Cli&k Save Settings to Flash (buttorthen clickOK.

Note: This step saves all configuration changes to theR&¥ to ensure that if the
switch is rebooted or power cycled, the configuration changes will still be applied.

|_ Save Settings to Flash ‘

© Copyright 206 TRENDnet. All Rights Reserved.
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Set your DNS server settings
Sysem > DNS Settings

This setting allows you to configure your IPv4/IPv6 DNS server settings for the purpose
or resolving hostnames. For example, when specifying your SNTP server time settings

via domain name, the switch will not be able to resolve the SNiRRadh name specified
until you configure the switch DNS server setting.

1. Log into youswitchY I y I 3 SY Sy (i AtcksIyduswitéhSi&nagement page
onpage 7.
2. Click orBystem and click oiDNS Settings

3. Enter yourDNS IPv4 Servexddress and/oDNS IPv6 Servexddress in the provided
fields.

DNS Server Settings

DNS IPv4 Server:

DNS IPvE Server:

4. ClickApplyto save the settings.

Apply

5. ClickSave Settings to Flash (buttarthen clickOK.

Note: This step saves all configuration changes to theR®¥ toensure that if the
switch is rebooted or power cycled, the configuration changes will still be applied.

| Save Settings to Flash ‘

Restrict access to switch management page
System > IP Access List

This section allows you to define or restrict access to the switch managementgage
list of specific IP addresses.

1. Log into youswitchY' | Y I 3SY Sy i AtcksIyduswitshSr&nagement page
on page 7.

2. Click orystem and click onP Access List

3. Review the settings.
First, ente the IPv4 or IPv6 address to allow access and AticKor each entry.

IP Address Settings
B BB B2

IP Address:

For each entry, the access list will populate. You can Ridéte next to the entry to
delete the entry oDelete Allto delete all entries in the table.

IP Access List table | Delete All |
Index Accessible IP Action

1 192.168.10.15 Delete |

When you have completeentering the IPv4 and IPv6 address entries, clickRhe
Restriction Statuslrop-down list at the top and sele&nabled then clickApply.

IP Access List

IP Restriction Disabled E‘
Status:

4. Clicksave Settings to Flash (menu)

Save Settings to Flash

5. ClickSave Settings to Flash (buttonthen clickOK.Note: Thisstep saves all
configuration changes to the NWAM to ensure that if the switch is rebooted or power
cycled, the configuration changes will still be applied.

| Save Settings to Flash ‘

© Copyright 206 TRENDnet. All Rights Reserved.
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Restrict access to switch management page
System > IP Access List

This section allows you taefine or restrictaccess to thewitch management page to a
list of specific IP addresses.

1. Log into youswitchY I y I 3 SY Sy (i Atcks3yduswitéhSi&agement page
onpage 7.

2. Click orsystem and cliclon IP Access List

3. Review the settings.
First, enter the IPv4 or IPv6 address to allow access andiclitfor each entry.

IP Address Settings

BB R O

IP Address:

For each entry, the access list will populate. You canRibite next to the entry to
delete the entry oDelete Allto delete all entries in the table.

IP Access List table | Delete All |
Index Accessible TP Action

1 192.168.10.15 | Delete |

When you have completed entering the IPv4 and IPv6 address entries, cliék the
Restriction Statugirop-down list at the top and sele&nabled then clickApply.

IP Access List

IP Restriction
Disabled |z|
Status:

4. Clicksave Settings to Flash (menu)

Save Settings to Flash

5. Clicksawe Settings to Flash (buttonthen clickOK.

Note: This step saves all configuration changes to theR®¥ to ensure that if the
switch is rebooted or power cycled, the configuration changes will still be applied.

| Save Settings to Flash ‘

© Copyright 206 TRENDnet. All Rights Reserved.
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Change administrator password and daccounts To create dditionaladministrativeuser accounts:
System > Administration 1 User NameEnter the user name of the new account.
This section explains how to change the administrator password ceshti¢éional 1 PasswordEnter the password for the new acocunt and enter the password
administrativeuser accounts for access to the switch management page. again theConfirm Passwordield to verify. Then, clickddto add to the table.
For additioral user accounts, you will be provided the optiorModify or
1. Log into youswitchY' I Y I 3SY Sy (i Atdks3y®uswitshSr&nageément page Deleteto remove the account.
on page 7. Note: The password consists of up to 12 alphanumeric characters.

2. Click orBystem and click orAdministration.

Administration Settings

3. Review the settings. User Name: I ('2ximum length is 12)
Password: I (oximum length is 12)

¢2 OKIFIy3aS GKS FTRYAYAAUNI 02N LI aad62NRS AY] - o I

Modify. Note: This default admiistrator account cannot be deleted. Confirm Password:

Administration table

Index User Name Password Action

1 admin EEEKHKK Modify | 4. ClickSave Settings to Flash (menu)

Save Settings to Flash

In the Passwordfield, enter the new password and enter the new password again the
Confirm Passwordield to verify. Then, clichpply.

Note: The password consists of up to 12 alphanumeric characters. 5. Clicksave Settings to Flash (buttorthen dick OK.
; e ; Note: This step saves all configuration changes to theRM¥ to ensure that if the
Modify Administration switch is rebooted or power cycled, the configuration changes will still be applied.
Entry number: | Save Settings to Flash ‘

User Name:

Password:

Confirm Password:

© Copyright 206 TRENDnet. All Rights Reserved.
15



tw9b5ySi aSNDa DdzA RS

TPE224WS

Enableor disable SNMRnd modify idle timeout settings
System > User Intiace

This section explains how to enable SNMP on the switch and modify the switch
management page idle timeout settings.

Note: If you disable the SNMP on the switch, the switch will not be manageable via
SNMP using MIBs.

1. Log into youswitchmanagemg (i LJ- A8 cess §dbsHitckkmanagement page
onpage 7.

2. Click orystem and click orJser Interface

3. Review the setting<lickApplyto save changes.

1 SNMP AgentClick the drogdown list to one of thdollowing options.

o Enabled- When you enable this parameter, the SNMP agent is active.

You can manage the switch with SNMP network management

1 Web Idle Timeout Enter the idle period in minutes, when the switch will
automatically log out a user from the switch management page.

Timeout Settings
Web Idle Timeout:

Min. (3-60)

Group Interval: Sec. (0 or 120-1225, 0 is Disabled)

| Apply |

4. Clicksave Settings to Flash (menu)

Save Settings to Flash

5. ClickSave 8ttings to Flash (button)then clickOK.
_Note: This step saves all configuration changes to theR&¥ to ensure that if the

a2F06FNB YR (GKS agAriOKQa LINA G G Syighis rébooted or power cycled, the configuration changes will still be applied.

o Disabled- When you enable this parameter, the SNMP agent is
inactive.

1 Web Server Statug, Displays the current SNMP status.

Status Settings
Enabled E|

Enabled

SNMP Agent:

Web Server
Status:

_Aeply |

|. Save Settings to Flash ‘
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Set the switch date and time
System >\&tem Time

1. Log into youswitchY I y I 3 SY Sy (i AtcksIyduswitéhSi&nagement page
onpage 7.

2. Click ors8ystem and click orBystem Time

3. Review the setting<lickApplyto save changes.

1 Clock Mode- Displays if system time and date is set manuatigal Timeor
obtained automatically from a network time serv@NTP

1 Current Timeg Displays the current system time and date.
1 Time Zone; Displays the current system time zone.

Clock Mode:

Local Time
Current Time: 2 Jan 2009 06:18:23

Time Zone:

1 Clock ModeSelectLocd Timeto manually configure your date and time
settings or selecBNTRo configure your switch to automatically obtain
settings from an network time server.

Date/Time Settings

Local Time |Z|

0 Local Time; Allows you to manually set the time settings. If selecting
this option, underLocd Time Settingsmanually enter your date and
time settings.

A Date Settings; Enter your date settings (YYYY/MM/DD).
A Time Settingg; Enter your time settings (HH:MM:SS)

Clock Mode:

Local time Settings
Date Settings:

200g W / B Orvvy:MM:DD)
Tl : (HH:MM:SS)

Time Settings:

0 SNTR; Allows you to configure your switch to pull time and date
settings automaticayl from a network time server. If selecting this
option, underSimple Network Time Protocol (SNTP) Settingster
your time server settings.

Note: Please note that in order for the switch to communicate to
Internet SNTP time servers, the switch must haaliel IPv4/IPv6
address settings including a default gateway address for Internet
access. Additionally, if using a domain name, the switch must be
configured with valid DNS server settings in order to resolve
host/domain names.

A SNTP Primary ServerEnterthe primary network time server
IPv4 address, IPv6 address, or Domain Name.

A SNTP Secondary SerweEnter the secondary network time
serverlPv4 address, IPv6 address, or Domain Name.

A SNTP Poll Intervaj Enter the interval time when your switch
will update the time and date settings with the time server.

A Time Zone Click the dropdown list to select your time
zone. Additionally, you can set your Daylight Savings Time.

Simple Network Time Protocol (SNTP) Settings

SNTP Primary
Server:

I - O - O -
I - O - O -

I in-(1-60)

(GMT-08:00) Pacific Time (US & Canada),Tijuana

SNTP Secondary
Server:

SNTP Poll Interval:

Time Zone:

4. ClickSave Settings to Flash (menu)

Save Settings to Flash

5. ClickSave Settings to Flash (buttorthen clickOK.Note: This step saves all
configuration changes to the NWAM to ensure that if the switch is rebooted or power
cycled, the configuration changes will still be applied.

| Save Settings to Flash ‘

© Copyright 206 TRENDnet. All Rights Reserved.
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Enable HTTPS/SSL (Secure Socket Layer) management access

System > SSettings

By default, your switch management page can be accessed using standard web HTTP
protocol which is unsecure. Enabling HTTPS/SSL management access allows access to 4 Clicks Seti to Flash
the switch management page using secure encrypted communication which prevents - ClickSave Settings to Flash (menu)
unauthorized users from intercepting user name and password credenttidds. Save Settinas to Flash
recommended to only enable this feature, if allowing switch management access from g

other networks or over the Internet.

Note: Once HTTPS/SSL management access is enabled, HTTPmesmageess will be
disabled forcing all access to the switch management page using secure encryption

& Continue to this website (not recommended).

5. ClickSave Settings to Flash (buttarthen clickOK.

communication only. Note: This step saves all configuration changes to theRWi to ensure that if the
switch is rbooted or power cycled, the configuration changes will still be applied.
1. Log into youswitchY' | Y I 3SY Sy (i AtdksayduswitshSi&nagement page Save Settings to Flash ‘
onpage 7. ' '

2. Click orBystem and click or8SL Settings

3. Review the setting<lickApplyto save changes.
1 SSL Status:

o Enabled¢ Enables HTTPS/SSL management access and disables HTTP
unsecured mode.

o Disabledg Disabled HTTPS/SSL management access and etbI¢t
unsecured mode. (Default settihg

SSL Settings

SSL Status: Disabled [+

If enabling SSL management access, you will need to access the switch management
page usintHTTP#stead ofHTTP (e.g.https://192.168.10.200

I! = https://192.168.10.200,

ClickContinue, Proceed tthis website and accept the certificate if prompted.

© Copyright 206 TRENDnet. All Rights Reserved.
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Enable DHCP Auto Configuration
System > DHCP Auto Configuration

If you need to atomaticallyupdate the switch configuration files via@mote server,

the DHCP Auto Configuratideature is available for thigurpose via the DHCP server.
Your IP address settings must enable the DHCP client so that this feature can operate
with your DHCP server.

1. Log into youswitchY I y I 3 SY Sy (i Adck#s@ySuswitéhSi&nagement page
onpage 7.

2. Click orsystem and click oD HCP Auto Configuration

3. Click theAuto Configuration Statelrop-down list and seledEnabled.ClickApplyto
save changes.

DHCP Auto Configuration Settings

Auto Configuration
State

Disabled E

4. Clicksave Settings to Flash (menu)

Save Settings to Flash

5. ClickSave Settings to Flash (buttarthen clickOK.

Note: This step saves all configuration changes to theR®¥ to ensure that if the
switch is rebooted or power cycled, the configuration changes will still be applied.

| Save Settings to Flash ‘

View and setup your sitch logging
System > System Log Settings

Thesystem log is designed to monitor the operation the switch by recording the event
messages it generates during norrogleration. These events may provide vital
information about systenactivity that can help ithe identification and solutions of
systemproblems.

1. Log into youswitchY I Y I 3 SY Sy (i Atcks3yBuswitéhSi&agement page
onpage 7.

2. Click orBystem and click orBystem Log Settings
3. Review tle settingsClickApplyto save changes.

i Time Stamp

o Enable- Each event message recorded in the log will have a time
stamp.

o Disable- No time stamp will béncluded withthe event messages
1 Message Buffered Size Enter the message buffer size. (Rany200)

1 Syslog Allows you to send device logging to an external log (Syslog) server fc
troubleshooting or monitoring.
0 Syslog Statusg
A Enablec Enable syslog and in ti®yslog Server IBection,
enter the IPv4 or IPv6 address of the external syslogesdo
send logging.
A Disableg Disable syslog functionality.
o Facility-Click the dropdown list and which facility to store the
logging. (Options: localflocal7)
Note: You can define the facility to store logging on your external

syslog server. This lps to ensure you have separate logging sections
for different devices.

© Copyright 206 TRENDnet. All Rights Reserved.
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0 Logging Leved Click the dropdown list to select what level of event

messages that will be logged.

A 0 Emergency The system is unusable.

1 Alert- Action must be taken immediately.

2 Critical- Critical conditions are displayed.

3 Error- Error conditions are displayed.

4 Warning- Warning conditions are displayed.

6 Informational- Informational messages are displayed
7 Delug - Debuglevel messages are displayed.

D> > D> D> > > D

System Log Settings

Enabled E
M_essage Buffered (1-200)

Size:
O O O o P
I o o

Fadility:

Time Stamp:

Syslog Status:

Syslog Server IP:

Logging Level:

4. Clicksave Settings to Flash (menu)

Save Settings to Flash

5. Clicksave Settings to Flash (buttorthen clickOK.
Note: This step saves all configuration changes to theR&¥ to ensure that if the

switch is rebooted or poweycled, the configuration changes will still be applied.

| Save Settings to Flash ‘

5 Notice- Normal but significant conditions are displayed.

Physical Interface
Configure your switch portand view port status

Physical Interface

This section allows you to configure the physical port parameters such as speed, dupl
flow control, and pmbo frames This section also reports the current link status of each
port and negotiated speed/duplex. Additionally you will be able to set your BPDU port:
for Spanning Tree Configuration and EAP ports for 802.1xyaskd authentication
configuration.

1. Log into youswitchY I Y I 3 SY Sy (i AtcksIyBuswitéhSi&agement page
onpage 7.

2. Click orPhysical Interface

3. Review the setting<lickApplyto save changes.

1 Jumbo Frame SettingsThis paramedr indicates whether or no jumbo frames
can be accepted by the switch. You may want to activate jumbo frames when
connecting devices that are capable of sending Ethernet frames larger than tt
standard size in order to improve quality for applications saslaudio/video.

o Enabled-This parametemidicates the port is permitted taccept
jumbo frames.

o Disabled-This parameteriidicates the port is not permitted taccept
jumbo frames.

Note: Whenthe Jumbo Framesetting is enablegdthe QoSfunctioncamot be
enabled and vice vers@ne function will need to be disabled to use the other.

1 Port- Specifies the port number. The All value indicates pottedugh 16 on
the Switch. You cannot change thigrameter.You can use thall row value in
the Port columnto applyAdmin Status, Mode, Jumbo, Flow Contrl, EAP, BPDL
settings to all ports at the same time.

9 Trunk- This parameter indicates the trunk group numbemnunber in this
column indicates that the port has been added ttyunk using static or
dynamic802.3ad LACP link aggregation.

© Copyright 206 TRENDnet. All Rights Reserved.

20



tw9b5ySi

aSNNa DdzA RS

TPE224WS

1 Type- This parameter indicates the port type. On tBwitch the port type is
1000TX for 10/100/1000Basktwisted-pair ports (1 through 1415R and BR)
and 100FX or 1000Ter the SFP portslb and 16) for copper or fibelSFP type.

1 Link Status This parameter indicates the status of the limdtween the port
and the end node connected to the port. Thessible values are:

o

o

Up -This parametemidicates a valid link exists between thert and
the end node.

Down-This parameer indicates the port and the end nodeve not
established a valid link.

Admin. Status This parameter indicates the operating statugtof port. You can use
this parameter to enable or disable a povtou may want to disable a port and prevent
packetsfrom beingforwarded if a problem occurs with the node or cable connected to
the port. You can enable the port to resume normal operation afterproblem has
been fixed. You can also disable an unused fwosecure it from unauthorized
connectionsThepossible valueare:

o

Ignore-This parameter applies to th&ll row only andmdicates that
the Admin. Statudield must be set individuallipr each port.

Enabled- This parameter indicates the port is able to send asxkive
Ethernet frames.

Disabled- This parameter indicates the port is not able to seardd
receive Ethernet frames.

1 Mode: This parametemidicates the speed and duplex mosettings for the
port. You can use this parameter to set the spaad duplex mode of a port.
The possible settingse

o

Ignore-This parametemidicates that theAll setting does notapply to
the Mode field. In other words, each port is setdividually.

Auto -This parametemdicates the port is using Aufdegotiation to
set the operating speed and duplex mode. Hutual operating speed
and duplex mode of the port amddisplayed in parentheses (for

SEl YL SC¢ &Mz NInnul duplex smedeyafter a port
establishes a link with an enbde.

Auto (1000F)}This parametemdicatesthe port is configuredor
1000Mbpsoperation in AuteNegotiation mode.

o 1000/Full-This parametemdicatesthe port is configured for
1000Mbps operation in fulluplex mode.

0 100/Full-This parametemdicatesthe port is configured fol00Mbps
operation in fullduplex mode.

0 10/Full-This mrameterindicatesthe port is configured folOMbps
operation in fullduplex mode.

0 1000/Half-This parametemdicatesthe port is configured for
1000Mbps operation in hatfluplex mode.

0 100/Half-This parameteindicatesthe port is configured fol00Mbps
operation in hakduplex mode.

o0 10/Half-This parameteimdicatesthe port is configured folOMbps
operation in hakduplex mode.

Note: When selecting dMode setting, the following points apply:

(o]

When a twistegpair port is set to AutdNegotiation, theend node should
also be set to Autdlegotiation toprevent a duplex mode mismatch.

A switch port usingwuto-Negotiation defaults to halfluplex if it detects
that the end node is not using Aubtegotiation. Thigan result in a
mismatch if the end node iperating ata fixed duplex mode of fufluplex.
To avoid thigproblem when connecting an end node with a fideglex
mode of fullduplex to a switch port, disabkuto-Negotiation on the port
FYyR aSid (K &nddipléxinedgd manudd/S R

The only vadl setting for the SFP ports is Ategotiation.

1 Flow Ctrl Flow Contral This parameter reflects the current flow contism@tting
on the port. The switch uses a special pause packeotify the end node to
stop transmitting for a specified period time. The possible values are:

0 Ignore- This parameter indicates that th&l setting does notapply to
the Flow Controffield. In other words, each port is siedividually.

0 Enabled- This parameter indicates that the port is permitteduse
flow control.

o Disabled- This parameter indicates that the port is muérmitted to
use flow control.
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1 EAPThis parameter reflects the current ExtensiBlethentication Protocol
(EAP) setting on the port. The possibdues are:

o Ignore- This parameter indicates th#ie All setting does notapply to
the EAPfield. In other words, each port is seidividually.

o Enabled- This parameter indicates that the port is able to semdl
receive EAP packets.

o Disabled- This parameter indicates that the port is disabbat isnot
able to send or receive EAP packets.

1 BPDUThis parameter reflects the current BPPaks througtsetting on the
port. The possible values are:

o Ignore- This parameter indicates that th&l setting does notapply to
the BPDUield. In other words, edtport is seindividually.

o Enabled- This parameter indicates that the switch will p&2DU
frames through the switch and broadcast them throwjhother
ports.

o Disabled- This parameter indicates that the switch will not p&2DU
frames through the swtch, With RSTP or STP enabltbaé, switch will
receive BPDU frames and process tresrnording to the spanning tree
protocol.

Note: When theBPDUpass througtsetting is enabled, thEpanning Tree
functioncannot be enabled and vice versa. One functiohneid to be
disabled to use the other.

Physical Interface Table

Link Admin.
Status Status

moo- - [ Apply |

Port Trunk Type Mode Jumbo Flow Ctrl EAP BPDU Action

1 -—-  1000TX Up Enabled E‘ Enabled E‘ Dlsabledlz D\sabledE‘ Enabled E |Apply |
1000TX Up Enabled E‘ Enabled E‘ Disabledlﬂ D\sabledE‘ Enabled E | Apply |
10007 Up Apply |

4. Clicksave Settings to Flash (menu)
5. ClickSave Settings to Flash (buttorthen clickOK.

Note: This step saves all configuration changes to theR®¥ to ensure that if the
switch is rebooted or power dgd, the configuration changes will still be applied.

Spanning Tree (STP, RSTP, MSTP)

Configure Spanning TreRrotocol settings
Bridge > Spanning Tree > Protocol Settings

Spanning Tree Protocol (STP) provides network topology for any arrangement of
bridgegswitches STRalso provides a single path between end stations on a network,
eliminating loops. Loops occuthen alternate routes exist between hosts. Loops in an
extended network can cause bridgesftoward traffic indefinitely, resulting in
increased taffic and reducing network efficiency.

Note: You will need to disable the BPDU pass through feature in order to use Spannin
Tree. BPDU pass through can be found under Physical Interface > BPDU column.

1. Log into youswitchY I Y I 3 SY Sy (i AtcksSyBuswitéhSi&agement page
onpage 7.

2. Click orBridge

3. Review the setting<lickApplyto save changes.

1 Global STP StatuSelect the STP state on the device. The possible field value
are:

0 Disablec Disabkés STP on the devicEhis is the default value.
0 Enablec Enables STP on the device.

1 Protocol VersionSpecifies theSpanning Tree Protocd P modeto enable
on the switch The possible fieldalues are:

0 STR; Enables ST802.1don the device.

0 RSTR, Enables Rapid ST8®2.1won the device. This is the default
value.

0 MSTPRg Enables Multiple ST802.1son the device.

1 Bridge Priority:TheBridge Priority has a range 0 to 61440 in increments of
4096. To makéhis easier for you, th&/eb ManagementUtility divides the
rangeinto increments. You specify the increment that represents the desired
bridge priority value.

1 Maximum AgeThe Maximum Age defines the amount of timpart will wait
for STP/RSTP information. MSTP uses this paramten interacting with
STP/RSTP domains on the boundary pdiidsange is 6 40 seconds

1 Hello Time:The Hello Time is frequency with which the rboidge sends out a
BPDU.
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1 Forward DelayThe Forward Delay defines the time that thiedge spends in Configure Spanning Tree Protoqobrt settings
the |iStening and Iearng\states. Its range - 30 seconds. Bndge > Spanning TredPort Settings

1 Transmit Hold CountThe Transmit Hold Count specifies theximum number 1. Log into youswitchY' I v I 38 Y Sy (i Atcdksay®uswitthSrgnagement page
of BPDUs that the bridge can send per secdtsdtange is 1 10. on page 7.

1 Max Hop CountThe MaxHop Count is a parametset in a BPDU packet when 2. Click orBridge click @ Spanning Tregand click orPort Settings
it originates. It is decremented by leach time it is retransmitted by the next
bridge. When the HoRount value reaches zero, the bridge drops the BPDU
packet. Itsange is 6 40 hops. 1 STP Statudndicates if spanning tree protocol is active or not on the port.

Select one of théollowing choices from the pulown menu:

0 Enale - The spanning tree protocdd enabled on the port.

o Disabled- The spanning tree protoc@ disabled on the port. Enable
Disable

Note: BPDU pasthrough must be disabled for all ports under Physical

interface for STP can be enabled.

3. Review the settingd-or each entry, clickpplyto save changes.

9 Priority: Indicaes the port priority.If two paths have the same port cost, the
bridges must select a preferrgzhth. In some instances this can involve the use
of the port priority parameter which is used as a tie breaker when two paths
have the sameost.

The range foport priority is 0 to 240. As with bridge priority, this range is
broken into increments, in this case multiples of 16. To select agpantity for
a port, you enter the desired value. Tallésts thevalues that are valid.

Valid Port Priority Values

Step (1|2 |3|4|5|6|7|8|9(10(11(12|13|14|15]| 16

Port
Priority

In addition, this section also displays the spanning tree root inftiona
0|16(32|48|64(80|96|112(128|144|160|176|192|208(224|240

1 Admin Cosi(0 = Auto) The administratively assigned value for the contribution
of this port to the path cost of paths towards the sparminee root. Writing a
value of '0" assigns the automatically calculated default Path Cost value to the
port. If the default Path Cost is being used, this object returns '0' when read.

1 External CostThis defines a metric that indicates the relative cdst o
forwarding packets to the specified port list. Port cost can be set automatically
or as a metric valueDefine a value betweeh and 200000000 determine
the external cost. The lower the number, the greater the probability the port
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