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TEW-676APBO

Introduction

The N300 Wireless 12dBi Outdoor 5GHz PoE Access Point, model TEW-
676APBO, provides high speed point-to-point building connectivity. It supports
a variety of installation scenarios with Access Point, Router Access Point,
Wireless Distribution System (WDS), Customer Premises Equipment (CPE), and
Repeater modes.

An IP-66/67 weather rating and rugged aluminum housing ensures the highest
level of protection against extreme weather. An outdoor mounting kit is
included and weatherproof LED indicators expedite product installation and
troubleshooting.

No need to install this access point nears a power source—PoE technology
transmits both power and data over an Ethernet cable. Support for the latest
wireless security protocols ensures the highest level of network protection.
Install this access point with TRENDnet’s Outdoor Lightning Arrestor Kit, model
TEW-ASALL, to protect your entire network from catastrophic lightning strikes.

Features

e PoE compliant device

e 1x10/100Mbps PoE Auto-MDIX LAN port

e 1 x reset button

e LED indicators: Power, WLAN, LAN, Internal high powered 12dBi patch
antenna (polarization: V30°, H30°)

e Compliant with 802.11n/a technology (5 GHz spectrum) with data rates up
to 300Mbps

e Rugged IP66/67 rated weather proof aluminum housing

e Supports Router Access Point (AP), Access Point (AP), Wireless Distribution
System (WDS), Customer Premises Equipment (CPE), Client Bridge +
Repeater, and CPE + AP modes

e Multiple SSID or Virtual Access Points with Layer 2 VLAN client isolation

e Access restriction with Internet Access Control, MAC, and IP filtering

e Universal Plug and Play (UPnP) for auto discovery and support for device
configuration of Internet applications

e Complete wireless security with WPA/WPA2-RADIUS, WPA /WPA2-PSK, and
WEP

e Multiple pass-through sessions for popular VPN applications (IPSec, L2TP,
and PPTP)

e Quality of Service technology: IEEE 802.11p COS, IEEE 802.11q Tag VLAN
priority control and Wi-Fi Multimedia (WMM)

e Supports IEEE 802.11f IAPP (Inter Access Point Protocol), IEEE 802.11h
(Transmission Power Control) and IEEE 802.11d (Multi-country roaming)

e Easy setup via Web browser using the latest versions of Internet Explorer,
FireFox, and Safari

e Supports SNMP (v2c and v3), Telnet, SSH, and HTTP/HTTPS management

e Surface mounting hardware

e Electrical ground cable

e 3-year limited warranty

Package Contents

The standard package contents

e TEW-676APBO

e Multi-Language Quick Installation Guide

e CD-ROM (User’s Guide)

e POE Injector &Power cord (All in one type)
o Mounting Kit

e Grounding wire

e Waterproof kit

© Copyright 2012TRENDnet. All Rights Reserved.
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Hardware Feature Bottom Panel

Front Panel
LAN/WLAN/PWR PoE Port
LEDs
<—— Housing
TREHD“ET Reset Button
e LED
0 LAN -Turns on when there is a LAN connection and blinks when data is
running through the LAN port.
0 WLAN - Turns on when wireless is enabled and blinks during wireless
k/-—-""d transmission occur.
0 PWR - Indicates the unit is powered on.
e Housing - IP 66/67 housing e  Reset Button (unscrew cap)

0 Reboot - Press and hold the reset button for 2 seconds to restart the unit.
All LEDs except PWR will turn off before the unit turns back on. eless
transmission occur.

0 Reset — Press and hold the reset button for more than 10 seconds to
restore the unit back to factory default settings.

e  PoOE Port (unscrew cap) — Connect the network cable that is connected to the
provided PoE injector to power and configure the unit.

© Copyright 2012TRENDnet. All Rights Reserved.
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System Concept

The TEW-676APBO is not only designed and used as a traditional outdoor AP, but also 12dBi High Power 5GHz Wireless N
with rich features tailored for WISP applications. The two-level management capability

and access control ease WISP and owners to maintain and manage wireless network in a TRENDNET Outdoor PoE Access Point
more controllable fashion. Main applications are listed as follows with illustration: (TEW'G?GAPBO)

e Wireless CPE for Multi Dwelling Unit/Multi-Tenant Unit(MDU/MTU) complexes
including apartments, dormitories, and office complexes.

e Outdoor Access Point for school campuses, enterprise campuses, or manufacture
plants.

. Indoor Access Point for hotels, factories, or warehouses where industrial grade
devices are preferred.

e  Public hotspot operation for café, parks, convention centers, shopping malls, or
airports.

e  Wireless coverage for indoor and outdoor grounds in private resorts, home yards,
or gulf course communities.

300Mbps s f/100MBbeSs === PpEiDats

© Copyright 2012TRENDnet. All Rights Reserved.
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TEW-676APBO

Product Benefit

The N300 Wireless 12dBi Outdoor 5GHz PoE Access Point is the point of connection
to Wireless Outdoor Network for service provider deploying last mile services to
business or residential broadband subscribers.. Network administrators can create
multiple subscriber service tier using per-subscriber rate limiting features, and manage
centrally. TEW-676APBO outdoor bridge utilizes a 200mW output Tx Power to connect to
the WiFi mesh or WDS infrastructure and provides the subscriber with an Ethernet
connection for a local access.

The N300 Wireless 12dBi Outdoor 5GHz PoE Access Point can be used for nine
different purposes in six different modes, the Router AP mode , AP mode, the WDS
mode, the CPE mode, Client Bridge + Universal Repeater mode and CPE + AP mode,

Installation Considerations
There are a number of factors that can impact the range of wireless devices.

1. Adjust your wireless devices so that the signal is traveling in a straight path, rather
than at an angle. The more material the signal has to pass through the more signal
you will lose.

2. Keep the number of obstructions to a minimum. Each obstruction can reduce the
range of a wireless device. Position the wireless devices in a manner that will
minimize the amount of obstructions between them.

3. Building materials can have a large impact on your wireless signal. In an indoor
environment, try to position the wireless devices so that the signal passes through
less dense material such as dry wall. Dense materials like metal, solid wood, glass
or even furniture may block or degrade the signal.

4. Antenna orientation can also have a large impact on your wireless signal. Use the
wireless adapter’s site survey tool to determine the best antenna orientation for
your wireless devices.

5. Interference from devices that produce RF (radio frequency) noise can also impact
your signal. Position your wireless devices away from anything that generates RF
noise, such as microwaves, radios and baby monitors.

If you are still experiencing low or no signal consider repositioning the wireless devices
or installing additional access points. The use of higher gain antennas may also provide
the necessary coverage depending on the environment.

© Copyright 2012TRENDnet. All Rights Reserved.
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Installation
1. Unscrew the black cap covering the PoE port of the TEW-676APBO
2. Install the waterproof kit and insert one end of an Ethernet cable through the kit.

7. Connect the other end of the Ethernet cable to the LAN port of your network.
8. Plugthe power cord into the injector. Then connect the plug into a power outlet.

3.

Configuration
1. Open aweb browser, type the IP address of the Access Point and then press Enter.
The default IP address is 192.168.10.100.

4. Tighten and secure the seal nut of the waterproof kit. @ d

@ 192.168.10.100
5. Connect the other end of the Ethernet cable to the P+DATA Out port on the PoE File Edt View Favortes Tools HEIp
injector.

2. Enter the Username and Password and click OK. By default the Username: root and
Password: root.

3. Click the Wizard button and follow the setup wizard instructions. Click Finish to
complete installation.

6. Using another Ethernet cable, connect one end to the DATA IN port of the injector.

© Copyright 2012TRENDnet. All Rights Reserved.
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TEW-676APBO

Applications

TEW-676APBO is multiple mode system which can be configured either as a wireless
gateway or an access point as desired. It also can be used as a WDS link for Ethernet
network expansion. This section depicts different applications on Router AP Mode, AP
Mode, WDS Mode, CPE Mode, Client Bridge + Universal Repeater Mode and CPE + AP
Mode.

Operating Mode

Operating Mode

CPE Moda [7]

Thaert [Brcige = reenrnsl Fapere Vioos [ 7]

CPE = AP Masa [T

Router AP Mode (Gateway + Access Point + WDS)

Example 1 : Router AP without WDS
v" It can be deployed as a gateway with wireless Access Point

—=<

Remnte Race

@ WDS

>)))>>

= Example 2 : Router AP with WDS
v" It can be deployed as a gateway with wireless Access Point and provides
WDS link for network extension.

AP Mode (including Access Point + WDS)

An access point can be either a main, relay or remote base station. A main base
station is typically connected to a wired network via the Ethernet port. A relay base
station relays data between main base stations and relay stations or remote base
stations with clients. A remote base station is the end point to accept connections
from wireless clients and pass data upwards to a network wirelessly.

= Example 1 : Access Point without WDS
v" It can be deployed as a tradition fixed wireless Access Point

© Copyright 2012TRENDnet. All Rights Reserved.
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= Example 2 : Access Point with WDS WDS Mode (Pure WDS)
v ltcan !ae deployed as a tradition fixed wireless Access Point and provides An access point can be either a main, relay or remote base station. A main base station
WDS link to expand network is typically connected to a wired network via the Ethernet port. A relay base station
relays data between main base stations and relay stations or remote base stations with
Remote clients. A remote base station is the end point to accept connections from wireless
clients and pass data upwards to a network wirelessly. In this mode, it can support single
or multiple WDS links and no wireless clients can associate with it.

& )D) 4@& Example 1 : Point-to-Point

Ao e T
G i

Example 2 : Point-to-Multi-Point

gy a—

v/
Main
il 3B o

4

© Copyright 2012TRENDnet. All Rights Reserved.
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TEW-676APBO

= Example 3 : Multi-Point Repeating bridge

Inter —K\

Main Base  \yjFWwAN | LAN
Station
= /

CPE Mode

It can be used as an Outdoor Customer Premises Equipment (CPE) to receive
wireless signal over last mile application, helping WISPs deliver wireless broadband
Internet service to residents and business customers. In the CPE mode, TEW-
676APBO is a gateway enabled with NAT and DHCP Server functions. The wired
clients connected to TEW-676APBO are in different subnet from those connected to
Main Base Station, and, in CPE mode, it does not accept wireless association from

wireless clients.
NA
iy i’
— (((({c ! P
| |

Main Base
Station

WIFI WAN

Client Bridge + Universal Repeater Mode

It can be used as an Client Bridge + Universal Repeater to receive wireless signal
over last mile applications, helping WISPs deliver wireless broadband Internet
service to new residential and business customers. In this mode, TEW-676APBO is
enabled with DHCP Server functions. The wired clients of TEW-676APBO are in the
same subnet from Main Base Station and it accepts wireless connections from
client devices.

CPE + AP Mode (Router Client + Access Point)

It can be used as an Outdoor Customer Premised Equipment(CPE) to receive
wireless signal over the last mile, helping WISPs deliver wireless broadband Internet
service to new residential and business customers. In this mode, theTEW-676APBO
is a gateway with NAT and DHCP Server functions. The wireless and wired clients of
TEW-676APBO are on the different subnet from Main Base Station and it accepts
wireless connections from client devices.
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Web Management Interface Instructions

TEW-676APBO supports web-based configuration. Upon the completion of hardware
installation, TEW-676APBO can be configured through a PC/NB by using its web browser
such as Internet Explorer version 6.0.

B Default IP Address : 192.168.10.100

B Default IP Netmask : 255.255.255.0

B Default User Name and Password : root/root
The default user name and password for both root manager account and admin
manager account are as follows:

entering the default IP Address, http://192.168.10.254, in the URL field, and then
press Enter.

B System Login
The system manager Login Page then appears.
Enter “root” as User name and “root” as Password, and then click OK to login to
the system; the root manager account is used as an example here.

B Login Success

System Overview page will appear after successful login.

AP Mode Configuration

When AP mode is chosen, the system can be configured as an Access Point. This section
provides detailed explanation for users to configure in the AP mode with help of
illustrations. In the AP mode, functions listed in the table below are also available from
the Web-based GUI interface.

Router UR +
Mode AP CPE AP WDS CB CPE + AP
Management . .
Root Root | Admin | Root Root Root Root | Admin
Account
User Name root root admin root root root Root | admin
Password default | default | admin | default | default | default | default | admin
Step

B IP Segment Set-up for Administrator's PC/NB

Set the IP segment of the administrator's computer to be in the same range as
TEW-676APBO for accessing the system. Do not duplicate the IP Address used here
with IP Address of TEW-676APBO or any other device within the network

Example of Segment :

The valid range is 1 ~ 254 and 192.168.10.254 shall be avoided because it is already
assigned to TEW-676APBO . 192.168.10.10 is used in the example below.

B [P Address: 192.168.10.10

B [P Netmask : 255.255.255.0

B Launch Web Browser

Launch web browser to access the web management interface of system by

Option System Wireless Utilities Status

Operating Mode General Setu Profiles Settings System
P & P & Overview

LAN Advanced Setup Firmware Clients

Upgrade
Functions
Management Virtual AP Network Utility | WDS Status
Time Server WDS Setup Reboot Extra Info
SNMP Event Log
AP Mode Functions

© Copyright 2012TRENDnet. All Rights Reserved.
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External Network Connection

Network Requirement

Normally, TEW-676APBO connects to a wired LAN and provides a wireless connection
point to associate with wireless client as shown in Figure 3-1. Then, Wireless clients
could access to LAN or Internet by associating themselves with TEW-676APBO set in AP
mode.

Configure LAN IP

Here are the instructions to setup the local IP Address and Netmask.
Please click on System -> LAN and follow the below setting.

Ethernet Connection Type

Made : @ Static P ) Dynamic IP

IP Address : 152.168.10.101

IP Netmask : 255.255.255.0

IP Gateway : 132.168.10.1

B Mode : Check either “Static IP” or “Dynamic IP” button as desired to set up the
system IP of LAN port .
= Static IP : The administrator can manually setup the LAN IP address when
static IP is available/ preferred.
v"IP Address : The IP address of the LAN port; default IP address is
192.168.2.254
v"IP Netmask : The Subnet mask of the LAN port; default Netmask is
255.255.255.0

v"  IP Gateway : The default gateway of the LAN port; default Gateway is
192.168.2.1
= Dynamic IP : This configuration type is applicable when the TEW-676APBO is
connected to a network with the presence of a DHCP server; all related IP
information will be provided by the DHCP server automatically.

Haostnama :

v Hostname : The Hostname of the LAN port

DNS : Check either “No Default DNS Server” or “Specify DNS Server IP” button as
desired to set up the system DNS.

= Primary: The IP address of the primary DNS server.

= Secondary: The IP address of the secondary DNS server.

802.1d Spanning Tree

5TP : Enable ‘ Disable

B 802.1d Spanning Tree

The spanning tree network protocol provides a loop free topology for a bridged LAN
between LAN interface and 4 WDS interfaces from wds0 to wds3. The Spanning
Tree Protocol, which is also referred to as STP, is defined in the IEEE Standard
802.1d. The Spanning tree always enabled on TEW-676APBO. Below Figures depict
a loop for a bridged LAN between LAN and WDS link

Click Save button to save your changes. Click Reboot button to activate your changes

© Copyright 2012TRENDnet. All Rights Reserved.
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Wireless LAN Network

The network manager can configure related wireless settings, General Settings,
Advanced Settings, Virtual AP(VAP) Setting, Security Settings and MAC Filter Settings.

Wireless General Setup

The administrator can change the data transmission, channel and output power settings
for the system. Please click on Wireless -> General Setup and follow the below setting.

DG mabiy & peabiy

S-MBOU - & Susre Smprak
i Bocs 45K SmareE & Braps
Dotilieah B4 Reguaal  # Duabiy E= by

B MAC Address : The MAC address of the Wireless interface is displayed here.

B Band Mode : Select an appropriate wireless band; bands available are 801.11a or
802.11a/n mixed mode.

B AP Isolation : Select Enable, all clients will be isolated from each VAP, that means
different VAP's clients can not reach to each other.

B Transmit Rate Control : Select the desired rate from the drop-down list; the options
are auto or ranging from 6 to 54Mbps only for 802.11a mode.

B Tx Power : You can adjust the output power of the system to get the appropriate
coverage for your wireless network. Specify digit numbers between 1 to 100 (the

unit is %) for your environment. If you are not sure which setting to choose, then
keep the default setting, 100%.

When Band Mode select in 802.11a only mode, the HT(High Throughput) settings

should be hidden immediately.
B HT TxStream/RxStream : By default, it's 2.
B Operating Mode : By default, it's Mixed Mode.
= Mixed Mode : In this mode packets are transmitted with a preamble
compatible with the legacy 802.11a/g, the rest of the packet has a new format.
In this mode the receiver shall be able to decode both the Mixed Mode
packets and legacy packets.

= Green Field : In this mode high throughput packets are transmitted without a
legacy compatible part.

B Channel Bandwidth : The "20/40” MHz option is usually best. The other option is
available for special circumstances.

B Guard Interval : Using “Auto” option can increase throughput. However, it can also
increase error rate in some installations, due to increased sensitivity to radio-
frequency reflections. Select the option that works best for your installation.

B MCS : This parameter represents transmission rate. By default (Auto) the fastest
possible transmission rate will be selected. You have the option of selecting the
speed if necessary. (Refer to Appendix C. MCS Data Rate)

B Reverse Direction Grant(RDG) : Disable or enable reserve direction grant. Default is
enabled.

B A-MSDU : Aggregated Mac Service Data Unit. Select Enable to allow aggregation for
multiple MSDUs in one MPDU Default is disabled.

B Auto Block ACK : Disable or enable auto block ACK. Default is enabled.

B Decline BA Request : Disable or enable decline BA request. Default is disabled.

Change these settings as described here and click Save button to save your changes.

Click Reboot button to activate your changes. The items in this page are for AP's RF

general settings and will be applied to all VAPs and WDS Links.

Wireless Advanced Setup

To achieve optimal wireless performance, it is necessary to tweak advance setting per
requirements properly, not necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings
for the system. Please click on Wireless -> Advanced Setup and follow the below setting.

© Copyright 2012TRENDnet. All Rights Reserved.
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Short Slot : By default, it’s “Enable” for reducing the slot time from the standard 20
microseconds to the 9 microsecond short slot time

Slot time is the amount of time a device waits after a collision before retransmitting
a packet. Reducing the slot time decreases the overall back-off, which increases
throughput. Back-off, which is a multiple of the slot time, is the random length of
time a station waits before sending a packet on the LAN. For a sender and receiver
own right of the channel the shorter slot time help manage shorter wait time to re-
transmit from collision because of hidden wireless clients or other causes. When
collision sources can be removed sooner and other senders attempting to send are
listening the channel(CSMA/CA) the owner of the channel should continue
ownership and finish their transmission and release the channel. Then, following
ownership of the channel will be sooner for the new pair due to shorter slot time.
However, when long duration of existing collision sources and shorter slot time exist
the owners might experience subsequent collisions. When adjustment to longer
slot time can’t improve performance then RTS/CTS could supplement and help
improve performance.

Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond.
The default value is 9 microsecond.

ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond.
The default value is 32 microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by

receiving radio. The transmitter will resend the original packet if correspondent ACK
failed to arrive within specific time interval, also refer to as “ACK Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links
may vary in different deployment. ACK Timeout makes significant influence in
performance of long distance radio link. If ACK Timeout is set too short, transmitter
will start to “Resend” packet before ACK is received, and throughputs become low
due to excessively high re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of
average environment. The Timeout value is calculated based on round-trip time of
packet with a little tolerance, So, if experiencing re-transmissions or poor
performance the ACK Timeout could be made longer to accommodate.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of
millisecond. The default value is 100 msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte
frame, called “Beacon”. Beacon is broadcast to all the stations, provides the basic
information of AP such as SSID, channel, encryption keys, signal strength, time
stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may
proceed next actions if the information from AP matches the requirement. Beacon
is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and
associated overhead, but that will likely delay the association and roaming process
because stations scanning for available access points may miss the beacons. You
can decrease the beacon interval, which increases the rate of beacons. This will
make the association and roaming process very responsive; however, the network
will incur additional overhead and throughput will go down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the
wireless stations, which support power saving mode, when to wake up to receive
multicast frame. DTIM is necessary and critical in wireless environment as a
mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before
the access point sends the buffered multicast frames. For instance, if DTIM Interval
is set to 3, then the Wi-Fi clients will expect to receive a multicast frame after
receiving three Beacon frame. The higher DTIM interval will help power saving and
possibly decrease wireless throughput in multicast applications.

© Copyright 2012TRENDnet. All Rights Reserved.
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B Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte. WMM Parameters of Access Point

The default is 2346 byte.

Alfan CWMIn CWhiax Txop ACM AckPolicy
Each Wi-Fi packet can be divided into smaller packets, marked with a sequential s B= 3 =[] 5[] 2 = =
fragment number and re-assemble in the receiving ends. The purpose is to make a
. . L . AC_BK 7 15[] 1023 =] o | |
short frame, instead of long frame, transmitting by radio in a heavy noisy
environment. Because of sending smaller frames, corruptions are much less likely ACM - 7[=] 5[] &4 O O
to occur. The pros is obvious, the cons is the overhead for transmission. So, in a AC_WO 1 i[=] 7[=] &7 = =

clean environment, higher fragment threshold can be an option to increase

throughput. WMM Parameters of Station

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte- Altan CAWMIn CWmaE TEop ACM
length. Only when the frame size is over the Threshold, fragmentation will take AT_BE 3 15| 1023[¥] 0 O
place automatically. AT_B¥ 7 15 [=] 1023[>] a O
B RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347 AGW z 7=l 5= 24 O
byte. AC_WO 2 i[¥] 7=l a7 O

The main purpose of enabling RTS by changing RTS threshold is to reduce possible
collisions due to hidden wireless clients. RTS in AP will be enabled automatically if
the packet size is larger than the Threshold value. By default, RTS is disabled in a
normal environment supports non-jumbo frames.

= WMM Parameters of Access Point : This affects traffic flowing from the access
point to the client station

B Short Preamble : By default, it’s “Enable”. To Disable is to use Long 128-bit Data
Preamble Synchronization field. Queue | Transmitted | Priority Description
AP to Clients

The preamble is used to signal "here is a train of data coming" to the receiver. The
short preamble provides 72-bit Synchronization field to improve WLAN
transmission efficiency with less overhead.

B Tx Burst : By default, it’s “Enable”. To Disable is to deactivate Tx Burst.
With TX burst enabled, AP will send many packets in a burst, without collision detection AC_BE Best Effort | Medium

and RTS/CTS for each packet. TX Burst have better throughput but cause interference
with other APs in channel.

B Pkt_Aggregate : By default, it's “Enable”

High throughput. Bulk data that requires maximum
AC_BK | Background. Low [throughput and is not time-sensitive is sent to this
queue (FTP data, for example).

Medium throughput and delay. Most traditional IP
data is sent to this queue

Minimum delay. Time-sensitive video data is

AC_VI Video High . .
automatically sent to this queue

Time-sensitive data like VolP and streaming media

Increase efficiency by aggregating multiple packets of application data into a single AC VO Voice High
- are automatically sent to this queue

transmission frame. In this way, 802.11n networks can send multiple data packets
with the fixed overhead cost of just a single frame.

B WMM : By default, it's “Disable”. To Enable is to use WMM and the WMM
parameters should appears.

Configuring QoS options consists of setting parameters on existing queues for
different types of wireless traffic. You can configure different minimum and
maximum wait times for the transmission of packets in each queue based on
the requirements of the media being sent. Queues automatically provide
minimum transmission delay for Voice, Video, multimedia, and mission critical

© Copyright 2012TRENDnet. All Rights Reserved.
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applications, and rely on best-effort parameters for traditional IP data.

As an Example, time-sensitive Voice & Video, and multimedia are given
effectively higher priority for transmission (lower wait times for channel
access), while other applications and traditional IP data which are less time-
sensitive but often more data-intensive are expected to tolerate longer wait
times.

v

v

Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the
algorithm that determines the initial random back-off wait time
("window") for retry of a transmission. The value specified here in the
Minimum Contention Window is the upper limit (in milliseconds) of a
range from which the initial random back-off wait time is determined.
CWmax : Maximum Contention Window. The value specified here in the
Maximum Contention Window is the upper limit (in milliseconds) for the
doubling of the random back-off value. This doubling continues until
either the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries
will continue until a maximum number of retries allowed is reached. Valid
values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The
value for "cwmax" must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP
has the right to initiate transmissions onto the wireless medium (WM).
This value specifies (in milliseconds) the Transmission Opportunity (TXOP)
for AP; that is, the interval of time when the WMM AP has the right to
initiate transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and
AC_VO. When you do not click Checkbox, it means that the ACM is
controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

AckPolicy : Acknowledgment Policy, WMM defines two ACK policies:
Normal ACK and No ACK. Click “Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does
not acknowledge received packets during wireless packet exchange. This
policy is suitable in the environment where communication quality is fine
and interference is weak. While the No ACK policy helps improve
transmission efficiency, it can cause increased packet loss when
communication quality deteriorates. This is because when this policy is

TEW-676APBO

used, a sender does not retransmit packets that have not been received
by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each
received unicast packet.

= WMM Parameters of Station : This affects traffic flowing from the client
station to the access point.

v

v

Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to
the algorithm that determines the initial random backoff wait time
("window") for retry of a transmission. The value specified here in
the Minimum Contention Window is the upper limit (in milliseconds)
of a range from which the initial random backoff wait time is
determined.

CWmax : Maximum Contention Window. The value specified here in the
Maximum Contention Window is the upper limit (in milliseconds) for the
doubling of the random backoff value. This doubling continues until either
the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries
will continue until a maximum number of retries allowed is reached. Valid
values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The
value for "cwmax" must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP
has the right to initiate transmissions onto the wireless medium (WM).
This value specifies (in milliseconds) the Transmission Opportunity (Txop)
for AP; that is, the interval of time when the WMM AP has the right to
initiate transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and
AC_VO. When you do not click Checkbox, it means that the ACM is
controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

© Copyright 2012TRENDnet. All Rights Reserved.
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Data
Queue Transmitted | Priority Description
Clients to AP

High throughput. Bulk data that requires

AC_BK Background. Low |maximum throughput and is not time-sensitive is
sent to this queue (FTP data, for example).

AC_BE Best Effort | Medium Medllum through-put and delay. Most traditional IP
data is sent to this queue

AC_VI Video High MinimurT\ delay. Time-se'nsitive video data is
automatically sent to this queue

AC_VO Voice High Time-sensitive data like VolP and streaming media

are automatically sent to this queue

Click Save button to save your changes. Click Reboot button to activate your changes.
The items in this page are for AP's RF advanced settings and will be applied to all VAPs
and WDS Links.

Create Virtual AP (VAP)

The TEW-676APBO support broadcasting multiple SSIDs, allowing the creation of Virtual
Access Points, partitioning a single physical access point into 7 logical access points, each
of which can have a different set of security, VLAN Tag(ID) and network settings. Figure
3-2 shows multiple SSIDs with different security type and VLAN settings.

Sales Network N / 7. SSID 1
VLA
N#1 W/
N/ ~
PSK/AES

WPA-
PSK/TKIP
=
%/ o
Guest Network \\/L'/A m\ 7 SSID 4

N #4 PSK/AES

WPA-

Accounting Network '\/ !
VLA 7 SSID5

N #5

Multiple SSIDs with different Security Type and VLAN Tag
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Virtual AP Overview

The administrator can view all of the Virtual AP's settings via this page.
Please click on Wireless -> Virtual AP Setup and the Virtual AP Overview Page appears.

Virtual AP Overview

WAP ES5I0 Status  SeCurtly Typs  MAC Pl Eoil
Pamary AF  TREWDne#iTH on Comabie Cinabie

WP T e bl

WAE or a2 5T Cisabiy

WAE om Tt Stnabie

WS oa SRILY =

WA on Dinabie Cimabie

WP o =t R Siadbid

VAP : Indicate the system's Virtual AP.

ESSID : Indicate the ESSID of the respective Virtual AP

MAC Address : The MAC address of the VAP Interface is displayed here. When you
enable AP and reboot system, the MAC address will display here.

Status : Indicate the Status of the respective Virtual AP. The Primary AP always on.
Security Type : Indicate an used security type of the respective Virtual AP.

MAC Filter : Indicate an used MAC filter of the respective Virtual AP.

Edit : Click Edit button to configure Virtual AP's settings, including security type and
MAC Filter.

Virtual AP Setup

For each Virtual AP, administrators can configure SSID, VLAN tag(ID), SSID broadcasting,
Maximum number of client associations, security type settings.
Click Edit button on the Edit column, and then a Virtual AP setup page appears.

ESSID : TRENDn=t575
Client taolation : ' Srabie @ Digable
Hidden 310 ; © Enabiz @ Disable
Maximum Cllents @ 32
WLAN Tag{iD) : '~/ Enabla @ Disable (1-4D84)

Lacurity Typs : | Dizable [=]

Enable AP : By default, it’s “Disable” for VAP1 ~ VAP6. The Primary AP always
enabled.

Select “Enable” to activate VAP or click “Disable” to deactivate this function

ESSID : Extended Service Set ID, When clients are browsing for available wireless
networks, this is the SSID that will appear in the list. ESSID will determine the
service type available to AP's clients associated with the specified VAP.

Client Isolation : Select Enable, all clients will be isolated from each other, that
means all clients cannot reach to other clients. Below Figures depict Client Isolation

and AP Isolation
‘% Cllent Isolation

\/APO

\/AP1

AP [solation

=

Hidden SSID : By default, it’s “Disable”.

Enable this option to stop the SSID broadcast in your network. When disabled,
people could easily obtain the SSID information with the site survey software and
get access to the network if security is not turned on. When enabled, network
security is enhanced. It’s suggested to enable it after AP security settings are
archived and setting of AP clients could make to associate to it.

Maximum Clients : The default value is 32. You can enter the number of wireless
clients that can associate to a particular SSID. When the number of client is set to 5,
only 5 clients at most are allowed to connect to this VAP.

VLAN Tag(ID) : By default, it’s selected “Disable”.

This system supports tagged Virtual LAN(VLAN). A valid number of 1 to 4094 can be
entered after it’s enabled. If your network utilize VLANs you could tie a VLAN Tag to
a specific SSID, and packets from/to wireless clients belonging to that SSID will be
tagged with that VLAN Tag. This enables security of wireless applications by
applying VLAN Tag.
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B Security Type : Select the desired security type from the drop-down list; the
options are Disable, WEP, WPA-PSK, WPA2-PSK, WPA-Enterprise, WPA2-Enterprise
and WEP 802.1X.
= Disable : Data are unencrypted during transmission when this option is

selected.
= WEP : Wired Equivalent Privacy(WEP) is a data encryption mechanism based
on a 64-bit or 128-bit shared key.

WEP
Authentication Type : '@ oPEN 71 SHARED . WEPAUTOD
Key Index : | 1[»]
WEP Key 1
WEP Koy 2

WEP Key 3

WEF Koy 4 :

B Authentication Method : Enable the desire option among OPEN, SHARED or
WEPAUTO.
= Key Index : Key index is used to designate the WEP key during data
transmission. 4 different WEP keys can be entered at the same time, but only
one is chosen.
= WEP Key # : Enter HEX or ASCII format WEP key value; the system supports up
to 4 sets of WEP keys.

Key Length Hex ASCII

64-bit 10 characters 5 characters

128-bit 26 characters 13 characters

= WPA-PSK (or WPA2-PSK) : WPA (or WPA2) Algorithms, allows the system
accessing the network by using the WPA-PSK protected access.

WPA General

Clpher sults : | 425 [
Pra-ahared Key

Group Key Update Perlod © 3500 esconos

v' Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites
v' Pre-shared Key : Enter the pre-shared key; the format shall go with the
selected key type.

v" Group Key Update Period : By default, it is 3600 seconds. This time
interval for rekeying GTK, broadcast/multicast encryption keys, in
seconds. Entering the time-length is required.

= WPA-Enterprise (or WPA2-Enterprise): The RADIUS authentication and

encryption will be both enabled if this is selected.

WPA General

Clpher Sults ;| 425 (|

Group Key Update Perlod © 3600 esconcs

Authentication RADIUS Server

Authantication Servaer :

Port : 1B12
Shared Sscret :

Sesalon Timeout :

v" WPA General Settings :

Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites
Group Key Update Period : By default, it’s 3600 seconds. This time interval for
rekeying GTK, broadcast/multicast encryption keys, in seconds. Entering the
time-length is required.

PMK Cache Period : By default, it's 10 minutes. Set WPA2 PMKID cache
timeout period, after time out, the cached key will be deleted.
Pre-Authentication : By default, it's “Disable”. To Enable is use to speed up
roaming before pre-authenticating IEEE 802.1X/EAP part of the full RSN
authentication and key handshake before actually associating with a new AP.
Radius Server Settings :

IP Address : Enter the IP address of the Authentication RADIUS server.

Port : By default, it’s 1812. The port number used to communicate with RADIUS
server.

Shared secret : A secret key used between system and RADIUS server. Supports
8 to 64 characters.
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e Session Timeout : The Session timeout is in the range of 0~60 seconds. The
default is 0 to disable re-authenticate service.
e Amount of time before a client will be required to re-authenticate.
= WEP 802.1X : When WEP 802.1x Authentication is enabled, please refer to the
following Dynamic WEP and RADIUS settings to complete configuration.

202.1x WEP

Dynamic WEP : Enabla

Authentication RADIUS Server

Authantication Server :

Port : 1612
Shared Sacret :

Sassion Timeout : 2

v' Radius Server Settings :

e IP Address : Enter the IP address of the Authentication RADIUS server.

e  Port: By default, it’s 1812. The port number used to communicate with RADIUS
server.

e Shared secret : A secret key used between system and RADIUS server. Supports
8 to 64 characters.

e Session Timeout : The Session timeout is in the range of 0~60 seconds. The
default is 0 to disable re-authenticate service.

e Amount of time before a client will be required to re-authenticate.

Click Save button to save your changes. Click Reboot button to activate your changes

Wireless MAC Filter Setup

Continue Virtual AP Setup section. For each Virtual AP setting, the administrator can
allow or reject clients to access each Virtual AP.

MAC Filter
Acton - [ Only Deny List MAC []

Add a station MAC ﬁ

Enabia Disable

e
o

Remowve

B MAC Filter Setup : By default, it’s “Disable”. Options are Disable, Only Deny List
MAC or Only Allow List MAC.
Two ways to set MAC filter rules :
= Only Allow List MAC.

The wireless clients in the “Enable” list will be allowed to access the Access Point;
All others or clients in the “Disable” list will be denied.

= Only Deny List MAC.
The wireless clients in the “Enable” list will be denied to access the Access Point; All
others or clients in the “Disable” list will be allowed.
Add a station MAC : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button,
then the MAC address should display in the “Enable” List.

There are a maximum of 20 clients allowed in this “Enable” List. The MAC addresses of
the wireless clients can be added and removed to the list using the Add and Remove
buttons.

Click Reboot button to activate your changes
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Wireless Network Expansion

The administrator could create WDS Links to expand wireless network. When WDS is
enabled, access point functions as a wireless bridge and is able to communicate with
other access points via WDS links. A WDS link is bidirectional and both side must
support WDS. Access points know each other by MAC Address. In other words, each
access point needs to include MAC address of its peer. Ensure all access points are
configured with the same channel and own same security type settings.

=
|
|

- Remote Bass Station

Please click on Wireless -> WDS Setup and follow the below setting.

[»]

Zacurlty Typa : | LES

AESKey . 1234357850

WDS MAC List

Enabla WD 2 Pasr's MAC Addraze Daszcription

[=
(=
[=]

A3 D07 103 60

O OO

B Security Type : Option is “Disable”, “WEP”, “TKIP”or “AES” from drop-down list.
Needs the same type to build WDS links. Security type takes effect when WDS is
enabled.
= WEP Key : Enter 5/ 13 ASCIl or 10 / 26 HEX format WEP key.
= TKIP Key : Enter 8 to 63 ASCIl or 64 HEX format TKIP key.
= AES Key : Enter 8 to 63 ASCII or 64 HEX format AES key.

®  WDS MAC List
= Enable : Click Enable to create WDS link.
= WDS Peer's MAC Address : Enter the MAC address of WDS peer.
= Description : Description of WDS link.

Click Save button to save your changes. Click Reboot button to activate your changes

System Status
This section breaks down into subsections of System Overview, Associated Clients
Status, WDS Link Status, Extra Information and Event Log.

System Overview

Display detailed information of System, Network, LAN and Wireless in the System
Overview page.
B System : Display the information of the system.

Heoat Hame - TEW-ETEAPSO
Oparating Mode © A= Mode
Lacation
Deecripiion - Wirelees Cutdoor PoE Access Foint
Firmware Verelon - Can-CPE-NSHIRWIDAS
Flrmware Date - 2010-12-16 02:5211
Device Time - 2003-04-01 DO:0E07

Syatem Up Time - 05:07

System Name : The name of the system.
Operating Mode : The mode currently in service.
Location : Deployed geographical location.

S 7
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= Description : A description of the system.
= Firmware Version : The current installed firmware version. B Wireless Information : Display total received and transmitted statistics on available
= Firmware Date : The build time of installed firmware. Virtual AP.
= Device Time : The current time of the system. T ———
= System Up Time : The time period that system has been in service since last
reboot MAC Address - 00:11:A3:07:03:43
B Network Information : Supports Static or Dynamic modes on the LAN interface. Channal - 42
Mode - St3fic IF Maoge Recelve Bybes - 535123
IP Address - 192.168.10.101 Recalve Packete - 4111
1P Hatmask - 255 255 2550 Tranamit Bytes : 4072
IP Gateway : 192 158.10.1 Transmit Packets - 45
Primary DM g
ry DS = MAC Address : The MAC address of the ereless port.
= Channel : The current channel on the Wireless port.
= Rate: The current Bit Rate on the Wireless port.
5 dd h ‘ default. it’ = Receive bytes : The total received packets in bytes on the Wireless port.
> IPA ressk. T : managerknent IkP 0 sgls]’ccen'l\. BY efault, it’s 132.168.2.254. = Receive packets : The total received packets on the Wireless port.

IP Netmas .The networ ma‘zc'{ By de ijul:;c, '; sf25|5.2'5’5.255.0. = Transmit bytes : The total transmitted packets in bytes on the Wireless port.
> IP.Gateway : The gatgway IP address an' v _e ault, it’s 192.168.2.1. = Transmit packets : The total transmitted packets on the Wireless port.
= Primary DNS : The primary DNS server in service.
= Secondary DNS : The secondary DNS server in service.

Associated Clients Status

interface. It displays ESSID, on/off Status, Security Type, total number of wireless clients associated
LAN Information with all Virtual AP.

B LAN Information : Display total received and transmitted statistics on the LAN

MAC Address - 00:11:A2:07:03:47

Recelva Bybes - 19431
Recslve Packets - 138
Tranzamif Bytea - 55158

Tranamit Packets - 155

MAC Address : The MAC address of the LAN port.

Receive bytes : The total received packets in bytes on the LAN port.
Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.
Transmit packets : The total transmitted packets of the LAN port.

2 2
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Vap Es3ID MAC Address Stafus Sacurlty Type Cllents
Prmary AR TREMDOnetSTE 00 11:A3:07:03:48 on Clsatle o
WiaP1 00:0:00000:00000 o Dieatle 1]
WaRZ 00:0:00000:00000 o Dieatle 1]
WAR3 00:0:00000:00000 o Dieatle 1]
WaRd 00:0:00000:00000 o Dieatle 1]
WAPE 00:0:00000:00000 o Dieatle 1]
WAPE 00:0:00000:00000 o Dieatle 1]

B VAP Information : Highlights key VAP information.

VAP : Available VAP from Primary AP to VAP6.

ESSID : Display name of ESSID for each VAP.

MAC Address : Display MAC address for each VAP.

Status : On/Off

Security Type : Display chosen security type; WEP, WPA/WPA2-PSK,
WPA/WPA2-Enterprise.

Clients : Display total number of wireless connections for each VAP.

B VAP Clients : Display all associated clients on each Virtual AP.

MAC Address : MAC address of associated clients

Signal Strength ANTO/ANT1 : Signal Strength of from associated clients.
Bandwidth : Channel bandwidth of from associated clients

Idle Time : Last inactive time period in seconds for a wireless connection.
Connect Time : Total connection time period in seconds for a wireless
connection.

Disconnect : Click “Delete” button to manually disconnect a wireless client in a
Virtual AP.

L 7

L A

Show WDS Link Status

Peers MAC Address, antenna 0/1 received signal strength, phy mode and channel
bandwidth for each WDS are available.

TEW-676APBO

WDS Information

Zlgnal strength Slgnal trength Phy
MAC Addrasze ANTO ANT1 Mod Bandwidth MC3 5GI
DI11:A307 0360 ra sigral no signal HTMILX A0M 12 1]

MAC Address : Display MAC address of WDS peer.

Signal Strength ANTO/ANT1 : Indicate the signal strength of the respective WDS
links.

Phy Mode : Indicate the phy mode of the respective WDS linked.

BandWidth : Indicate the channel bandwidth of the respective WDS linked.
MCS : Indicate the MCS of the respective WDS linked.

SGI : Indicate the SGI (Short Guard Interval) of the respective WDS linked. “1”
indicate the Short Guard Interval, “0” indicate the Long Guard Interval.

Extra Information

Users could pull out information such as Route table, ARP table, MAC table, Bridge table
or STP available in the drop-down list from system. The “Refresh” button is used to
retrieve latest table information.

Extra Information “Refroch

Extra Informaticn

Information : | Roubs Information E

Route Information

Deetination Gataway Metmask Interfaca
192.168.10.0 0.0.00 255.255.255.0 bred
0L.0wDa 192.158.10.1 40.0.0.0 tred

Route table information : Select “Route table information” on the drop-down list
to display route table.
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TEW-676APBO could be used as a L2 or L3 device. It doesn’t support dynamic
routing protocols such as RIP or OSPF. Static routes to specific hosts, networks or
default gateway are set up automatically according to the IP configuration of
system's interfaces. When used as a L2 device, it could switch packets and, as L3
device, it’s capable of being a gateway to route packets inward and outward.

Route Information

Destination Gateway Metmazk Interfaca
192 168.10.0 0.00.0 255.255.255.0 bred
0000 192.185.10.1 d0.0.0.0 bred

ARP table Information : Select “ARP Table Information” on the drop-down list to
display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It
is important to have a unique IP address as final destination to switch packets to.

ARP Table Information
IF Address MAC Addraza intarface
192.168.10.143 D0:26:20c56:46:53 birall

Bridge table information : Select “Bridge Table information” on the drop-down list
to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and
its attached interfaces, the Bridge Port should be attached to some interfaces (e.g.
eth2, ra0~ra6 and wds0~wds3).

Bridge Table Information
Bridge Part Erldgs ID TP Enablad Intarface
bred 5000.001123070347 i+ atha
ra
wosd

Bridge MAC information : Select “Bridge MACs Information” on the drop-down list
to display MAC table.

Bridge MACSs Information
Paort MAC Addrags Local Ageing Timar
LAN DO:11:33:0703:47 ¥2E [Loa
PrimaryAP D0:11:33:0703:48 ¥EE [Loa
LAM DO:2E:2d:50046:53 no o1

This table displays local MAC addresses associated with wired or wireless interfaces,
but also remember non-local MAC addresses learned from wired or wireless
interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again
or added when new MAC addresses are seen from wired or wireless interfaces as
well. When time runs out for a particular entry, it will be pruned from the table. In
that situation, switching packet to that particular MAC address will be dropped.

Bridge STP Information : Select “Bridge STP Information” on the drop-down list to
display a list of bridge STP information.
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Bridge STP Information

lbraid

bridoe K
designaied raot
root part

max 392

nela time
forward dalzy
ageing time

nela tmer
fopoiogy change tmer
Nags

oth2 [1)

por i
designaied raot
designatzd brigge
designatad part
gesignana cost
flags

ran (3)

por i
designated raot
designatzd brigge
designated part
designaizd cosl
flags

wiled {3}

port Id
designated raot
designatad bridge
designatea part

designatad cost

flags

S000.001123070247
S000.001133070347

E001
E000.001133070347
2000.001133070347
&001

i}

&0z
E000.0011a3070347
S000.001133070347
200z

o

2003
E000.0011a3070347
E000.001133070347
&003

o

EEIE

path cost

bridge max age
bridga halls ima
bridge foreard delay

ten Smer

o timer

palh cost

m2Esage aga fimer

Torward delay timer

hold tmear

EEIE

path cost

maEsaga aga fimear

Torward deday tmer

hold timear

BEIE

path cost

maEsagsa aga fimer

Torward desay tmer

hald timar

a
20,00
2.00
15.00
.00
3.9

Tonwarding

100

0.00

0.a0

0.00

Tonwarding

100

0.00

0.00

0.00

Tonwarding

100

0.a0

0.00

0.00

Event Log

The Event log displays system events when system is up and running. Also, it becomes
very useful as a troubleshooting tool when issues are experienced in system.

System Log

Time Facllity 3Zeverity Megaags
2000-01-01 — ; -
00-00:09 2ystem nta  dnemasq[109) stariad, varslon 2.40 cachaelze 150
WD i, g ONEMEEQULEF complie Bme opbions: n-IFVE SHU-getopt no-RTC
D008 no-MMU no-iSC-leasafle no-DBus no-HEN TFTR
2000-01-1 dnEMasq[109) Talkad 10 30028 /2tnT2calv.cont Mo Eush i of

prapga  SYSIEM OWEM gresnny

2000-01-04 -
TTams Syslem  INfo Onemasq[109f ci2arsd cacha
Z000-01-1

D3a0:23 Syslem nfa Authardicatian swccesaful for root from 182 165.10.143

B Time: The date and time when the event occurred.

B Facility : It helps users to identify source of events such “System” or “User”

B Severity : Severity level that a specific event is associated such as “info”, “error”,
“warning”, etc.

B Message : Description of the event.

Click Refresh button to renew the log, or click Clear button to clear all the record.
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WDS Mode Configuration Configure LAN IP
Please refer to illustrations of the section 1.3 for possible applications in the WDS mode. Here are the instructions for how to setup the local IP Address and Netmask.
This section provides detailed explanation for users to configure in the WDS mode with Please click on System -> LAN and follow the below setting.

help of illustrations. In the WDS mode, functions listed in the table below are also
available from the Web-based GUI interface.

Ethernet Connection Type

Mode : '@ Static 1P L Dynamic |P

Option System Wireless Utilities Status
Operating General Setup Profiles Settings System IP Address : 132.168.10.101
IP Metmask : 255.255.255.0
LAN Advanced Setup Firmware WDS Status
IP Gateway : 192.168.10.1
Functions | Management WDS Setup Network Utility Extra Info
B Mode : Check either “Static IP” or “Dynamic IP” button as desired to set up the
Time Server Reboot Event Log system IP of LAN port .
SNMP = Static IP : The administrator can manually setup the LAN IP address when

static IP is available/ preferred.
v' IP Address : The IP address of the LAN port; default IP address is

WDS Mode Functions 192.168.2.254
. v" IP Netmask : The Subnet mask of the LAN port; default Netmask is
External Network Connection °
255.255.255.0
Network Requirement v' IP Gateway : The default gateway of the LAN port; default Gateway is
192.168.2.1
You could expand your Ethernet network via WDS link. In this mode, the TEW-676APBO S  Dynamic IP : This configuration type is applicable when the TEW-676APBO is

connects directly to a wired LAN, and wirelessly bridges to a remote access point via a

) S - ! i - ) connected to a network with the presence of a DHCP server; all related IP
WDS link as shown in Figure 4-1. In the mode, it can’t associate with any wireless clients.

information will be provided by the DHCP server automatically.
v Hostname : The Hostname of the LAN port

Haosgtnams :

B DNS: Check either “No Default DNS Server” or “Specify DNS Server IP” button as
desired to set up the system DNS.
= Primary : The IP address of the primary DNS server.
= Secondary : The IP address of the secondary DNS server.

Point to Point network Configuration Click Save button to save your changes. Click Reboot button to activate your changes
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Wireless Network Expansion
The network manager can configure related wireless settings, General Settings,
Advanced Settings and WDS Settings.

General Setup

The administrator can change the data transmission, channel and output power settings
for the system. Please click on Wireless -> General Setup and follow the below setting.

MAC Addregs : 00-11:43:07:03:45
Band Mode © | £02.11 a/n mix=d mod= [¥]
Country : [NONE  [=]
Channeli Frequency : |44 [3220MHz) El

Tx Powear : 10 %

B MAC Address : The MAC address of the Wireless interface is displayed here.

B Band Mode : Select an appropriate wireless band; bands available are 801.11a or
802.11a/n mixed mode.

B Transmit Rate Control : Select the desired rate from the drop-down list; the options
are auto or ranging from 6 to 54Mbps only for 802.11a mode.

B Tx Power : You can adjust the output power of the system to get the appropriate
coverage for your wireless network. Specify digit number between 1 to 100 (the
unit is %) for your environment. If you are not sure which setting to choose, then
keep the default setting, 100%.

HT Tx&tream : |2 [+

HT Rx&tream : |2 [+]

When Band Mode select in 802.11a only mode, the HT(High Throughput) settings
should be hidden immediately.
B HT TxStream/RxStream : By default, it's 2.

HT Physical Mode

Operating Mods : @ Mixad Mode ) Graen Fleld
Channel Bandwidth ; - 20 20080
Guard Inferval : ' Long @ gyt
MC3 : | sutc[w]
Reversa Dirsction Grant
{RDG) : ' Disabie @ Enabis
A-MSDU : @ Dizapes 2 Enabke
Auto Biock ACK : ' Dizable @ Enabk
Decling BA Raquest : @ Dizame i) Enabie

B Operating Mode : By default, it's Mixed mode

= Mixed Mode : In this mode packets are transmitted with a preamble
compatible with the legacy 802.11a/g, the rest of the packet has a new format.
In this mode the receiver shall be able to decode both the Mixed Mode
packets and legacy packets.

= Green Field : In this mode high throughput packets are transmitted without a
legacy compatible part.

B Channel Bandwidth : The "20/40” MHz option is usually best. The other option is
available for special circumstances.

B Guard Interval : Using “Auto” option can increase throughput. However, it can also
increase error rate in some installations, due to increased sensitivity to radio-
frequency reflections. Select the option that works best for your installation.

B MCS : This parameter represents transmission rate. By default (Auto) the fastest
possible transmission rate will be selected. You have the option of selecting the
speed if necessary. (Refer to Appendix C. MCS Data Rate)

B Reverse Direction Grant(RDG) : Disable or enable reserve direction grant. Default is
enabled.

B A-MSDU : Aggregated Mac Service Data Unit . Select Enable to allow aggregation
for multiple MSDUs in one MPDU Default is disabled.

B Auto Block ACK : Disable or enable auto block ACK. Default is enabled.

B Decline BA Request : Disable or enable decline BA request. Default is disabled.

Change these settings as described here and click Save button to save your changes.
Click Reboot button to activate your changes. The items in this page are for AP's RF
general settings and will be applied to all WDS Links.
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Wireless Advanced Setup

To achieve optimal wireless performance, it is necessary to tweak advance setting per
requirements properly, not necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings
for the system. Please click on Wireless -> Advanced Setup and follow the below setting.

Advanced Sefup
el el - @ P S
Exry gl Fima wt
SLE TomEnn i
Bapcsn rrisriw y
CTH st -
Frag=eet Thrustiod
ATS Taraasae * E |
ihert Praprstin @ fra0a =
TaBarnd = ¥ Eranw AR
Pl dggeegeie @ Lo L]
LG [ L= T ]
e

B Short Slot : By default, it’s “Enable” for educing the slot time from the standard 20
microseconds to the 9 microsecond short slot time

Slot time is the amount of time a device waits after a collision before retransmitting
a packet. Reducing the slot time decreases the overall back-off, which increases
throughput. Back-off, which is a multiple of the slot time, is the random length of
time a station waits before sending a packet on the LAN. For a sender and receiver
own right of the channel the shorter slot time help manage shorter wait time to re-
transmit from collision because of hidden wireless clients or other causes. When
collision sources can be removed sooner and other senders attempting to send are
listening the channel (CSMA/CA) the owner of the channel should continue
ownership and finish their transmission and release the channel. Then, following
ownership of the channel will be sooner for the new pair due to shorter slot time.
However, when long duration of existing collision sources and shorter slot time exist
the owners might experience subsequent collisions. When adjustment to longer
slot time can’t improve performance then RTS/CTS could supplement and help

improve performance.

Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond.
The default value is 9 microsecond.

ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond.
The default value is 32 microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by
receiving radio. The transmitter will resend the original packet if correspondent ACK
failed to arrive within specific time interval, also refer to as “ACK Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links
may vary in different deployment. ACK Timeout makes significant influence in
performance of long distance radio link. If ACK Timeout is set too short, transmitter
will start to “Resend” packet before ACK is received, and throughputs become low
due to excessively high re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of
average environment. The Timeout value is calculated based on round-trip time of
packet with a little tolerance, So, if experiencing re-transmissions or poor
performance the ACK Timeout could be made longer to accommodate.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of
millisecond. The default value is 100 msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte
frame, called “Beacon”. Beacon is broadcast to all the stations, provides the basic
information of AP such as SSID, channel, encryption keys, signal strength, time
stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may
proceed next actions if the information from AP matches the requirement. Beacon
is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and
associated overhead, but that will likely delay the association and roaming process
because stations scanning for available access points may miss the beacons. You
can decrease the beacon interval, which increases the rate of beacons. This will
make the association and roaming process very responsive; however, the network
will incur additional overhead and throughput will go down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the
wireless stations, which support power saving mode, when to wake up to receive
multicast frame. DTIM is necessary and critical in wireless environment as a
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mechanism to fulfill power-saving synchronization. with the fixed overhead cost of just a single frame.
A DTIM interval is a count of the number of beacon frames that must occur before B WMM : By default, it's “Disable”. To Enable is to use WMM and the WMM
the access point sends the buffered multicast frames. For instance, if DTIM Interval parameters should appears.
is set to 3, then the Wi-Fi clients will expect to receive a multicast frame after
receiving three Beacon frame. The higher DTIM interval will help power saving and e — — Txap ACM Acksolicy
possibly decrease wireless throughput in multicast applications. A EBE 3 =[] S o | m

B Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte. ACBK 7 15[+ 05[] o ] ]
The default is 2346 byte. ATV 1 7[=] 5[] g =] =
Each Wi-Fi packet can be divided into smaller packets, marked with a sequential AC_VO 1 3] 7[7] 47 | ]

fragment number and re-assemble in the receiving ends. The purpose is to make a

short frame, instead of long frame, transmitting by radio in a heavy noisy

environment. Because of sending smaller frames, corruptions are much less likely Alfen Gwnin CmMax Txop ACH

to occur. The pros is obvious, the cons is the overhead for transmission. So, in a AC_BZ : s[v] z023[v] e o

clean environment, higher fragment threshold can be an option to increase AC_BH 7 15[x] 1023 ] 0 O

throughput. AT 2 7[=] 5[] 54 o

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte- AC_VD 2 3] 1[7] a o

length. Only when the frame size is over the Threshold, fragmentation will take

place automatically. = WMM Parameters of Access Point : This affects traffic flowing from the access
B RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347 point to the client station

byte. Data

The main purpose of enabling RTS by changing RTS threshold is to reduce possible Queue | Transmitted |Priority Description

collisions due to hidden wireless clients. RTS in AP will be enabled automatically if AP to Clients

the packet size is larger than the Threshold value. By default, RTS is disabled in a

” . High throughput. Bulk data that requires maximum
normal environment supports non-jumbo frames.

AC_BK | Background. | Low [throughput and is not time-sensitive is sent to this
B Short Preamble : By default, it’s “Enable”. To Disable is to use Long 128-bit queue (FTP data, for example).

Preamble Synchronization field.

Medium throughput and delay. Most traditional IP

AC_BE | Best Effort Med . .
data is sent to this queue

The preamble is used to signal "here is a train of data coming" to the receiver. The
short preamble provides 72-bit Synchronization field to improve WLAN

Minimum delay. Time-sensitive video data is

transmission efficiency with less overhead. AC_VI Video High . .
automatically sent to this queue
B Tx Burst: By default, it's “Enable”. To Disable is to deactivate Tx Burst. - . : : :
y . . Time-sensitive data like VoIP and streaming media
With TX burst enabled, AP will send many packets in a burst, without collision detection AC_VO Voice High

are automatically sent to this queue

and RTS/CTS for each packet. TX Burst have better throughput but cause interference

with other APs in channel. L . . . _—
Configuring QoS options consists of setting parameters on existing queues for
W Pkt_Aggregate : By default, it's “Enable” different types of wireless traffic. You can configure different minimum and
Increase efficiency by aggregating multiple packets of application data into a single maximum wait times for the transmission of packets in each queue based on
transmission frame. In this way, 802.11n networks can send multiple data packets the requirements of the media being sent. Queues automatically provide
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minimum transmission delay for Voice, Video, multimedia, and mission critical
applications, and rely on best-effort parameters for traditional IP data.

As an Example, time-sensitive Voice & Video, and multimedia are given
effectively higher priority for transmission (lower wait times for channel
access), while other applications and traditional IP data which are less time-
sensitive but often more data-intensive are expected to tolerate longer wait
times.

v" Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

v CWmin : Minimum Contention Window. This parameter is input to the
algorithm that determines the initial random backoff wait time
("window") for retry of a transmission. The value specified here in the
Minimum Contention Window is the upper limit (in milliseconds) of a
range from which the initial random backoff wait time is determined.

v CWmax : Maximum Contention Window. The value specified here in the
Maximum Contention Window is the upper limit (in milliseconds) for the
doubling of the random backoff value. This doubling continues until either
the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries
will continue until a maximum number of retries allowed is reached. Valid
values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The
value for "cwmax" must be higher than the value for "cwmin".

v' Txop : Transmission Opportunity is an interval of time when a WME AP
has the right to initiate transmissions onto the wireless medium (WM).
This value specifies (in milliseconds) the Transmission Opportunity (TXOP)
for AP; that is, the interval of time when the WMM AP has the right to
initiate transmissions on the wireless network.

v ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and
AC_VO. When you do not click Checkbox, it means that the ACM is
controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

v" AckPolicy : Acknowledgment Policy, WMM defines two ACK policies:
Normal ACK and No ACK. Click “Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does
not acknowledge received packets during wireless packet exchange. This
policy is suitable in the environment where communication quality is fine
and interference is weak. While the No ACK policy helps improve
transmission efficiency, it can cause increased packet loss when

communication quality deteriorates. This is because when this policy is
used, a sender does not retransmit packets that have not been received
by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each
received unicast packet.

Data Transmitted

Queue Clients to AP Priority Description

High throughput. Bulk data that requires
AC_BK Background. Low [maximum throughput and is not time-sensitive is
sent to this queue (FTP data, for example).

Medium throughput and delay. Most traditional

AC_BE Best Effort Medium . .
IP data is sent to this queue

Minimum delay. Time-sensitive video data is

AC_VI Video High . .
automatically sent to this queue

Time-sensitive data like VolP and streaming

AC VO Voice High . . .
media are automatically sent to this queue

= WMM Parameters of Station : This affects traffic flowing from the client
station to the access point.
v" Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the algorithm that
determines the initial random backoff wait time ("window") for retry of a transmission.
The value specified here in the Minimum Contention Window is the upper limit (in
milliseconds) of a range from which the initial random backoff wait time is determined.

CWmax : Maximum Contention Window. The value specified here in the Maximum
Contention Window is the upper limit (in milliseconds) for the doubling of the random
backoff value. This doubling continues until either the data frame is sent or the
Maximum Contention Window size is reached. Once the Maximum Contention Window
size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The
value for "cwmax" must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP has the right to
initiate transmissions onto the wireless medium (WM). This value specifies (in
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milliseconds) the Transmission Opportunity (Txop) for AP; that is, the interval of time
when the WMM AP has the right to initiate transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When
you do not click Checkbox, it means that the ACM is controlled by the connecting AP. If
you click Checkbox, it means that the Client is in charge.

Change these settings as described here and click Save button to save your changes.
Click Reboot button to activate your changes. The items in this page are for AP's RF
advanced settings and will be applied to all WDS Links.

WDS Setup

The administrator could create WDS Links to expand wireless network. When WDS is
enabled, access point functions as a wireless bridge and is able to communicate with
other access points via WDS links. A WDS link is bidirectional and both side must
support WDS. Access points know each other by MAC Address. In other words, each
access point needs to include MAC address of its peer. Ensure all access points are
configured with the same channel and own same security type settings.

Sacurity Type : 152 [=]

AES Key . 1234367850

WDS MAC List

Enabls WD Peers MAC Address Description
01,00 11 143 D07 D403 D60

[} 0z

[} ik

= 04

B Security Type : Option is “Disable”, “WEP”, “TKIP” or “AES” from drop-down list.
Needs the same type to build WDS links. Security type takes effect when WDS is

enabled.

= WEPKey : Enter 5/ 13 ASCIl or 10 / 26 HEX format WEP key.
= TKIP Key : Enter 8 to 63 ASCII or 64 HEX format TKIP key.

= AES Key : Enter 8 to 63 ASCII or 64 HEX format AES key.

B WDS MAC List
= Enable : Click Enable to create WDS link.
= WDS Peer's MAC Address : Enter the MAC address of WDS peer.
= Description : Description of WDS link.

Click Save button to save your changes. Click Reboot button to activate your changes

System Status
This section breaks down into subsections of System Overview, WDS Link Status, Extra
Information and Event Log.

System Overview

Detailed information on System, Network, LAN Information and Wireless Information
can be reviewed via this page.
B System : Display the information of the system.

Hoet Mame - TEV-ETEARSO
Opsrating Mode - WIS Mode
Lacation
Description - Wirelees Outdoor PoE Access Polnt
Firmare Verelon - C2n-CPE-NSHIR V1015
Flrmware Date - 2010-12-16 02:52-11
Devica Time - 2003-01-01 DI:11:09

Syetem Up Time © 11:08

= System Name : The name of the system.
= Operating Mode : The mode currently in service.
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Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

System Up Time : The time period that system has been in service since last
reboot.

>
>
>
>
4
4

Network Information : Display the information of the Network.

Mode - Static 1P Mogs
IP Address - 192 16810101
WP Netmask : 755.255.235.0

IP Gateway : 192.168.10.1

= Receive packets : The total received packets of the LAN port.
= Transmit bytes : The total transmitted packets in bytes of the LAN port.
= Transmit packets : The total transmitted packets of the LAN port.

Wireless Information : Display the detailed receive and transmit statistics of
Wireless interface.

Wireless Information
MAC Address - 00:11°A3:07:03:45
Channal - 44
Rafe - 200 Mbis
Recelve Bybes - 1580711
Recalva Packefs - 7255

Tranzmilf Bytes - 7055

Transmit Packats - 13

Primary DHS
Sacondary DHE 2 MAC Address : The MAC address of the Wireless port.

= Mode : Supports Static or Dynamic modes on the LAN interface. > Channel : The current channel on the Wireless port.

= [P Address : The management IP of system. By default, it’s 192.168.2.254. S Rate : The current Bit Rate on the Wireless port.

= IP Netmask : The network mask. By default, it’s 255.255.255.0. 2 Receive bytes : The total received packets in bytes on the Wireless port.

= IP Gateway : The gateway IP address and by default, it’s 192.168.2.1. > Receive packets : The total received packets of the Wireless port.

= Primary DNS : The primary DNS server in service. S Transmit bytes : The total transmitted packets in bytes of the Wireless port.

= Secondary DNS : The secondary DNS server in service. > Transmit packets : The total transmitted packets of the Wireless port.

LAN Information : Display total received and transmitted statistics on the LAN WDS List

interface.

Peers MAC Address, antenna 0/1 received signal strength, phy mode and channel
bandwidth for each WDS are available.

WDS Information “Refrech

LAN Information

MAC Address - 00:11:A3:07:03:47
Recalve Bytas - 14234

Recalve Packais 197

Tranzmit Eytes : 113002 Zgnal trangth Signal strengtn Phy
MaC sddress ANTD ANT1 P Bandwidth MCS 3GI
Transmit Packets - 197
DI 1ASOTO3ED na signal no signal HTMIX 400 15 [u]

MAC Address : The MAC address of the LAN port.

>
= Receive bytes : The total received packets in bytes on the LAN port.
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MAC Address : Display MAC address of WDS peer.

Signal Strength ANTO/ANT1 : Indicate the signal strength of the respective WDS
links.

Phy Mode : Indicate the phy mode of the respective WDS linked.

BandWidth : Indicate the channel bandwidth of the respective WDS linked.
MCS : Indicate the MCS of the respective WDS linked.

SGI : Indicate the SGI (Short Guard Interval) of the respective WDS linked. “1”
indicate the Short Guard Interval, “0” indicate the Long Guard Interval.

Extra Information

Users could pull out information such as Route table, ARP table, MAC table, Bridge table
or STP available in the drop-down list from system. The “Refresh” button is used to
retrieve latest table information.

Extra Information o ——
Extra Information
Information : | Rout= Information E
Route Information
Destination Gateway Netmazk Interfaca
19216E.10.0 0.0.0.0 255.255.255.0 bred
Duod.a 192.168.10.1 0.0.0.0 bred

Route table information : Select “Route table information” on the drop-down list
to display route table.

TEW-676APBO could be used as a L2 or L3 device. It doesn’t support dynamic
routing protocols such as RIP or OSPF. Static routes to specific hosts, networks or
default gateway are set up automatically according to the IP configuration of
system's interfaces. When used as a L2 device, it could switch packets and, as L3
device, it’s capable of being a gateway to route packets inward and outward.

Route Information

Deatinztion Gataway Metmazk Interfaca
192.168.10.0 0.0.0.0 255.255.255.0 tred
0000 192.166.10.1 d0.0.0.0 bred

ARP table Information : Select “ARP Table Information” on the drop-down list to
display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It
is important to have a unique IP address as final destination to switch packets to.

ARP Table Information

IP Address MAC Addraze Intarface

192.168.10.143 DI26:20056:45:53 brad

Bridge table information : Select “Bridge Table information” on the drop-down list
to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and
its attached interfaces, the Bridge Port should be attached to some interfaces (e.g.
eth2, ra0 and wdsO~wds3).

Bridge Table Information

Bridge Part Erldgs ID STP Enablad Intarface
bred a000.001123070247 no ath
rab
wisd

Bridge MAC information : Select “Bridge MACs Information” on the drop-down list
to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces,
but also remember non-local MAC addresses learned from wired or wireless
interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again
or added when new MAC addresses are seen from wired or wireless interfaces as
well. When time runs out for a particular entry, it will be pruned from the table. In
that situation, switching packet to that particular MAC address will be discontinued.

Bridge MACSs Information
Paort MAC Address Local Ageing Timar
LAM 00:11:33.07:03:47 yeE 0.0a
LAM 00:25:20:50:46:53 na 0.10
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B Bridge STP Information : Select “Bridge STP Information” on the drop-down list to _

display a list of bridge STP information.
Time Facliity Severity Message
UL Swen o snemsscar saes versin 24 e 10
bred
S P —— 000 e g UMEMasq[DS) complie SMe optons: no-IPYE GNU-getopt no-RTC
= S 00:00:09 no-MML no-iSC-dazsatle na-DEUs no-HEN TFTP
designated root 3000.001133070347
Foot part a patn cost a 2000-01-01 = dnsmasq[1 9] falled 1o 350266 /EfaTESalv.cont: Mo such fiie or
max age 2000 bridge max age 2000 DI:a0:oa System Wam direciony
helo ime 2.00 bridge hello time 2.00 2‘] D]-EI1 -E 1
forward delay 1500 bringe forward deiay 1500 03-000g System  Infa dnemasq[109) clearad cache
againg tma 300.00 S
e et o et B W00 geiem o Autheriiation Euccessful for roat rom 152.165.10.143
topoiogy change tmer 0.00 gc tmer 0.38 DIa0:23 !
“!gi
ath2 (1)
ot e = ==t fenvzrang B Time : The date and time when the event occurred.
designated root 001133070347 path cost 100 ore . . “ ” “« ”
designaen bcge 2300001 183070347 masesgs ags tmar o B Facility : It helps users to identify source of events such “System” or “User
j::::F:’: ?“‘ :’::’::"*"“’ i B Severity : Severity level that a specific event is associated such as “info”, “error”,
oz “warning”, etc.
o) B Message : Description of the event.
port ld 002 state ro'war-:llrg
designated root 001133070347 path cost 100
designated ticge oI mesaags ags tmer we Click Refresh button to renew the log, or click Clear button to clear all the record.
-:lealgr'a'.ed p:ll'l iz forward ded ay timer 0.00
designated cost o hold timer 0.44
flags
wiied (3]
port ld state ro'war-:llrg
designated root 001133070347 path cost 100
assignanea oroge 001133070347 MEES3ge 302 Umer 0.00
-:lealgr'a'.ed p:ll'l 8003 forward ded ay timer 0.00
-:lealgr'a'.ed cost ] hald timer 047
flags

Event Log

The Event log displays system events when system is up and running. Also, it becomes
very useful as a troubleshooting tool when issues are experienced in system.
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CPE Mode Configuration External Network Connection

When CPE mode is chosen, the system can be configured as a Customer Premises Network Requirement
Equipment(CPE). This section provides detailed explanation for users to configure in the
CPE mode with help of illustrations. In the CPE mode, functions listed in the table below
are also available from the Web-based GUI interface.

It can be used as an Outdoor Customer Premises Equipment (CPE) to receive wireless
signal over last mile application, helping WISPs deliver wireless broadband Internet
service to residents and business customers. In the CPE mode, TEW-676APBO is a

OPTION System Wireless | Advance Utilities Status gateway enabled with NAT and DHCP Server functions. The wired clients connected to
TEW-676APBO are in different subnet from those connected to Main Base Station, and,
Operating General DMZ Profiles System in CPE mode, it does not accept wireless association from wireless clients.
Mode Setup Settings Overview
Wireless . Firmware Station
WAN Profile IP Filter Upgrade Statistics
LAN Ste e Filter | NEWOK | b info
Survey Utility
Functions DDNS virtual | g boot Qos Plot
Server
Parental >
Management Control Event Log \ /
Time Server oS
Q CPE mode network configuration
UPNP
SNMP
CPE Mode Functions

© Copyright 2012TRENDnet. All Rights Reserved.
38



TRENDnet User’s Guide TEW-676APBO

Configure WAN Setup = Dynamic IP : Please consult with WISP for correct wireless settings to associate
with WISP AP before a dynamic IP, along with related IP settings including DNS
There are three connection types for the WAN port : Static IP, Dynamic IP, PPPoE and can be available from DHCP server. If IP Address is not assigned, please double
PPTP. check with your wireless settings and ensure successful association. Also, you
Please click on System -> WAN and follow the below setting. may go to “WAN Information” in the Overview page to click Release button to
_ release IP address and click Renew button to renew IP address again.
Intemet Connection Type

—_— Hastnama :

a Dynamic 1P

2 pPRaE

v" Hostname : The Hostname of the WAN port

Waar Nams :
Hostnama :

i ppTR

Pasaword :

Reconnect Mods : & Amayzon ' OnDemang ' Manual

DNS : "9 Mo Default NS Server ' Speciy DNE Senver [P
ldle Tima : minuies
Primary N5 :
MTU ; 1492
Secondary DNS ©
MAC Clone
A app Defzult MAC Adrass = PPPoE : To create wireless PPPoE WAN connection to a PPPoE server in
) network.
Clone MAC Addrage: 00:26220:56:46:53 .
v" User Name : Enter User Name for PPPoE connection
LEMA LD M R g g v" Password : Enter Password for PPPoE connection
v Reconnect Mode :
= e  Always on — A connection to Internet is always maintained.

. On Demand — A connection to Internet is made as needed.

B Mode : By default, it’s “Static IP”. Check “Static IP”, “Dynamic IP”, “PPPoE” or

“PPTP”to set up system WAN IP. e Manual - Click the “Connect” button on “WAN Information” in the
= Static IP : Users can manually setup the WAN IP address with a static IP Overview page to connect to the Internet.
provided by WISP. v Idle Time : Time to last before disconnecting PPPoE session when it is
v IP Address : The IP address of the WAN port; default IP address is idle. Enter preferred Idle Time in minutes. Default is “0”, indicates
192.168.1.254 disabled. When Idle time is disabled, the “Reconnect Mode” will turn out
v IP Netmask : The Subnet mask of the WAN port; default Netmask is “Always on”
255.255.255.0 v' MTU : By default, it’s 1492 bytes. MTU stands for Maximum Transmission
v IP Gateway : The default gateway of the WAN port; default Gateway is Unit. Consult with WISP for a correct MTU setting.
192.168.1.1

© Copyright 2012TRENDnet. All Rights Reserved.
39



TRENDnet User’s Guide TEW-676APBO

B DNS: Check “No Default DNS Server” or “Specify DNS Server IP” radial button as

= PPTP : The Point-to-Point Tunneling Protocol (PPTP) mode enables the desired to set up system DNS.
implementation of secure multi-protocol Virtual Private Networks (VPNs) = Primary: The IP address of the primary DNS server.
through public networks. = Secondary : The IP address of the secondary DNS server.
P Asrass B MAC Clone : The MAC address is a 12-digit HEX code uniquely assigned to hardware
= bk as identification. Some ISPs require you to register a MAC address in order to access

to Internet. If not, you could use default MAC or clone MAC from a PC. (CPE+AP
Mode does not support MAC Clone function)

PPTF Zerver IF Addresa

Usar Nama

Paaswaord
Reconnect Mode - ¥ Awayson O OnDemand 2 Manual W eap Defaull MAT Address
Idla Time minut2e
_|| Cione MAC Address: 00:25:20:55:45:53
MTU : 1450
MPFE Encryption - (I wree40  [Clwere-125 i mManual MAC Addrags
v' IP Address : The IP address of the WAN port > Keep Default MAC Address : Keep the default MAC address of WAN port on
v"IP Netmask : The Subnet mask of the WAN port the system.
v PPTP Server IP Address : The IP address of the PPTP server 2 Clone MAC Address : If you want to clone the MAC address of the PC, then
v' User Name : Enter User Name for PPTP connection click the Clone MAC Address button. The system will automatically detect your
v' Password : Enter Password for PPTP connection PC's MAC address.
v" Reconnect Mode :
e Always on — A connection to Internet is always maintained. 2 Manual MAC Address : Enter the MAC address registered with your ISP.
e  On Demand — A connection to Internet is made as needed.
e Manual - Click the “Connect” button on “WAN Information” in the Click Save button to save your changes. Click Reboot button to activate your changes

Overview page to connect to the Internet.

v" Idle Time : Time to last before disconnecting PPPoE session when it is
idle. Enter preferred Idle Time in minutes. Default is “0”, indicates
disabled. When Idle time is disabled, the “Reconnect Mode” will turn out
“Always on”

v MTU : By default, it’s 1460 bytes. MTU stands for Maximum Transmission
Unit. Consult with WISP for a correct MTU setting.

v" MPPE Encryption : Microsoft Point-to-Point Encryption (MPPE) encrypts
data in Point-to-Point Protocol(PPP)-based dial-up connections or Point-
to-Point Tunneling Protocol (PPTP) virtual private network (VPN)
connections. 128-bit key (strong) and 40-bit key (standard) MPPE
encryption schemes are supported. MPPE provides data security for the
PPTP connection that is between the VPN client and the VPN server.
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Configure LAN Setup

Confi gu re DDNS Setu p Here are the instructions for how to setup the local IP Address and Netmask.
Please click on System -> LAN and follow the below setting.

Dynamic DNS allows you to map domain name to dynamic IP address.

Please click on System -> DDNS Setup and follow the below setting.

D}“I‘Iamic DNS SE'I'.I.IP WP Address : 152 158 10.101
IP Metmaek : 255.255.255.0

DONS : © Enanke @ Dieatle B LANIP : The administrator can manually setup the LAN IP address.
sarvice Provider : = IP Address : The IP address of the LAN port; default IP address is
Hostnams I 192.168.2.254

= IP Netmask : The Subnet mask of the LAN port; default Netmask is
255.255.255.0

Uzar Nams :

Paseword :

ﬁ B DHCP Setup : Devices connected to the system can obtain an IP address
automatically when this service is enabled.

DHCP Server

B Enabled: By default, it’s “Disable”. The mapping domain name won’t change when DHCP : & Enabia ) oigatle
dynamic IP changes. The beauty of it is no need to remember the dynamic WAP IP
while accessing to it.

B Service Provider: Select the preferred Service Provider from the drop-down list

start P : 192.166.10.101

End WP : 152 158 10.254

including dyndns, dhs, ods and tzo DHE1 WP : 1592 168.20.100
B Hostname: Host Name that you register to Dynamic-DNS service and export. DNEZIP :
B User Name & Password: User Name and Password are used to login DDNS service. —
Domailn

Click Save button to save your changes. Click Reboot button to activate your changes.

Lagee Time : E6<200

= DHCP: Check Enable button to activate this function or Disable to deactivate
this service.

= Start IP / End IP: Specify the range of IP addresses to be used by the DHCP

server when assigning IP address to clients. The default range IP address is

192.168.2.10 to 192.168.2.70, the netmask is 255.255.255.0

DNS1 IP : Enter IP address of the first DNS server; this field is required.

DNS2 IP : Enter IP address of the second DNS server; this is optional.

WINS IP : Enter IP address of the Windows Internet Name Service (WINS)

S 7
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server; this is optional.

Domain : Enter the domain name for this network.

Lease Time : The IP addresses given out by the DHCP server will only be valid
for the duration specified by the lease time. Increasing the time ensure client
operation without interruptions, but could introduce potential conflicts.
Lowering the lease time will avoid potential address conflicts, but might cause
more interruptions to the client while it will acquire new IP addresses from the
DHCP server. Default is 86400 seconds

vV

Click Save button to save your changes. Click Reboot button to activate your changes

Access Point Association
Configure Wireless General Setting

The administrator can change the data transmission, channel and output power settings
for the system. Please click on Wireless -> General Setup and follow the below setting.
Wireless Setup

General Setup

MAC Agdress : 00:11AZDTI034E

Band Mode | B02.11 a/n mixad mod= []
AP laclation : " Enatle W Dizable
Country - [NONE  [+]
Channell Frequency :| £ (5220MHz)  |w|
Tx Power - 10 %
HT Txstream :| 2 [+]
HT RxSfream -2 [»]

HT Physical Mode

Oparating Mods - % Mixed Mode 0 Grean Flald
Channel BandWidth - ' 20 B 20140
Guard Interval - " Long Ao
MCS :[2uto [¥]
Rewvarse Direcilon Grant

[RDG) - - Disable @ Enasle
A-M3DU - ¥ Disanie ) Enanle
Aufo Block ACK : '- Disaklz @ Enaniz
Decline B4 Request - ¥ Disanie ) Enanle
=g

B Band Mode : Select an appropriate wireless band; bands available are 801.11a or
802.11a/n mixed mode.

B Tx Power : You can adjust the output power of the system to get the appropriate
coverage for your wireless network. Specify digit number between 1 to 100 (the
unit is %) for your environment. If you are not sure of which setting to choose, then
keep the default setting, 100%.

When Band Mode select in 802.11a only mode, the HT(High Throughput) Physical
Mode and 11n Configuration settings should be hidden immediately.

B Operating Mode : By default, it's Mixed Mode.

= Mixed Mode : In this mode packets are transmitted with a preamble
compatible with the legacy 802.11a/g, the rest of the packet has a new format.
In this mode the receiver shall be able to decode both the Mixed Mode
packets and legacy packets.

= Green Field : In this mode high throughput packets are transmitted without a
legacy compatible part.

B Channel Bandwidth : The "Auto” MHz option is usually best. The other option is
available for special circumstances.

B Guard Interval : Using “Auto” option can increase throughput. However, it can also
increase error rate in some installations, due to increased sensitivity to radio-
frequency reflections. Select the option that works best for your installation.

B MCS : This parameter represents transmission rate. By default (Auto) the fastest
possible transmission rate will be selected. You have the option of selecting the
speed if necessary. (Refer to Appendix C. MCS Data Rate)

B MPDU Enable : Check Enable button to activate this function, and Disable to
deactivate.

B A-MPDU : A-MPDU (Aggregated Mac Protocol Data Unit) allows the transmissions
of multiple Ethernet frames to a single location as burst of up to 64kbytes This is
performed on the hardware itself. Select “Manual” to set “MPDU Density”

®  MPDU Density : Minimum separation of MPDUs in an A-MPDU.

0 1 2 3 4 5 6 7

No Restriction Yaps |Yapus |[1us [2ps |4ps [8ps |16 ps

B A-MSDU : Aggregated Mac Service Data Unit, A-MSDU. Select Enable to allows
aggregation for multiple MSDUs in one MPDU. Default is disabled.
Click Save button to save your changes. Click Reboot button to activate your changes.

© Copyright 2012TRENDnet. All Rights Reserved.

42



TRENDnet User’s Guide

TEW-676APBO

Configure Wireless Advanced Setting

To achieve optimal wireless performance, it is necessary to tweak advance setting per
requirements properly, not necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings
for the system. Please click on Wireless -> Advanced Setup and follow the below setting.

Wireless Setup

Advanced Setup

Fragment Thresheld : 2348

RTS Thrashold © 1327

Ehort Preambls | ¥ Enpabiz _ Disable
T Buret : @ Spabie ) Digable
WMM : 7 Enabla & Digable

e

B Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte.
The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential
fragment number and re-assemble in the receiving ends. The purpose is to make a
short frame, instead of long frame, transmitting by radio in a heavy noisy
environment. Because of sending smaller frames, corruptions are much less likely
to occur. The pros is obvious, the cons is the overhead for transmission. So, in a
clean environment, higher fragment threshold can be an option to increase
throughput.
Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-
length. Only when the frame size is over the Threshold, fragmentation will take
place automatically.

B RTS Threshold : RTS Threshold is in the range of 1~2347 byte. The default is 2347
byte.
The main purpose of enabling RTS by changing RTS threshold is to reduce possible
collisions due to hidden wireless clients. RTS in AP will be enabled automatically if
the packet size is larger than the Threshold value. By default, RTS is disabled in a
normal environment supports non-jumbo frames.

B Short Preamble : By default, it’s “Auto”. To Disable is to use Long 128-bit Preamble

Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The
short preamble provides 72-bit Synchronization field to improve WLAN
transmission efficiency with less overhead.

B Tx Burst : By default, it’s “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection
and RTS/CTS for each packet. TX Burst have better throughput but cause interference
with other APs in channel.

B WMM : By default, it's “Disable”. Select Enable, the packets with QoS WMM will
have higher priority.

Click Save button to save your changes. Click Reboot button to activate your changes.

Site Survey

Use this tool to scan and locate WISP Access Points and select one to associate with.
Please click on Wireless -> Site Survey. Below depicts an example for site survey.

Station Site Survey

Hatwark

ES8ID MAC Addrees  Slgnal Channsl Eacurity Band Type Zalact
TREMDnetf®2_5GHz 00c14:d1:9073:E4  100% 3E NONE 11ain Infrastructure  Sslect
TREMDnetZ82_5GHz 0ODci4:di-8cibodd  100% 40 NONE 11am  Infrastructure  Se

brian582grs0 DOidigtiobasnd 1% 44 WRAIPSKWRAZPSKTKIPAES 11am  Infrastrusiure  Sclec

ESSID : Available Extend Service Set ID of surrounding Access Points.
MAC Address : MAC addresses of surrounding Access Points.

Signal : Received signal strength of all found Access Points.

Channel : Channel numbers used by all found Access Points.

Security : Security type by all found Access Points.

Band : Wireless band used by all found Access Points.

Network Type : Network type used by all found Access Points.

Select : Click “Select” to configure settings and associate with chosen AP.
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Create Wireless Profile

The administrator can configure station profiles via this page.
Please click on Wireless -> Wireless Profile and follow the below setting.

Station Profile

Systermn Configuration

MAC Address : 00:11:A3O7T-03:48
Profile Nama :

EZSID . TRENDneb&52_SGHz

Security Policy
Sacurlty Typsa : | NONE [=]

Active & Profile Hame E35ID Eecurlty Type Dalate Edit

- i AP_Profizd TREMDnet37a NOME Delate Edlt

Eenner]

MAC Address : The MAC address of the Wireless Station is displayed here.
Profile Name : Set different profiles for quick connection uses.

ESSID : Assign Service Set ID for the wireless system.

Security Type : Select an appropriate security type for association, the Security
Type can be selected in “NONE”, “OPEN”, “SHARED"”, “WPA-PSK”, or “WPA2-PSK”

from drop-down list; the type needs to be the same as that associated access point.

= OPEN / SHARED : OPEN and SHARED require the user to set a WEP key to
exchange data.

Key ingex : | 1[]
WEP Key 1

WEP Koy 2 :
WEP KBy 3

WEP Key 4

v Key Index : key index is used to designate the WEP key during data
transmission. 4 different WEP keys can be entered at the same time, but
only one is chosen.

v" WEP Key # : Enter HEX or ASCII format WEP key value; the system
supports up to 4 sets of WEP keys.

Key Length Hex ASCII
64-bit 10 characters 5 characters
128-bit 26 characters 13 characters

> WPA-PSK (or WPA2-PSK) : WPA (or WPA2) Algorithms, allows the system
accessing the network by using the WPA-PSK protected access.

Cipher Sulta : |25 [w]

Pra-ghared Key

v' Cipher Suite : Select the desired cipher suite from the drop-down list; the
options are AES and TKIP

v" Pre-shared Key : Enter the information for pre-shared key; the key can be
either entered as a 256-bit secret in 64 HEX digits format, or 8 to 63 ASCII
characters.
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B Profile List : The user can manage the created profiles for home, work or public
areas. Below depict an example for Profile List

Active & Profile Mama E3SID

Sacurity Type Calate Edit
TREMDnetdra WOME Celata

Connect”

™ 1 AP_Profiial

[

= Click “Edit” an exist profile on the Profile List. The field of System Configuration
and Security Policy will display profile's content. Edit profile's content and then
click “Save” button to save the profile.

Click “Delete” to remove profile.

Click and Select a profile from list, then click the “Connect” button to
connecting to the wireless network with the profile setting. After clicking
“Connect” button, the system should be jump to Station Statistic Page, you can
verify connecting status on Station Statistic Page.

>
>

Click Save button to save your changes. Click Reboot button to activate your changes

Access Control List

IP Filter Setup

Allows to create deny or allow rules to filter ingress or egress packets from specific
source and/or to destination IP address on wired (LAN) or Wireless (WAN) ports. Filter
rules could be used to filter unicast or multicast packets on different protocols as shown
in the IP Filter Setup. Important to note that IP filter rules has precedence over Virtual
server rules.

Please click on Advance -> IP Filter Setup and follow the below setting.

IP Filter Setup

Source AddresaiMask

Source Port
Destination AddrazeiMask
Destination Port
nigut : Cin ® gut
Profocol : & TCR = UDpP o ICMP

Listan : ' ves @ g

Aghon © @ pany ) Pase
Inferfacs | . LAN O WAN - % Balh

IP Filter List

Source Address/Mask Port
Ini Qut Protocol Llsten Action Interface Dedete Edit
Desfination AddrezeMask  Port

Ma IP Rulg In the Lisi!

B Source Address/Mask : Enter desired source IP address and netmask; i.e.
192.168.2.10/32.

B Source Port : Enter a port or a range of ports as start:end; i.e. port 20:80

Destination Address/Mask : Enter desired destination IP address and netmask; i.e.

192.168.1.10/32

Destination Port : Enter a port or a range of ports as start:end; i.e. port 20:80

In/Out : Applies to Ingress or egress packets

Protocol : Supports TCP, UDP or ICMP.

Listen : Click Yes radial button to match TCP packets only with the SYN flag.

Active : Deny to drop and Pass to allow per filter rules

Interface : The interface that a filter rule applies

Click “Save” button to add IP filter rule. Total of 20 rules maximum allowed in the IP
Filter List. All rules can be edited or removed from the List. Click Reboot button to
activate your changes.

When you create rules in the IP Filter List, the prior rules maintain higher priority. To
allow limited access from a subnet to a destination network manager needs to create
allow rules first and followed by deny rules. So, if you just want one IP address to access
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the system via telnet from your subnet, not others, the Example 1 demonstrates it, not MAC Filter Setup
rules in the Example 2.

= Example 1: Create a higher priority rule to allow IP address 192.168.2.2 Telnet MAC Rules
access from LAN port first, and deny Telnet access from remaining IP addresses - Sl Save
in the same subnet.
MAC Addrees ﬁ
Source Destination - n
Rule ) MAC Filter List
IP/Mask Port IP/Mask Port I/O | Protocol | L | Act Side £ MAC Adaress Dalsta # MAC Address Dalata
Mo MAC Rule In the List!
1 192.168.2.2/ 192.168.2.254/ 2 In TCP n | pass | LAN
32 32
192.168.2.0/ 192.168.2.254/
2 24 32 22 In TCp n | Deny | LAN B MAC Filter Rule : By default, it’s “Disable”. Options are Disabled, Only Deny List

MAC or Only Allow List MAC. Click Save button to save your change.
Two ways to set the MAC Filter List:
= Example 2 : All Telnet access to the system from the IP addresses of subnet = Only Allow List MAC.

192.168.2.x works with the rule 1 of Example 2. The rule 2 won’t make any The wireless clients in the MAC Filter List will be allowed to access to Access Point;

difference. All others will be denied.
Source Destination = Only Deny List MAC.
Rule : : The wireless clients in the MAC Filter List will be denied to access to Access Point;
1/O0 | Protocol | L | Action | Side ’
IP/Mask Port IP/Mask Port All others will be allowed.
192.168.2.0/2 192.168.2.254
1 4 /32 22 | In TCp n| Deny | LAN B MAC Address : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button,
192.168.2.2/3 192.168.2.954 then the MAC address should display in the MAC Filter List.
2 ' 2' 2/ ’ 32' ' 22 In TCP n | pass | LAN
/ There are a maximum of 20 clients allowed in this MAC Filter List. The MAC addresses of
MAC Filter Setup the wireless clients can be added and removed to the list using the Add and Delete
buttons.
Allows to create MAC filter rules to allow or deny unicast or multicast packets from Click Reboot button to activate your changes

limited number of MAC addresses. Important to note that MAC filter rules have
precedence over IP Filter rules.
Please click on Advance -> MAC Filter Setup and follow the below setting.
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Parental Control Setup Parental Control
Parental Control allows you to block or allow specific kinds of Internet usage and traffic, _

such as Internet access, designated services, and websites. Cammant -

MAC Addrass - ﬁ

Local iP
Destination P :
Protocel | any [=]

Local Port

Dastination Port

Activa : ! Enabia @ Digabiz

Please click on Advance -> Parental Control and follow the below setting.

Parental Control List

# Acfive Dalsta Edlf

MNa Rule In the List!

B Rules : control can be managed by a rule. Use the settings on this screen to

establish an access policy.

= Comment : Enter a descriptive name for this rule for identifying purposes.

= MAC Address : Enter MAC address in valid MAC address
format(xx:xx:xx:xx:xx:xx) and click “Add” button to add in the MAC group of
each rule. Click “Remove” button can remove MAC address in the group of
each rule. There are 10 MAC address maximum allowed in each rule.

= Local / Destination IP : Specify local(LAN)/ destination IP addresses range
required for this rule. If you specify local IP addresses range from 192.168.1.1
t0 192.168.2.254. The matches a range of local IP addresses include every
single IP address from the first to the last, so the example above includes
everything from 192.168.1.1 to 192.168.2.254.

= Protocol : Select Any or specify protocol(TCP, UDP, ICMP, URL Blocking and
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Application) from drop-down list. When you select ICMP or Layer 7
Application , the Local(LAN)/ Destination Port cannot used.

If you want to block websites with specific URL address or using specific
keywords, enter each URL or keyworks in the “URL Blocking” field and click
“Add” button to add in the URL Blocking list of each rule. Click “Remove”
button can remove URL or keywords.

Commant :

Local P =

Protoeol : [URL Blacking [¥]

URL Blocking ﬁ

Active : . Enable @ Disable

= Local Port : Specify local port(LAN port) range required for this rule

= Destination Port : Specify destination port range required for this rule

= Active : Check Enable button to activate this rule, and Disable to deactivate.
Click “Add” button to add control rule to List. There are 10 rules maximum allowed in
this Control List. All rules can be removed or edited on the List. Click Reboot button to
activate your changes.

QoS Setup

Quality of Service (QoS) refers to both a network's ability to deliver data with minimum
delay, and the networking methods used to control the use of bandwidth. Without QoS,
all traffic data is equally likely to be dropped when the network is congested. This can
cause a reduction in network performance and make the network inadequate for time-
critical application such as video-on-demand.

A classifier groups traffic into data flows according to specific criteria such as the source
address, destination address, source port number, destination port number or incoming
port number. For example, you can configure a classifier to select traffic from the same
protocol port (such as FTP) to form a flow.

Shapina

Download: 1024K
Upload: 256K

Download: 512K
Upload: 256K

1
: Download: 2048K
1 Upload: 1024K

1 LAN

1

1
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Please click on Advance -> QoS and follow the below setting. = MAC Address : Enter MAC address in valid MAC address

QoS Setup format(xx:xx:xx:xx:xx:xx) and click “Add” button to add in the MAC group of

each rule. Click “Remove” button can remove MAC address in the group of
_ each rule. There are 10 MAC address maximum allowed in each rule.
Ccomment = Local / Destination IP : Specify local(LAN)/ destination IP addresses range
e ﬁ required for this rule. If you specify local IP addresses range from 192.168.1.1
to 192.168.2.254. The matches a range of local IP addresses include every
single IP address from the first to the last, so the example above includes
everything from 192.168.1.1 to 192.168.2.254.
= DSCP Class : Differentiated services code point, DSCP. Select Any or specify
classify traffic from drop-down list.

The Per-Hop Behavior (PHB) is indicated by encoding a 6-bit value—called the
Differentiated Services Code Point (DSCP)—into the 8-bit Differentiated
Services (DS) field of the IP packet header. Below depicts class for DSCP.

v' BE: Default PHB, which is typically best-effort traffic
v' EF: Expedited Forwarding PHB, dedicated to low-loss, low-latency traffic
v' AF: Assured Forwarding PHB, which gives assurance of delivery under

Local I
Destination 1P

DSCP Clase -4y [¥]

fmioced - | Any [=] conditions. The AF behavior group defines four separate AF classes.
Lol Within each class, packets are given a drop precedence (high, medium or
Destination Port low). The combination of classes and drop precedence yields twelve
_ separate DSCP encodings from AF11 through AF43 (see table)
Remark DSCP :|No Rzmark_[¥] DROP Precedence Class 1 Class 2 Class 3 Class 4
£ ® Disable
— o Low Drop AF11 AF21 AF31 AF41
Upload Kbits
e T Medium Drop AF12 AF22 AF32 AF42
High Drop AF13 AF23 AF33 AF43

= Protocol : Select Any or specify protocol(TCP, UDP, ICMP, Application) from

Ccommant Ramark DECP Banwldin(iD) oeine cart drop-down list. When you select ICMP or Layer 7 Application , the Local/
Rulg Destination Port cannot used.
M3 QoS Rul in the LISt = Local Port : Specify local port(LAN port) range required for this rule

= Destination Port : Specify destination port range required for this rule

B Action : After configuring rule, a policy rule ensures that a traffic flow gets the

B Rules: Use the rules to define the classifiers. After you define the rules, you can requested treatment in the network.
specify action to act upon the traffic that matches the rules > Remark DSCP : Specify a new DSCP class, if you want to replace or remark the
= Comment : Enter a descriptive name for this rule for identifying purposes. DSCP
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= Bandwidth : Click “Enable” to activate function, and click “Disable” to Resource Sharing
deactivate function

= Upload / Download : Specify the bandwidth in kilobit per second (Kbps). Enter DMZ
a number between 8 to 8192, default upload is 128 Kbps, download is 1024 DMZ is commonly work with the NAT functionality as an alternative of Virtual
Kbps. Server(Port Forwarding) while wanting all ports of DMZ host visible to Internet users.
W , ) ) ) ) Virtual Server rules have precedence over the DMZ rule. In order to use a range of ports
Click “Add” button to add QoS rule to List. There are 10 rules maximum allowed in this available to access to different internal hosts Virtual Server rules are needed.

QoS List. All rules can be removed or edited on the List. Click Reboot button to activate
your changes.

When you create rules on the QoS List, the previous rules have higher priority. . Below
depict the examples for explaining priority of QoS setup.

» Example 1 : On this setting, the FTP has 1024 Kbps upload and 8196 Kbps
download on 192.168.2.10. The remaining IP address and other remaining
protocol of IP address 192.168.2.10 only can use total bandwidth 512 Kbps
bandwidth. Because rule 1's priority is higher than rule 2

» Example 2 : On this setting, the FTP has 512 Kbps upload and 512 Kbps
download on 192.168.2.10 Because rule 1's priority is higher than rule 2

Please click on Advance -> DMZ and follow the below setting.

DMZ : ' Enable ® Disable

IP Addrass .

B DMZ: By default, it’s “Disable”. Check Enable radial button to enable DMZ.
B |P Address : Enter IP address of DMZ host and only one DMZ host is supported.

Click Save button to save your changes. Click Reboot button to activate your changes.
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Virtual Server (Port Forwarding)

“Virtual Server” can also referred to as “Port Forward” as well and used interchangeably.
Resources in the network can be exposed to the Internet users in a controlled manner
including on-line gaming, video conferencing or others via Virtual Server setup. Don’t
repeat ports’ usage to avoid confusion.

Suppose you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the
example), and port 80 to another (B in the example). You assign the LAN IP addresses
and the ISP assigns the WAN IP address. The NAT network appears as a single host on
the Internet.

Please click on Advance -> Virtual Server and follow the below setting.

Virtual Server Setup

Virtual Server

Virtual Server © @ Snapia ) Digable

Description
Private IP
Protocol Typs @ oo T upe

Private Port

Public Port :

Virtual Server List

# GSistue  Description Protocol Private P Publlc Port  Private Port  Delets  Edit

Ka Rulz In the List!

B Virtual Server : By Default, It’s “Disable”. Check Enable radial button to enable
Virtual Server.

B Description : Enter appropriate message for resource sharing via Virtual Server.

B Private IP : Enter corresponding IP address of internal resource to share.

B Protocol Type : Select appropriate sessions, TCP or UDP, from shared host via
multiple private ports.

B Private Port : A port or a range of ports may be specified as start:end; i.e. port
20:80

B Public Port : A port or a range of ports may be specified as start:end; i.e. port 20:80

Click “Add” button to add Virtual Server rule to List. Total of maximum 20 rules are
allowed in this List. All rules can be edited or removed from the List. Click Reboot button
to activate your changes.

While creating multiple Virtual Server rules, the prior rules have higher priority. The
Virtual server rules have precedence over the DMZ one while both rules exist. Example 1
and 2 demonstrate proper usage of DMZ and Virtual Server rules.

B Example 1 : All connections should be redirected to 192.168.2.12 while DMZ is
enabled. Since Virtual Server rules have precedence over the DMZ rule all
connections to TCP port 22 will be directed to TCP port 22 of 192.168.2.10 and
remaining connections to port TCP 20~80 will be redirected to port TCP 20~80 of
192.168.2.11
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DMZ Enabled : 192.168.2.12

Rule Protocol Private IP Private Port Public Port
1 TCP 192.168.2.10 22 22
2 TCP 192.168.2.11 20:80 20:80

Example 2 : All connections should be redirected to 192.168.2.12 while DMZ is

enabled. Since Virtual Server rules have precedence over the DMZ rule all other
connections to TCP port 20~80 will be redirected to port 20~80 of 192.168.2.11.

The rule 2 won’t take effect.

DMZ Enabled : 192.168.2.12

Rule Protocol Private IP Private Port Public Port
1 TCP 192.168.2.11 20:80 20:80
2 TCP 192.168.2.10 22 22
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System Status
This section breaks down into subsections of System Overview, Station Statistics, Extra
Information and Event Log.

Overview

Detailed information on System, WAN Information, LAN Information and DHCP Server
Status can be reviewed via this page.
B System : Display the information of the system.

Heoet Hame - TEW-ETEAPSO
Oparating Mode - CRE Mods
Location
Deecription - Wrelses Outdoor PoE Access Polnt
Firmwars Verslon - Cen-CRE-MSHSR W1.0.15
Flrmware Date - 2010-12-16 02:52:11
Davlca Time - 2000-01-01 0022501

Syatem Up Time : 25:01

System Name : The name of the system.

Operating Mode : The mode currently in service.

Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

System Up Time : The time period that system has been in service since last
reboot.

L7202 2 0 A

B WAN Information : Display the information of the WAN interface.

WAN Information

MAC Address - 00:11:AZD07:02:45
IP Address
IP Hetmask
IP Gataway
Primary DNS
Sacondary DNS
Recelva Bytss - 704377
Recalve Packets - 3413
Tranzmit Bytss -0

Transmit Packets - 10730

The WAN port specified Dynamic IP, the Release and Renew button will be show-
up, click Release button to release IP address of WAN port, Renew button to renew
IP address through DHCP server.

The WAN port specified PPPoE or PPTP, and the Connect and DisConnect button
will be show up. Click “Connect” button to assigned IP address from PPPoE or PPTP
server, “DisConnect” button to release IP address of WAN port.

L2 20 2 0 2 0 O

Mode : Supports Static, Dynamic, PPPoE and PPTP modes.

Reconnect Mode : The current reconnect mode of the PPPoE or PPTP.
MAC Address : The MAC address of the WAN port.

IP Address : The IP address of the WAN port.

IP Netmask : The IP netmask of the WAN port.

IP Gateway : The gateway IP address of the WAN port.

Primary DNS : The primary DNS server in service.

Secondary DNS : The secondary DNS server in service.

Receive bytes : The total received packets in bytes on the WAN port.
Receive packets : The total received packets of the WAN port.
Transmit bytes : The total transmitted packets in bytes of the WAN port.
Transmit packets : The total transmitted packets of the WAN port.
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B LAN Information : Display total received and transmitted statistics on the LAN = IP Address : IP addresses to LAN devices by DHCP server.
interface. = MAC Address : MAC addresses of LAN devices.

LAN Information = Expired In : Shows how long the leased IP address will expire.

MAC Address - 00:11.AZ07:03:47

Station Statistics

IP Address - 192.168.10.101

1P Hetmask - 2552552550 Link information, Transmit and Receive Statistics for the connection with AP, Below
Recelva Bytes - 135752 depicts an example for Station Statistics.

Station Statistics

Recalva Packais = 1155

Tranzmit Bytes : 1143453 Link Status
Tranamit Packeis - 1328 Stafus - Diszonnacted
ESSID - TRENDRe5 TG
= MAC Address : The MAC address of the LAN port. E2nt)
= [P Address : The IP address of the LAN port. e
= IP Netmask : The IP netmask of the LAN port. Link Speed - TxiMops) 0 RxiMbge) 0
= Receive bytes : The total received packets in bytes on the LAN port. Link @uality - 0%
= Receive packets : The total received packets of the LAN port. signal Htrangth ANTD - 0%
= Transmit bytes : The total transmitted packets in bytes of the LAN port. signal strangth ANTH - 0%
= Transmit packets : The total transmitted packets of the LAN port.
B DHCP Server Status : Users could retrieve DHCP server and DHCP clients’ IP/MAC =
address via this field. e -
Start IP - 192 .168.10.101 Frames Transmitled Sucozesiully 11728
End P - 192 185.10.254 Frames Transmitted Swccasstully Without Retry 11728
Frames Transmitied Sucseesfully After Retry(s) a
DHETIF - 132.182.10.100 Frames Fall To Reczive ACK AT All Retnes i
DHE2 IP RTE Frames SJEEEEMl}' Racalve CTS a
e RTE Framee Fall To Recelve CTS a
o
Leagza Time - 26400 Frames Recalved Succzesfully 3602
P Address MAC Address Expirsd In Frames Racehvad Wiih CRC Emar 1888
FrameaE :'DFPEG Dug Ta Out-af-Resdunss a
nang Dupllcate Frames Recalved a
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B Link Status :

L 20

Status : Shows the current link status. It should be “Connected” or
“Disconnected”.

ESSID : Shows the current SSID, which must be the same on the wireless client
and AP in order for communication to be established.

BSSID : Shows the associated BSSID, which can be used to identify the wireless
access point.

Extra Info : Shows the current link status of extra information. It should be
“Link is Up” or “Link is Down”,

Channel : Shows current channel and central channel, its corresponding
frequency.

Link Speed(Mbps) : The data transfer speed adopted by this network.
(measured in Mbits per second)

Link Quality : Shows the link quality of the system with an access point.

Signal Strength ANTO/ANT1 : Shows the wireless signal strength of the
connection between system and an access point.

B HT Status :

>

>

>

Channel BandWidth : Shows the current channel bandwidth used for
communication. It should be “20” or “40”

Guard Interval : Shows the current Gl used for communication. It should be
“short” or “long”.

MCS : Shows the current Gl used for communication. It should be between 0
to 15 or 32.

B Transmit Statistics

>

v v vy

7

Frames Transmitted Successfully: The number of successfully transmitted
frames.

Frames Transmitted Successfully Without Retry: The number of successfully
transmitted frames without any retry.

Frames Transmitted Successfully After Retry(s): The number of successfully
transmitted frames with one or more retries.

Frames Fail To Receive ACK After All Retries: The number of unsuccessfully
transmitted frame with many retries.

RTS Frames Successfully Receive CTS: The number of successful received CTS
(Clear To Send) response after this TEW-676APBO sends out the RTS (Request
To Send) message.

RTS Frames Fail To Receive CTS: The number of unsuccessful received CTS

response after this TEW-676APBO sends out the RTS message.

B Receive Statistics

= Frames Received Successfully: The number of successful received frames.
= Frames Received With CRC Error: The number of received frames with CRC
(Cyclical Redundancy Checking) error.
= Frames Dropped Due To Out-of-Resource: The number of dropped frames.
= Duplicate Frames Received: The number of duplicate frames.
Extra Info

Users could pull out information such as Route table, ARP table, MAC table, Bridge table
or STP available in the drop-down list from system. The “Refresh” button is used to
retrieve latest table information.

Extra Information TRefresh
Information - Netstat Information [=]

Protocal  LiveTime Status SrelP srcPort DetiP Deifort
top [ TME_WAIT  1S21B510.943 48518 18218510404 &0
1p 4z TIME_WAIT  1S21E5.10.043 48515 18218513401 ]
1p Rt TIME_WAIT  1S21E510143 48530 18218510401 &l
top 70 TME_WAIT  1S21B510.943 48513 1828510404 &0
top &1 TIME_WAIT  1S21B510.943 48522 18218510404 &0
top 1 TME_WAIT  1S21B510.943 48525 1821851040 &0
1p 85 TIME_WAIT  1S21B5.10143 48523 18218510401 &l
top &0 TME_WAIT  1S24E340443 48517 12242543404 &0
top 1 TIME_WAIT  1S21B510.943 48528 1821851040 &0
top 54 TIME_WAIT  1S21B510.943 48515 1821851040 &0
1p 75 TIME_WAIT 15216510143 48520 182185104101 &l
top 5 TIME_WAIT  1SZ1E310943 48507 18248510404 &l
top 1 TIME_WAIT  1S21B510.943 48505 1828510404 &0
top 431598 ESTABLISHED 195218510743 48531 18218510404 &0
1p = TIME_WAIT  1S21E5.10.043 48511 18218513401 ]
top E TIME_WAIT  1S21E310943 48528 18248510404 &l
top ES TIME_WAIT  1S21B510.943 48525 18218510404 &0
top 33 TME_WAIT  1S21B510.943 48512 18218510404 &0
1p 38 TIME_WAIT  1S21E5.10.043 48513 18218513401 ]
1p E TIME_WAIT  1S21E510143 48528 18218510401 &l
top 17 TIME_WAIT  1S24E540443 48508 12242540404 &0
top 76 TIME_WAIT  1S21B510.943 48521 18218510404 &0
top 44 TIME_WAIT  1S21B5.10.943 48518 18218510404 &0
1p 2z TIME_WAIT 18216510143 48510 18218510101 &l
top 12 TIME_WAIT  1S24E540443 48508 1224254404 &0
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Netstat Information : Select “NetStatus Information” on the drop-down list, the
connection track list should

NetStatus will show all connection track on the system, the information include
Protocol, Live Time, Status , Source/Destination IP address and Port.

Route table information : Select “Route table information” on the drop-down list
to display route table.

TEW-676APBO could be used as a L2 or L3 device. It doesn’t support dynamic
routing protocols such as RIP or OSPF. Static routes to specific hosts, networks or
default gateway are set up automatically according to the IP configuration of
system's interfaces. When used as a L2 device, it could switch packets and, as L3
device, it’s capable of being a gateway to route packets inward and outward.

Route Information

Dastination Gataway Hatmask Interfaca

182.1E5.10.0 0.0.0.0 255.285.285.0 bred:

ARP table Information : Select “ARP Table Information” on the drop-down list to
display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It
is important to have a unique IP address as final destination to switch packets to.

ARP Table Information
IF Address MAC Addraze intarface
192 168.10.143 D00:26:20c56:46:53 brall

Bridge table information : Select “Bridge Table information” on the drop-down list
to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and
its attached interfaces, the Bridge Port should be attached to some interfaces.

Bridge Table Information
Bridge Part Eridgs ID 5TP Enabled Intarface
bred S000.001133070247 nil athz

Bridge MAC information : Select “Bridge MACs Information” on the drop-down list
to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces,

but also remember non-local MAC addresses learned from wired or wireless
interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again
or added when new MAC addresses are seen from wired or wireless interfaces as
well. When time runs out for a particular entry, it will be pruned from the table. In
that situation, switching packet to that particular MAC address will be discontinued.

Bridge MACS Information
Port MAC Address Local Ageing Timar
LAN 00:11:33:07:03:47 y28 0.00
LaM 00252050 46255 na 0.0

Bridge STP Information : Select “Bridge STP Information” on the drop-down list to
display a list of bridge STP information.

Bridge STP Information

brel

bridge g £000.00113%

g=eignated roat £000.001 133070347

root port o path cosl i
max age 20.00 oridgs max ags .00
hallo tima 200 pridge helo me z00
faraard delay 15.00 oridge forward delzy 15.00
ageing time 20040

hallo timear 1.08 1zn timar 0.oa
topalogy changs timer 0.00 getimar 1.05
fags

stha 1]

P:I'l d a0 Elana r-]rﬂ'!ldl'l;
g=eignated roat 3000.001133070347 path caet 100
pacignaled oridge S000.001133070347 message age imer 0.00
g=cignated port 3001 farward delay imer 0.0a
o=clgnated cost il hioid Hmer 0.0a

fnage
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QOS Plot B Time: The date and time when the event occurred.
B Facility : It helps users to identify source of events such “System” or “User”
The QoS Plot show graphs which continuously represents the current data traffic on B Severity : Severity level that a specific event is associated such as “info”, “error”,
each QoS rule. The chart scale and throughput dimension (bps, Kbps, Mbps) changes “warning”, etc.
dynamically according to the mean throughput value. The statistics is updated B Message : Description of the event.
automatically every 5 seconds. The throughput statistics of QoS can be updated
manually using the Refresh button. Click Refresh button to renew the log, or click Clear button to clear all the record.

# Comment Remark DSCP Bandwldth{ WDjkbps
Mo Q0S Rule In the List

Event Log

The Event log displays system events when system is up and running. Also, it becomes
very useful as a troubleshooting tool when issues are experienced in system.

System Log "Refresh” “Clear”
Time Faclity Sawerlty Megsags
EE-.:I:-IE1I—-§1 S}"SJE'T nfa ﬂI'IEF"I!Eq[13._':Z slariad, warslon .40 cachaslzs 150
H00-04-01 dnemasq[137] compliz Bme oplians: na-IPvE GMU-gelopt no-RTC

Zystem I

DO:00:0s no-MMU no-i5C-kasefle no-DBUs no-118N TFTR

2003-01-01 e dnEr'laEq[1 Zu_ faled to scosss /etoresalv.cant. Mo such flie ar
Dronps  SYSEM WEM ey

2000-01-01

Tt Zyslem  Infa  dnemasq[i37) clearad cache
00001T1  system  info Authenticaton susoesstul for ot from 152 183 10,143
2000-D1-01 Change setfings of Management (ARCLI_EDIT_SITE_SURVEY)

pI:20:i2  SYSIEM WP g S0 46870143
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CPE + AP Mode Configuration External Network Connection

When CPE+AP mode is chosen, the system can be configured as a Customer Premises Network Requirement
Equipment(CPE). This section provides detailed explanation for users to configure in the
CPE+AP mode with help of illustrations. In the CPE+AP mode, functions listed in the
table below are also available from the Web-based GUI interface.

It can be used as an Outdoor Customer Premises Equipment (CPE) to receive and repeat
wireless signal over last mile application, helping WISPs deliver wireless broadband
Internet service to residents and business customers. In the CPE+AP mode, TEW-

OPTION System Wireless Advance Utilities Status 676APBO is a gateway enabled with NAT and DHCP Server functions. The wired and
wireless clients connected to TEW-676APBO are in different subnet from those
' Profiles System connected to Main Base Station, and, in CPE+AP mode, it accepts wireless connections
Operating Mode | General Setup bMmZz Settings Overview from wireless client devices.
SSID: Repeater_Main_AP
WAN Advanced P Filter Firmware Statuo'n )
Setup Upgrade Statistics ( ) )
(e ) =
LAN Repeater AP | 1 \C Filter Network | i Info l =
Setup Utility | \
i Wirel
Functions DDNS e _ess Virtual Server Reboot QoS Plot
Profile ¢
Management Site Survey | Parental Control Event Log
Time Server QoS . . ,C
CPE+AP mode network configuration
UPNP
SNMP

CPE+AP Mode Functions
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Configure WAN Setup

There are three connection types for the WAN port : Static IP, Dynamic IP, PPPoE and

PPTP,

Please click on System -> WAN and follow the below setting.

WAN Setup

Internet Connection Type
= olalthe

@ Dynamic 1P

i pppoE

*l pRTR

DNS : & No Defsult DS Server . Specity DNS Senvar 2

Primary NS :

Secondary DNS ¢

B Mode : By default, it’s “Static IP”. Check “Static IP”, “Dynamic IP”, “PPPoE” or
“PPTP”to set up system WAN IP.

>

Static IP : Users can manually setup the WAN IP address with a static IP

provided by WISP.

v"IP Address : The IP address of the WAN port; default IP address is
192.168.1.254

v" IP Netmask : The Subnet mask of the WAN port; default Netmask is
255.255.255.0

v' IP Gateway : The default gateway of the WAN port; default Gateway is
192.168.1.1

Dynamic IP : Please consult with WISP for correct wireless settings to associate

with WISP AP before a dynamic IP, along with related IP settings including DNS

can be available from DHCP server. If IP Address is not assigned, please double

check with your wireless settings and ensure successful association. Also, you

may go to “WAN Information” in the Overview page to click Release button to

release IP address and click Renew button to renew IP address again.

Haostnams :

v Hostname : The Hostname of the WAN port

Uzar Hams
Password
Reconnect Mode : @ awayson ' onDemand ' Manual
1le Tima minutes
MTW : 14352

PPPoE : To create wireless PPPoE WAN connection to a PPPoE server in
network.

v" User Name : Enter User Name for PPPoE connection

v' Password : Enter Password for PPPoE connection

v" Reconnect Mode :
e Always on — A connection to Internet is always maintained.
e  On Demand — A connection to Internet is made as needed.
e  Manual - Click the “Connect” button on “WAN Information” in the

Overview page to connect to the Internet.

v"Idle Time : Time to last before disconnecting PPPoE session when it is
idle. Enter preferred Idle Time in minutes. Default is “0”, indicates
disabled. When Idle time is disabled, the “Reconnect Mode” will turn out
“Always on”

v' MTU : By default, it’s 1492 bytes. MTU stands for Maximum Transmission
Unit. Consult with WISP for a correct MTU setting.

PPTP : The Point-to-Point Tunneling Protocol (PPTP) mode enables the
implementation of secure multi-protocol Virtual Private Networks (VPNs)
through public networks.
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PPTP = Secondary : The IP address of the secondary DNS server.

IP Addregs :
— Click Save button to save your changes. Click Reboot button to activate your changes

PFTP Server IP Address :

Configure DDNS Setup

Uaer Hams :
Fasgword : Dynamic DNS allows you to map domain name to dynamic IP address.
Reconnect Mods : @ awayson 0 OnDemand Manual Please click on System -> DDNS Setup and follow the below setting.
Idle Time : minules
MTU : 1460

DNS : ® N Default DNS Server () Specity DNS Senvar [P

MEPE Encryption : [Imors20 [CImere-12s

Primary DNS :

Sgcondary DNS :

v'IP Address : The IP address of the WAN port
v" IP Netmask : The Subnet mask of the WAN port
v" PPTP Server IP Address : The IP address of the PPTP server B Enabled: By default, it’s “Disable”. The mapping domain name won’t change when
v" User Name : Enter User Name for PPTP connection dynamic IP changes. The beauty of it is no need to remember the dynamic WAP IP
v' Password : Enter Password for PPTP connection while accessing to it.
v Reconnect Mode : B Service Provider: Select the preferred Service Provider from the drop-down list
e  Always on — A connection to Internet is always maintained. including dyndns, dhs, ods and tzo
e  On Demand — A connection to Internet is made as needed. B Hostname: Host Name that you register to Dynamic-DNS service and export.
e  Manual - Click the “Connect” button on “WAN Information” in the B User Name & Password: User Name and Password are used to login DDNS service.
Overview page to connect to the Internet.
v" Idle Time : Time to last before disconnecting PPPoE session when it is Click Save button to save your changes. Click Reboot button to activate your changes

idle. Enter preferred Idle Time in minutes. Default is “0”, indicates
disabled. When Idle time is disabled, the “Reconnect Mode” will turn out
“Always on”

v MTU : By default, it’s 1460 bytes. MTU stands for Maximum Transmission
Unit. Consult with WISP for a correct MTU setting.

v" MPPE Encryption : Microsoft Point-to-Point Encryption (MPPE) encrypts
data in Point-to-Point Protocol(PPP)-based dial-up connections or Point-
to-Point Tunneling Protocol (PPTP) virtual private network (VPN)
connections. 128-bit key (strong) and 40-bit key (standard) MPPE
encryption schemes are supported. MPPE provides data security for the
PPTP connection that is between the VPN client and the VPN server.

B DNS: Check “No Default DNS Server” or “Specify DNS Server IP” radial button as
desired to set up system DNS.
= Primary : The IP address of the primary DNS server.
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Configure LAN Setup

DHCP : @ Enabia 71 Digabie

Here are the instructions for how to setup the local IP Address and Netmask.
Please click on System -> LAN and follow the below setting. start P © 152.166.10.101

DME1 P 192.166.10.100
IP Address @ 1092 .18E.10.101 FLELPR
IP Helmask : 253.255.255.0 WINS P
802.1d Spanning Tree _§
TP : © Enable @& pigable ] - 55490
= DHCP : Check Enable button to activate this function or Disable to deactivate
DHCP : @ =napiz ) Disable this service.
R | L03-166.10.101 = Start IP / End IP: Specify the range of IP addresses to be used by the DHCP
B -|152.185.10.254 server when assigning IP address to clients. The default range IP address is
DNE1IP : 182.186.10.100 192.168.2.10 to 192.168.2.70, the netmask is 255.255.255.0
DHS2 1P : = DNS1IP: Enter IP address of the first DNS server; this field is required.
WINS P = DNS2 IP: Enter IP address of the second DNS server; this is optional.
Fmmeds] - = WINS IP: Enter IP address of the Windows Internet Name Service (WINS)
I o server; this is optional.
= Domain : Enter the domain name for this network.
"Save | = Lease Time: The IP addresses given out by the DHCP server will only be valid
for the duration specified by the lease time. Increasing the time ensure client
B LANIP: The administrator can manually setup the LAN IP address. operation without interruptions, but could introduce potential conflicts.
= IP Address : The IP address of the LAN port; default IP address is Lowering the lease time will avoid potential address conflicts, but might cause
192.168.2.254 more interruptions to the client while it will acquire new IP addresses from the
= IP Netmask : The Subnet mask of the LAN port; default Netmask is DHCP server. Default is 86400 seconds
255.255.255.0
B DHCP Setup : Devices connected to the system can obtain an IP address Click Save button to save your changes. Click Reboot button to activate your changes

automatically when this service is enabled.

© Copyright 2012TRENDnet. All Rights Reserved.
61



TRENDnet User’s Guide TEW-676APBO

Access Point Association
Configure Wireless General Setting

When Band Mode select in 802.11a only mode, the HT(High Throughput) Physical
Mode and 11n Configuration settings should be hidden immediately.

The administrator can change the data transmission, channel and output power settings
for the system. Please click on Wireless -> General Setup and follow the below setting.

Wireless Setup

B Operating Mode : By default, it's Mixed Mode.
= Mixed Mode : In this mode packets are transmitted with a preamble

compatible with the legacy 802.11a/g, the rest of the packet has a new format.

General Setup In this mode the receiver shall be able to decode both the Mixed Mode

packets and legacy packets.
= Green Field : In this mode high throughput packets are transmitted without a
legacy compatible part.

B Channel Bandwidth : The "Auto” MHz option is usually best. The other option is

HT Other available for special circumstances.

B Guard Interval : Using “Auto” option can increase throughput. However, it can also
increase error rate in some installations, due to increased sensitivity to radio-
frequency reflections. Select the option that works best for your installation.

HT Physical Mode B MCS : This parameter represents transmission rate. By default (Auto) the fastest

possible transmission rate will be selected. You have the option of selecting the

Band Mods :[302.11 a/n mix=d mod= ]

country : [nonE =]

Tx Power [ 10 %

HT Txstream : | 2[>]
HT Rxstream : | 2[+]

Operating Mods © 9 Mixsd Mode D Graen Fizld
i speed if necessary. (Refer to Appendix C. MCS Data Rate)
Channel Banawiadn : 20 @ 20040 X . . ;
] B MPDU Enable : Check Enable button to activate this function, and Disable to
Guard Inferval : "_' Long @ pusg deactivate
MCS : [Auta [x] B A-MPDU : A-MPDU (Aggregated Mac Protocol Data Unit) allows the transmissions
EEE M“";‘;;;:  Dasanie & Ename of multiple Ethernet frames to a single location as burst of up to 64kbytes This is
= o performed on the hardware itself. Select “Manual” to set “MPDU Density”
A-MSDU : @ Cisable ) Enable ) . ) .
] B MPDU Density : Minimum separation of MPDUs in an A-MPDU.
Auto Block ACK : T Dizabk @ Epabie
Decling BA Request : '@ Dizabie 71 Enabie 0 1 2 3 4 5 6 7

No Restriction apus |Yapus [1ps |2us [4ps [8us |16 s

B Band Mode : Select an appropriate wireless band; bands available are 801.11a or B A-MSDU : Aggregated Mac Service Data Unit, A-MSDU. Select Enable to allows
802.11a/n mixed mode. aggregation for multiple MSDUs in one MPDU. Default is disabled.

B Transmit Rate Control : Select the desired rate from the drop-down list; the options
are auto or ranging from 6 to 54 Mbps for 802.11a Click Save button to save your changes. Click Reboot button to activate your changes.

B Tx Power : You can adjust the output power of the system to get the appropriate
coverage for your wireless network. Specify digit number between 1 to 100 (the
unit is %) for your environment. If you are not sure of which setting to choose, then
keep the default setting, 100%.

© Copyright 2012TRENDnet. All Rights Reserved.
62



TRENDnet User’s Guide

TEW-676APBO

Wireless Advanced Setup

To achieve optimal wireless performance, it is necessary to tweak advance setting per
requirements properly, not necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings
for the system. Please click on Wireless -> Advanced Setup and follow the below setting.

el il - & Eron =2t
Ears ol Fima ]
alm T i
Bapcsn rrisriw y
T e ~a
Frag—aed Torashiodd
T4 TS 44, de |
inor] Preprpis @ ra0a =
Tu el ¥ Eranes s
Pad_sggregein ¥ £oace ez
L @ Sasta
e

B Short Slot : By default, it’s “Enable” for educing the slot time from the standard 20
microseconds to the 9 microsecond short slot time

Slot time is the amount of time a device waits after a collision before retransmitting
a packet. Reducing the slot time decreases the overall back-off, which increases
throughput. Back-off, which is a multiple of the slot time, is the random length of
time a station waits before sending a packet on the LAN. For a sender and receiver
own right of the channel the shorter slot time help manage shorter wait time to re-
transmit from collision because of hidden wireless clients or other causes. When
collision sources can be removed sooner and other senders attempting to send are
listening the channel(CSMA/CA) the owner of the channel should continue
ownership and finish their transmission and release the channel. Then, following
ownership of the channel will be sooner for the new pair due to shorter slot time.
However, when long duration of existing collision sources and shorter slot time exist
the owners might experience subsequent collisions. When adjustment to longer
slot time can’t improve performance then RTS/CTS could supplement and help
improve performance.

Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond.
The default value is 9 microsecond.

ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond.
The default value is 32 microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by
receiving radio. The transmitter will resend the original packet if correspondent ACK
failed to arrive within specific time interval, also refer to as “ACK Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links
may vary in different deployment. ACK Timeout makes significant influence in
performance of long distance radio link. If ACK Timeout is set too short, transmitter
will start to “Resend” packet before ACK is received, and throughputs become low
due to excessively high re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of
average environment. The Timeout value is calculated based on round-trip time of
packet with a little tolerance, So, if experiencing re-transmissions or poor
performance the ACK Timeout could be made longer to accommodate.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of
millisecond. The default value is 100 msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte
frame, called “Beacon”. Beacon is broadcast to all the stations, provides the basic
information of AP such as SSID, channel, encryption keys, signal strength, time
stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may
proceed next actions if the information from AP matches the requirement. Beacon
is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and
associated overhead, but that will likely delay the association and roaming process
because stations scanning for available access points may miss the beacons. You
can decrease the beacon interval, which increases the rate of beacons. This will
make the association and roaming process very responsive; however, the network
will incur additional overhead and throughput will go down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.
DTIM is defined as Delivery Traffic Indication Message. It is used to notify the
wireless stations, which support power saving mode, when to wake up to receive

multicast frame. DTIM is necessary and critical in wireless environment as a
mechanism to fulfill power-saving synchronization.
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A DTIM interval is a count of the number of beacon frames that must occur before
the access point sends the buffered multicast frames. For instance, if DTIM Interval
is set to 3, then the Wi-Fi clients will expect to receive a multicast frame after
receiving three Beacon frame. The higher DTIM interval will help power saving and
possibly decrease wireless throughput in multicast applications.

Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte.
The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential
fragment number and re-assemble in the receiving ends. The purpose is to make a
short frame, instead of long frame, transmitting by radio in a heavy noisy
environment. Because of sending smaller frames, corruptions are much less likely
to occur. The pros is obvious, the cons is the overhead for transmission. So, in a
clean environment, higher fragment threshold can be an option to increase
throughput.

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-
length. Only when the frame size is over the Threshold, fragmentation will take
place automatically.

RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347
byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible

Queue | Transmitted Priority

Data
Description
Clients to AP

AC_BK | Background. Low

High throughput. Bulk data that requires
maximum throughput and is not time-sensitive
is sent to this queue (FTP data, for example).

AC_BE Best Effort Medium

Medium throughput and delay. Most traditional
IP data is sent to this queue

AC_VI Video High

Minimum delay. Time-sensitive video data is
automatically sent to this queue

AC VO Voice High

Time-sensitive data like VolP and streaming
media are automatically sent to this queue

collisions due to hidden wireless clients. RTS in AP will be enabled automatically if
the packet size is larger than the Threshold value. By default, RTS is disabled in a
normal environment supports non-jumbo frames.

Short Preamble : By default, it’s “Enable”. To Disable is to use Long 128-bit

Preamble Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The
short preamble provides 72-bit Synchronization field to improve WLAN
transmission efficiency with less overhead.

Tx Burst : By default, it’s “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection
and RTS/CTS for each packet. TX Burst have better throughput but cause interference
with other APs in channel.

Pkt_Aggregate : By default, it's “Enable”

Increase efficiency by aggregating multiple packets of application data into a single
transmission frame. In this way, 802.11n networks can send multiple data packets
with the fixed overhead cost of just a single frame.

WMM : By default, it's “Disable”. To Enable is to use WMM and the WMM
parameters should appears.

WMM Parameters of Access Point

Alfen CWMIn CWhax Txop ACM AckPallcy
AC_BE 3 15[=] 63 ] 0 | |
AC_BK 7 15[=] 1023 [x] ] | |
AC_WI 1 7=l 15[=] 52 | |
AC_\O 1 i[=] 7[=] 47 | |
Altsn CWMIn CWMax Txop ACM
AC_BE 3 15[ 1023 ] i ]
AT_BX 7 15[ 1023 i O
AW ] 7[x] 15[x] 34 O
AC_NVO 2 3[x] 7[=] 47 O

WMM Parameters of Access Point : This affects traffic flowing from the access
point to the client station

Configuring QoS options consists of setting parameters on existing queues for
different types of wireless traffic. You can configure different minimum and
maximum wait times for the transmission of packets in each queue based on
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the requirements of the media being sent. Queues automatically provide
minimum transmission delay for Voice, Video, multimedia, and mission critical
applications, and rely on best-effort parameters for traditional IP data.

As an Example, time-sensitive Voice & Video, and multimedia are given
effectively higher priority for transmission (lower wait times for channel
access), while other applications and traditional IP data which are less time-
sensitive but often more data-intensive are expected to tolerate longer wait
times.

v" Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

v CWmin : Minimum Contention Window. This parameter is input to the
algorithm that determines the initial random backoff wait time
("window") for retry of a transmission. The value specified here in the
Minimum Contention Window is the upper limit (in milliseconds) of a
range from which the initial random backoff wait time is determined.

v" CWmax : Maximum Contention Window. The value specified here in the
Maximum Contention Window is the upper limit (in milliseconds) for the
doubling of the random backoff value. This doubling continues until either
the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries
will continue until a maximum number of retries allowed is reached. Valid
values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The
value for "cwmax" must be higher than the value for "cwmin".

v' Txop : Transmission Opportunity is an interval of time when a WME AP
has the right to initiate transmissions onto the wireless medium (WM).
This value specifies (in milliseconds) the Transmission Opportunity (TXOP)
for AP; that is, the interval of time when the WMM AP has the right to
initiate transmissions on the wireless network.

v ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and
AC_VO. When you do not click Checkbox, it means that the ACM is
controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

v" AckPolicy : Acknowledgment Policy, WMM defines two ACK policies:
Normal ACK and No ACK. Click “Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does
not acknowledge received packets during wireless packet exchange. This
policy is suitable in the environment where communication quality is fine
and interference is weak. While the No ACK policy helps improve

transmission efficiency, it can cause increased packet loss when
communication quality deteriorates. This is because when this policy is
used, a sender does not retransmit packets that have not been received
by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each
received unicast packet.

= WMM Parameters of Station : This affects traffic flowing from the client
station to the access point.

v

v

Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the
algorithm that determines the initial random backoff wait time
("window") for retry of a transmission. The value specified here in the
Minimum Contention Window is the upper limit (in milliseconds) of a
range from which the initial random backoff wait time is determined.
CWmax : Maximum Contention Window. The value specified here in the
Maximum Contention Window is the upper limit (in milliseconds) for the
doubling of the random backoff value. This doubling continues until either
the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries
will continue until a maximum number of retries allowed is reached. Valid
values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The
value for "cwmax" must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP
has the right to initiate transmissions onto the wireless medium (WM).
This value specifies (in milliseconds) the Transmission Opportunity (Txop)
for AP; that is, the interval of time when the WMM AP has the right to
initiate transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and
AC_VO. When you do not click Checkbox, it means that the ACM is
controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

Change these settings as described here and click Save button to save your changes.
Click Reboot button to activate your changes. The items in this page are for AP's RF
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advanced settings and will be applied to Repeater AP.

Site Survey

Use this tool to scan and locate WISP Access Points and select one to associate with.

Please click on Wireless -> Site Survey. Below depicts an example for site survey.

Station Site Survey

Hetwork

E3 3D MAC Addrees  Signal Channsl Security Band Type Zalact
TREMDnet®32_5GHz 00014:d1:9073:34  100% 3B NONE 11ain  Infrastruciure  Ssiect
TREMDnet®82_5GHz 00ci4:idiScfoodd  100% 40 NONE 11ain Infrastruciure 2=

brian582grs0 DO:14:01:9pcasiDE 1% 44 WRAIPSKWRAZPSKTKIFAES 11ain Infrasiruciure  Ssleci

ESSID : Available Extend Service Set ID of surrounding Access Points.
MAC Address : MAC addresses of surrounding Access Points.

Signal : Received signal strength of all found Access Points.

Channel : Channel numbers used by all found Access Points.

Security : Security type by all found Access Points.

Band : Wireless band used by all found Access Points.

Network Type : Network type used by all found Access Points.

Select : Click “Select” to configure settings and associate with chosen AP.

Create Wireless Profile

The administrator can configure station profiles via this page.
Please click on Wireless -> Wireless Profile and follow the below setting.

Station Profile

System Configuration

MAC Address - 00:11:A3:07:03:45

Profile Nams :
ES3ID :
Lock to AP MAC {Optionar)

channeli Frequency : | 35 [(5180MHz) [w]

Security Policy
Sacurity Typs : [ HONE [=]
Active # Profile Mame ESSID MAC Addrese  Channsl Securty Type Delsts Edit
) 1 AP_Profizd  TREMDnetS7E 24 NONE Deiete  Edit

Eonnee]

MAC Address : The MAC address of the Wireless Station is displayed here.

Profile Name : Set different profiles for quick connection uses.

ESSID : Assign Service Set ID for the wireless system.

Lock to AP MAC : This allows the station to always maintain connection to a

particular AP with a specific MAC address. This is useful as sometimes there can be

few identically named SSID's (AP's) with different MAC addresses. With AP lock on,

the station will lock to MAC address and not roam between several Access Points

with the same ESSID.

Channel/Frequency : Select the desired channel range.

Security Type : Select the desired security type from the drop-down list; the

options are “NONE” “OPEN”, “SHARED”, “WPA-PSK” and “WPA2-PSK".

= OPEN / SHARED : OPEN and SHARED require the user to set a WEP key to
exchange data.
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Key Index ;| 1] aclive £ Frofile Hame ESSID MAC Address  Channel Security Type Delsts Edit
WER Key 1 - @ 1 AP_Froflsl  TRENDnetSTs 4 NONE  Delstz Em
ey =
WEP Kay 3
h S Click “’Edit” an exist profile on the Profile List. The field of System
Key Length Hex ASCII Configuration and Security Policy will display profile's content. Edit profile's

content and then click “Save” button to save the profile.

64-bit 10 characters 5 characters Click “Delete” to remove profile.

vV

Click and Select a profile from list, then click the “Connect” button to
connecting to the wireless network with the profile setting. After clicking

128-bit 26 characters 13 characters

“Connect” button, the system should be jump to Remote AP Page, you can

v" KeylIndex: key index is used to designate the WEP key during data verify connecting status on Remote AP Page

transmission. 4 different WEP keys can be entered at the same time, but
only one is chosen.
v" WEP Key # : Enter HEX or ASCII format WEP key value; the system
supports up to 4 sets of WEP keys.
=  WPA-PSK (or WPA2-PSK) : WPA (or WPA2) Algorithms, allows the system
accessing the network by using the WPA-PSK protected access.

Change these settings as described here and click Save button to save your changes.
Click Reboot button to activate your changes

Clpher Sults : | 2E= [w]

Pre-ahared Key :

v' Cipher Suite : Select the desired cipher suite from the drop-down list; the
options are AES and TKIP

v" Pre-shared Key : Enter the information for pre-shared key; the key can be
either entered as a 256-bit secret in 64 HEX digits format, or 8 to 63 ASCII
characters.

m  Profile List : The user can manage the created profiles for home, work or public
areas. Below depict an example for Profile List
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Wireless LAN Network Creation archived and setting of AP's clients could make to associate to it.
The network manager can conﬁgure related Wireless Settingsl Repeater AP Setup’ | Maximum Clients : The default value is 32. You can enter the number of wireless
Security Settings, and MAC Filter Settings. clients that can associate to a particular SSID. When the number of client is set to 5,
only 5 clients at most are allowed to connect to this Repeater AP.
B Security Type : Select the desired security type from the drop-down list; the
Repeater AP Setu
P P options are Disable, WEP, WPA-PSK, WPA2-PSK, WPA-Enterprise, WPA2-Enterprise
Administrators can configure ESSID, SSID broadcasting, Maximum number of client and WEP 802.1X.
associations, security type settings and MAC Filter settings. = Disable : Data are unencrypted during transmission when this option is

Repeater AP Setup selected.

= WEP : Wired Equivalent Privacy(WEP) is a data encryption mechanism based
on a 64-bit or 128-bit shared key.
Enabla Repaater 2P © ‘& =rania 1 DIBatie
— - Key Length Hex ASCII
ESSID : TRENDnet&E7E_Repeater
cuient isolafion : *: Enabie % Disatie 64-bit 10 characters 5 characters
Hidden 58I : ' Enania @ Disatie |
128-bit 26 characters 13 characters
Maximum Clients : 32
sacurity Typa | Disabls [=] WEP
Actlon : | Disahls [=] WEP Key 1 :
WEP Kay 2 :
E WEP Kay 3 :
WEP Hey 4 :
B Enable Repeater AP : By default, it’s “Enable” for repeater AP. Select “Enable” to
activate Repeater AP or click “Disable” to deactivate this function V' Authentication Method : Enable the desire option among OPEN, SHARED
B ESSID : Extended Service Set ID, When clients are browsing for available wireless or WEPAUTO.
networks, this is the SSID that will appear in the list. ESSID will determine the v' KeyIndex: key index is used to designate the WEP key during data
service type available to AP's clients associated with the specified AP. transmission. 4 different WEP keys can be entered at the same time, but
B Client Isolation : By default, it’s “Disable”. only one is chosen.

v" WEP Key # : Enter HEX or ASCII format WEP key value; the system

Select “Enable”, all clients will be isolated from each other, which means they can’t
supports up to 4 sets of WEP keys.

reach each other.

®  Hidden SSID : By default, it’s “Disable”.
Enable this option to stop the SSID broadcast in your network. When disabled,
people could easily obtain the SSID information with the site survey software and

get access to the network if security is not turned on. When enabled, network
security is enhanced. It’s suggested to enable it after AP security settings are
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= WPA-PSK (or WPA2-PSK) : WPA (or WPA2) Algorithms, allows the system
accessing the network by using the WPA-PSK protected access.

Cipher Sulte : [2E5 [w]

Fra-ahared Key

v' Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites
v" Pre-shared Key : Enter the pre-shared key; the format shall go with the
selected key type.

v" Group Key Update Period : By default, it is 3600 seconds. This time
interval for rekeying GTK, broadcast/multicast encryption keys, in
seconds. Entering the time-length is required.

= WPA-Enterprise (or WPA2-Enterprise): The RADIUS authentication and
encryption will be both enabled if this is selected.

WPA General
Clpher Sults : [2E5 [+]

Group Key Update Perlod © 3800  seconds
PMK Cache Perlod @ 10 minute

Pre-Autnantication : @ Cizapes ! Enatee

Authentication RADIUS Server

Authentication Servar

Port : 1E12
Shared Sacret :

Sassion Timeaut : O

MAC Filter

Action : | Disabie [=]

v WPA General Settings :
e  Cipher Suite : By default, it is AES. Select either AES or TKIP cipher
suites
e  Group Key Update Period : By default, it’s 3600 seconds. This time

interval for rekeying GTK, broadcast/multicast encryption keys, in
seconds. Entering the time-length is required.

e  PMK Cache Period : By default, it's 10 minutes. Set WPA2 PMKID
cache timeout period, after time out, the cached key will be deleted.

. Pre-Authentication : By default, it's “Disable”. To Enable is use to
speed up roaming before pre-authenticating IEEE 802.1X/EAP part of
the full RSN authentication and key handshake before actually
associating with a new AP.

v' Radius Server Settings :

e IP Address : Enter the IP address of the Authentication RADIUS
server.

e  Port: By default, it’s 1812. The port number used to communicate
with RADIUS server.

e  Shared secret : A secret key used between system and RADIUS
server. Supports 8 to 64 characters.

e  Session Timeout : The Session timeout is in the range of 0~60
seconds. The default is 0 to disable re-authenticate service.
Amount of time before a client will be required to re-authenticate.

= WEP 802.1X : When WEP 802.1x Authentication is enabled, please refer to the
following Dynamic WEP and RADIUS settings to complete configuration.

302.1x WEP

Dynamic WEP : Snabiz

Authentication RADIUS Server

Authentication Server

Port : 1812
Shared Sacret

Seaslon Timeout : 0

v" Radius Server Settings :
. IP Address : Enter the IP address of the Authentication RADIUS
server.
e  Port: By default, it’s 1812. The port number used to communicate
with RADIUS server.
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e  Shared secret : A secret key used between system and RADIUS
server. Supports 8 to 64 characters.

e  Session Timeout : The Session timeout is in the range of 0~60
seconds. The default is 0 to disable re-authenticate service.
Amount of time before a client will be required to re-authenticate.

Change these settings as described here and click Save button to save your changes.
Click Reboot button to activate your changes

Wireless MAC Filter Setup

Continue 6.3.1 Repeater AP Setup section, the administrator can allow or reject clients
to access Repeater AP.

MAC Filter
action - [T ]
Add a station MAC E

Enabie Disabie

e
E

Remove

B MAC Filter Setup : By default, it’s “Disable”. Options are Disable, Only Deny List
MAC or Only Allow List MAC.
Two ways to set MAC filter rules :
= Only Allow List MAC.
The wireless clients in the “Enable” list will be allowed to access the Access Point;
All others or clients in the “Disable” list will be denied.

= Only Deny List MAC.

The wireless clients in the “Enable” list will be denied to access the Access Point; All
others or clients in the “Disable” list will be allowed.

B Add a station MAC : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add”
button, then the MAC address should display in the “Enable” List.

There are a maximum of 20 clients allowed in this “Enable” List. The MAC addresses of
the wireless clients can be added and removed to the list using the Add and Remove
buttons.

Click Reboot button to activate your changes

Access Control List
IP Filter Setup

Allows to create deny or allow rules to filter ingress or egress packets from specific
source and/or to destination IP address on wired (LAN) or Wireless (WAN) ports. Filter
rules could be used to filter unicast or multicast packets on different protocols as shown
in the IP Filter Setup. Important to note that IP filter rules has precedence over Virtual
server rules.

Please click on Advance -> IP Filter Setup and follow the below setting.

IP Filter Setup

Sourcs AddrasaiMank :

Source Port
Destinafion AddresaiMaek
Destination Port :
nfout : ' in @ gut
Protocel ; % ToR .. UDp . ICMP

Listen : 7 ves @ g
Action : @ pany T pags

Interfaca @ . LAN ZOWAN % Botn

"Save[aesm

Source Address/Mask Port
Ini Out Protocol Lletsm  Action  Interface Delste Edit

Deetination AddresaiMask  Port

Ko IP Rule In the List!
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B Source Address/Mask : Enter desired source IP address and netmask; i.e.
192.168.2.10/32.

B Source Port : Enter a port or a range of ports as start:end; i.e. port 20:80

Destination Address/Mask : Enter desired destination IP address and netmask; i.e.

192.168.1.10/32

Destination Port : Enter a port or a range of ports as start:end; i.e. port 20:80

In/Out : Applies to Ingress or egress packets

Protocol : Supports TCP, UDP or ICMP.

Listen : Click Yes radial button to match TCP packets only with the SYN flag.

Active : Deny to drop and Pass to allow per filter rules

Interface : The interface that a filter rule applies

Click “Save” button to add IP filter rule. Total of 20 rules maximum allowed in the IP
Filter List. All rules can be edited or removed from the List. Click Reboot button to
activate your changes.

When you create rules in the IP Filter List, the prior rules maintain higher priority. To
allow limited access from a subnet to a destination network manager needs to create
allow rules first and followed by deny rules. So, if you just want one IP address to access
the system via telnet from your subnet, not others, the Example 1 demonstrates it, not
rules in the Example 2.

= Example 1: Create a higher priority rule to allow IP address 192.168.2.2 Telnet
access from LAN port first, and deny Telnet access from remaining IP addresses
in the same subnet.

= Example 2 : All Telnet access to the system from the IP addresses of subnet
192.168.2.x works with the rule 1 of Example 2. The rule 2 won’t
= make any difference.

MAC Filter Setup

Allows to create MAC filter rules to allow or deny unicast or multicast packets from
limited number of MAC addresses. Important to note that MAC filter rules have
precedence over IP Filter rules.

Please click on Advance -> MAC Filter Setup and follow the below setting.

MAC Filter Setup

MAC Rules

—
Actlon : | Disabl=d B3] Save

MAC Addrass ﬁ
MAC Filter List

£ MAC Address Dalats # MAC Addrass Dalata

Mo MAC Rule In the List!

B MAC Filter Rule : By default, it’s “Disable”. Options are Disabled, Only Deny List
MAC or Only Allow List MAC. Click Save button to save your change.

Two ways to set the MAC Filter List:
= Only Allow List MAC.

The wireless clients in the MAC Filter List will be allowed to access to Access Point;
All others will be denied.

= Only Deny List MAC.

The wireless clients in the MAC Filter List will be denied to access to Access Point;
All others will be allowed.

Source Destination
Rule In/ . . .
IP/Mask IP/Mask Port | o Protocol | Listen | Action | Side
1 192'1628'2'2/3 192.168.2.254/32 | 22 In TCP n Pass LAN

Source Destination
Rule In/ . . .
IP/Mask IP/Mask Port | out Prot. | Listen | Action | Side
1 192.168.10.0/ | 192.168.10.254/3 P In Tcp N Deny | LAN
24 2
) 192.168.10.2/ | 192.168.10.254/3 2 In TCp N pass LAN

32 2

192.168.2.0/2

4 192.168.2.254/32 | 22 In TCP n Deny | LAN
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B MAC Address : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button,

Parental Control

then the MAC address should display in the MAC Filter List. _
There are a maximum of 20 clients allowed in this MAC Filter List. The MAC addresses of ~§
the wireless clients can be added and removed to the list using the Add and Delete e Ra
buttons.
Click Reboot button to activate your changes
Parental Control Setup
Parental Control allows you to block or allow specific kinds of Internet usage and traffic, _emeve
Local IP :
such as Internet access, designated services, and websites.
Destination 1P :
N Pratocol - |any [+
// Local Port :
7 1 *--- ___X__' % Dastination Part :
! 1:«}‘“ ’K«Q‘M : @ Ena @ Digatie
\ 44}"‘ ((( W ))) : \ - Active : (' Enabia @ Digabl
| e e Cear
Main  WIFI WAN | Commant
| # Active Daleta Ealt
Ruls
: Na Rule In the List!
I- o

B Rules : control can be managed by a rule. Use the settings on this screen to

establish an access policy.

= Comment : Enter a descriptive name for this rule for identifying purposes.

= MAC Address : Enter MAC address in valid MAC address
format(xx:xx:xx:xx:xx:xx) and click “Add” button to add in the MAC group of
each rule. Click “Remove” button can remove MAC address in the group of
each rule. There are 10 MAC address maximum allowed in each rule.

= Local / Destination IP : Specify local(LAN)/ destination IP addresses range
required for this rule. If you specify local IP addresses range from 192.168.1.1
t0 192.168.2.254. The matches a range of local IP addresses include every
single IP address from the first to the last, so the example above includes
everything from 192.168.1.1 to 192.168.2.254.

= Protocol : Select Any or specify protocol(TCP, UDP, ICMP, URL Blocking and
Application) from drop-down list. When you select ICMP or Layer 7

Please click on Advance -> Parental Control and follow the below setting.
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Application , the Local(LAN)/ Destination Port can not used. QOS Setup
If you want to block websites with specific URL address or using specific
keywords, enter each URL or keyworks in the “URL Blocking” field and click Quality of Service (QoS) refers to both a network's ability to deliver data with minimum
“Add” button to add in the URL Blocking list of each rule. Click “Remove” delay, and the networking methods used to control the use of bandwidth. Without QoS,
button can remove URL or keywords. all traffic data is equally likely to be dropped when the network is congested. This can
Pratocol - [UAL Elzcking ] cause a reduction in network performance and make the network inadequate for time-
URL Biocking | "Add | critical application such as video-on-demand.

A classifier groups traffic into data flows according to specific criteria such as the source
address, destination address, source port number, destination port number or incoming
port number. For example, you can configure a classifier to select traffic from the same
protocol port (such as FTP) to form a flow.

Actlve . " Enabke % Disable .

= Local Port : Specify local port(LAN port) range required for this rule

= Destination Port : Specify destination port range required for this rule

= Active : Check Enable button to activate this rule, and Disable to deactivate.
Click “Add” button to add control rule to List. There are 10 rules maximum allowed in
this Control List. All rules can be removed or edited on the List. Click Reboot button to
activate your changes.

Download: 1024K

Download: 2048K

WAN
192.168.1.x

LAN
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B Rules : Use the rules to define the classifiers. After you define the rules, you can
2 S\ uinlniaininie specify action to act upon the traffic that matches the rules
(((( ! y )))) ?g;\'&bps ‘ C - = Comment : Enter a descriptive name for this rule for identifying purposes.
l 7 «-- p: 12Kbps 2 MAC Address : Enter MAC address in valid MAC address
| ! N format(xx:xx:xx:xx:xx:xx) and click “Add” button to add in the MAC group of
Main WIEI WAN LAN : Down: each rule. Click “Remove” button can remove MAC address in the group of
, 2048Kbps each rule. There are 10 MAC address maximum allowed in each rule.
: Up:1024Kbp = Local / Destination IP : Specify local(LAN)/ destination IP addresses range

required for this rule. If you specify local IP addresses range from 192.168.1.1
t0 192.168.2.254. The matches a range of local IP addresses include every
single IP address from the first to the last, so the example above includes
everything from 192.168.1.1 to 192.168.2.254.

= DSCP Class : Differentiated services code point, DSCP. Select Any or specify

Please click on Advance -> QoS and follow the below setting. classify traffic from drop-down list.

The Per-Hop Behavior (PHB) is indicated by encoding a 6-bit value—called the

Differentiated ~ Services Code Point (DSCP)—into the 8-bit Differentiated

Services (DS) field of the IP packet header. Below depicts class for DSCP.

comment v' BE: Default PHB, which is typically best-effort traffic
- = v' EF: Expedited Forwarding PHB, dedicated to low-loss, low-latency traffic
v' AF: Assured Forwarding PHB, which gives assurance of delivery under
conditions. The AF behavior group defines four separate AF classes.
Within each class, packets are given a drop precedence (high, medium or
low). The combination of classes and drop precedence yields twelve
Locatie . separate DSCP encodings from AF11 through
Dastination 1P - v AF43
DSCP Class - Ary [¥]
— e DROP Precedence Class1 | Class2 | Class3 | Class4
e Low Drop AF11 AF21 AF31 AF41
Remark DSCP o Remark_[7] Medium Drop AF12 AF22 AF32 AF42
Bandwidth - - Enablz 8 Dieablz
uplosa s High Drop AF13 AF23 AF33 AF43
["SsveT eS|
. Comment Remark D ECE Bandwidin{D) . -
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Destination Remark | Bandwidth

Rule Source IP P DSCP Protocol DSCP (Up/Down)

1 192.168.2.10 ANY FTP NO 1024/8196
2 ANY ANY NO 512/512

= Protocol : Select Any or specify protocol from drop-down list. When you select
ICMP or Layer 7 Application , the Source/ Destination Port cannot be used.

= Local Port : Specify local port(LAN port) range required for this rule

= Destination Port : Specify destination port range required for this rule

B Action : After configuring rule, a policy rule ensures that a traffic flow gets the
requested treatment in the network.

Destination Remark | Bandwidth

Rule Source IP P DSCP Protocol DSCP (Up/Down)
1 ANY ANY NO 512/512

2 192.168.2.10 ANY FTP NO 1024/8196

= Remark DSCP : Specify a new DSCP class, if you want to replace or remark the
DScCP

= Bandwidth : Click “Enable” to activate function, and click “Disable” to
deactivate function

= Upload / Download : Specify the bandwidth in kilobit per second (Kbps). Enter
a number between 8 to 8192, default upload is 128 Kbps, download is 1024
Kbps.

Click “Add” button to add QoS rule to List. There are 10 rules maximum allowed in this
QoS List. All rules can be removed or edited on the List. Click Reboot button to activate
your changes.

When you create rules on the QoS List, the previous rules have higher priority. . Below
depict the examples for explaining priority of QoS setup.
» Example 1 : On this setting, the FTP has 1024 Kbps upload and 8196 Kbps
download on 192.168.2.10. The remaining IP address and other remaining
protocol of IP address 192.168.2.10 only can use total bandwidth 512 Kbps

bandwidth. Because rule 1's priority is higher than rule 2
» Example 2 : On this setting, the FTP has 512 Kbps upload and 512 Kbps
download on 192.168.2.10 Because rule 1's priority is higher than rule 2

Resource Sharing
DMz

DMZ is commonly work with the NAT functionality as an alternative of Virtual
Server(Port Forwarding) while wanting all ports of DMZ host visible to Internet users.
Virtual Server rules have precedence over the DMZ rule. In order to use a range of ports
available to access to different internal hosts Virtual Server rules are needed.

P

Please click on Advance -> DMZ and follow the below setting.
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DMZ : 7 Enabla ¥ Digabile

IP Addreas :

B DMZ: By default, it’s “Disable”. Check Enable radial button to enable DMZ.
B |P Address : Enter IP address of DMZ host and only one DMZ host is supported.

Click Save button to save your changes. Click Reboot button to activate your changes.

Virtual Server (Port Forwarding)

“Virtual Server” can also referred to as “Port Forward” as well and used interchangeably.
Resources in the network can be exposed to the Internet users in a controlled manner
including on-line gaming, video conferencing or others via Virtual Server setup. Don’t
repeat ports’ usage to avoid confusion.

Suppose you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the
example), and port 80 to another (B in the example). You assign the LAN IP addresses
and the ISP assigns the WAN IP address. The NAT network appears as a single host on
the Internet.

NI

SSKID: SSKIN' Reneater

Main WIFI WAN LAN
Base

Please click on Advance -> Virtual Server and follow the below setting.

Virtual Server Setup

Virtual Server

Virtual Server : @ Snabiz 21 Digatie

Description :

Privats P :
Protocal Type @ ToP Ciypp

Private Port :

Public Port :

Virtual Server List

# Status  Descriptom  Protocol  Private|P  Publlc Port  Privats Port  Delsts  Edit

Na Rule In the List!

B Virtual Server : By Default, It’s “Disable”. Check Enable radial button to enable
Virtual Server.

B Description : Enter appropriate message for resource sharing via Virtual Server.

B Private IP : Enter corresponding IP address of internal resource to share.

B Protocol Type : Select appropriate sessions, TCP or UDP, from shared host via
multiple private ports.

B Private Port : A port or a range of ports may be specified as start:end; i.e. port

20:80

Public Port : A port or a range of ports may be specified as start:end; i.e. port 20:80

Click “Add” button to add Virtual Server rule to List. Total of maximum 20 rules are
allowed in this List. All rules can be edited or removed from the List. Click Reboot button
to activate your changes.

While creating multiple Virtual Server rules, the prior rules have higher priority. The
Virtual server rules have precedence over the DMZ one while both rules exist. Example 1
and 2 demonstrate proper usage of DMZ and Virtual Server rules.

B Example 1 : All connections should be redirected to 192.168.2.12 while DMZ is
enabled. Since Virtual Server rules have precedence over the DMZ rule all
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connections to TCP port 22 will be directed to TCP port 22 of 192.168.2.10 and
remaining connections to port TCP 20~80 will be redirected to port TCP 20~80 of
192.168.2.11

System Status

This section breaks down into subsections of System Overview, Associated Clients
Status, Remote AP, Extra Information and Event Log.

DMZ Enabled : 192.168.2.12 Overview
Rul Prot | Private IP Private Port Public Port
ule rotoco rivate rivate For ublic Por Detailed information on System, WAN Information, LAN Information, Wireless
1 TCP 192.168.2.10 22 22 Information and DHCP Server Status can be reviewed via this page.
5 Tep 192.168.2.11 20:80 50:80 B System : Display the information of the system.

Host Hame - TEW-ETEARSO

B Example 2 : All connections should be redirected to 192.168.2.12 while DMZ is
enabled. Since Virtual Server rules have precedence over the DMZ rule all other
connections to TCP port 20~80 will be redirected to port 20~80 of 192.168.2.11.
The rule 2 won’t take effect.

Oparating Mode - CRE + &7 Mode

Lacation

Daecription - Wirslees Sutdoor PoE Access Palnt

Firmwars Veralon - Cen-CRE-NSHIR VD15
DMZ Enabled : 192.168.2.12 Firmwars Date - 2010-12-16 025211
Rule | Protocol Private IP Private Port Public Port Dewice Thme - 000-01-01 04536
1 TCP 192.168.2.11 20:80 20:80 syatem Up Time - 4332
2 TCP 192.168.2.10 22 22

System Name : The name of the system.

Operating Mode : The mode currently in service.

Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

System Up Time : The time period that system has been in service since last
reboot.

L2 20 0 N

B WAN Information : Display the information of the WAN interface.

© Copyright 2012TRENDnet. All Rights Reserved.
77



TRENDnet User’s Guide TEW-676APBO

WAN Information B LAN Information : Display total received and transmitted statistics on the LAN
Mode wamwmﬁ interface.
IF Address MAC Address - 00:11-AZ07:02:47
P Hetmask IP Address - 192.165.10.101
IF Gataway IP Hetmask - 255 755 255.0
T Recelve Bytss - 3724
Sscondary DNE Ascalve Packets - 30

Tranzmit Bytas - 11157
The WAN port specified Dynamic IP, the Release and Renew button will be show-

up, click Release button to release IP address of WAN port, Renew button to renew
IP address through DHCP server.

WAN Information

Mode - FRFoEMode

MAC Agdrass - 00:11.A3:07.03:49

Tranamit Packeta - 31

MAC Address : The MAC address of the LAN port.

IP Address : The IP address of the LAN port.

IP Netmask : The IP netmask of the LAN port.

Receive bytes : The total received packets in bytes on the LAN port.

Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.

Transmit packets : The total transmitted packets of the LAN port.

B Wireless Information : Display the detailed receive and transmit statistics of
Wireless interface.

IP Agdress - 10.64.54.64

L2 2 2 0

WP Netmask - 255 255 255 255

IP Gateway - 10.112.112.112

Primary DS
Secondary DHE Wireless Information
AP MAC Address 001 1-AZ0T:02:45
The WAN port specified PPPoE or PPTP, and the Connect and DisConnect button Station MAC Address -00:11:A2:07:03:48
will be show up. Click “Connect” button to assigned IP address from PPPoE or PPTP Channel 44
server, “DisConnect” button to release IP address of WAN port. L [
Stetion Rate 300 Mb's
Mode : Supports Static, Dynamic, PPPoE and PPTP modes. Recelve Bytes - 123553
Reconnect Mode : The current reconnect mode of the PPPoE or PPTP. - 9a
MAC Address : The MAC address of the WAN port. .
Tranamilt Bytes - 1042
IP Address : The IP address of the WAN port. N
IP Netmask : The IP netmask of the WAN port. TrEnemtRee =

IP Gateway : The gateway IP address of the WAN port.
Primary DNS : The primary DNS server in service.
Secondary DNS : The secondary DNS server in service.

L7202 0

L0 7

AP MAC Address : The MAC address of the Repeater AP.

Station MAC Address : The MAC address of the Wireless Client Station.
Channel : The current channel on the Wireless port.

AP Rate : The current Bit Rate on the Repeater AP.
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= Station Rate : The current Bit Rate on the Wireless Client Station. Associated Clients Status
= Receive bytes :The total received packets in bytes on the Wireless port.
= Receive packets : The total received packets on the Wireless port. It displays ESSID, on/off Status, Security Type, total number of wireless clients associated
= Transmit bytes : The total transmitted packets in bytes on the Wireless port. with Repeater AP.
= Transmit packets : The total transmitted packets on the Wireless port. Wireless Clients
B DHCP Server Status : Users could retrieve DHCP server and DHCP clients’ IP/MAC AP Information
address via this field. ap ESSID MAC Anorsez  Status  Secunty Type  cClients
Fapeater AP TRENDneti7d_Repeater  00011:A3:07:03:48 on Disable i}
DHCP - Enable

Start IP - 192.168.10.101

B - 152 16010254 B AP Information : Highlights key Repeater AP information.

e 1215510100 AP : Available Repeater AP.

DNs2 1P ESSID : Display name of ESSID for Repeater AP.

WINE 1P MAC Address : Display MAC address for Repeater AP.
Damain Status : On/Off

Security Type : Display chosen security type; WEP, WPA/WPA2-PSK,
WPA/WPA2-Enterprise.
Clients : Display total number of wireless connections on Repeater AP.

Leaza Time - 25400

IP Address MAC Address Expired In

L N

nons

= IP Address : IP addresses to LAN devices by DHCP server. ®  Repeater AP Clients : Display all associated clients.

5 MAC Address : MAC addresses of LAN devices. > MAC Address : MAC address of_assouated clients _ _
>  Expired In : Shows how long the leased IP address will expire. = Signal S.trength ANTO/ANT1 Signal Strength of from e'qssouated clients.
= Bandwidth : Channel bandwidth of from associated clients
= Idle Time : Last inactive time period in seconds for a wireless connection.
= Connect Time : Total connection time period in seconds for a wireless
connection.
= Disconnect : Click “Delete” button to manually disconnect a wireless client in a
Repeater AP.
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Remote AP Extra Info
SSID, MAC address, antenna 0/1 received signal strength and channel bandwidth for Users could pull out information such as Route table, ARP table, MAC table, Bridge table
associated AP are available. or STP available in the drop-down list from system. The “Refresh” button is used to
Remote AP R retrieve latest table information.
Extra Information Refreah
Connection Information
E3SID  MAC Address Signal Strength ANTO Zignal Strength ANT1 Bandwidih Y - T Hetotok Information =
No Connectian AP!
Protocol  LiveTime Stafus ErclP SrcPort Dstip DetPort
cp az TIME_WAIT 182.1E5.10.143 45309 18216310101 =]
icp &2 TIME_WAIT 182 168100143 48597 18216510101 &0
B ESSID : Shows the current ESSID, which must be the same on the wireless client and 1cp 18 TIME_WAIT 18216810043 48884 1E21E8.10.101 &1
AP in order for communication to be established. fop 7 TME_WAIT 15218510783 42882 1sRAESAi0 B
u MAC Address . Dlsplay MAC addreSS Of associated AP icp 431530 ESTA?.ISI-ED 192.163_15_'1? 25408 18216510101 &0
icp ag TIME_WAIT 182 168100143 42301 18216510101 &0
B Signal Strength ANTO/ANT1 : Shows the wireless signal strength of the connection - . TMEWAT  1siteEiniss  dssn  tsteidint D
between system and an access point. top 12 TIME_WAIT 18218510143 48883 15218510101 &1
B BandWidth : Shows the current channel bandwidth used for communication. It 1cp 118 TIMEWAIT  1SZ1ES10.143 48905 15216810901 O
Sh0U|d be 4120” or 114011 icp 52 TIME_WAIT 182 168100143 48501 18216510101 &0
cp 57 TIME_WAIT 182.1E5.10.143 4e392 18216310101 =]
icp 77 TIME_WAIT 182168100143 4G505 18216510101 &0
cp 112 TIME_WAIT 182.1E5.10.143 42303 18216310101 =]
icp 20 TIME_WAIT 182 168100143 4E85E 18216510101 &0
cp T2 TIME_WAIT 182.1E5.10.143 45395 18216310101 =]
icp B2 TIME_WAIT 182 168100143 4ega3 18216510101 &0
cp 1 TIME_WAIT 182.1E5.10.143 45351 18216310101 =]
icp aT TIME_WAIT 182168100143 45300 18216510101 &0
icp 23 TIME_WAIT 182 168100143 4E855 18216510101 &0
cp 45 TIME_WAIT 182.1E5.10.143 45353 18216310101 =]
cp BT TIME_WAIT 182.1E5.10.143 45394 18216310101 =]
icp &7 TIME_WAIT 182168100143 4E50R 18216510101 &0
cp 114 TIME_WAIT 182.1E5.10.143 42304 18216310101 =]
icp 40 TIME_WAIT 182 168100143 4E85R 18216510101 &0
cp 104 TIME_WAIT 182.1E5.10.143 4ea02 18216310101 =]

B Netstat Information : Select “NetStatus Information” on the drop-down list, the
connection track list should show-up, the list can be updated using the Refresh
button.

NetStatus will show all connection track on the system, the information include
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Protocol, Live Time, Status , Source/Destination IP address and Port.

Route table information : Select “Route table information” on the drop-down list
to display route table.

TEW-676APBO could be used as a L2 or L3 device. It doesn’t support dynamic
routing protocols such as RIP or OSPF. Static routes to specific hosts, networks or
default gateway are set up automatically according to the IP configuration of
system's interfaces. When used as a L2 device, it could switch packets and, as L3
device, it’s capable of being a gateway to route packets inward and outward.

Route Information

Destination Gataway Hetmask Intarface
1Dz zz 0000 2535.255.255.255 oppd
192.165.10.0 0.00g 255.255.255.0 ored
0.0.00 0.00g 0o.0.0 nppd

ARP table Information : Select “ARP Table Information” on the drop-down list to
display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It
is important to have a unique IP address as final destination to switch packets to.

ARP Table Information
IF Address MAC Addraza Intarface
192.168.10.143 002620364653 bradl

Bridge table information : Select “Bridge Table information” on the drop-down list
to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and
its attached interfaces, the Bridge Port should be attached to some interfaces.

Bridge Table Information
Bridge Paort Bridgs ID ETP Enabled Intarface
bred B000.0011320702347 lal:] ath2
rad

Bridge MAC information : Select “Bridge MACs Information” on the drop-down list
to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces,
but also remember non-local MAC addresses learned from wired or wireless
interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again
or added when new MAC addresses are seen from wired or wireless interfaces as
well. When time runs out for a particular entry, it will be pruned from the table. In
that situation, switching packet to that particular MAC address will be discontinued.

Bridge MACs Information

Part MAC Address Local Ageing Timsr

LAN 00:11:33:07:03:47 =] 0.od
Repaatar-AP 00:11:33:07:03:48 yes 0.0a

LAN 00:26:24:5b046:53 ] 0.m

Bridge STP Information : Select “Bridge STP Information” on the drop-down list to
display a list of bridge STP information.

Bridge STP Information

bred

bridge Id 8000.001 133070347

deeignzed oot B000.001133070347

root port 0 path cost o
max age 20.00 bridge max ag= 0.00
halio tima 200 bridge halo ime zoa
forward delay 15.00 Briige forward delay 15.00
ageing time 300.00

halio timar 035 1cn timar o.oa
topalogy changs timar 0.0 g timar oas
fage

etnz (1)

part id 2001 itz farwarsng
geeignaied root 8000.001133070347 [patn cost 100
decignated bridge 2000.001133070347 message age timer 0.0
gsslgnated port 001 fonward gaiay tmer 0.0a
deelgnzted cost a hodd imer 0.4

fage

ral (2

part id 2002 itz farwarsng
geeignaied root 8000.001133070347 [patn cost 100
decignated bridge 2000.001133070347 message age timer 0.0
gssignated port &002 fonward gaiay tmer 0.0a
deelgnzted coet a hold imer 0.43

fage
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QoS Plot

The QoS Plot show graphs which continuously represents the current data traffic on
each QoS rule. The chart scale and throughput dimension (bps, Kbps, Mbps) changes
dynamically according to the mean throughput value. The statistics is updated
automatically every 5 seconds. The throughput statistics of QoS can be updated
manually using the Refresh button.

# Commant

Remark DSCP Bandwidth{LDjkbps

Mo Q02 Rule In the List

Event Log

The Event log displays system events when system is up and running. Also, it becomes
very useful as a troubleshooting tool when issues are experienced in system.

Time Faclity Sewerlty Megsags

‘EE‘:I{IDIEEI Zystem nfa  dnemasq141} stared, warslon 2.40 cacheslze 150

0000101 geoiem gy ONEMESG[41) complie Bme opons: na-IPvE GNU-getopt no-RTC
DOO00a na-MMUI NS C-assatle no-DBUE no-HEN TFTR

2003-01-01 . :lnsr'lasq[1-11 falad o 3ooees /etoresalv.cont: Mo such fllz ar
proppa  SYSEM WEAM  eciney

2000-01-01 .
Tz gystem  Wnfa  dnemasq[141] clearsd cacha

HOROITY mystem  info Authamiication successful for ot from 152 153 10143

B Time: The date and time when the event occurred.

B Facility : It helps users to identify source of events such “System” or “User”

B Severity : Severity level that a specific event is associated such as “info”, “error”,
“warning”, etc.

B Message : Description of the event.

Click Refresh button to renew the log, or click Clear button to clear all the record.

Client Bridge + Universal Repeater Configuration

When Client Bridge+Universal Repeater mode is activated, the system can be configured
as an Access Point and Client Station simultaneously. This section provides information
in configuring the Client Bridge+Universal Repeater mode with graphical illustrations.
TEW-676APBO provides functions as stated below where they can be configured via a
user-friendly web based interface.

Option System Wireless Utilities Status

Operating ) . System
Mode General Setup Profiles Settings Overview

LAN Advanced Setup Firmware Upgrade Clients

Functions R ter AP
Management epeater Network Utility Remote AP
Setup

Time Server Wireless Profile Reboot Extra Info
SNMP Site Survey Event Log

Client Bridge+Universal Repeater Mode Functions
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External Network Connection Configure LAN IP

Network ReqUirement Here are the instructions for how to setup the local IP Address and Netmask.
Please click on System -> LAN and follow the below setting.

It can be used as an Client Bridge or Universal Repeater to receive and repeat wireless

signal over last mile applications, helping WISPs deliver wireless broadband Internet _
service to new residential and business customers. In this mode, TEW-676APBO is Ethernet Connection Type
enabled with DHCP Server functions. The wired clients of TEW-676APBO are in the same Moda © © Static P 7 Dynamic 1P

subnet from Main Base Station and it accepts wireless connections from wireless client
devices. T

IP Address : 152.166.10.101

SSID: IF Metmagk : 253.255.255.0
Repeatgr Main AP WP Gateway : 192.158.10.1

‘1) DNS : @ o Default ONS Server (7 Specity DNS Servar |2

i Primary DNS :

Secondary DNS ©

¥ 802.1d Spanning Tree

TP : ! Enabia & Digabie

DHCP Server
DHCP : & Enatie ) Dieable

7, % StartlP : 107 166 10.101

Cﬂf’%" S Emd P : 152.166.10.254

,5;\«
\ DME1 1P : 152 165.10.100
A DMSZIP
WINSIP

O’ég% Domaln :
y

P
P
& Lease Tima : E5400

Client Bridge + Universal Repeater mode network Configuration =

B Mode : Check either “Static IP” or “Dynamic IP” button as desired to set up the
system IP of LAN port .
= Static IP : The administrator can manually setup the LAN IP address when
static IP is available/ preferred.
v"IP Address : The IP address of the LAN port; default IP address is
192.168.2.254
v" IP Netmask : The Subnet mask of the LAN port; default Netmask is
255.255.255.0
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v"  IP Gateway : The default gateway of the LAN port; default Gateway is
192.168.2.1
= Dynamic IP : This configuration type is applicable when the TEW-676APBO is
connected to a network with the presence of a DHCP server; all related IP
information will be provided by the DHCP server automatically.

Hostnams :

B Hostname : The Hostname of the LAN port

B DNS: Check either “No Default DNS Server” or “Specify DNS Server IP” button as
desired to set up the system DNS.
= Primary : The IP address of the primary DNS server.
= Secondary : The IP address of the secondary DNS server.

B DHCP Setup : Devices connected to the system can obtain an IP address
automatically when this service is enabled.

DHCP Server

DHCP : @ Enahiz iZ) Disable

Start P : 192 156.10.101
End WP : 152 168.10.254
DHE1 P : 152.166.10.100
DHE2IP :
WINSIP :
Domaln :

Lease Tima : E6400

DHCP : Check Enable button to activate this function or Disable to deactivate
this service.

Start IP / End IP: Specify the range of IP addresses to be used by the DHCP
server when assigning IP address to clients. The default range IP address is
192.168.2.10 to 192.168.2.70, the netmask is 255.255.255.0

DNS1 IP : Enter IP address of the first DNS server; this field is required.

DNS2 IP : Enter IP address of the second DNS server; this is optional.

WINS IP : Enter IP address of the Windows Internet Name Service (WINS)
server; this is optional.

Domain : Enter the domain name for this network.

v

v oYV

>

Lease Time : The IP addresses given out by the DHCP server will only be valid
for the duration specified by the lease time. Increasing the time ensure client
operation without interruptions, but could introduce potential conflicts.
Lowering the lease time will avoid potential address conflicts, but might cause
more interruptions to the client while it will acquire new IP addresses from the
DHCP server. Default is 86400 seconds

Click Save button to save your changes. Click Reboot button to activate your changes

Access Point Association

Configure Wireless General Setting

The administrator can change the data transmission, channel and output power settings
for the system. Please click on Wireless -> General Setup and follow the below setting.

Wireless Setup

General Setup
Band Mods : | 30211 a/n mixed mode [¥]
Country : [nOnE  [w]
Tx Power : 10 5

HT Other
HT Txstream : |2 [*]

HT Rxstream : |2 [*]

HT Physical Mode

Opersting Mode © "2 Mixed Made 2 Graen Flield
Channal BandWidth : ' 20 @ 2040
Guard Infarval © ' Long L
MCS : [sutc[=]
Reveres Direction Grant
(RDG) : ' Disapls @ Enabie
A-MSDU : @ Dizatee ) Enable
Auto Block ACK : 7' Disabie @ Enabie
Deciing BA Raquest : @ Dizabis (71 Enabla
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B Band Mode : Select an appropriate wireless band; bands available are 801.11a or B A-MSDU : Aggregated Mac Service Data Unit, A-MSDU. Select Enable to allow
802.11a/n mixed mode. aggregation for multiple MSDUs in one MPDU. Default is disabled.
B Transmit Rate Control : Select the desired rate from the drop-down list; the options
are auto or ranging from 6 to 54 Mbps for 802.11a Click Save button to save your changes. Click Reboot button to activate your changes.
B Tx Power : You can adjust the output power of the system to get the appropriate The items in this page are for AP's RF general settings and will be applied to Repeater AP
coverage for your wireless network. Specify digit number between 1 to 100 (the
unit is %) for your environment. If you are not sure of which setting to choose, then Wireless Advanced Setup

keep the default setting, 100%.
To achieve optimal wireless performance, it is necessary to tweak advance setting per
When Band Mode select in 802.11a only mode, the HT(High Throughput) Physical requirements properly, not necessary higher the better or lower.
Mode and 11n Configuration settings should be hidden immediately. The administrator can change the RTS threshold and fragmentation threshold settings
for the system. Please click on Wireless -> Advanced Setup and follow the below setting.

m Operating Mode : By default t's Mixed Mode I

= Mixed Mode : In this mode packets are transmitted with a preamble
compatible with the legacy 802.11a/g, the rest of the packet has a new format. T pry— s
In this mode the receiver shall be able to decode both the Mixed Mode T
packets and legacy packets. BoxTmesdd 3 @
= Green Field : In this mode high throughput packets are transmitted without a e T
legacy compatible part. CTH e - ]
B Channel Bandwidth : The "Auto” MHz option is usually best. The other option is Peageeed Thrsshong 301
available for special circumstances. et - J
B Guard Interval : Using “Auto” option can increase throughput. However, it can also m: :f“ e
increase error rate in some installations, due to increased sensitivity to radio- H__':___ = :: ‘::
frequency reflections. Select the option that works best for your installation. B & o e
B MCS : This parameter represents transmission rate. By default (Auto) the fastest
possible transmission rate will be selected. You have the option of selecting the —

speed if necessary. (Refer to Appendix C. MCS Data Rate)
B MPDU Enable : Check Enable button to activate this function, and Disable to

deactivate. B Short Slot : By default, it’s “Enable” for educing the slot time from the standard 20
B A-MPDU : A-MPDU (Aggregated Mac Protocol Data Unit) allows the transmissions microseconds to the 9 microsecond short slot time
of multiple Ethernet frames to a single location as burst of up to 64kbytes This is Slot time is the amount of time a device waits after a collision before retransmitting
performed on the hardware itself. Select “Manual” to set “MPDU Density” a packet. Reducing the slot time decreases the overall back-off, which increases
B MPDU Density : Minimum separation of MPDUs in an A-MPDU. throughput. Back-off, which is a multiple of the slot time, is the random length of
0 1 2 3 4 5 6 7 time a station waits before sending a packet on the LAN. For a sender and receiver
own right of the channel the shorter slot time help manage shorter wait time to re-
No Restriction “ps |Yops |lps (2ps [4us |8ps |16 ps transmit from collision because of hidden wireless clients or other causes. When

collision sources can be removed sooner and other senders attempting to send are
listening the channel(CSMA/CA) the owner of the channel should continue
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ownership and finish their transmission and release the channel. Then, following
ownership of the channel will be sooner for the new pair due to shorter slot time.
However, when long duration of existing collision sources and shorter slot time exist
the owners might experience subsequent collisions. When adjustment to longer
slot time can’t improve performance then RTS/CTS could supplement and help
improve performance.

Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond.
The default value is 9 microsecond.

ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond.
The default value is 32 microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by
receiving radio. The transmitter will resend the original packet if correspondent ACK
failed to arrive within specific time interval, also refer to as “ACK Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links
may vary in different deployment. ACK Timeout makes significant influence in
performance of long distance radio link. If ACK Timeout is set too short, transmitter
will start to “Resend” packet before ACK is received, and throughputs become low
due to excessively high re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of
average environment. The Timeout value is calculated based on round-trip time of
packet with a little tolerance, So, if experiencing re-transmissions or poor
performance the ACK Timeout could be made longer to accommodate.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of
millisecond. The default value is 100 msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte
frame, called “Beacon”. Beacon is broadcast to all the stations, provides the basic
information of AP such as SSID, channel, encryption keys, signal strength, time
stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may
proceed next actions if the information from AP matches the requirement. Beacon
is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and
associated overhead, but that will likely delay the association and roaming process
because stations scanning for available access points may miss the beacons. You
can decrease the beacon interval, which increases the rate of beacons. This will
make the association and roaming process very responsive; however, the network
will incur additional overhead and throughput will go down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the
wireless stations, which support power saving mode, when to wake up to receive
multicast frame. DTIM is necessary and critical in wireless environment as a
mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before
the access point sends the buffered multicast frames. For instance, if DTIM Interval
is set to 3, then the Wi-Fi clients will expect to receive a multicast frame after
receiving three Beacon frame. The higher DTIM interval will help power saving and
possibly decrease wireless throughput in multicast applications.

Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte.
The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential
fragment number and re-assemble in the receiving ends. The purpose is to make a
short frame, instead of long frame, transmitting by radio in a heavy noisy
environment. Because of sending smaller frames, corruptions are much less likely
to occur. The pros is obvious, the cons is the overhead for transmission. So, in a
clean environment, higher fragment threshold can be an option to increase
throughput.

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-
length. Only when the frame size is over the Threshold, fragmentation will take
place automatically.

RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347
byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible
collisions due to hidden wireless clients. RTS in AP will be enabled automatically if
the packet size is larger than the Threshold value. By default, RTS is disabled in a
normal environment supports non-jumbo frames.

Short Preamble : By default, it’s “Enable”. To Disable is to use Long 128-bit
Preamble Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The
short preamble provides 72-bit Synchronization field to improve WLAN
transmission efficiency with less overhead.

Tx Burst : By default, it’s “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection
and RTS/CTS for each packet. TX Burst have better throughput but cause interference
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with other APs in channel. WMM Parameters of Access Point
B Pkt_Aggregate : By default, it's “Enable” T — — Txop ACM  AckPolicy
Data Transmi AC_BE 3 15 &3 0
Queue ata fra s tted Priority Description - =] =] - -
AP to Clients AC_EK 7 15[¥] 1023 =] o | |
High throughput. Bulk data that A . e 57 2a M M
requires maximum throughput
AC_BK Back d. L . . e c 1 7 47
- ackgroun OW " land is not time-sensitive is sent to e A = - -
this queue (FTP data, for example). WMM Parameters of Station
Medium throughput and delay. Alfem — P — o
AC_BE Best Effort Medium |Most traditional IP data is sent to
. AT _BE 3 15[¥] 1023 ] i O
this queue
Minimum delay. Time-sensitive heE = =] oz y] ? =
AC_VI Video High |video data is automatically sent to AT : 7[=] :5[v] &4 o
this queue AC_WO 2 i[¥] 7[=] a7 O
Time-sensitive data like VoIP and
AC_VO Voice High streaming media are automatically = WMM Parameters of Access Point : This affects traffic flowing from the access
sent to this queue point to the client station
Increase efficiency by aggregating multiple packets of application data into a single
trénsmissi'on frame. In this way,'802.11'n networks can send multiple data packets Configuring QoS options consists of setting parameters on existing queues for
with the fixed overhead cost of just a single frame. different types of wireless traffic. You can configure different minimum and
B WMM : By default, it's “Disable”. To Enable is to use WMM and the WMM maximum wait times for the transmission of packets in each queue based on
parameters should appears. the requirements of the media being sent. Queues automatically provide

minimum transmission delay for Voice, Video, multimedia, and mission critical
applications, and rely on best-effort parameters for traditional IP data.

As an Example, time-sensitive Voice & Video, and multimedia are given
effectively higher priority for transmission (lower wait times for channel
access), while other applications and traditional IP data which are less time-
sensitive but often more data-intensive are expected to tolerate longer wait
times.

v' Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

v CWmin : Minimum Contention Window. This parameter is input to the
algorithm that determines the initial random backoff wait time
("window") for retry of a transmission. The value specified here in the
Minimum Contention Window is the upper limit (in milliseconds) of a
range from which the initial random backoff wait time is determined.
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Queue | Transmitted | Priority Description
Clients to AP

High throughput. Bulk data that requires maximum

AC_BK | Background. Low [throughput and is not time-sensitive is sent to this
queue (FTP data, for example).

AC_BE Best Effort | Medium Medllum through_put and delay. Most traditional IP
data is sent to this queue

AC_VI Video High MlnlmurTl delay. Tlme-s§n5|t|ve video data is
automatically sent to this queue

AC_VO Voice High Time-sensitiye data like VoIF_’ and streaming media
are automatically sent to this queue

CWmax : Maximum Contention Window. The value specified here in the
Maximum Contention Window is the upper limit (in milliseconds) for the
doubling of the random backoff value. This doubling continues until either
the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries
will continue until a maximum number of retries allowed is reached. Valid
values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The
value for "cwmax" must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP
has the right to initiate transmissions onto the wireless medium (WM).
This value specifies (in milliseconds) the Transmission Opportunity (TXOP)
for AP; that is, the interval of time when the WMM AP has the right to
initiate transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and
AC_VO. When you do not click Checkbox, it means that the ACM is
controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

AckPolicy : Acknowledgment Policy, WMM defines two ACK policies:
Normal ACK and No ACK. Click “Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does
not acknowledge received packets during wireless packet exchange. This
policy is suitable in the environment where communication quality is fine
and interference is weak. While the No ACK policy helps improve
transmission efficiency, it can cause increased packet loss when
communication quality deteriorates. This is because when this policy is

TEW-676APBO

used, a sender does not retransmit packets that have not been received
by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each
received unicast packet.

= WMM Parameters of Station : This affects traffic flowing from the client
station to the access point.

v

v

Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the
algorithm that determines the initial random back off wait time
("window") for retry of a transmission. The value specified here in the
Minimum Contention Window is the upper limit (in milliseconds) of a
range from which the initial random back off wait time is determined.
CWmax : Maximum Contention Window. The value specified here in the
Maximum Contention Window is the upper limit (in milliseconds) for the
doubling of the random backoff value. This doubling continues until either
the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries
will continue until a maximum number of retries allowed is reached. Valid
values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The
value for "cwmax" must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP
has the right to initiate transmissions onto the wireless medium (WM).
This value specifies (in milliseconds) the Transmission Opportunity (Txop)
for AP; that is, the interval of time when the WMM AP has the right to
initiate transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and
AC_VO. When you do not click Checkbox, it means that the ACM is
controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

Change these settings as described here and click Save button to save your changes.
Click Reboot button to activate your changes. The items in this page are for AP's RF
advanced settings and will be applied to Repeater AP.
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Site Survey Create Wireless Profile
Use this tool to scan and locate WISP Access Points and select one to associate with. The administrator can configure station profiles via this page.
Please click on Wireless -> Site Survey. Below depicts an example for site survey. Please click on Wireless -> Wireless Profile and follow the below setting.

Station Site Survey Station Profile

System Configuration

stwol MAC Addraes : 0011:A3:07:03:45
ES 2D MAC Addrees  5ignal Channsl Securty Band Nrmrt Zalact
. Profile Namsa
TREMDnet®82_5GHz o0i4di9e73ad  100% k' NONE 11am Infrastruciure  Sslact
- ESSID :
TREMDnet#32_5GHz 0oi4d1Scibodd  100% 40 NONE 11ain  Infrastruciure
brianB02grs0 OI14:81:9b35:08 % 44 WPAIPSKWRAZPSKITKIFAES 1iain Infrasiruciure Ssiect Lock to AR MAC : (BTSN

Channell Frequency : | 38 (S1B0MHz) [w]

Security Policy
Socurlty Typs : [ HONE [*]

Band : Wireless band used by all found Access Points.
Network Type : Network type used by all found Access Points. ﬁ
Select : Click “Select” to configure settings and associate with chosen AP.

B ESSID : Available Extend Service Set ID of surrounding Access Points.

B MAC Address : MAC addresses of surrounding Access Points. "Save |

B Signal : Received signal strength of all found Access Points.

B Channel : Channel numbers used by all found Access Points.

B Security : Security type by all found Access Points. Actve & Prooleme  ESND  MACAddress Channel Securiy Typs Delsds Edi
- @ 1 AP Promie0  TREMDnetSTS 44 MONE Delete  Edit
[

[

MAC Address : The MAC address of the Wireless Station is displayed here.

Profile Name : Set different profiles for quick connection uses.

ESSID : Assign Service Set ID for the wireless system.

Lock to AP MAC : This allows the station to always maintain connection to a
particular AP with a specific MAC address. This is useful as sometimes there can be
few identically named SSID's (AP's) with different MAC addresses. With AP lock on,
the station will lock to MAC address and not roam between several Access Points
with the same ESSID.

B Channel/Frequency : Select the desired channel range.

B Security Type : Select the desired security type from the drop-down list; the
options are “NONE” “OPEN”, “SHARED”, “WPA-PSK” and “WPA2-PSK".

= OPEN / SHARED : OPEN and
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Configuration and Security Policy will display profile's content. Edit profile's

=] content and then click “Save” button to save the profile.

= Click “Delete” to remove profile.
K = Click and Select a profile from list, then click the “Connect” button to
R connecting to the wireless network with the profile setting. After clicking
WEP Key 3 “Connect” button, the system should be jump to Remote AP Page, you can
WEP Key 4 - verify connecting status on Remote AP Page.

Change these settings as described here and click Save button to save your changes.

SHARED require the user to set a WEP key to exchange data. Click Reboot button to activate your changes

v Key Index : key index is used to designate the WEP key during data Key Length Hex Ascll
transmission. 4 different WEP keys can be entered at the same time, but 64-bit 10 characters 5 characters
only one is chosen.

v WEP Key # : Enter HEX or ASCII format WEP key value; the system 128-bit 26 characters 13 characters
supports up to 4 sets of WEP keys.

=  WPA-PSK (or WPA2-PSK) : WPA (or WPA2) Algorithms, allows the system
accessing the network by using the WPA-PSK protected access.
Wireless LAN Network Creation
The network manager can configure related wireless settings, Repeater AP Setup,
Security Settings, and MAC Filter Settings.

Cipher Sults : | 5E3 []

Pra-shared Key :

Repeater AP Setup
v Cipher Suite : Select the desired cipher suite from the drop-down list; the Administrators can configure ESSID, SSID broadcasting, Maximum number of client
options are AES and TKIP associations, security type settings and MAC Filter settings.

v' Pre-shared Key : Enter the information for pre-shared key; the key can be Repeater AP Setup
either entered as a 256-bit secret in 64 HEX digits format, or 8 to 63 ASCII

characters. Enabls Repeatar AP © @ =nabi ! Disable

ES3ID : TRENDneb&76_Repeater
m  Profile List : The user can manage the created profiles for home, work or public Client isaistion : - Enabis % Diavie
areas. Below depict an example for Profile List Hingen $$1D © ) Enabie ® pieznie

Maximum Cllents : 32

Security Typs : | Dizabi= [=]

Acflve £ Profile Hams ESSID MAC Addrese Chammel Security Type Delste Edit

& 1 AP _Frofied  TREMDnetSTo 24 NONE Delete  Edit MAC Filter
ﬁ Actlon : | Disabl= [=]

=3

= Click “”Edit” an exist profile on the Profile List. The field of System
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Enable Repeater AP : By default, it’s “Enable” for repeater AP. Select “Enable” to

activate Repeater AP or click “Disable” to deactivate this function v" Authentication Method : Enable the desire option among OPEN, SHARED
ESSID : Extended Service Set ID, When clients are browsing for available wireless or WEPAUTO.

networks, this is the SSID that will appear in the list. ESSID will determine the v Key Index : key index is used to designate the WEP key during data
service type available to AP's clients associated with the specified AP. transmission. 4 different WEP keys can be entered at the same time, but
Client Isolation : By default, it’s “Disable”. only one is chosen.

Select “Enable”, all clients will be isolated from each other, which means they can’t ¥’ WEP Key # : Enter HEX or ASCII format WEP key value; the system

reach each other.
Hidden SSID : By default, it’s “Disable”.

Enable this option to stop the SSID broadcast in your network. When disabled,
people could easily obtain the SSID information with the site survey software and
get access to the network if security is not turned on. When enabled, network
security is enhanced. It’s suggested to enable it after AP security settings are
archived and setting of AP's clients could make to associate to it.

supports up to 4 sets of WEP keys.

WPA-PSK (or WPA2-PSK) : WPA (or WPA2) Algorithms, allows the system
accessing the network by using the WPA-PSK protected access.

Cipher Sulta : |25 []

Maximum Clients : The default value is 32. You can enter the number of wireless Pre-shared Key :
clients that can associate to a particular SSID. When the number of client is set to 5,
v' Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites
Key Length Hex Ascli v' Pre-shared Key : Enter the pre-shared key; the format shall go with the
64-bit 10 characters 5 characters selected key type.

128-bit 26 characters 13 characters v

Group Key Update Period : By default, it is 3600 seconds. This time

only 5 clients at most are allowed to connect to this Repeater AP.

B Security Type : Select the desired security type from the drop-down list; the
options are Disable, WEP, WPA-PSK, WPA2-PSK, WPA-Enterprise, WPA2-Enterprise
and WEP 802.1X. = WPA-Enterprise (or WPA2-Enterprise): The RADIUS authentication and
= Disable : Data are unencrypted during transmission when this option is encryption will be both enabled if this is selected.

selected.
= WEP : Wired Equivalent Privacy(WEP) is a data encryption mechanism based
on a 64-bit or 128-bit shared key.

WEP

interval for rekeying GTK, broadcast/multicast encryption keys, in
seconds. Entering the time-length is required.

Key Index : | 1]
WEP Key 1 :
WEP Key 2 :

WEP Key 3

WEP Key 4
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following Dynamic WEP and RADIUS settings to complete configuration.

WPA General 802.1x WEP
Clpher Suita ;| 225 [] Dynamic WEP : Znabie
Group Key Update Perlod © 3600 esconcs
Authentication RADIUS Server
PMK Cache Parlod : 10 minuts
Pre-Autnentication ; @ Cizame 1 Enabie R
Port : 1E12
Authentication RADIUS Server Sharsd Sscret -
Authentication Servaer : Seaslon Timeout : 0
Paort : 1E12
shared Sacrat : v" Radius Server Settings :
e . IP Address : Enter the IP address of the Authentication RADIUS
server.
e  Port: By default, it’s 1812. The port number used to communicate
v' WPA General Settings : with RADIUS server.
o  Cipher Suite : By default, it is AES. Select either AES or TKIP cipher o Shared secret : A secret key used between system and RADIUS
suites ) . o server. Supports 8 to 64 characters.
e  Group Key Update Period : By default, it’s 3600 seconds. This time e  Session Timeout : The Session timeout is in the range of 0~60
interval for rekeying GTK, broadcast/multicast encryption keys, in seconds. The default is 0 to disable re-authenticate service.
seconds. Entering the time-length is required. Amount of time before a client will be required to re-authenticate.

. PMK Cache Period : By default, it's 10 minutes. Set WPA2 PMKID
cache timeout period, after time out, the cached key will be deleted.
e  Pre-Authentication : By default, it's “Disable”. To Enable is use to
speed up roaming before pre-authenticating IEEE 802.1X/EAP part of
the full RSN authentication and key handshake before actually
associating with a new AP.
v" Radius Server Settings :
e IP Address : Enter the IP address of the Authentication RADIUS
server.
e  Port: By default, it’s 1812. The port number used to communicate
with RADIUS server.
e  Shared secret : A secret key used between system and RADIUS
server. Supports 8 to 64 characters.
e  Session Timeout : The Session timeout is in the range of 0~60
seconds. The default is 0 to disable re-authenticate service.
Amount of time before a client will be required to re-authenticate.
= WEP 802.1X : When WEP 802.1x Authentication is enabled, please refer to the
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Wireless MAC Filter Setup

Continue 7.3.1 Repeater AP Setup section, the administrator can allow or reject clients
to access Repeater AP.
MAC Filter

Actlon : |Only Dreny List MaC [x]

Add a statlon MAC : ﬁ

Enable Cilzabla

B MAC Filter Setup : By default, it’s “Disable”. Options are Disable, Only Deny List
MAC or Only Allow List MAC.
Two ways to set MAC filter rules :
= Only Allow List MAC.

The wireless clients in the “Enable” list will be allowed to access the Access Point;
All others or clients in the “Disable” list will be denied.
= Only Deny List MAC.

The wireless clients in the “Enable” list will be denied to access the Access Point; All
others or clients in the “Disable” list will be allowed.

B Add a station MAC : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add”
button, then the MAC address should display in the “Enable” List.

There are a maximum of 20 clients allowed in this “Enable” List. The MAC addresses of
the wireless clients can be added and removed to the list using the Add and Remove
buttons.

Click Reboot button to activate your changes

System Status
This section breaks down into subsections of System Overview, Associated Clients
Status, Remote AP, Extra Information and Event Log.

System Overview

Display detailed information of System, Network, LAN and Wireless in the System
Overview page.

B System : Display the information of the system.

Hoet Hame - TEW-ETEARSO
Oparating Mode - Clent Brigge + Universal Repeater Mooz
Location
Deecriplion - Wirslees Jutdoor PoE Access Palnt
Filrmwara Verabon - Can-CRE-MSHSR WIO1S
Flnmware Date - 2010-12-16 025211

Davice Time - 2000-01-01 DO17-21

Eyatem Up Time - 17:21

System Name : The name of the system.

Operating Mode : The mode currently in service.

Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

System Up Time : The time period that system has been in service since last
reboot.

L2 20 2 0 N
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Network Information : Display the information of the Network.

Mode - Stafic IP Moga

IP Adidress - 192.158.10.101
IP Netmaek - 255 255 2550
IP Gateway - 192.168.10.1

Primary D3

tacondary DHS

Mode : Supports Static or Dynamic modes on the LAN interface.

IP Netmask : The network mask. By default, it’s 255.255.255.0.

IP Gateway : The gateway IP address and by default, it’s 192.168.2.1.
Primary DNS : The primary DNS server in service.

Secondary DNS : The secondary DNS server in service.

LAN Information : Display the detailed receive and transmit statistics of LAN
interface.

L2 20 0

LAN Information

MAC Address - [0:11:AZ:07:.02:47
Recelve Bytes - 19507
Recslve Packsfs - IiE

Tranzmit Bytes - 132773

Transmit Packets - 253

MAC Address : The MAC address of the LAN port.

Receive bytes : The total received packets in bytes on the LAN port.
Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.
Transmit packets : The total transmitted packets of the LAN port.

L

Wireless Information : Display the detailed receive and transmit statistics of
Wireless interface.

IP Address : The management IP of system. By default, it’s 192.168.2.254.

L2 20 2 0 2

Wireless Information

AP MAC Andress
station MAC Agdress
Channal

AP Rate

Station Rate

Recelve Bytes

Recalve Packeis

DO:112AS:07:03243

DO 12AZ07: 03249

44

300 Miv's

200 Mbi's

2418587

13T

Tranamit Bytes - £033

Tranamit Packets - 1402

AP MAC Address : The MAC address of the repeater AP.

Station MAC Address : The MAC address of the Wireless Client Station.
Channel : The current channel on the Wireless port.

AP Rate : The current Bit Rate on the Repeater AP.

Station Rate : The current Bit Rate on the Wireless Client Station.

Receive bytes :The total received packets in bytes on the Wireless port.
Receive packets : The total received packets on the Wireless port.

Transmit bytes : The total transmitted packets in bytes on the Wireless port.
Transmit packets : The total transmitted packets on the Wireless port.

DHCP Server Status : Users could retrieve DHCP server and DHCP clients’ IP/MAC
address via this field.

>
>
4

DHCP Server Status

DHCP - Enable

Start 1P - 192 168.10.101

w

End IP - 192 162.10.254

DNEL 1P - 192 165.10.100

I

DNE2 P
WIHE 1P
Domaln

Leasa Time - 25400

IP Agdress MAC Address Expired In

nong

IP Address : IP addresses to LAN devices by DHCP server.
MAC Address : MAC addresses of LAN devices.
Expired In : Shows how long the leased IP address will expire.
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Associated Clients Status

It displays ESSID, on/off Status, Security Type, total number of wireless clients associated
with Repeater AP.

Wireless Clients

"Refresh |

AP Information

AP EZSID MAC Address Status  Securlty Type Cllents

Repeaier AP TRENDnetd7d_Repeater  00:11:A3:07:03:48 on Dilsable i

B AP Information : Highlights key Repeater AP information.

AP : Available Repeater AP.

ESSID : Display name of ESSID for Repeater AP.

MAC Address : Display MAC address for Repeater AP.

Status : On/Off

Security Type : Display chosen security type; WEP, WPA/WPA2-PSK,
WPA/WPA2-Enterprise.

Clients : Display total number of wireless connections on Repeater AP.

L 2 7

B Repeater AP Clients : Display all associated clients.

= MAC Address : MAC address of associated clients

= Signal Strength ANTO/ANT1 : Signal Strength of from associated clients.

= Bandwidth : Channel bandwidth of from associated clients

= Idle Time : Last inactive time period in seconds for a wireless connection.

= Connect Time : Total connection time period in seconds for a wireless
connection.

= Disconnect : Click “Delete” button to manually disconnect a wireless client in a
Repeater AP.

Remote AP

SSID, MAC address, antenna 0/1 received signal strength and channel bandwidth for
associated AP are available.

Remote AP

Connection Information

E33ID MAC Addraze Signal Strength ANTD Zlgnal 3trength ANT1 EBandwidth

No Connecllan AR!

B ESSID : Shows the current ESSID, which must be the same on the wireless client and
AP in order for communication to be established.

B MAC Address : Display MAC address of associated AP.

m  Signal Strength ANTO/ANT1 : Shows the wireless signal strength of the connection
between system and an access point.

B BandWidth : Shows the current channel bandwidth used for communication. It
should be “20” or “40”

Extra Information

Users could pull out information such as Route table, ARP table, MAC table, Bridge table
or STP available in the drop-down list from system. The “Refresh” button is used to
retrieve latest table information.

Extra Information “Rafrash”

Extra Information

Information : | Route Information E

Route Information

Destinztion Gateway Metmazk Inferiaca
192.168.10.0 0.0.0.0 253.255.255.0 bred
D.0u0.a 192.168.10.1 0.0.0.0 bred

B Route table information : Select “Route table information” on the drop-down list
to display route table.

TEW-676APBO could be used as a L2 or L3 device. It doesn’t support dynamic

© Copyright 2012TRENDnet. All Rights Reserved.

95



TRENDnet User’s Guide

TEW-676APBO

routing protocols such as RIP or OSPF. Static routes to specific hosts, networks or
default gateway are set up automatically according to the IP configuration of
system's interfaces. When used as a L2 device, it could switch packets and, as L3
device, it’s capable of being a gateway to route packets inward and outward.

Route Information

Destination Gateway Hetmazk Interfaca
192.168.10.0 0.0.00 255.255.255.0 tred
0.0.0.0 192.168.10.1 0.0.0.0 tred

ARP table Information : Select “ARP Table Information” on the drop-down list to
display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It
is important to have a unique IP address as final destination to switch packets to.

ARP Table Information

IP Address MAC Addraze Intarface
192 168.10.143 0:26:20C56:45:53 brad

Bridge table information : Select “Bridge Table information” on the drop-down list
to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and
its attached interfaces, the Bridge Port should be attached to some interfaces. (e.g.
eth2, ra0 and apcli0).

Bridge Table Information
Bridge Part Bridgs ID ETP Enabled Intarface
bred B000.0011320702347 lal:] ath2
rad
apclil

Bridge MAC information : Select “Bridge MACs Information” on the drop-down list
to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces,
but also remember non-local MAC addresses learned from wired or wireless
interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again
or added when new MAC addresses are seen from wired or wireless interfaces as
well. When time runs out for a particular entry, it will be pruned from the table. In
that situation, switching packet to that particular MAC address will be discontinued.

Bridge MACs Information

Part MAC Addrase Local Apeing Timar
LAN 00:11:33:07:03:47 YES 0.0a
Repeatar-AP 00:11:33:07:03:48 YEE 0.0d
WLAM-Cllent 00:11:33:07:03:45 YEE 0.0d
LAN 00:26:2d:5bc46:53 na on

Bridge STP Information : Select “Bridge STP Information” on the drop-down list to
display a list of bridge STP information.
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Bridge STP Information

brad

oridge M
deskgnatzd root
raot part

max ag2

neba ime
forward dalzy
3geing time

nela timer
fopoiogy change tmer
flags

ath 1)

port |
deskynatad root
designatzd bringe
deslgnatzd part
deslgnatzd cost
flags

ran {3)

poit |
deskgnatzd root
deskynatad beidge
deskgnatzd part
deskjnatad cost
N3gEs

apclio (3)

port |
deskgnatzd root
deslgnatad brigge
desknatzd part
deskgnatzd cost

flags

S000.001133070347
S000.0O11a3070247

2001
500000113307 0347
SI00L00113307 0347
2001

o

00z
2000.0011a3070347
500000113307 0347
2002

o

2002
00000113307 0347
2000.0011a3070347
=003

o

path cost
bridge max age

bridge hello time

bridge forward delay

tcn Smer

ge timer

ElEle

path cost

mMegsage 32 tmer
forward detay tmer

hald imear

szt

path cost

magzaga aga tmar
farward deiay tmer

hald imar

ElEle

path cost

megsage 32 tmer
Torward deiay timer

hold timar

a
20,04
2.00
15.00
0.00
2.37

Torwarding

100

d.00

0.00

3.4

Torwarding

100

d.a0

0.00

0.43

Torwarding

100

0.00

0.00

J.45

Event Log

The Event log displays system events when system is up and running. Also, it becomes
very useful as a troubleshooting tool when issues are experienced in system.

System Log Refrash Clear
Time Facliity Severity Megsags
2000-D1-01 P asiza 15
ettt gyslem  Info dnemasq[112] slaried, varskon 2.40 cacheslze 150
BOMOID1 g g GNEMESS[112E complis Bme optians: no-IPVE GNU-gEtopt no-RTC
DI00:06 na-MML no-ISC-leasetle no-DBUs no-HEN TFTR
2003-01-01 :InEr‘Iasq[1'2:: fal=d 1o scoaes fetoresalv.cont Mo such flle ar
DroDDE  SYSIEM WEM ooy
2000-D1-01 -
T gyslem  Info dnemasq[112f clearsd cache
EEU,EJ{'D,‘;E‘ System Nt AUThanfication ELCCesslul for Foot oM 192.165.10.143

Click Refresh button to renew the log, or click Clear button to clear all the record.

Time : The date and time when the event occurred.

Facility : It helps users to identify source of events such “System” or “User”
Severity : Severity level that a specific event is associated such as “info

“warning”, etc.
Message : Description of the event.
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Router AP Mode Configuration External Network Connection

When Router AP mode is chosen, the system can be configured as a Router with Access Network Requirement
Point and WDS function. This section provides detailed explanation for users to
configure in the Router AP mode with help of illustrations. In the Router AP mode,
functions listed in the table below are also available from the Web-based GUI interface.

It can be used as an Router AP with WDS function. In this mode, TEW-676APBO is a
gateway enabled with NAT and DHCP Server functions. The wireless clients connected to
TEW-676APBO are in different subnet from those connected to Internet.

OPTION System Wireless Advance Utilities Status
iode | Generalsetvp | vz | ZRE | R
WAN Advanced Setup | IP Filter ﬂrpn;\gzr: Si;i;csi:)i:s
LAN Virtual AP Setup | MAC Filter Network Extra Info
Functions DDNS WDS Setup Virtual Reboot QoS Plot
Managemen Parental Event Log
Time Server QoS
UPNP
SNMP

Router AP mode network configuration

Router AP Mode Functions
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Confi gure WAN Setu P v IP Netmask : The Subnet mask of the WAN port; default Netmask is
255.255.255.0
There are three connection types for the WAN port : Static IP, Dynamic IP, PPPoE and v IP Gateway : The default gateway of the WAN port; default Gateway is
PPTP. 192.168.1.1
Please click on System -> WAN and follow the below setting. 2 Dynamic IP : Please consult with WISP for correct wireless settings to associate
with WISP AP before a dynamic IP, along with related IP settings including DNS
can be available from DHCP server. If IP Address is not assigned, please double
check with your wireless settings and ensure successful association. Also, you
e may go to “WAN Information” in the Overview page to click Release button to
Fp— release IP address and click Renew button to renew IP address again.

I pRTP

PPPOE Hostnams :
Uszar Hama
Pasaword - v" Hostname : The Hostname of the WAN port
ReconnectMods : 7' Aways On @ on pamand 7 Manual

idile Tima : O minutes Usar Hama :
MTU : 1482 Pazeword |
DNS : B no Default DNS Sarver () Specy DNE Server 1P e © TTLER

MTU : 14932

Primary ONS :

Sgcondary DNS ©

= PPPoE : To create wireless PPPoE WAN connection to a PPPoOE server in
network.

% aep Dafault MAC Address v User Name : Enter User Name for PPPoE connection

v" Password : Enter Password for PPPoE connection

v Reconnect Mode :

e  Always on — A connection to Internet is always maintained.
e  On Demand — A connection to Internet is made as needed.
E . Manual — Click the “Connect” button on “WAN Information” in the
Overview page to connect to the Internet.

v" Idle Time : Time to last before disconnecting PPPoE session when it is
idle. Enter preferred Idle Time in minutes. Default is “0”, indicates
disabled. When Idle time is disabled, the “Reconnect Mode” will turn out
“Always on”

v MTU : By default, it’s 1492 bytes. MTU stands for Maximum Transmission
Unit. Consult with WISP for a correct MTU setting.

MAC Clone

Clonz MAC Addrags: DO:28008:2C 6840

Manual MAC Address:

B Mode : By default, it’s “Static IP”. Check “Static IP”, “Dynamic IP”, “PPPoE” or
“PPTP”to set up system WAN IP.
= Static IP : Users can manually setup the WAN IP address with a static IP
provided by WISP.
v"IP Address : The IP address of the WAN port; default IP address is
192.168.1.254
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= PPTP : The Point-to-Point Tunneling Protocol (PPTP) mode enables the B DNS: Check “No Default DNS Server” or “Specify DNS Server IP” radial button as
implementation of secure multi-protocol Virtual Private Networks (VPNs) desired to set up system DNS.
through public networks. = Primary : The IP address of the primary DNS server.
= Secondary : The IP address of the secondary DNS server.
IF Addreas

B MAC Clone : The MAC address is a 12-digit HEX code uniquely assigned to hardware
as identification. Some ISPs require you to register a MAC address in order to access
to Internet. If not, you could use default MAC or clone MAC from a PC.

IP Netmask
PPTP Sarver IP Address

User Hame

Paseward
Reconnect Mode - & amaye On 21 on Demand ) Manual W weap Def3ul MAC Address
e Time — ~| Clane MAC Address; 00:26,C6:2C55:40
MTU - 1450
MPPE Encryption - CImpee-an  [Cuepsazs Manual MAC Addr2es
v" IP Address : The IP address of the WAN port = Keep Default MAC Address : Keep the default MAC address of WAN port on
v" IP Netmask : The Subnet mask of the WAN port the system.
v PPTP Server IP Address : The IP address of the PPTP server = Clone MAC Address : If you want to clone the MAC address of the PC, then
v" User Name : Enter User Name for PPTP connection click the Clone MAC Address button. The system will automatically detect your
v' Password : Enter Password for PPTP connection PC's MAC address.
v Reconnect Mode : = Manual MAC Address : Enter the MAC address registered with your ISP.
e Always on — A connection to Internet is always maintained.
e  On Demand — A connection to Internet is made as needed. Click Save button to save your changes. Click Reboot button to activate your changes

e  Manual - Click the “Connect” button on “WAN Information” in the
Overview page to connect to the Internet.

v"Idle Time : Time to last before disconnecting PPPoE session when it is
idle. Enter preferred Idle Time in minutes. Default is “0”, indicates
disabled. When Idle time is disabled, the “Reconnect Mode” will turn out
“Always on”

v’ MTU : By default, it’s 1460 bytes. MTU stands for Maximum Transmission
Unit. Consult with WISP for a correct MTU setting.

v" MPPE Encryption : Microsoft Point-to-Point Encryption (MPPE) encrypts
data in Point-to-Point Protocol(PPP)-based dial-up connections or Point-
to-Point Tunneling Protocol (PPTP) virtual private network (VPN)
connections. 128-bit key (strong) and 40-bit key (standard) MPPE
encryption schemes are supported. MPPE provides data security for the
PPTP connection that is between the VPN client and the VPN server.
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Configure DDNS Setup Configure LAN Setup
Dynamic DNS allows you to map domain name to dynamic IP address. Here are the instructions for how to setup the local IP Address and Netmask.
Please click on System -> DDNS Setup and follow the below setting. Please click on System -> LAN and follow the below setting.
Dynamic DNS Setup LAN Setup
DoNs : (2 Enatia # Dieatie IP Addrees : 152.156.10.10%
e - IP Metmagk : 253.255.255.0
Hostnama :
e 802.1d Spanning Tree
TP : ' Erable ¥ Dieable
Paseword :
ﬁ DHCP Server
DHCP : @ Enapiz ) Dieabie
Starf P : 192.158.10.101
B Enabled: By default, it’s “Disable”. The mapping domain name won’t change when End B : 152.165.10.254
dynamic IP changes. The beauty of it is no need to remember the dynamic WAP IP DNE1 IR : 102.166.10.100
while accessing to it. DHSZIP
B Service Provider: Select the preferred Service Provider from the drop-down list WIS
including dyndns, dhs, ods and tzo B
B Hostname: Host Name that you register to Dynamic-DNS service and export. P—
B User Name & Password: User Name and Password are used to login DDNS service. : =
Click Save button to save your changes. Click Reboot button to activate your changes

B LANIP: The administrator can manually setup the LAN IP address.
= IP Address : The IP address of the LAN port; default IP address is
192.168.2.254
= IP Netmask : The Subnet mask of the LAN port; default Netmask is
255.255.255.0

B DHCP Setup : Devices connected to the system can obtain an IP address
automatically when this service is enabled.
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Wireless LAN Network Creation

DHCP : & Enais T Digatle The network manager can configure related wireless settings, General Settings,
Advanced Settings, Virtual AP(VAP) Setting, Security Settings, and MAC Filter Settings.

Starf 0P : 1592.18B.10.101

End P : 152 166.10.254

Wireless General Setup

DH31 P - 152 16B.10.100

DHEZIP The administrator can change the data transmission, channel and output power settings
WINE P - for the system. Please click on Wireless -> General Setup and follow the below setting.
Domain : Wireless Setup
Leges Tima : E5200 General SE'tI.ID
MAC Address : O0:11:A3:07:03:48
DHCP : Check Enable button to activate this function or Disable to deactivate — :
thIS SerVice. Band Mode : (802.11 a/n mixed mode EI
2 Start IP / End IP: Specify the range of IP addresses to be used by the DHCP B - - Enzie EEE
server when assigning IP address to clients. The default range IP address is country : [NONE  [x]
192.168.2.10 to 192.168.2.70, the netmask is 255.255.255.0 Channell Fraquency : [42 (5220MHz) ]
= DNS1IP: Enter IP address of the first DNS server; this field is required. D w
= DNS2 IP: Enter IP address of the second DNS server; this is optional.
= WINS IP: Enter IP address of the Windows Internet Name Service (WINS)
server; this is optional. HT TxStroam : | 2[7]
= Domain : Enter the domain name for this network. T ke - 2 [=]
= Lease Time: The IP addresses given out by the DHCP server will only be valid _
for the duration specified by the lease time. Increasing the time ensure client HT Physical Mode
operation without interruptions, but could introduce potential conflicts. -
. . . 3 ) . . Operating Moda : 9 Mixed Madz ' Gr2en Field
Lowering the lease time will avoid potential address conflicts, but might cause _
more interruptions to the client while it will acquire new IP addresses from the P - 27 ® 2020
DHCP server. Default is 86400 seconds Guard Inferval : =/ Long @ pptn
MCS : Aotz [
Click Save button to save your changes. Click Reboot button to activate your changes Reverss Diraction Grant
{RDE) : ' Disabie @ =nabea
A-MSDU : & Diapis (7 Enabéa
Auto Block ACK : (' Dizabis @ Enapia
Decling BA Request : @ Dizabis 2l Enabia
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B MAC Address : The MAC address of the Wireless interface is displayed here.

B Band Mode : Select an appropriate wireless band; bands available are 801.11a or
802.11a/n mixed mode.

B AP Isolation : Select Enable, all clients will be isolated from each VAP, that means
different VAP's clients can not reach to each other.

B Transmit Rate Control : Select the desired rate from the drop-down list; the options
are auto or ranging from 6 to 54Mbps only for 802.11a mode.

B Tx Power : You can adjust the output power of the system to get the appropriate
coverage for your wireless network. Specify digit numbers between 1 to 100 (the
unit is %) for your environment. If you are not sure which setting to choose, then
keep the default setting, 100%.

When Band Mode select in 802.11a only mode, the HT(High Throughput) settings

should be hidden immediately.
B HT TxStream/RxStream : By default, it's 2.
B Operating Mode : By default, it's Mixed Mode.
= Mixed Mode : In this mode packets are transmitted with a preamble
compatible with the legacy 802.11a/g, the rest of the packet has a new format.
In this mode the receiver shall be able to decode both the Mixed Mode
packets and legacy packets.

= Green Field : In this mode high throughput packets are transmitted without a
legacy compatible part.

B Channel Bandwidth : The "20/40” MHz option is usually best. The other option is
available for special circumstances.

B Guard Interval : Using “Auto” option can increase throughput. However, it can also
increase error rate in some installations, due to increased sensitivity to radio-
frequency reflections. Select the option that works best for your installation.

B MCS : This parameter represents transmission rate. By default (Auto) the fastest
possible transmission rate will be selected. You have the option of selecting the
speed if necessary. (Refer to Appendix C. MCS Data Rate)

B Reverse Direction Grant(RDG) : Disable or enable reserve direction grant. Default is
enabled.

B A-MSDU : Aggregated Mac Service Data Unit. Select Enable to allow aggregation for
multiple MSDUs in one MPDU Default is disabled.

B Auto Block ACK : Disable or enable auto block ACK. Default is enabled.

B Decline BA Request : Disable or enable decline BA request. Default is disabled.

Change these settings as described here and click Save button to save your changes.

Click Reboot button to activate your changes. The items in this page are for AP's RF
general settings and will be applied to all VAPs and WDS Links.

Wireless Advanced Setup

To achieve optimal wireless performance, it is necessary to tweak advance setting per
requirements properly, not necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings
for the system. Please click on Wireless -> Advanced Setup and follow the below setting.

Advanced Setup
el el # fraow Seaze
Exvry bt Vima i
aim Yemangn i
Bancen oo L]
DT it L
Fragment Tarmatic
T T 137 range 256 - 2ih defeak 2386 |
iner] Bropepis @ ©r o =
Taband ¥ Erone =12
Pl ggrgels . # row Taad
o L =T
[

B Short Slot : By default, it’s “Enable” for educing the slot time from the standard 20
microseconds to the 9 microsecond short slot time

Slot time is the amount of time a device waits after a collision before retransmitting
a packet. Reducing the slot time decreases the overall back-off, which increases
throughput. Back-off, which is a multiple of the slot time, is the random length of
time a station waits before sending a packet on the LAN. For a sender and receiver
own right of the channel the shorter slot time help manage shorter wait time to re-
transmit from collision because of hidden wireless clients or other causes. When
collision sources can be removed sooner and other senders attempting to send are
listening the channel(CSMA/CA) the owner of the channel should continue
ownership and finish their transmission and release the channel. Then, following
ownership of the channel will be sooner for the new pair due to shorter slot time.
However, when long duration of existing collision sources and shorter slot time exist
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the owners might experience subsequent collisions. When adjustment to longer
slot time can’t improve performance then RTS/CTS could supplement and help
improve performance.

Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond.
The default value is 9 microsecond.

ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond.
The default value is 32 microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by
receiving radio. The transmitter will resend the original packet if correspondent ACK
failed to arrive within specific time interval, also refer to as “ACK Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links
may vary in different deployment. ACK Timeout makes significant influence in
performance of long distance radio link. If ACK Timeout is set too short, transmitter
will start to “Resend” packet before ACK is received, and throughputs become low
due to excessively high re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of
average environment. The Timeout value is calculated based on round-trip time of
packet with a little tolerance, So, if experiencing re-transmissions or poor
performance the ACK Timeout could be made longer to accommodate.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of
millisecond. The default value is 100 msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte
frame, called “Beacon”. Beacon is broadcast to all the stations, provides the basic
information of AP such as SSID, channel, encryption keys, signal strength, time
stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may
proceed next actions if the information from AP matches the requirement. Beacon
is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and
associated overhead, but that will likely delay the association and roaming process
because stations scanning for available access points may miss the beacons. You
can decrease the beacon interval, which increases the rate of beacons. This will
make the association and roaming process very responsive; however, the network
will incur additional overhead and throughput will go down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the
wireless stations, which support power saving mode, when to wake up to receive
multicast frame. DTIM is necessary and critical in wireless environment as a
mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before
the access point sends the buffered multicast frames. For instance, if DTIM Interval
is set to 3, then the Wi-Fi clients will expect to receive a multicast frame after
receiving three Beacon frame. The higher DTIM interval will help power saving and
possibly decrease wireless throughput in multicast applications.

Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte.
The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential
fragment number and re-assemble in the receiving ends. The purpose is to make a
short frame, instead of long frame, transmitting by radio in a heavy noisy
environment. Because of sending smaller frames, corruptions are much less likely
to occur. The pros is obvious, the cons is the overhead for transmission. So, in a
clean environment, higher fragment threshold can be an option to increase
throughput.

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-
length. Only when the frame size is over the Threshold, fragmentation will take
place automatically.

RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347
byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible
collisions due to hidden wireless clients. RTS in AP will be enabled automatically if
the packet size is larger than the Threshold value. By default, RTS is disabled in a
normal environment supports non-jumbo frames.

Short Preamble : By default, it’s “Enable”. To Disable is to use Long 128-bit
Preamble Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The
short preamble provides 72-bit Synchronization field to improve WLAN
transmission efficiency with less overhead.

Tx Burst : By default, it’s “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection
and RTS/CTS for each packet. TX Burst have better throughput but cause interference
with other APs in channel.
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B Pkt_Aggregate : By default, it's “Enable” WMM Parameters of Access Point

Increase efficiency by aggregating multiple packets of application data into a single . P T Txap ACM  AckPolicy
transmission frame. In this way, 802.11n networks can send multiple data packets

AC_BE 3 15[=] &3] 0 | |
Data Transmitted _ " AC_BK 7 15[~ 1023 x| [ L O
Queue . Priority Description
AP to Clients AT 1 7[=] 15[=] o4 | =
High throughput. Bulk data that AT VD 1 3= 7[*] 47 | =
requires maximum throughput
AC_BK Background. Low and is not time-sensitive is sent WMM Parameters of Station
to this queue (FTP data, for s p— e— oo o
example). AC_BE 3 15| 1023 ] 0 O
. Medium t_h.roughput anq delay. acx ; == =] . o
AC_BE Best Effort Medium |Most traditional IP data is sent
to this queue AT z 7[=] 15[] 54 O
Minimum delay. Time-sensitive Aeve : 2[7] 7[~] =7 B
AC_VI Video High  |video data is automatically sent
to this queue = WMM Parameters of Access Point : This affects traffic flowing from the access
Time-sensitive data like VoIP and point to the client station
AC_VO Voice High  |streaming media are Configuring QoS options consists of setting parameters on existing queues for
automatically sent to this queue different types of wireless traffic. You can configure different minimum and
with the fixed overhead cost of just a single frame. maximum wait times for the transmission of packets in each queue based on

the requirements of the media being sent. Queues automatically provide
minimum transmission delay for Voice, Video, multimedia, and mission critical
applications, and rely on best-effort parameters for traditional IP data.

As an Example, time-sensitive Voice & Video, and multimedia are given
effectively higher priority for transmission (lower wait times for channel
access), while other applications and traditional IP data which are less time-
sensitive but often more data-intensive are expected to tolerate longer wait
times.

B WMM : By default, it's “Disable”. To Enable is to use WMM and the WMM
parameters should appears.

v' Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

v" CWmin : Minimum Contention Window. This parameter is input to the
algorithm that determines the initial random backoff wait time
("window") for retry of a transmission. The value specified here in the
Minimum Contention Window is the upper limit (in milliseconds) of a
range from which the initial random backoff wait time is determined.

v" CWmax : Maximum Contention Window. The value specified here in the
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Maximum Contention Window is the upper limit (in milliseconds) for the Data
doubling of the_random backoff Vfalue. This doul:.)hng c.ontlnue.s ur.1t|I either Queue | Transmitted | Priority Description
the data frame is sent or the Maximum Contention Window size is Clients to AP
reached. Once the Maximum Contention Window size is reached, retries

will continue until a maximum number of retries allowed is reached. Valid High throughput'. Bulk ‘{'ata that 'r(?qui'res maximu'm
values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The AC_BK | Background. Low |throughput and is not time-sensitive is sent to this
queue (FTP data, for example).

value for "cwmax" must be higher than the value for "cwmin".

v Txop : Transmission Opportunity is an interval of time when a WME AP AC BE | Best Effort  |Medium Medium throughput and delay. Most traditional IP
has the right to initiate transmissions onto the wireless medium (WM). - data is sent to this queue
This value specifies (in milliseconds) the Transmission Opportunity (TXOP) Minimum delay. Time-sensitive video data is
AC_VI Video High

for AP; that is, the interval of time when the WMM AP has the right to
initiate transmissions on the wireless network.

v' ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO Voice High
AC_VO. When you do not click Checkbox, it means that the ACM is
controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

v" AckPolicy : Acknowledgment Policy, WMM defines two ACK policies:
Normal ACK and No ACK. Click “Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does
not acknowledge received packets during wireless packet exchange. This
policy is suitable in the environment where communication quality is fine
and interference is weak. While the No ACK policy helps improve
transmission efficiency, it can cause increased packet loss when
communication quality deteriorates. This is because when this policy is
used, a sender does not retransmit packets that have not been received
by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each
received unicast packet.

= WMM Parameters of Station : This affects traffic flowing from the client
station to the access point.

automatically sent to this queue

Time-sensitive data like VoIP and streaming media are
automatically sent to this queue

v' Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time
(in milliseconds) for data frames

v CWmin : Minimum Contention Window. This parameter is input to the
algorithm that determines the initial random backoff wait time
("window") for retry of a transmission. The value specified here in the
Minimum Contention Window is the upper limit (in milliseconds) of a
range from which the initial random backoff wait time is determined.

v' CWmax : Maximum Contention Window. The value specified here in the
Maximum Contention Window is the upper limit (in milliseconds) for the
doubling of the random backoff value. This doubling continues until either
the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries
will continue until a maximum number of retries allowed is reached. Valid
values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The
value for "cwmax" must be higher than the value for "cwmin".

v' Txop : Transmission Opportunity is an interval of time when a WME AP
has the right to initiate transmissions onto the wireless medium (WM).
This value specifies (in milliseconds) the Transmission Opportunity (Txop)
for AP; that is, the interval of time when the WMM AP has the right to
initiate transmissions on the wireless network.

v ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and
AC_VO. When you do not click Checkbox, it means that the ACM is
controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.
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Virtual AP Overview

Click Save button to save your changes. Click Reboot button to activate your changes.

The items in this page are for AP's RF advanced settings and will be applied to all VAPs
and WDS Links. VAP ESSID MAC Address  Status  Securlty Type  MAC Fllter  Edit
Primary AP TREMDnetiT8  00011:A307:03:4E on Disabis Clsable Edit
Create Virtua| AP (VAP) VAR 0000000000000 Off Digabla Dleabla  Edit
VARZ 0a: M IR o Clzatle Clzatls Edit
The TEW-676APBO support broadcasting multiple SSIDs, allowing the creation of Virtual WAP3 o Dieatia Dieable  Edit
Access Points, partitioning a single physical access point into 7 logical access points, each A=A orr Disatie Dieatle  Edit
of which can have a different set of security and network settings. Figure 8-2 shows WARS [oorQuonanma o Dizariz Dleacle  Edit
multiple SSIDs with security type settings. WAPE 00:00-:00:00:00:0d off Disabie Disable  Edit

B VAP : Indicate the system's Virtual AP.

B ESSID : Indicate the ESSID of the respective Virtual AP
B MAC Address : The MAC address of the VAP Interface is displayed here. When you
enable AP and reboot system, the MAC address will display here.
WPA-PSK/TKIP B Status: Indicate the Status of the respective Virtual AP. The Primary AP always on.
B Security Type : Indicate an used security type of the respective Virtual AP.
e e . B MAC Filter : Indicate an used MAC filter of the respective Virtual AP.
B Edit : Click Edit button to configure Virtual AP's settings, including security type and

MAC Filter.
ise/TKIP

WAN

Multiple SSIDs with different Security Type

Virtual AP Overview

The administrator can view all of the Virtual AP's settings via this page.
Please click on Wireless -> Virtual AP Setup and the Virtual AP Overview Page appears.
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Virtual AP Setup

For each Virtual AP, administrators can configure SSID, SSID broadcasting, Maximum
number of client associations, security type settings.
Click Edit button on the Edit column, and then a Virtual AP setup page appears.

Primary AP Setup

E33ID : TRENDnetE76
Client lsolation - ' Enabia ® Disable
Higden $3I1D : *_. Erablke & Disatlz

Maxdmum Cllents : 32

Sacurity Typs : | Disabl= [=]
MAC Filter
Action : |Disabl= [=]

Enable AP : By default, it’s “Disable” for VAP1 ~ VAP6. The Primary AP always
enabled.

Select “Enable” to activate VAP or click “Disable” to deactivate this function

ESSID : Extended Service Set ID, When clients are browsing for available wireless
networks, this is the SSID that will appear in the list. ESSID will determine the
service type available to AP's clients associated with the specified VAP.

Client Isolation : Select Enable, all clients will be isolated from each other, that
means all clients can not reach to other clients. Below Figures depict Client Isolation
and AP Isolation

Cllent Isolation

VAPO

VAP1

AP Isolation

Hidden SSID : By default, it’s “Disable”.

Enable this option to stop the SSID broadcast in your network. When disabled,
people could easily obtain the SSID information with the site survey software and
get access to the network if security is not turned on. When enabled, network
security is enhanced. It’s suggested to enable it after AP security settings are
archived and setting of AP clients could make to associate to it.

Maximum Clients : The default value is 32. You can enter the number of wireless
clients that can associate to a particular SSID. When the number of client is set to 5,
only 5 clients at most are allowed to connect to this VAP.
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B Security Type : Select the desired security type from the drop-down list; the v' Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites
options are Disable, WEP, WPA-PSK, WPA2-PSK, WPA-Enterprise, WPA2-Enterprise v' Pre-shared Key : Enter the pre-shared key; the format shall go with the
and WEP 802.1X. selected key type.
= Disable : Data are unencrypted during transmission when this option is v" Group Key Update Period : By default, it is 3600 seconds. This time

selected. interval for rekeying GTK, broadcast/multicast encryption keys, in
= WEP : Wired Equivalent Privacy(WEP) is a data encryption mechanism based seconds. Entering the time-length is required.
on a 64-bit or 128-bit shared key. = WPA-Enterprise (or WPA2-Enterprise): The RADIUS authentication and

Authentication Typa | @ OPEN ‘. BHARED . WEPAUTO WPA General

Key Inoex | 1 [ Clpher sutts :[AE5 [¥]

WEP Key 1 : Group Key Update Perlod © 3600 escongs

WEP Key 2 PME Cache Perlod © 10 minute

WEP Key 3 : Pre-authentication : & Cizape _. Enable

WEP Key 4 : Authentication RADIUS Server

Authantication Servaer

B Authentication Method : Enable the desire option among OPEN, SHARED or

rt : 1
WEPAUTO. 1
2 Key Index : Key index is used to designate the WEP key during data Enared Secret :
transmission. 4 different WEP keys can be entered at the same time, but only gession Timaout : ©
one is chosen.
= WEP Key # : Enter HEX or ASCII format WEP key value; the system supports up v WPA General Settings :
to 4 sets of WEP keys. e Cipher Suite : By default, it is AES. Select either AES or TKIP cipher
Key Length Hex Ascll suites
e  Group Key Update Period : By default, it’s 3600 seconds. This time
64-bit 10 characters 5 characters

interval for rekeying GTK, broadcast/multicast encryption keys, in

128-bit 26 characters 13 characters seconds. Entering the time-length is required.

e  PMK Cache Period : By default, it's 10 minutes. Set WPA2 PMKID
cache timeout period, after time out, the cached key will be deleted.

e  Pre-Authentication : By default, it's “Disable”. To Enable is use to
speed up roaming before pre-authenticating IEEE 802.1X/EAP part of

= WPA-PSK (or WPA2-PSK) : WPA (or WPA2) Algorithms, allows the system
accessing the network by using the WPA-PSK protected access.

WPA General the full RSN authentication and key handshake before actually
Clpher Sulta ;[ 225 [=] associating with a new AP.
Pra-snarsd Key :
Group Key Updats Perlod © 3500  seconss v Radius Server Settings :

. IP Address : Enter the IP address of the Authentication RADIUS
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server. Wireless MAC Filter Setup
e  Port: By default, it’s 1812. The port number used to communicate
with RADIUS server. Continue Virtual AP Setup section. For each Virtual AP setting, the administrator can
e Shared secret : A secret key used between system and RADIUS allow or reject clients to access each Virtual AP.
server. Supports 8 to 64 characters. MAC Filter
. Session Timeout : The Session timeout is in the range of 0~60 ——
. . . . Acton - | Onby Demy _|:.I:Mu-_EI
seconds. The default is 0 to disable re-authenticate service.
Amount of time before a client will be required to re-authenticate. bl LS ﬁ
Enabla Dlsabds
= WEP 802.1X : When WEP 802.1x Authentication is enabled, please refer to the
following Dynamic WEP and RADIUS settings to complete configuration.
el
802.1x WEP
=3
Dynamibc WEP : Enabis Re —
Authentication RADIUS Server
Authentication Server :
Port : 1E12
ghared Sacret : B MAC Filter Setup : By default, it’s “Disable”. Options are Disable, Only Deny List

MAC or Only Allow List MAC.

Two ways to set MAC filter rules :

= Only Allow List MAC.

The wireless clients in the “Enable” list will be allowed to access the Access Point;
All others or clients in the “Disable” list will be denied.

sasslon Timeout © O

v" Radius Server Settings :
. IP Address : Enter the IP address of the Authentication RADIUS

server.
e Port: By default, it’s 1812. The port number used to communicate 2 Only Deny List MAC.
with RADIUS server. The wireless clients in the “Enable” list will be denied to access the Access Point; All
e  Shared secret : A secret key used between system and RADIUS others or clients in the “Disable” list will be allowed.
server. Supports 8 to 64 characters.
*  Session Timeout : The Session timeout is in the range of 0760 m  Add a station MAC : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add”
seconds. The default is 0 to disable re-authenticate service. button, then the MAC address should display in the “Enable” List.

Amount of time before a client will be required to re-authenticate.
There are a maximum of 20 clients allowed in this “Enable” List. The MAC addresses of
the wireless clients can be added and removed to the list using the Add and Remove
Click Save button to save your changes. Click Reboot button to activate your changes buttons.

Click Reboot button to activate your changes

© Copyright 2012TRENDnet. All Rights Reserved.
110



TRENDnet User’s Guide

TEW-676APBO

Wireless Network Expansion

The administrator could create WDS Links to expand wireless network. When WDS is
enabled, access point functions as a wireless bridge and is able to communicate with
other access points via WDS links. A WDS link is bidirectional and both side must
support WDS. Access points know each other by MAC Address. In other words, each
access point needs to include MAC address of its peer. Ensure all access points are
configured with the same channel and own same security type settings.

I//
o
|

Remote Bass Station

Please click on Wireless -> WDS Setup and follow the below setting.

securliy Type :

Enabla WD E Peers MAC Addrage Description

0i. 0

CA3 DDF 103 60

Oom

—

B Security Type : Option is “Disable”, “WEP”, “TKIP”or “AES” from drop-down list.
Needs the same type to build WDS links. Security type takes effect when WDS is
enabled.
= WEP Key : Enter 5/ 13 ASCII or 10 / 26 HEX format WEP key.
= TKIP Key : Enter 8 to 63 ASCII or 64 HEX format TKIP key.
= AES Key : Enter 8 to 63 ASCII or 64 HEX format AES key.

®m  WDS MAC List
= Enable : Click Enable to create WDS link.
= WDS Peer's MAC Address : Enter the MAC address of WDS peer.
= Description : Description of WDS link.

Click Save button to save your changes. Click Reboot button to activate your changes

The System Overview page appears upon the completion of reboot.
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Access Control List
IP Filter Setup

Allows to create deny or allow rules to filter ingress or egress packets from specific
source and/or to destination IP address on wired (LAN) or Wireless (WAN) ports. Filter
rules could be used to filter unicast or multicast packets on different protocols as shown
in the IP Filter Setup. Important to note that IP filter rules has precedence over Virtual
server rules.

Please click on Advance -> IP Filter Setup and follow the below setting.

IP Filter Setup

Source AddreseiMank

Source Port :
Dastination AddraseiMask :
Destination Port :
mnsout : i @ ot
Protocel : & TCR . UDP . ICMP

Listen : 7' ves @ g
Action : ® pany ) pase

Inferfaca @ ' LAN Z0WAN % Bath

Source Address/Mask Port
Ini Qut Protocol  Lleten  action Inferface Delste Eait
Deetination Addresaask  Port

Ko IP Rul2 In the List!

B Source Address/Mask : Enter desired source IP address and netmask; i.e.
192.168.2.10/32.

B Source Port : Enter a port or a range of ports as start:end; i.e. port 20:80

B Destination Address/Mask : Enter desired destination IP address and netmask; i.e.
192.168.1.10/32

B Destination Port : Enter a port or a range of ports as start:end; i.e. port 20:80

B In/Out : Applies to Ingress or egress packets

B Protocol : Supports TCP, UDP or ICMP.

B Listen : Click Yes radial button to match TCP packets only with the SYN flag.
B Active : Deny to drop and Pass to allow per filter rules
B Interface : The interface that a filter rule applies

Click “Save” button to add IP filter rule. Total of 20 rules maximum allowed in the IP
Filter List. All rules can be edited or removed from the List. Click Reboot button to
activate your changes.

When you create rules in the IP Filter List, the prior rules maintain higher priority. To
allow limited access from a subnet to a destination network manager needs to create
allow rules first and followed by deny rules. So, if you just want one IP address to access
the system via telnet from your subnet, not others, the Example 1 demonstrates it, not
rules in the Example 2.

= Example 1: Create a higher priority rule to allow IP address 192.168.2.2 Telnet
access from LAN port first, and deny Telnet access from remaining IP addresses
in the same subnet.

= Example 2 : All Telnet access to the system from the IP addresses of subnet
192.168.2.x works with the rule 1 of Example 2. The rule 2 won’t make any
difference.
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MAC Filter Setup
_ , , Parental Control Setup
Allows to create MAC filter rules to allow or deny unicast or multicast packets from
limited number of MAC addresses. Note, the MAC filter rules have precedence over IP Parental Control allows you to block or allow specific kinds of Internet usage and traffic,
Filter rules. such as Internet access, designated services, and websites.

Please click on Advance -> MAC Filter Setup and follow the below setting.

MAC Filter Setup Station

MAC Rules

—
Acflon : | Disabl=d B Save

MAC Addrass : ﬁ
MAC Filter List

£ MAC Sddress Dalata # MAC Address Daleta

Mo BAC Rule In the Lt

B MAC Filter Rule : By default, it’s “Disable”. Options are Disabled, Only Deny List
MAC or Only Allow List MAC. Click Save button to save your change.
Two ways to set the MAC Filter List:
= Only Allow List MAC.
The wireless clients in the MAC Filter List will be allowed to access to Access Point; Please click on Advance -> Parental Control and follow the below setting.
All others will be denied.
= Only Deny List MAC.

The wireless clients in the MAC Filter List will be denied to access to Access Point;
All others will be allowed.

B MAC Address : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button,
then the MAC address should display in the MAC Filter List.

There are a maximum of 20 clients allowed in this MAC Filter List. The MAC addresses of
the wireless clients can be added and removed to the list using the Add and Delete
buttons.

Click Reboot button to activate your changes
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Application) from drop-down list. When you select ICMP or Layer 7
Application , the Local(LAN)/ Destination Port can not used.
If you want to block websites with specific URL address or using specific

Parental Control

eI keywords, enter each URL or keyworks in the “URL Blocking” field and click
MAC Addrags : ﬁ “Add” button to add in the URL Blocking list of each rule. Click “Remove”
button can remove URL or keywords.
Pratacnl : [UAL Elocking [¥]
URL Blocking : ﬁ
Remowve
Local IP
Deatination IP :
Protocel : | Any [=] Remove
Local Port : Acthve : ' Enabla & Disatle
Dastination Port :
e B
- i 2 Local Port : Specify local port(LAN port) range required for this rule
["Save | Clear | = Destination Port : Specify destination port range required for this rule
= Active : Check Enable button to activate this rule, and Disable to deactivate.
Comment
& aul R EaRb = Click “Add” button to add control rule to List. There are 10 rules maximum allowed in
No Rulk In the List this Control List. All rules can be removed or edited on the List. Click Reboot button to

activate your changes.

B Rules : control can be managed by a rule. Use the settings on this screen to

establish an access policy.

= Comment : Enter a descriptive name for this rule for identifying purposes.

= MAC Address : Enter MAC address in valid MAC address
format(xx:xx:xx:xx:xx:xx) and click “Add” button to add in the MAC group of
each rule. Click “Remove” button can remove MAC address in the group of
each rule. There are 10 MAC address maximum allowed in each rule.

= Local / Destination IP : Specify local(LAN)/ destination IP addresses range
required for this rule. If you specify local IP addresses range from 192.168.1.1
t0 192.168.2.254. The matches a range of local IP addresses include every
single IP address from the first to the last, so the example above includes
everything from 192.168.1.1 to 192.168.2.254.

= Protocol : Select Any or specify protocol(TCP, UDP, ICMP, URL Blocking and
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Quality of Service (QoS) refers to both a network's ability to deliver data with minimum
delay, and the networking methods used to control the use of bandwidth. Without QoS,
all traffic data is equally likely to be dropped when the network is congested. This can
cause a reduction in network performance and make the network inadequate for time-
critical application such as video-on-demand.

A classifier groups traffic into data flows according to specific criteria such as the source
address, destination address, source port number, destination port number or incoming
port number. For example, you can configure a classifier to select traffic from the same
protocol port (such as FTP) to form a flow.

Shapina

Download: 1024K
Upload: 256K

Download: 512K
Upload: 256K

Download: 2048K
1 Upload: 1024K
WAN  LAN

192.168.1.254 :

Please click on Advance -> QoS and follow the below setting.

Remote Bass
Station

TEW-676APBO

-

,# Down: 1024Kbps
Up: 512Kbps
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QoS Setup

each rule. Click “Remove” button can remove MAC address in the group of
each rule. There are 10 MAC address maximum allowed in each rule.

= Local / Destination IP : Specify local(LAN)/ destination IP addresses range
required for this rule. If you specify local IP addresses range from 192.168.1.1
Comment to 192.168.2.254. The matches a range of local IP addresses include every
MAG Address ﬁ single IP address from the first to the last, so the example above includes
everything from 192.168.1.1 to 192.168.2.254.
= DSCP Class : Differentiated services code point, DSCP. Select Any or specify
classify traffic from drop-down list.
The Per-Hop Behavior (PHB) is indicated by encoding a 6-bit value—called the
Differentiated Services Code Point (DSCP)—into the 8-bit Differentiated
Services (DS) field of the IP packet header. Below depicts class for DSCP.
v' BE: Default PHB, which is typically best-effort traffic
Locat I ; v EF: Expedited Forwarding PHB, dedicated to low-loss, low-latency traffic
frigine v' AF: Assured Forwarding PHB, which gives assurance of delivery under
DSCP Class [ Ay [¥] conditions. The AF behavior group defines four separate AF classes.
Protocal | Any [=] Within each class, packets are given a drop precedence (high, medium or
Lacal Port low). The combination of classes and drop precedence yields twelve
Destination Port separate DSCP encodings from AF11 through AF43 (see table)
DROP Precedence Class1 | Class2 | Class3 Class 4
Remark DSC? : o Remark [~] Low Drop AF11 AF21 AF31 AF41
Banawidth - - Enzole @ Dizapie
upia e Medium Drop AF12 AF22 AF32 AF42
Download Ktits High Drop AF13 AF23 AF33 AF43
e
. = Protocol : Select Any or specify protocol from drop-down list. When you select
ICMP or Layer 7 Application , the Source/ Destination Port can not used.
Commant Remark 0SC2 BandwidiniLiD) Delste  Edit 2 Local Port : Specify local port(LAN port) range required for this rule
::';05 e e Lt = Destination Port : Specify destination port range required for this rule
B Action : After configuring rule, a policy rule ensures that a traffic flow gets the

requested treatment in the network.

= Remark DSCP : Specify a new DSCP class, if you want to replace or remark the
DScCP

= Bandwidth : Click “Enable” to activate function, and click “Disable” to
deactivate function

= Upload / Download : Specify the bandwidth in kilobit per second (Kbps). Enter

B Rules : Use the rules to define the classifiers. After you define the rules, you can
specify action to act upon the traffic that matches the rules
= Comment : Enter a descriptive name for this rule for identifying purposes.
= MAC Address : Enter MAC address in valid MAC address
format(xx:xx:xx:xx:xx:xx) and click “Add” button to add in the MAC group of
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a number between 8 to 8192, default upload is 128 Kbps, download is 1024
Kbps.
Click “Add” button to add QoS rule to List. There are 10 rules maximum allowed in this
QoS List. All rules can be removed or edited on the List. Click Reboot button to activate
your changes.
When you create rules on the QoS List, the previous rules have higher priority. . Below
depict the examples for explaining priority of QoS setup.
> Example 1 : On this setting, the FTP has 1024 Kbps upload and 8196 Kbps
download on 192.168.2.10. The remaining IP address and other remaining
protocol of IP address 192.168.2.10 only can use total bandwidth 512 Kbps
bandwidth. Because rule 1's priority is higher than rule 2
> Example 2 : On this setting, the FTP has 512 Kbps upload and 512 Kbps
download on 192.168.2.10 Because rule 1's priority is higher than rule 2

Resource Sharing
DMz

DMZ is commonly work with the NAT functionality as an alternative of Virtual
Server(Port Forwarding) while wanting all ports of DMZ host visible to Internet users.
Virtual Server rules have precedence over the DMZ rule. In order to use a range of ports
available to access to different internal hosts Virtual Server rules are needed.

Remote Bass

Please click on Advance -> DMZ and follow the below setting.

DMZ : T Epabiz ® Disanie

IP Addrags :

B DMZ: By default, it’s “Disable”. Check Enable radial button to enable DMZ.
B |P Address : Enter IP address of DMZ host and only one DMZ host is supported.
Click Save button to save your changes. Click Reboot button to activate your changes.

Virtual Server (Port Forwarding)

“Virtual Server” can also referred to as “Port Forward” as well and used interchangeably.
Resources in the network can be exposed to the Internet users in a controlled manner
including on-line gaming, video conferencing or others via Virtual Server setup. Don’t
repeat ports’ usage to avoid confusion.

Suppose you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the
example), and port 80 to another (B in the example). You assign the LAN IP addresses
and the ISP assigns the WAN IP address. The NAT network appears as a single host on
the Internet. .
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Please click on Advance -> Virtual Server and follow the below setting.

Virtual Server Setup

Virtuzl Server | @ Enapiz ) Diganie

Description :

Private IP :
Protocol Typs @ TCo T upp

Private Port :

Public Port :

(rin:l, max65535 or Range xooooooc) }
"Save | Claar

Virtual Server List

# sstue  Descriplion  Protocol  Private P Public Port  Privats Port  Delsts  Edit

N Rule In the Lt

B Virtual Server : By Default, It’s “Disable”. Check Enable radial button to enable
Virtual Server.

B Description : Enter appropriate message for resource sharing via Virtual Server.

B Private IP : Enter corresponding IP address of internal resource to share.

B Protocol Type : Select appropriate sessions, TCP or UDP, from shared host via
multiple private ports.

B Private Port : A port or a range of ports may be specified as start:end; i.e. port
20:80

B Public Port : A port or a range of ports may be specified as start:end; i.e. port 20:80

Click “Add” button to add Virtual Server rule to List. Total of maximum 20 rules are

allowed in this List. All rules can be edited or removed from the List. Click Reboot button

to activate your changes.

While creating multiple Virtual Server rules, the prior rules have higher priority. The
Virtual server rules have precedence over the DMZ one while both rules exist. Example 1
and 2 demonstrate proper usage of DMZ and Virtual Server rules.

B Example 1: All connections should be redirected to 192.168.2.12 while DMZ is
enabled. Since Virtual Server rules have precedence over the DMZ rule all
connections to TCP port 22 will be directed to TCP port 22 of 192.168.2.10 and

remaining connections to port TCP 20~80 will be redirected to port TCP 20~80 of
192.168.2.11

B Example 2 : All connections should be redirected to 192.168.2.12 while DMZ is
enabled. Since Virtual Server rules have precedence over the DMZ rule all other
connections to TCP port 20~80 will be redirected to port 20~80 of 192.168.2.11.
The rule 2 won’t take effect.

System Status

This section breaks down into subsections of System Overview, Associated Clients
Status, WDS Link Status, Extra Information and Event Log.

Overview

Detailed information on System, WAN Information, LAN Information, Wireless
Information and DHCP Server Status can be reviewed via this page.
B System : Display the information of the system.

Hoet Hame - TEWW-ETEAPSO
Oparating Mode - Routsr AR Mods
Laocatien
Descripiion : Wirekess Quidoor PoE Access Folnt
Firmware eralon - Ca2n-CRPE-MSHIR WIOAS
Firmware Date - 2010-12-16 02:52:11
Davlce Time - 2000-01-01 DO:21:24

Eyatem Up Time - 21:54

System Name : The name of the system.

Operating Mode : The mode currently in service.

Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

System Up Time : The time period that system has been in service since last
reboot.

L2 20 0

© Copyright 2012TRENDnet. All Rights Reserved.

118



TRENDnet User’s Guide

TEW-676APBO

WAN Information : Display the information of the WAN interface.

WAN Information

Mode : PPPoEMode

MAC Addrees :00:11:AZ:07:03:47
IP Address - 10.64.54.62
IP Hetmesk : 255 255 255 255
IP Gateway - 10.112.112.112
Primary DN S
Sacondary DN S
Recelvs Bytss - 0
Recalve Packats O
Tranamit Bytes -0

Tranamit Packets - 0

The WAN port specified Dynamic IP, the Release and Renew button will be show-
up, click Release button to release IP address of WAN port, Renew button to renew
IP address through DHCP server.

WAN Information

The WAN port specified PPPoE or PPTP, and the Connect and DisConnect button
will be show up. Click “Connect” button to assigned IP address from PPPoE or PPTP
server, “DisConnect” button to release IP address of WAN port.

WAN Information

Mode | PREQEMOoge

TSP Connect | Disconnect |

= Mode : Supports Static, Dynamic, PPPoE and PPTP modes.
= Reconnect Mode : The current reconnect mode of the PPPoE or PPTP.

MAC Address : The MAC address of the WAN port.

IP Address : The IP address of the WAN port.

IP Netmask : The IP netmask of the WAN port.

IP Gateway : The gateway IP address of the WAN port.

Primary DNS : The primary DNS server in service.

Secondary DNS : The secondary DNS server in service.

Receive bytes : The total received packets in bytes on the WAN port.
Receive packets : The total received packets of the WAN port.

Transmit bytes : The total transmitted packets in bytes of the WAN port.
Transmit packets : The total transmitted packets of the WAN port.

L2 20 2 70 2 2 0 A

LAN Information : Display total received and transmitted statistics on the LAN
interface.

MAC Address - 00:11:A3:07:03:43
IP Address - 192.162.10.101
WP Metmask - 255255 2550
Recelve Bytss - 35538
Recalve Packefs - 752

Tranamit Bytea - 116267

Transmit Packets - Z65

MAC Address : The MAC address of the LAN port.

IP Address : The IP address of the LAN port.

IP Netmask : The IP netmask of the LAN port.

Receive bytes : The total received packets in bytes on the LAN port.
Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.
Transmit packets : The total transmitted packets of the LAN port.
Wireless Information : Display the detailed receive and transmit statistics of
Wireless interface.

L2 20 2 0
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Wireless Information

e — Associated Clients
e It displays ESSID, on/off Status, Security Type, total number of wireless clients associated
Rale 200 Mbis with all Virtual AP.
Recedve Bytes - 525751 Wireless Clients TRefresh |

Recalve Packets - 1947

Tranamit Bytes - 164287 VAP Information

e VAP ESEID MAC Agdress status Sacurity Typs Clients
Srmary AR TREMDOnetSTE 00c11:A3:07:03:48 an Tleakle 1
AP o0 on Cleatle o
= MAC Address : The MAC address of the Wireless Port. H an Disable o
= Channel : The current channel on the Wireless port. AR ar Jiszcl 0
2 Rate : The current Bit Rate on the Wireless port. b on N .
= Receive bytes :The total received packets in bytes on the Wireless port. v o o :'Eame :
. . . WAPE 00:00:00:00:00:00 on Cleatle o
= Receive packets : The total received packets on the Wireless port.
= Transmit bytes : The total transmitted packets in bytes on the Wireless port.
= Transmit packets : The total transmitted packets on the Wireless port. MAC Adarsss o SN o snel pongwan 0S  COMNGSt  pisconnect
DIZE-CEICEEA0  100%43Bm)  100%(-43d5m)  4DMHz ] 261

B DHCP Server Status : Users could retrieve DHCP server and DHCP clients’ IP/MAC
address via this field.

DHCP Server Status

DHCP : Enable B VAP Information : Highlights key VAP information.
P - 152 166,100 = VAP : Available VAP from Primary AP to VAP6.
— [— = ESSID : Display name of ESSID for each VAP.
= MAC Address : Display MAC address for each VAP.
DHE1 1P - 192 168.10.100
= Status: On/Off
BHsEIE = Security Type : Display chosen security type; WEP, WPA/WPA2-PSK,
WHIN 5 1P WPA/WPA2-Enterprise.
Damain = Clients : Display total number of wireless connections for each VAP.
Leasa Time - 55400 B VAP Clients : Display all associated clients on each Virtual AP.
S — S Expirad in 2 MAC Address : MAC address of associated clients
nana = Signal Strength ANTO/ANT1 : Signal Strength of from associated clients.
= Bandwidth : Channel bandwidth of from associated clients
. = Idle Time : Last inactive time period in seconds for a wireless connection.
> IP Address : IP addresses to LAN devices by DHCP server. = Connect Time : Total connection time period in seconds for a wireless
= MAC Address : MAC addresses of LAN devices. connection.
> Expired In : Shows how long the leased IP address will expire. = Disconnect : Click “Delete” button to manually disconnect a wireless client in a
Virtual AP.
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Show WDS Link Extra Info

Peers MAC Address, antenna 0/1 received signal strength, phy mode and channel Users could pull out information such as Route table, ARP table, MAC table, Bridge table
bandwidth for each WDS are available. or STP available in the drop-down list from system. The “Refresh” button is used to
WDS Information —— retrieve latest table informtion.
Extra Information Refreh
MAC Agdrase 5|Eﬂ::—rt:ﬂﬂm mﬂ“ﬂﬂjmgm P:;IL' Banowigin MCS  SGI Informatien - | Metstat Information EI
DO:11-A3:07 036D o signal no signal HTMILX 408 14 o _

Protocol  LiveTime Status srclP SrcPort DiatlP DatPort
fop 2 TIME_WAIT 192.168.10.102 50113 19216810101 =11
fop =1 TIME_WAIT 192.168.10.102 50130 19216810101 =11

u MAC Address : Dlsplay MAC addreSS Of WDS peer‘ fop 55 TIME_WAIT 192.168.10.102 5123 19216810101 =11
B Signal Strength ANTO/ANT1 : Indicate the signal strength of the respective WDS - - TMEWAIT  1SIEEI0433 5124 19248E404T 20
Iinks. fop a3 TIME_WAIT 192 168.10.102 501238 19216810101 =11

B Phy Mode : Indicate the phy mode of the respective WDS linked. o a2 TIME_WAIT 19216810102 50118 19216810101 0
B BandWidth : Indicate the channel bandwidth of the respective WDS linked. o 7 TIME_WAIT - 19218810102 51114 1921681001 e
B MCS : Indicate the MCS of the respective WDS linked. op & TIME_WAIT 13278210702 0119 19218210401 &0
B SGI: Indicate the SGI (Short Guard Interval) of the respective WDS linked. “1” P e TIMEWAIT - TS178B10.432 =34 fsnissinam o A0
indicate the Short Guard Interval, “0” indicate the Long Guard Interval. = 2 TMEWAIT - 1S2IBBA0I0Z - SOUIS tezisRtOam s

fop 58 TIME_WAIT 192.168.10.102 5125 19216810101 =11

udp 20 192.168.10.102 137 192.168.10.255 137

ep 27 TIME_WAIT 192.168.10.102 SM17 192.168.10.101 80

ep 73 TIME_WAIT 192.168.10.102 50126 192.168.10.101 80

ep 431990 ESTAELISHED 192.168.10.102 sMar 192.168.10.101 a0

ep 112 TIME_WAIT 192.168.10.102 saz 192.168.10.101 a0

ep 43 TIME_WAIT 192.168.10.102 20 192.168.10.101 a0

ep 7 TIME_WAIT 192.168.10.102 S35 192.168.10.101 a0

ep SE TIME_WAIT 192.168.10.102 ikl 192.168.10.101 a0

ep 107 TIME_WAIT 192.168.10.102 N33 192.168.10.101 a0

udp 15 192.168.10.102 E3 BT

ep 12 TIME_WAIT 192.168.10.102 01168 192.168.10.101 a0

ep 119 TIME_WAIT 192.168.10.102 =38 192.168.10.101 a0

ep 78 TIME_WAIT 192.168.10.102 ) 192.168.10.101 a0

ep 48 TIME_WAIT 192.168.10.102 [ Fal 192.168.10.101 a0

ep 53 TIME_WAIT 192.168.10.102 sz 192.168.10.101 a0
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Netstat Information : Select “NetStatus Information” on the drop-down list, the
connection track list should show-up, the list can be updated using the Refresh
button.

NetStatus will show all connection track on the system, the information include
Protocol, Live Time, Status , Source/Destination IP address and Port.

Route table information : Select “Route table information” on the drop-down list
to display route table.

TEW-676APBO could be used as a L2 or L3 device. It doesn’t support dynamic
routing protocols such as RIP or OSPF. Static routes to specific hosts, networks or
default gateway are set up automatically according to the IP configuration of
system's interfaces. When used as a L2 device, it could switch packets and, as L3
device, it’s capable of being a gateway to route packets inward and outward.

Route Information

Destination Gataway Natmask Interface

182.165.10.0 0.0.0.a 255.255.255.0 bred

ARP table Information : Select “ARP Table Information” on the drop-down list to
display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It
is important to have a unique IP address as final destination to switch packets to.

ARP Table Information
IP address MAC Addrazs Intarface
192 168.10.102 00:26-Ca:2C:68:40 orad

Bridge table information : Select “Bridge Table information” on the drop-down list
to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and
its attached interfaces, the Bridge Port should be attached to some interfaces e.g.
ra0 ~ra6 and wds0~wds3).

Bridge Table Information
Bridge Paort Eridge ID 5TP Enablad Intarface
bred 5000.001123070345 no rab
wisd

Bridge MAC information : Select “Bridge MACs Information” on the drop-down list
to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces,
but also remember non-local MAC addresses learned from wired or wireless
interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again
or added when new MAC addresses are seen from wired or wireless interfaces as
well. When time runs out for a particular entry, it will be pruned from the table. In
that situation, switching packet to that particular MAC address will be discontinued.

Bridge MACSs Information
Port MAC Addraas Laocal Apgaing Timer
PrimaryArR D3:11:33:07:03:48 ¥2E uog
PrimaryArR O02G:e6:20:68:40 no (ek]

Bridge STP Information : Select “Bridge STP Information” on the drop-down list to
display a list of bridge STP information.

Bridge STP Information

brel

brigge 1o 8000.001 133070343

dzeignated root B000.001 133070343

root port o path cosl 1]
max age 20.00 bridge max age 20.00
haliz tima 2400 bridge helio ime z.0a
foreard delay 15.00 bridge forward delay 15.00
ageing ime 30000

hellg timer 033 fon imer o.oa
topalogy changs timer 0.00 go timar DLES
flage

rag {1}

partid B0 sEte forwarding
dzelgnated root §000.0011a3070348 path cost 110
deslgnaied bridgs &000.001 123070345 message age imer o0.0a
gasignaled port &0 farward g2lay imer 0.00
d2elgnated cogt a higdd mer 0.55

fiage

wisl [2)

paortid 002 slaka farearding
gasignaled root E000.001133070343 pain cost 100
gecignated bridgs 5000.001133070343 message age imar 0.0d
dzeignated port 8002 farward g2lay imer 0.00
designated cost a hiodd mer 058

flags
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QoS Plot System Management

The QoS Plot show graphs which continuously represents the current data traffic on Configure Management
each QoS rule. The chart scale and throughput dimension (bps, Kbps, Mbps) changes
dynamically according to the mean throughput value. The statistics is updated
automatically every 5 seconds. The throughput statistics of QoS can be updated
manually using the Refresh button.

Administrator could specify geographical location of the system via instructions in this
page. Administrator could also enter new Root and Admin passwords and allow multiple
login methods.

Please click System -> Management and follow the below settings.

Management Setup

£ Comment Remark DSCP Banowidin|iDjKops System Information
Mo aS Rule In the List Syaiem Name - TEW-S784AR50

Deecription © Wirsl==z Qutdoor FoE Access Point

Event Log

Root Password

;
| §

The Event log displays system events when system is up and running. Also, it becomes
very useful as a troubleshooting tool when issues are experienced in system.

Naw Root Passward

Check Root Password

System Log Refreh "Oear
Admin Password
| Rosut | pp—
Time Facility Severlty Megsags
- Check Naw Password
‘EE.‘JE':;' System Nt stamed: SusySox w1121
Admin Login Methods
MOLDVI! sysem  nfo  memasg[13M) stenied, varsion 2,40 cachesz 150
Enatie HTTP - &1 port: 50
000101 oo L. ANEMEsq[13T complis Bme opbons: na-IPVE GNU-gelogt no-RTC
i ¥ ; i ity 15N TFTP —
09:00:09 no-WMU ng-ISC-12as2fle no-DBUS no-H1EN TFT! - B rod- (243 UploadKey
2000-01-01 AnEMasq[131]; fakiad 10 3c038E /E4CT2EalV.cont. No Euch fia or
DO:000e SIEm LA direciory Enable Telnet - & port: 23
2000-01-01 [ - il -
000009 Syslem nfa dnemasq[131] clearad cache Enatie $3H Port: 22 GenerateKey
rzm AAGAEINzeClvelEAALAD ACARLAL Lo
MO Tio!  sysem i Authenicaton sscoesstul for roat rom 182.168.10.102 B e - | 5=n-rma AAAABINzaC1ye2EAAALDAQABAAA gy

Ping Watchdog
Ping Watchdog - " Enable @ Dizabia

IP Addraza To Ping

B Time: The date and time when the event occurred.

B Facility : It helps users to identify source of events such “System” or “User”

B Severity : Severity level that a specific event is associated such as “info”, “error”,
“warning”, etc.

B Message : Description of the event. e

Ping Intsrval Seconds
Startup Dalay Seconds

Fallure Count To Reboot

Click Refresh button to renew the log, or click Clear button to clear all the record.
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B System Information
= System Name : Enter a desired name or use the default one.
= Description : Provide description of the system.
= Location : Enter geographical location information of the system. It helps
administrator to locate the system easier.

The system supports two management accounts, root and admin. The network manager
is assigned with full administrative privileges, when logging in as root user, to manage
the system in all aspects. While logging in as an admin user, only subset of privileges is
granted such as basic maintenance. For example, root user can change passwords for
both root and admin account, and admin user can only manage its own. For more
information about covered privileges for these two accounts, please refer to Appendix
D. Network manager Privileges.

B Root Password : Log in as a root user and is allowed to change its own, plus admin
user’s password.
= New Password : Enter a new password if desired
= Check New Password : Enter the same new password again to check.

B Admin Password : Log in as a admin user and is allowed to change its own,
= New Password : Enter a new password if desired
= Check New Password : Enter the same new password again to check.

B Admin Login Methods : Only root user can enable or disable system login methods
and change services port.

= Enable HTTP : Check to select HTTP Service.

= HTTP Port : The default is 80 and the range is between 1 ~ 65535.

= Enable HTTPS : Check to select HTTPS Service

= HTTPS Port : The default is 443 and the range is between 1 ~ 65535.

= Enable Telnet : Check to select Telnet Service

= Telnet Port : The default is 23 and the range is between 1 ~ 65535.

= Enable SSH : Check to select SSH Service

= SSH Port : Please The default is 22 and the range is between 1 ~ 65535.

B Ping Watchdog : The ping watchdog sets the TEW-676APBO Device to continuously

ping a user defined IP address (it can be the internet gateway for example). If it is
unable to ping under the user defined constraints, the TEW-676APBO device will
automatically reboot. This option creates a kind of "fail-proof" mechanism.

Ping Watchdog is dedicated for continuous monitoring of the particular connection
to remote host using the Ping tool. The Ping works by sending ICMP “echo request”
packets to the target host and listening for ICMP “echo response” replies. If the
defined number of replies is not received, the tool reboots the device.

= Enable Ping Watchdog : control will enable Ping Watchdog Tool.

= IP Address To Ping : specify an IP address of the target host which will be
monitored by Ping Watchdog Tool.

= Ping Interval : specify time interval (in seconds) between the ICMP “echo
requests” are sent by the Ping Watchdog Tool. Default is 300 seconds.

= Startup Delay : specify initial time delay (in seconds) until first ICMP “echo
requests” are sent by the Ping Watchdog Tool. The value of Startup Delay
should be at least 60 seconds as the network interface and wireless
connection initialization takes considerable amount of time if the device is
rebooted. Default is 300 seconds.

= Failure Count To Reboot : specify the number of ICMP “echo response”
replies. If the specified number of ICMP “echo response” packets is not
received continuously, the Ping Watchdog Tool will reboot the device.

Click Save button to save your changes. Click Reboot button to activate your changes

Without a valid certificate, users may encounter the following problem in IE7 when they
try to access system's WMI (https://192.168.2.254). There will be a “Certificate Error”,
because the browser treats system as an illegal website.
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{Z Certificate Error: Navigation Blocked - Windows Internet Explorer co nfigu re SyStem Time
@'\f 3 - |g‘ 192.168.2.254, 4
Fle Edt Vew Favortes Tods Help System time can be configured via this page, and manual setting or via a NTP server is
I Favories | < @ « [DFreetomal ] - supported.
{8 Certficats Eor: Navigztion Bockzd Please click on System -> Time Server and follow the below setting.

] Time Server Setup

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

The security certificate presented by this website was issued for a different website's address.

Local Time : 2000-01-01 00:10:55

Setup Time Use NTP
Security certificate problems may indicate an attempt to fool you or intercept any data you i
send to the server. Enais : []

Default NTP Server : Joptanal)

We recommend that you close this webpage and do not continue to this website.
~ Timsa Zons
& Click here to close this webpage.
_ u] ht Saving Tima :
& Continue to this website (not recommended). 2L

@ More information

B Local Time : Display the current system time.
Click “Continue to this website” to access the system's WMI. The system's Overview ®  NTP Client : To synchronize the syst(.em time with NTP server.
. = Enable : Check to select NTP client.
page will appear. .
= Default NTP Server : Select the NTP Server from the drop-down list.
= Time Zone : Select a desired time zone from the drop-down list.
= Daylight saving time : Enable or disable Daylight saving.

Click Save button to save your changes. Click Reboot button to activate your changes
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Configure UPnP

Universal Plug and Play(UPnP) is an architecture to enable pervasive peer-to-peer
network connectivity between PCs, intelligent devices and appliances when UPnP is
supported. UPnP works on TCP/IP network to enable UPnP devices to connect and
access to each other, very well adopted in home networking environment.

UPNP Setup

UPNP : 7! Enabi @ Disable

=d

B UPnP: By default, it’s “Disable”. Select “Enable” or “Disable” of UPnP Service.
Click Save button to save changes and click Reboot button to activate changes

For UPnP to work in Windows XP, the “TEW-676APBO” must be available in “My
Network Places”, as shown here: (your specific model may vary)

; My Network Places

Fie Edt ‘iew Favortes Took Help

< 2 j /.‘-\JSearch Flders Ev

Address |\-_4 My Mekwork Places

Hame Camments Computer Netwatk Location
A
Network Tasks A1 AJTEW-675APBOITEW-  Qudoor WFiH, 56, 2007 OB 200HRP Local Netwerk

If these devices are not available, you should verify that the correct components and
services are loaded in Windows XP. Please refer to Appendix E. Using UPnP on Windows
XP

Configure SNMP Setup

SNMP is an application-layer protocol that provides a message format for
communication between SNMP managers and agents. By enabling SNMP function, the
administrator can obtain the system information remotely.

Please click on System -> SNMP Setup and follow the below setting.

Enanie : [

e et A

Enbis -

=d

B SNMP v2c Enable: Check to enable SNMP v2c.

Enabla

ro community :

rw community :

= ro community : Set a community string to authorize read-only access.
= rw community : Set a community string to authorize read/write access.

B SNMP v3 Enable: Check to enable SNMP v3.
SNMPv3 supports the highest level SNMP security.
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Backup / Restore and Reset to Factory

i . . . . .
K Backup current configuration, restore prior configuration or reset back to factory default
ENMP ro ussr : configuration can be executed via this page.
SHMP ro paseword Please click on Utilities -> Profile Setting and follow the below setting.
SHMP rw wesr :
SHMP rw paseword : . . . .
B Save Settings to PC : Click Save button to save the current configuration to a local
disk.
= SNMP ro user : Set a community string to authorize read-only access. .
. . File Download §|
= SNMP ro password : Set a password to authorize read-only access. (-]
= SNMP rw user : Set a community string to authorize read/write access. D . . .
. . o0 you want to save this file, or find a program online to open
= SNMP rw password : Set a password to authorize read/write access. it?
Mame: config.bin
B SNMP Trap : Events such as cold start, interface up & down, and association & D Type: Unknown File Type
disassociation will report to an assigned server. From: 192.168.2.254
el s Find ] [ Save ] I Cancel
Enabls : [
Community
} | -"‘~| ‘Wwhile files from the Internet can be useful, some files can potentially
L @ harm your computer. [ you do nat trust the source. da not find a
3 o program to open thig file or zave this file. What's the rigk?
P33
P4
= Community : Set a community string required by the remote host computer
that will receive trap messages or notices send by the system. B Load Settings from PC : Click Browse button to locate a configuration file to restore,
S IP: Enter the IP addresses of the remote hosts to receive trap messages. and then click Upload button to upload.

Click Save button to save changes and click Reboot button to activate.
B Reset To Factory Default : Click Default button to reset back to the factory default
settings and expect Successful loading message. Then, click Reboot button to
activate.
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Firmware Upgrade

Firmware is the main software image that system needs to respond to requests and to
manage real time operations. Firmware upgrades are sometimes required to include
new features or bugs fix. It takes around 2 minutes to upgrade due to complexity of
firmware. To upgrade system firmware, click Browse button to locate the new firmware,
and then click Upgrade button to upgrade.

Firmware Upgrade

Firmware Information

Firmware Verslon : Cen-CPE-NSHSR W1.0.15
Firmwars Date : 2010-12-18 02:52:11

Update Fimmars :

Network Utility

The administrator can diagnose network connectivity via the PING and TRACEROUTE
utility.
Please click on Utilities -> Network Utility and follow the below setting

Ping
IP/Domaln : ping
Traceroute
Destination Host : MAX Hop & E E

B Ping: This utility will help ping other devices on the network to verify connectivity.
Ping utility, using ICMP packets, detects connectivity and latency between two
network nodes. As result of that, packet loss and latency time are available in the
Result field while running the PING test.
= Destination IP/Domain : Enter desired domain name, i.e. www.google.com, or

IP address of the destination, and click ping button to proceed. The ping result
will be shown in the Result field.
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= Count : By default, it’s 5 and the range is from 1 to 50. It indicates number of
connectivity test.

B Traceroute : Allows tracing the hops from the TEW-676APBO device to a selected

outgoing IP

address. It should be used for the finding the route taken by ICMP packets across

the network to the destination host. The test is started using the Start button, click

Stop button to stopped test

= Destination Host : Specifies the Destination Host for the finding the route
taken by ICMP packets across the network.

= MAX Hop : Specifies the maximum number of hops( max time-to-live value)
traceroute will probe.

Reboot

This function allows user to restart system with existing or most current settings when
changes are made. Click Reboot button to proceed and take around three minutes to
complete.

tHimes E may be necessary bo rebood the sysiem I E begins working Impraperly. Rebooting the sysiem will not

ur configurafion sefngs. Cick reboot button 8o reioot the: sysi=m

"Reboot

A reminder will be available for remaining time to complete. If power cycle is necessary,
please wait till completion of the reboot process.

Please Wait

A Syatem is restarting, please wait for 35 seconds...

Mounting bracket installation

Package contents

Mounting triangle M5x10 Screw x 4

/) e

U-clamps x 2 Nut x 4 M6x12 Screw x 4

® © Jf

Spring washer x 4

Mounting bracket

Wood Screw x 4
&
Wood/Gyprock Plug x 4

Screw washer x 4

Install mounting triangle

Align the mounting triangle to the back of the access point. Securely tighten the
mounting triangle by using the M5x10 screws and washers.
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Wall mount bracket Installing brackets

Position the provided mounting bracket to the desired location and mount as

shown in the above image using the provided wood screws and plugs. Align the access point with the mount triangle installed with either the wall or pole
mount. Using the provided M6x12 bolts tighten both mounts together as shown in
the above image.

Pole mount bracket

Insert and fasten the provided U-clamps to the pole as shown in the above image
using the provided screw washers, spring washers and nuts.
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WEB GUI Valid Characters

Block Field Valid Characters
LAN IP Address IP Format; 1-254
IP Netmask 128.0.0.0 ~ 255.255.255.252
IP Gateway IP Format; 1-254
Primary DNS IP Format; 1-254
Secondary DNS IP Format; 1-254
Hostname Length : 32
0-9, A-Z, a-z
~l@#S% M () _+-{}:<>?[1/;, .=
WAN Manual MAC Address 12 HEX chars
IP Address IP Format; 1-254
IP Netmask 128.0.0.0 ~ 255.255.255.252
IP Gateway IP Format; 1-254
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Hostname Length : 32

0-9, A-Z, a-z

~l@e#sw At () _+-{}:<>2([1/;7, .=
User name Length : 32

0-9, A-Z, a-z

~l@#S%A*()_+-{}]:<>?[1/;", .=
Password
MTU 576 ~ 1492 for PPPoE; 1400 ~ 1460 for PPTP
Idle Time 0~ 60 minutes
Primary DNS IP Format; 1-254

Secondary DNS

IP Format; 1-254

DDNS Hostname Length : 32
0-9,A-Z, a-z
@-_.
User Name Length : 32
0-9, A-Z, a-z
Password Mle#swAx () _+-{}:<>?(1/;, .=
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DHCP Server Start IP IP Format; 1-254
End IP IP Format; 1-254
DNS1 IP IP Format; 1-254
DNS2 IP IP Format; 1-254
WINS IP IP Format; 1-254
Domain Length : 32
0-9, A-Z, a-z
~lE#S%A*()_+-{H<>?(1/;0, .=
Lease Time 600 ~ 99999999
Block Field Valid Characters
Management System Name/ Location Length : 32
0-9, A-Z, a-z
Space
~lE#S%A()_+-{H<>2?(1/;0, .=
Description 32 chars
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Password Length : 4 ~ 30
0-9, A-Z, a-z
~l@e#sw At () _+-{}:<>2([1/;7, .=

HTTP/ HTTPS Port 1~65535

Telnet/ SSH Port 1~ 65535
SNMP RO/RW community Length : 32
0-9, A-Z, a-z

~le#sw A () _+-{}:<>?[];7, .

RO/RW user Length : 31
0-9, A-Z, a-z
~l@HES%AF()_+-{}<>?[]; 0, .=

RO/RW password Length : 8 ~ 32
0-9, A-Z, a-z
~le#sw At ()_+-{}:<>2[];7, .=

Community Length : 32
0-9,A-Z, a-z
~lE#S%A*()_+-{}<>?[]; 0, .=
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IP IP Format; 1-254
General Setup Tx Power 1-100 %
Wireless Profile Profile Name 32 chars
ESSID Length : 31
Space
0-9, A-Z, a-z
~l@e#sw () _+-{}:<>2([1/;7, .=
WEP Key 10, 26 HEX chars or 5, 13 ASCII chars

Pre-shared Key

8 ~ 63 ASCII chars; 64 HEX chars

Advanced Setup Beacon Interval 20~ 1024
Date Beacon Rate 1~ 255
Fragment Threshold 256 ~ 2346
RTS Threshold 1~2347

Block Field Valid Characters

© Copyright 2012TRENDnet. All Rights Reserved.

135




TRENDnet User’s Guide Appendix

Virtual AP Setup ESSID Length : 31
Space
0-9, A-Z, a-z
~L@#SHA*() _+-{}]:<>?[]/;", .=
Maximum Clients 1~32
VLAN ID 1~ 4094
WEP Key 10, 26 HEX chars or 5, 13 ASCII chars
Group Key Update Period >=60 seconds
PMK Cache Period >0 minute
Pre-Shared Key 8 ~ 63 ASCII chars; 64 HEX chars
Radius Server IP IP Format; 1-254
Radius Port 1~ 65535
Shared Secret 8 ~ 64 characters
Session Timeout >= 60 seconds; 0 is disable
WDS Setup WEP Key 10, 26 HEX chars or 5, 13 ASCII chars
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TKIP Key

8 ~ 63 ASCII chars; 64 HEX chars

AES Key

8 ~ 63 ASCII chars; 64 HEX chars

Peer's MAC Address

12 HEX chars

Description 32 chars
IP Filter Source Address IP Format; 1-254
Source Mask 0~32
Source Port 1~ 65535
Destination Address IP Format; 1-254
Destination Mask 0~32
Destination Port 1~ 65535
MAC Filter MAC address MAC Format; 12 HEX chars
Virtual Server Description 32 chars
Private IP IP Format; 1-254

Private/ Public Port

1~ 65535

DMz

IP Address

IP Format; 1-254

QoS/

Comment

32 chars
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Parental Control MAC Address MAC Format; 12 HEX chars
Local/ Destination IP IP Format; 1-254
Local/ Destination Port 1~ 65535
Upload & Download 8 ~ 8192 digital number
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MCS Data Rate

The table below shows the relationships between the variables that allow for the maximum data rate

Note :
v' When MCS=32, only Short Guard Interval option is supported, Channel Bandwidth=20 is not supported. If Channel Bandwidth=40, the HT duplicate 6Mbps.

v When MCS=0~7(One Tx Stream), Guard Interval and Channel Bandwidth are supported
v' When MCS=8~15(Two Tx Stream), Guard Interval and Channel Bandwidth are supported

Data Rate (Mb/s)
MCS Index Modulation Channel Bandwidth = 20 Channel Bandwidth = 40
Long Guard Interval Short Guard Interval | Long Guard Interval | Short Guard Interval
0 BPSK 6.5 7.2 135 15.0
1 QPSK 13.0 14.4 27.0 30.0
2 QPSK 19.5 21.7 40.5 45.0
3 16-QAM 26.0 28.9 54.0 60.0
4 16-QAM 39.0 433 81.0 90.0
5 64-QAM 52.0 57.8 108.0 120.0
6 64-QAM 58.5 65.0 121.5 135.0
7 64-QAM 65.0 72.2 135.0 157.5
8 BPSK 13.0 14.4 27.0 30.0
9 QPSK 26.0 28.9 54.0 60.0
10 QPSK 39.0 433 81.0 90.0
11 16-QAM 52.0 57.8 108.0 120.0
12 16-QAM 78.0 86.7 162.0 180.0
13 64-QAM 104.0 115.6 216.0 240.0
14 64-QAM 117.0 130.0 243.0 270.0
15 64-QAM 130.0 114.4 270.0 300.0
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L. QoS Read
System Manager Privileges
There are two system management accounts for maintaining the system; namely, the System Read
root and admin accounts are with different levels of privileges. The root manager Root q
account is empowered with full privilege to Read & Write while the admin manager Rea
account is Read only. Management | Admin Read & Write
The following table display CPE admin account’s privileges.
Login Read
Main Menu Sub Menu Group Admin Privilege Ping Read
Operating Read Administrator Bacl.<up Read & Write
) Settings
WAN Read Profile
Settings Restore Read
LAN Read & Write
Reset Read
System DDNS Read & Write
System Read
Time Server Read & Write
. Network Read & Write
UPNP Read & Write
Reboot Read & Write
SNMP Read
General Read
Wireless Advanced Read
Site Survey Read
DMZ Read
IP Filter Read
Advance MAC Filter Read
Virtual Server Read
Parental Read
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Windows TCP/IP Settings

s Windows XP

1. Click Start -> Settings -> Control Panel, and then “Control Panel” window
appears. Click on “Network Connections”, and then “Network Connections”
window appears.

" Network Connections

File Edit View Favorites Toals Advanced Help

eﬁack @ L) lﬁ f_‘J Search W= Folders v

Address e__, Metwork Connections

LAN or High-Speed Internet

Network Tasks
54 Carmection”

[&] Create a new connection @—’ rrected, Firewalled:
= :

) Setup ahome o smal I {1354 Mt Adapter

" office netwark

@ Change Windaws Firewal
settings

4 Wireless Network Connection
."d Disabled, Firewaled
T gy Atheros ARSO0GEG Wireless M.,

E\e

See Also

) Metwork Troubleshaoker

Other Places

G— Cantrol Panel
Q Iy Metwork Places
D My Docurments
g My Camputer

Details

Network Connections
System Folder

* Local Area Cannection
Zonnecked, Firewalled

N m_ MYIDIA nF Networking Co...
[ nForce Networking Co

* Hotwork Connections

T e a———

b

P

. A Stat
- | w:imw(.m s

Qe - = e Foidors (T3]~
A LAN or High-Sperd Inbrrnct

:3—{' 1784 Connection

Cosble

Repe

Endge Cornechions

2. Click right on “Local Area Connection”, and select Properties.

B, Renar ehis connecton reske Shortot
W) Riorvienn His connection .
| Prooeries |

Other Places

B Contrlpanet
-
) y Docments

o My Computes

Details

Loxal Area Connection

3. In “Local Area Connection Properties” window, select “Internet Protocol

(TCP/1P)” and click on Properties button.

- Local Area Connection Properties

General | Advanced

Connect using

| B# MVIDIA nForce Metwarking Controller |

Thiz connection uses the following tems:

= 005 Packet Scheduler ~

= AEGIS Protocol ([EEE B0Z2.14) v3.4.10.0

Intemet P [TCP/IP) =
e

25 | &

Description

Transmission Control Protocaol/Internet Protocal. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

[] Shaw icon in notification area when connectsd
Motify me when thiz connection haz imited or no connectivity

4. Select “Use the following IP address”, and type in
IP address : 192.168.2.100
Subnet mask : 255.255.255.0
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Windows Components Wizand
Internet Protocol (TCP/IP) Properties =

— Windows Components
Generd | You can add or remove components of Windows =P

Y'ou can get IP settings assigned automatically if your network supports
this capability. Dtherwise, you need ta ask your netwark, administrator for
the appropriate [P settings.

© Obtain an P adhess automatcall To add or remove a component, click the checkbox, & shaded box means that anly
part of the component will be installed. To see what's included in a component, click
(&) Use the following |P address: Dretail
IP addiess: 192 . 168 . 2 . 100 Comporents:
Subnet mask: 255 . 255.255. O : -
b [] & Message Queuing 0OME A

‘Q’ MSH Explarer

(® Use the following DNS server addiesses: 32] Other Metwork, File and Print Services

l:l Wl 28 Mtk Fanress nnme ¥

Pretened DNS server:

Alternate DNG server Description:  Containg a waniety of specialized, network-related services and protocals.

Tuatal disk. space required: BE.8 ME -
[ Detal.. |
Smere arer R am dlis 331563 MB ==

< Back ][ et » ][ Cancel ]

Enabling UPnP in Windows XP

1. Open the “Add/Remove Programs” control panel, and then click on “Add/Remove
Windows Components” in the sidebar. Scroll down and find “Networking Services”, 2.

In the “Networking Services” window, ensure that the “Internet Gateway Device”
highlight it, and then click Details.

and “UPnP User Interface” options are checked. If they are not, check it to enable
them, as shown below, and click OK to continue.
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Metworking Services

Tn add ar remave a component, click the check box. A zhaded box means that anly part
of the component will be installed. To see what's included in a component, click Details.

Subcormponents of Nebworking Services:

Internet Gateway Device Discovery and Control Client 0.0mMEe
[ = Pegr-to-Peer 0.0 MBE
[ B RIP Listerer 0.0 ME
[ Simple TCP/IP Services 0.0mME

L UPRP User Interface 0.2 MB

Deszcription:  Displays icons in My Nebwork, Places tor UPRP devices detected on the
nebwork. Alzo, opens the required Windows Firewall ports.

Taotal dizk space required: RE.8 MB
Space avallable on disk: 331534 MB

(] ] [ Cancel

3. Next, in the “Control panel”, open the “Administrative Tools” and then open
“Services”. Scroll down until you find the “SSDP Discovery Interface”. If the Status
is not Started, double-click on SSDP Discovery Interface to open the service
properties. Change the startup type to Automatic, then close the properties. Now,
right-click on SSDP Discovery Services, and choose Start from the pop-up menu. The
SSDP Discovery Service will then be running and start each time you boot.

4. After enabling UPnP and starting the SSDP Discovery Service, it may take few
minutes for the “TEW-675APBO/ TEW-676APBO” to be discovered and appear in
your “My Network Places”.
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Specification 802.11a/n: -68dBm (typical) @ 300Mbps
channels FEL 149,153,157,164,165

Standards Wired: IEEE 802.3u (100Base-TX)
Wireless: IEEE 802.11a/n (5 GHz)

LED Indicator Power, LAN, WLAN (wireless activity)

Antenna 12dBi patch antenna (polarization: V30°, H30°)

PoE 1 x 10/100Mbps RJ-45 PoE port, Passive only (non-
802.3af compliant)

Dimension (L x W x H) 215x122 x 66 mm ( 8.5 x 4.8 x 2.6 in)

Weight 1kg (2.2lbs)

Power Consumption 15 Watts (max.)

Management Web browser (HTTP/HTTPS), SNMP (v2c and 3),
Telnet, SSH

Wind Speed Support 210 km/hr

Waterproof IP66/67 compliant

Temperature Operating: -20° ~ 60°C (-4°F ~ 140°F)
Storage: 0° ~ 60°C (32°F ~ 140°F)

Humidity Max. 95% (non-condensing)

Power PoE power injector DC output: 48VDC, 0.4A

Certifications FCC

Frequency 5.725 ~ 5.845 GHz

Modes Router, Access Point + WDS, WDS, CPE, Client Bridge
+ Repeater, CPE + Access Point

Virtual Access Points 7

Associated Clients (max) | 224 (AP Mode), 32 (Repeater Mode)

*Coverage 5km line-of-sight

Modulation Technique 802.11a: OFDM with BPSK, QPSK, QAM and 64QAM
802.11n: BPSK, QPSK, 16-QAM, 64-QAM

Data Rate (auto-fallback) | 802.11a: up to 54Mbps
802.11a/n: up to 300Mbps

Security 64/128/152-bit WEP, WPA /WPA2-PSK, WPA/WPA2-
RADIUS for AP/CPE mode, WEP/WPA2-PSK for WDS
mode
MAC filter (20 entries) and IP filter (20 entries)

Output Power Up to 26dBm (FCC)

Receiving Sensitivity 802.11a: -91dBm (typical) @ 6Mpbs
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Limited Warranty

TRENDnet warrants its products against defects in material and workmanship, under
normal use and service, for the following lengths of time from the date of purchase.

TEW-676APBO — 3 Years Warranty
AC/DC Power Adapter, Cooling Fan, and Power Supply carry 1 year warranty.

If a product does not operate as warranted during the applicable warranty period,
TRENDnet shall reserve the right, at its expense, to repair or replace the defective
product or part and deliver an equivalent product or part to the customer. The
repair/replacement unit’s warranty continues from the original date of purchase. All
products that are replaced become the property of TRENDnet. Replacement products
may be new or reconditioned. TRENDnet does not issue refunds or credit. Please
contact the point-of-purchase for their return policies.

TRENDnet shall not be responsible for any software, firmware, information, or memory
data of customer contained in, stored on, or integrated with any products returned to
TRENDnet pursuant to any warranty.

There are no user serviceable parts inside the product. Do not remove or attempt to
service the product by any unauthorized service center. This warranty is voided if (i) the
product has been modified or repaired by any unauthorized service center, (ii) the
product was subject to accident, abuse, or improper use (iii) the product was subject to
conditions more severe than those specified in the manual.

Warranty service may be obtained by contacting TRENDnet within the applicable
warranty period and providing a copy of the dated proof of the purchase. Upon proper
submission of required documentation a Return Material Authorization (RMA) number
will be issued. An RMA number is required in order to initiate warranty service support
for all TRENDnet products. Products that are sent to TRENDnet for RMA service must
have the RMA number marked on the outside of return packages and sent to TRENDnet
prepaid, insured and packaged appropriately for safe shipment. Customers shipping
from outside of the USA and Canada are responsible for return shipping fees. Customers
shipping from outside of the USA are responsible for custom charges, including but not
limited to, duty, tax, and other fees.

WARRANTIES EXCLUSIVE: I[F THE TRENDNET PRODUCT DOES NOT OPERATE AS
WARRANTED ABOVE, THE CUSTOMER’S SOLE REMEDY SHALL BE, AT TRENDNET’S
OPTION, REPAIR OR REPLACE. THE FOREGOING WARRANTIES AND REMEDIES ARE
EXCLUSIVE AND ARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESSED OR IMPLIED,
EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE, INCLUDING
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
TRENDNET NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERSON TO ASSUME FOR
IT ANY OTHER LIABILITY IN CONNECTION WITH THE SALE, INSTALLATION MAINTENANCE
OR USE OF TRENDNET’S PRODUCTS.

TRENDNET SHALL NOT BE LIABLE UNDER THIS WARRANTY IF ITS TESTING AND
EXAMINATION DISCLOSE THAT THE ALLEGED DEFECT IN THE PRODUCT DOES NOT EXIST
OR WAS CAUSED BY CUSTOMER’S OR ANY THIRD PERSON’S MISUSE, NEGLECT,
IMPROPER INSTALLATION OR TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR OR
MODIFY, OR ANY OTHER CAUSE BEYOND THE RANGE OF THE INTENDED USE, OR BY
ACCIDENT, FIRE, LIGHTNING, OR OTHER HAZARD.

LIMITATION OF LIABILITY: TO THE FULL EXTENT ALLOWED BY LAW TRENDNET ALSO
EXCLUDES FOR ITSELF AND ITS SUPPLIERS ANY LIABILITY, WHETHER BASED IN
CONTRACT OR TORT (INCLUDING NEGLIGENCE), FOR INCIDENTAL, CONSEQUENTIAL,
INDIRECT, SPECIAL, OR PUNITIVE DAMAGES OF ANY KIND, OR FOR LOSS OF REVENUE OR
PROFITS, LOSS OF BUSINESS, LOSS OF INFORMATION OR DATE, OR OTHER FINANCIAL
LOSS ARISING OUT OF OR IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE, USE, PERFORMANCE, FAILURE, OR INTERRUPTION OF THE POSSIBILITY
OF SUCH DAMAGES, AND LIMITS ITS LIABILITY TO REPAIR, REPLACEMENT, OR REFUND
OF THE PURCHASE PRICE PAID, AT TRENDNET’S OPTION. THIS DISCLAIMER OF LIABILITY
FOR DAMAGES WILL NOT BE AFFECTED IF ANY REMEDY PROVIDED HEREIN SHALL FAIL
OF ITS ESSENTIAL PURPOSE.

Governing Law: This Limited Warranty shall be governed by the laws of the state of
California.

Some TRENDnet products include software code written by third party developers.
These codes are subject to the GNU General Public License ("GPL") or GNU Lesser
General Public License ("LGPL").

Go to http://www.trendnet.com/gpl or http://www.trendnet.com Download section
and look for the desired TRENDnet product to access to the GPL Code or LGPL Code.
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These codes are distributed WITHOUT WARRANTY and are subject to the copyrights of
the developers. TRENDnet does not provide technical support for these codes. Please go
to http://www.gnu.org/licenses/gpl.txt or http://www.gnu.org/licenses/Igpl.txt for
specific terms of each license.

PWP05202009v2
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@) TRENDNET

Product Warranty Registration

Please take a moment to register your product online.
Go to TRENDnet's website at http:/ /www.trendnet.com/ register

TRENDnet
20675 Manhattan Place
Torrance, CA 90501. USA

Copyright ©2012. All Rights Reserved. TRENDnet.
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