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108Mbps 802.11g High Power Wireless USB 2.0 Adapter

1 Introduction

This 108Mbps 802.11g High-Gain Wireless USB Adapter supports the I|IEEE
802.11b/g (2.4GHz) protocol. It provides a high-speed wireless connection with data
rates up to 108Mbps.

To protect your wireless connectivity, the high-speed wireless USB adapter supports
64/128/152-bit WEP data encryption and WPA. Dynamic Frequency Selection (DFS)
puts your network on the clearest channel in your location. With this high-speed
wireless USB adapter, you will experience the best wireless connectivity available.

This chapter describes the features & benefits, package contents, applications, and
network configuration.

1.1 Features & Benefits

Features | Benefits
High Speed Data Rate up to 108 Mbps in Capable of handling heavy data payloads
Super G mode such as MPEG video streaming.
High Output Power up to 23 dBm A higher power output can increase the range.
Advanced Encryption Standard (AES), Powerful data security.

Temporal Key Integrity Protocol (TKIP) and
Wired Equivalent Privacy (WEP)

IEEE 802.1x Client Support Enhances authentication and security.

Support for 802.11e standard Wireless Multimedia Enhancements Quality of

Service support (QoS)

Advanced Power Management Low power consumption in power saving

mode up to 98%.

Support eXtended Range technology eXtended Range technology provides Wi-Fi

products twice the range of existing designs
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1.2 Package Contents

Open the package carefully, and make sure that none of the items listed below are
missing. Do not discard the packing materials, in case you need to return the product
return. The unit must be returned in its original package.

One Wireless LAN USB Adapter

One USB Cable (Type A to Mini B)

One 2dBi Detachable Antenna

One Driver and Utility CD-ROM with User’'s Manual Included
One Quick Installation Guide

YVVYVvVYYVvY

1.3 USB Adapter Description

This wireless USB adapter fits into your computer’'s USB 1.1 or 2.0 port. The USB
adapter has a LED indicator and an external high-sensitivity dipole antenna.

<4— High-sensitivity Dipole Antenna

LED Indicator:

Ad hoc Mode: Solid Green, whether the
wireless is connected or not.
Infrastructure Mode: Solid green while
connected, and blinking during activity.

USB port

1.4 System Requirements

The following are the minimum system requirements in order to use the USB
adapter.

CPU: 300MHz or above
Memory: 32MB or above

>» PC/AT compatible computer with a USB 1.1 or 2.0 interface.

>» Windows 2000/XP operating system.

>» 20 MB of free disk space for installing the USB adapter driver and utility
program.

>» CD-ROM Drive

>

>
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1.5 Applications

. The following list describes some of the many applications made possible through
the power and flexibility of wireless LANSs:

a)

b)

f)

9)

Difficult-to-wire environments

There are many situations where wires cannot be easily installed. Historic
buildings, older buildings, open areas and across busy streets make the
installation of LANs either impossible or very expensive.

Temporary workgroups

Consider situations in parks, athletic arenas, exhibition centers, disaster-
recovery, temporary offices and construction sites where one wants a
temporary WLAN established and removed.

The ability to access real-time information

Doctors/nurses, point-of-sale employees, and warehouse workers can
access real-time information while dealing with patients, serving
customers and processing information.

Dynamic environments

Show rooms, meeting rooms, retail stores, and manufacturing sites where
the workplace is frequently rearranged.

Small Office and Home Office (SOHO) networks

SOHO users need a cost-effective, easy—to-install network.

Wireless extensions to Ethernet networks

Network managers in dynamic environments can minimize the overhead
caused by moves, extensions to networks, and other changes with
wireless LANSs.

Wired LAN backup

Network managers implement wireless LANs to provide backup for
mission-critical applications running on wired networks.
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1.6 Network Configuration

To better understand how wireless devices work together to create a wireless
network, it might be helpful to depict a few of the possible wireless network

configurations. Wireless devices can be configured as:

a) Ad hoc (or peer-to-peer)
b) Infrastructure

a) Ad hoc (peer-to-peer) Mode

Wireless LAN Client (PC/NB)

Wireless LAN Client (PC/NB)

device
o= - Wireless LAN Client (PC/NB)
~=_ k k’
\__—o/ \ -
L
e“' de

vice

Wireless LAN Client (PC/NB)

In ad hoc mode, each client is peer-to-peer. The client would only have
access to the resources of the other client. Ad hoc mode does not
require an access point. This is the easiest and least expensive way for
the SOHO to set up a wireless network. The image above depicts a
network in Ad hoc mode.
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b) Infrastructure Mode

Infrastructure mode requires the use of an access point (AP). In this
mode, all wireless communication between clients passes through an AP.
It doesn’t matter if the AP is stand-alone or wired to an Ethernet network.
If used in stand-alone, the AP can extend the range of independent
wireless LANs by acting as a repeater. The image below depicts a
network in infrastructure mode.

Wireless LAN Client (PC/NB)

Wireless LAN Client 3)

®
) - \ (( Wireless LAN Client (PC/NB)

\_/ewce )) %
Access Point ®

device

ghe=t ”

\M_-’
device

5 | —

Wireless LAN Client (PC/NB)
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2 Install Drivers & Client Utility

2.1 Before You Begin

Before installing your wireless USB adapter, you need to remove all Wireless LAN
drivers that you have previously installed.

During the installation, Windows XP/2K/ME/98 may need to copy systems files from
its installation CD. Therefore, you may need a copy of the Windows installation CD at
hand before installing the drivers. On many systems, instead of a CD, the necessary
installation files are archived on the hard disk in C:A\WINDOWS \OPTIONS\CABS
directory.

2.2 Installing the Drivers

Windows XP/2000

Follow the steps below in order to install the USB adapter drivers:

1. Insert the provided CD-ROM into your CD-ROM drive. The autorun screen
will appear.
2. Click Install Utility & Driver and then click Windows 2000/XP.

TRENDNET

Install Utility & Driver

Windows 98/ME
Windows 2000,/ XP

User's Guide
Bonus

Exit

Copyright © 2006 TRENDnet. All Rights Reserver.
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3. Click Run.

File Download - Security Warning

Do you want to run or zave this file?

Mame: TREMDnet_TEW-445UE_XP.exe
Type: Application, 5.63 MB

Fron:  DeiUkiliky_DriveriDrivers

[ Fiun i [ Save ] [ Cancel

< While files from the Intermet can be useful, this file type can
9 potentially harm your computer. IF you do not tust the sounce, do not

run of save thiz software. What's the risk?

4. Click Run.

Internet Explorer - Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

Mame: TREMDnet_TEW-445SUE_xP.exe

Publisher! Unknown Publisher

|_ Run _| [ Don't Run

This file does not hawve a walid digital signature that verifies its publisher. ¥ou
should only run software from publishers you trust, How can I decide what
software ko run?

5. Click Next to continue.

TRENDnet TEW -445UB Driver and Client Application - InstallShield Wizard

TEW-445UB Client Installation Program for Windows 2000/XP

This prog th and clignt 1 yo WM Client Adapter.

Cancel

InstallSfiield




108Mbps 802.11g High Power Wireless USB 2.0 Adapter

6. Select Install Client Utilities and Driver and then click Next.

TRENDnet TEW -445UB Driver and Client Application - InstallShield Wizard
Setup Type

Selec

Imstall Client Ltlit
Only

Imstall Drriver

InstallShield < Back ] [

7. This message informs you that the system must be restarted after the

installation is complete. Click Yes to continue.

? ) The option you have selected requires the system ko be rebooted at the end of the

operation, Do waou wish to continue?

10
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8. Click on the Browse button to select another drive or folder to install the
drivers, and then click Next. If you would like to use the default destination
folder, click Next.

TRENDnet TEW-445UB Driver and Client Application - InstallShield Wizard

Choose Destination Locat,

Select the folder where th

The installation program will inztall the client utilities in the following location:

Browse...

InistallShield

Cancel

9. Select a program folder for the Start menu, or use the default setting: WLAN.
Click Next to continue.

11
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TRENDnet TEW-445UB Driver, and Client Application - InstallShield Wizard

Select Program Folder

ot a program folder.

m Fold

Proararm

TREMDnet TEW-4450EB

Acronig
Adrministrative Tools
Gamez

Skype

Snaglt 8

Startup

Installshield [ < Back, “

| Cancal |

10. The message below informs you about configuring this device through the
802.11 Client Utility (ACU) or a third party supplicant. If you choose to use a
third party supplicant, some of the ACU features will not be available. Click
Next to continue.

TRENMDnet TEM -445UB Driver and Client Application - InstallShield Wizard [z|

TEW-445UB Client Installation Program for Windows W

2
IMPORTAMNT: Pleaze Read!

OnWindows #P, you can configure pour WLAN Wireless LaM Client &dapter through the
WLAM Client Utility [ACU] or a third-party supplicant. Because third-party boolz may not provide
all of the functionality available in the ACL, WLAN recommends that you use the ACLL
[Pleaze note that a patch from Microsoft might be reguired to uze the Microzaft tool with WP
zecurity.]

On the next zcreen, select whether you want to uge the ACU or a third-party tool to configure
wour client adapter.

MHOTE: If you zelect a third-party tool, zome of the ACL features will not be available. To
activate thoge features, you must install the ACL,

<Back [ Mext: |[ Cancel

12
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11. Select one of the options. It is recommended that you select the first option:
WLAN Client Utility (ACU) and Supplicant. Click Next to continue.

TRENDnet TEW-445UB Driver and Client Application - InstallShield Wizard

Choose Configuration Tool

1] [ corcel |

InstallShield

12. When you reach the screen below, plug in the provided USB cable into the
TEW-445UB and into an available USB plug on your computer. Cancel the
Found New Hardware Wizard and then click OK.

WLAN Client Installation Program

The installation program installs the driver automatically when the client adapter is inserted, Insert the adapter now if
I it is not et inserted, cancel the Found Mew Hardware Wizard if it appears, and proceed with the installation, Click Ok
to continue,

13. If you are using Windows XP, you will see a message regarding Windows
Logo Testing, click on the Continue Anyway button to continue.

Software Installation

] "-\ The zoftware you are installing has not pazsed Windows Logo
s testing bo werify itz compatibility with Windows $P. [Tel me why
thiz testing iz important. |

Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop thiz installation now and
contact the software vendor for software that has
passed Windows Logo testing.

| LContinue Arnpway | [ STOP Inztallation

13
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14. If you are using Windows 2000, a Digital Signature Not Found window
appears. Click Yes to continue the installation.

Digital Signature Not Found x|

The Microzoft digital zignature affimz that zoftware haz
been tegted with Windows and that the software hag not
been altered zince it was tested.

The zoftware you are about to install does not contain a
Microzoft digital signature. Therefare, there iz no
guarantes that thiz software works corecthy with
Windows.

WLAN LISE 2.0'irelezz Metwork Adapter

If wou want to zearch for Microsoft digitally signed
zoftware, visit the Windows Update Web site at
http: £ windowsupdate. microsaft com to zee if one is
available.

Do pou want b cantinue the installation?

ez Ho | tore Info |

15. Select Yes, | want to restart my computer now and then click Finish.

TRENDnet TEW-445UB Driver and Client Application - Installshield Wizard

Install5Shield Wizard Complete

® Mo, | will restart my computer later.

Remove any disks from their dri and then click

Cancel

InstallShield < Back ”

14
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Windows ME/98SE

Follow the steps below in order to install the USB adapter drivers:

1. Insert the provided CD-ROM into your CD-ROM drive. The autorun screen
will appear.
2. Click Install Utility & Driver and then click Windows 98/ME.

@ TRENDNET

Install Utility & Driver

Windows 98/ME
Windows 2000,/ XP

User's Guide
Bonus

Exit

Copyright © 2006 TRENDnet. All Rights Reserved.

3. Select Run this program from its current location and then click OK.
File Download |

'ou have chosen to download a file from thiz location,

TRENDnet_TEW-445UB_ME.exe from C:A\WINDOWSSD

Ww'hat waould you like ta do with this file?

' Run this program fram its current location

= Save thiz program to disk

¥ always ask before opening this tpe of file

Cancel tore [nfo

15
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4. Click Yes.

Securnty Warning [ ] |

Do pou want to install and wun "TREMDnet_TEw-
445LB_ME . exe from
C: W IND WS SD ek taph bty _Dnver\Dovers"?

The publisher cannot be determined due to the problems
belaw:

Authenticode signature not found.

Mo tore [nfo

5. Remove the USB adapter from the USB port if it is inserted and then click OK.

TREMNDnet TEW-445UB Dnver and Client Application - InstallShield Wizard

Pleaze remove the USE Card from the USE slot if it iz inserted and inzert after inztallation completes and system reboots

6. Click Next to continue.

16
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TRENDnet TEW-445UB Driver and Client Application - InstallShield Wizard

TEW-445UB Client Installation Program for Windows 98/ME

This program the driver and client ki your : Lo ent Adapter.

Cancel

InstallShield [ < Back ”

7. Select Install Client Utilities and Driver and then click Next.

TRENDnet TEW -445UB Driver and Client Application - InstallShield Wizard
Setup Type

Install Driver Only

Cancel

InstallShield < Back H

17
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8. This message informs you that the system must be restarted after the
installation is complete. Click Yes to continue.

? | The option vou have selected requires the system to be rebooted at the end of the
\'{/ operation, Do you wish ko continue?

9. Click on the Browse button to select another drive or folder to install the
drivers, and then click Next. If you would like to use the default destination
folder, click Next.

TRENDnet TEW-445UB Driver and Client Application - InstallShield Wizard

Choose Destination Location

Select the folder where th ion program will install the

ation program will install the client o in the following location:

ation Folder

Browse...

InestaliGhield

Cancel

10.. Click Next to continue.

18
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TRENDnet TEW -445U8 Driver, and Client Application - InstallShield Wizard

Select Program Folder

ct a program folder.

au may enter a

Program Folder:

TREMDret TEW-4450LEB
L0} Fald:

Acronis
Adrinistrative Tools
Games

Skype

Shaglt 8

Startup

InustanllShield | ¢ Back ||

| | Cancel |

11. When you reach the screen below, plug in the provided USB cable into the

TEW-445UB and into an available USB port on your computer. Cancel the
Found New Hardware Wizard and then click OK.

TREMDnet TEW-445UB Drniver and Client Application

- InstallShield Wizard |

Thiz inztallation program installs the divers automatically.
Cancel the Found Mew Hardware YWizard if it appears and proceed with inztallation

12. Click OK to reboot the computer.
TREMDnet TEW-445UB Driver and Chent Application - InstallShield wWizard

The Installation Program has successfully performed the zelected operations, but the spstem needs to be rebooted
befare all af the changes will take effect. Maote that the diver installation iz ot yet complete. Click OF to rebaot the

gpstem; if prompted, then uge the Found Mew Hardware ‘wWizard to complete the driver ingtallation.

19



108Mbps 802.11g High Power Wireless USB 2.0 Adapter

3 Using the Client Utility

You will see the Wireless Client Utility icon on your desktop. Double click this
icon to open up the utility program.

3.1 Current Status

The Current Status tab displays the current status

following information is included in this tab:

@ 202.1 1g Client Utility. - Current Profile: wlan-g

of the wireless radio. The

fckion  Opkions  Help

Current Status | Profile b anagement | Diagnostics
4 TRENDNET  Profile Name: wlareg
Link Statuz: Azzociated
Wireless Mode: 2.4 GHz 54 Mbps IP Address: 192168 223100
Metwork, Tepe: Infrastructure Current Channel: &
Server Bazed Authentication: Mone Data Encryphion: Mone
Signal Strength: [HENNNENNNNENNNNNNENNREE  Excellent
f Advanced |

>» Profile Name: Displays the name of this profile. One device can have
many profiles, but only one profile can be loaded at a time.
Note: The profile name and network name (SSID) are not the same.

associated.

hoc”).

vy Y Y Y VY

Link Status: This indicates the state of the client; associated or not

Wireless Mode: Displays the 802.11 mode (e.g. “2.4GHz 11 Mbps”,
“2.4GHz 54 Mbps”, “2.4GHz 108Mbps”).
Network Type: Displays the type of network (e.g. “Infrastructure” or “Ad

Server Based Authentication: Displays information about the
authentication method.
IP address: Displays the IP address assigned to this device.

Current Channel: Displays the channel of the access point the device is

20
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connected to.
>» Data Encryption: Displays the type of encryption used.
>» Signal Strength: Displays the strength of the wireless connection.
Click on the Advanced button to display more details about the current status.
This window includes information such as: Network Name (SSID), AP MAC
address, Power Save Mode, Signal Strength, Noise Level, Channel, Frequency,
and Channel Set (country). Click OK to close the window.

Advanced Status

Metwork Hame (S50 kalua Current Signal Shength: 91 dBm
Server Based Authentication: Mone Current Moize Level: -36 dBm
Data Encryption: ‘WEF Up Tirne: 00 48:38
Authentication Type: 802.11b Preamble: Short & Long
Mezzage Integrity Check: Maone Current Receive Rate: 1.0 Mbps
[n5: Maone Current Tranzmit B ate: 1.0 Mbps

Channel: 4

Frequency: 2427 GHz
Agzociated AP MAC Address: 00-11-22-33-44-55 Channel Set; Urited States
Power 5ave Mode: Mormal

3.2 Profile Management

This tab is used to create a new profile, modify an existing profile, remove an
existing profile and activate an existing profile.

@ 802.1 1g Client Utility - Current Profile: Default
Action  Qptions  Help

Curent Status | Profile Management | Diagnoztics

i Dl Mew

Details
Metwork, Tupe: Infraztructure
Security Mode: Dizabled -

Metwork, Mame 1 [S51D1]; <empty>

Metwark Mame 2 [SS1D2): <empty> T
MNebwark Marne 3 [55103); <empty> - Sl

Order Profiles. ..

21
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3.2.1 Scan for available networks

Click on the Scan button to view a list of available infrastructure and ad hoc
networks. This table lists the Network Name, Encryption Key (if required), Signal

Strength, Channel, and Wireless Mode.

Available Infrastructure and Ad Hoc Networks

Metwork Mame [S510) [ﬁg Super | =R | Signal Strength Channel | *wireless b

i wlang il 2ade 5 24 GHz 54

i trethdg =3 1||I 26 dB 1 2.4 GHz 54

i TMET =3 il 1de 1 2.4 GHz 11

T kaiua =3 ol 4de 4 2.4 GHz 54

< | >
| Activate i [ Refresh ] [ oK

If you would like to associate with a specific network, select the network name

(SSID) and then click on the Activate button.

22
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3.2.2 Create a New Profile

Multiple profiles can be created for different Network Names (SSIDs). This allows
a user to quickly associate with another network, instead of entering the SSID

each time.

@ 802.1 1g Client Utility - Current Profile: Default
Action  Qptions  Help

Curent Status | Profile Management | Diagnostics

rrh. Default

Dretails
Metwork Type: Infraztruchure
Security Mode: Dizahbled

Metwark Mame 1 [S51D1]: <empty>
Metwork, Mame 2 [SSID2); Lemptyr
Metwork, Mame 3 [S5I03); Lempty:

Auto Select Profiles

=]

Remove

t

Activate

Scan

Order Profiles...

Click on the New button to create a new profile. The window below appears:

Profile Management

General |Securit}l Advanced

Profile Settings

Prafile Mame; | wilan-g

Cliemt M ame: | TREMDret

Metwork Mames

S5ID1: |wlang

ssiD2: |

g5 |

| ] |[ Cancel ]

>» Profile Name: Enter a name for this profile; this can be any name that

23
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you may associate with your network. This feature comes in handy when
you need to work at several locations where there are different network
settings. Using this you can configure a different profile for each of your
networks.

>» Client Name: Enter any name to describe the profile.

» SSID1: Enter the SSID of the network. The SSID is a unique name
shared among all points in your wireless network. The SSID must be
identical for all points in the network, and is case-sensitive.

» Click OK to continue.

3.2.3 Security

The next tab displayed is the Security tab. Here you can configure the
authentication and encryption method that is used on your network. There are
five types of security methods available: none, WPA, WPA-PSK, 802.1x and Pre-
shared WEP key. The configuration steps for each method are described below.

3.2.3.1 Security Disabled

If your network does not require any encryption key, then select None in the
security tab, and then click OK.

Profile Management

| General | Security | Advanced

Set Security Options

() wPAAWPA2 WRaAWPAZ EAP Type:
OV WRAAWPA2 Pazsphiase

) 802 1% 8021« EAP Type:
() Pre-Shared Key [Static WEP)

©one

oK l [ Cancel

24
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3.23.2 WPA/WPA2-TLS, TTLS

WPA2 (Wi-Fi Protected Access 2) provides network administrators with a high
level of assurance that only authorized users can access the network. WPA (Wi-
Fi Protected Access) was designed to improve upon the security features of WEP
(Wired Equivalent Privacy). The technology is designed to work with existing Wi-
Fi products that have been enabled with WEP. WPA provides improved data
encryption through the Temporal Integrity Protocol (TKIP), which scrambles the
keys using a hashing algorithm and by adding an integrity-checking feature which
makes sure that keys haven’t been tampered with.

Select the WPA/WPA?2 radio button, and then select EAP — TLS or EAP — TTLS
from the drop-down list. TLS (Transport Layer Security) is an IETF standardized
authentication protocol that uses PKI (Public Key Infrastructure) certificate-based
authentication of both the client and authentication server.

Profile Management @&l

| General | Security | Advanced

Set Security Options

&) WP WRAMWFAZ EAF Type: |EAP-TLS

EAP-TLS ]
EAP-TTLS

PEAP [EAP-GTC]

PEAP [EAP-MSCHAP 2]

O WPAANPAZ Passphrase
a0z 802.1% EAP Type:

() Pre-Shared Fey [Static WEF)
T Mone

Group Policy Delay: ED 3| sec

[ (]8 ] [ Cancel

Click Configure to configure the TTLS settings.
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Define EAP-TILS Configuration

[] Usze Machine Infarmation For Damain Logaon

Truzsted Root Certification Autharities

i ANy b |

|zer Information for EAP-TTLS Authentication

E
IJzer Mame: | |ames [

Fazzword: | |

Confirm Pagzword; | |

[ Settings... ] [ ok [ Cancel ]

Trusted Root Certification Authorities: Select the appropriate
certificate authority from the drop-down list.

User Name: Enter the user name for the certificate authority.

Password: Enter the password that corresponds with the user name for
the certificate authority.

Confirm Password: Retype the password.

vV YVY VY

Click Settings.

Configuration Settings

Specific Server or Domain: |

; [
Lagin Mame; | 13Mes |

» Specific Server or Domain: Leave the server name blank for the client
to accept a certificate from any server with a certificate signed by the
authority listed in the Trusted Root Certification Authorities drop-down
list. (Recommended). You can also enter the domain name of the server
from which the client will accept a certificate.

>» Login Name: Enter the login name if required.

Click OK to return to the previous window. Click OK again to return to the
Profile Management window.

26



108Mbps 802.11g High Power Wireless USB 2.0 Adapter

3.2.3.3 WPA/WPA2 — PEAP (EAP-GTC)

PEAP (EAP-GTC) was standardized along with EAP in RFC 2284. EAP-GTC
allows the exchange of clear text authentication credentials across the network.
The GTC method does provide a way to move a simple username and password
from client to server using an EAP method, so it can be used to provide an
authentication method. Naturally, if EAP-GTC is used to transport reusable
passwords, it must be used inside a tunnel for protection and server
authentication. EAP-GTC can be used with both TTLS and PEAP.

Select the WPA/WPA2 radio button, and then select PEAP (EAP-GTC) from the
drop-down list.

Profile Management

| General | Security | Advanced

Set Securty Options

WP AYPA2 W/PAWPA2 EAP Type: | PEAR [EAP-GTC) v
) WRAMWPA2 Passphrase il

O 8021 B02 1% BAP Typ=: | BE AP [EAPMSCHAR V2)

() Pre-Shared Key [Static WEP] IEEE?FAST

3 Mone

Group Policy Delay: |EU

I a. ] [ Cancel

Click Configure to configure the PEAP (EAP-GTC) settings.
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Define PEAP (EAP-GTC) Configuration

[]Uze Machine Infarmation Far Domain Logon

Truzted Root Certification Authorities

= <Ay

Set Pazzword
() Taken

(®) Static Pazsword

|Jzer Infarmation for PEAR [GTC) Authentication

zer Mame: |james
L

Fazzaword: |

Confirm Password: |

| Settings... |[ OF. ][ Cancel ]

default setting is Static Password.

the certificate authority.
Confirm Password: Retype the password.

vV VYY VY VY

Click Settings.

Trusted Root Certification Authorities: Select the appropriate
certificate authority from the drop-down list. .
Set Password: Select Token or Static Password radio button. The

User Name: Enter the user name for the certificate authority
Password: Enter the password that corresponds with the user name for

Configuration Settings

Specific Server ar Domain;

: [i
Lagin Mame; | 13Mes

| ok

l [ Cancel ]

» Specific Server or Domain: Leave the server name blank for the client
to accept a certificate from any server with a certificate signed by the
authority listed in the Trusted Root Certification Authorities drop-down
list. (Recommended). You can also enter the domain name of the server
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from which the client will accept a certificate.
» Login Name: Enter the login name if required.

Click OK to return to the previous window. Click OK again to return to the
Profile Management window.

3.2.3.4 WPA/WPA2 — PEAP (EAP-MSCHAP-V2)

The PEAP (EAP-MSCHAP V2) authentication type is based on EAPTLS
authentication, but uses a password instead of a client certificate for
authentication. PEAP (EAP-MSCHAP V2) uses a dynamic session-based WEP
key, which is derived from the device and RADIUS server, to encrypt data.

Select the WPA/WPAZ2 radio button, and then select PEAP (EAP-MSCHAP-V2)
from the drop-down list.

Profile Management

| General Security | Advanced

Set Securty Options

() WPAANPLZ wPASMPAZ EAF Type: | PEAP [EAP-MSCHAP 2] V_|
EAP-TLS
(O WPAAWPAZ Passphrase EAPTTLS

O a2 80212 EAP Type:

() Pre-Shared Key [Static ‘WEF]
[ () None

|

Group Policy Delay: |EEI 3 eC

[ 0K l [ Cancel

Click Configure to configure the PEAP (EAP-MSCHAP-V2) settings.
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Define PEAP {EAP-MSCHAP ¥2) Configuration

[ ] Uze Machine Information For Domain Logaon

Truzted Foot Certification Autharities

i <l w |

Idzer Information for PEAR [EAP-MSCHAP W2] Authentication

E
Uszer Name: | |ames [

Pazzward: | b Ll |

Confirm Passward; | Ll |

[ Settings... ] | ok, | [ Cancel ]

Trusted Root Certification Authorities: Select the appropriate
certificate authority from the drop-down list.

User Name: Enter the user name for the certificate authority.

Password: Enter the password that corresponds with the user name for
the certificate authority.

Confirm Password: Retype the password.

vV VYVY VY

Click Settings.

Configuration Settings

Specific Server ar Domain;: |

. i |
Lagin M arne; | 13mMes |

[ Ok l [ Cancel ]

» Specific Server or Domain: Leave the server name blank for the client
to accept a certificate from any server with a certificate signed by the
authority listed in the Trusted Root Certification Authorities drop-down
list. (Recommended). You can also enter the domain name of the server
from which the client will accept a certificate.

» Login Name: Enter the login name if required.

Click OK to return to the previous window. Click OK again to return to the
Profile Management window.
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3.235 WPA/WPA2 - LEAP

LEAP (Lightweight Extensible Authentication Protocol) also known as Cisco-
Wireless EAP provides username/password-based authentication between a
wireless client and a RADIUS server. LEAP is one of several protocols used with
the IEEE 802.1X standard for LAN port access control. LEAP also delivers a
session key to the authenticated station, so that future frames can be encrypted
with a key that is different than keys used by others sessions. Dynamic key
delivery eliminates one big vulnerability; static encryption keys that are shared by
all stations in the WLAN.

Select the WPA/WPAZ2 radio button, and select LEAP from the drop-down list.

Profile Management

General | Security | Advanced

Set Security Dptions

() WPAAWPAZ WRAMPA2 EAP Type: | LEAP w
E&P-TLS

O whPAMWPA? Passphiase EAP-TTLS

B2 1n 802.1% EAP Type: EEAP [EAP:GTE]

() Pre-Shared Key [Static WEP)

i Mone

Group Palicy Delay: |E0 $| 380

[ oK ] [ Caticel

Click Configure to configure the LEAP settings.

LEAP Settings

Username and Password Settings

() Usze Temporary User Mame and Pazsword

(®ilze Saved Uzer Wame and Password

T 1
Uszer Mame: |

Paszward:

!
Confirm Passward: i |
Damain: |

Dramain with Lser M ame

Mo Netwark Connection Unless User |5 Logged In

T
Authentication Timeout Yalue (in seconds) |30 3|

[ Ok ] [ Cancel
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>» Use Temporary User Name and Password: Select this radio button for
a temporary user name and password. This will manually prompt for the
user name and password.

Use Saved User Name Password: Select this radio button if the user
name and password will be saved in this profile.

User Name: Enter the user name for the certificate authority.

Password: Enter the password that corresponds with the user name for
the certificate authority.

>» Confirm Password: Retype the password.

vvy | VY

Click OK to return to the previous window.

3.2.3.6 WPA/WPA2 — EAP-FAST

EAP-FAST allows customers who cannot enforce a strong password policy to
deploy EAP authentication that does not require digital certificates. This method
supports a variety of user and password database types and password expiration
and change. ltis flexible, easy to deploy, and easy to manage. For example, a
customer using Cisco LEAP who cannot enforce a strong password policy and
does not want to use certificates can migrate to EAP-FAST for protection from
dictionary attacks. (See help menu on configuration utility for

more details)

Profile Management E|E|

General | Security | Advanced

Set Security Dptionz

() WhRaMPAZ WhRAMPAZ EAP Type: | EAP-FAST w
EAP-TLS
1 WPAMEAZ Passphrase EAP-TTLS
. |PEAP [EAP-GTLC)
O 8021 B021x EAF ToPe: | o up [EAP-MSCHAR v2)
LEAF
() Pre-Shared Key [Static WEF)
() Mone
’ Configure... l

Group Palicy Delay: |0 & sec

(1] ] [ Cancel
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Click Configure to configure the EAP-Fast settings
EAP-FAST Settings T

Uzername and Pagzword Settings

(O Use Temporary Uzer Name and Pazsword

(%) Use Saved User Name and Password

User Mame:
Password:

Confirm Password:

Domain:

Mo Metwaork Connection Unless User |s Logged In

Fe

Authertication Timeout Yalue (in seconds] |90 5

Frotected Access Credentialz [FAC)
[ &llow Automatic PAC Pravisioning for this Prafile

Select a PAC Autharity to uze with this profile

L' Select More

[ ok ’ Cancel ]

vy VY VY

the certificate authority.
>» Confirm Password: Retype the password.

Click OK to return to the previous window.

Use Temporary User Name and Password: Selecting this option will
manually prompt for the user name and password.

Use Saved User Name Password: Select this radio button if the user
name and password will be saved in this profile.

User Name: Enter the user name for the certificate authority.

Password: Enter the password that corresponds with the user name for
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3.23.7 WPA/WPA?2 — Passphrase

Profile Management

General | Security | Advanced

Set Security Options

() wPAMPA2 WRAMAPAZ EAP Type:

8021 802 1% EAP Type:
) Pre-Shared Key [Static WEF)
2 None

Group Palicy Delay: R0 = | sec

[ ok

H Cancel ]

Select the WPA/WPA2 Passphrase radio button and then click Configure.

Define WPAMWPAZ2 Pre-Shared Key

Enter a WhPA MPAZ pazzphraze [B to 63 ASCH or B4 hexadecimal characters]

| Ok, J[ Cancel ]

> Enter a WPA/WPA2 passphrase. For ASCII text, enter 8-63 characters,

for hexadecimal enter 64 characters).

Click OK to return to the previous window. Click OK again to return to the

Profile Management window.

3.2.3.8 802.1x-TLS, TTLS

802.1X provides an authentication framework for wireless LANs allowing a user
to be authenticated by a central authority. 802.1X uses an existing protocol
called EAP. EAP (Extensible Authentication Protocol) is an extension to the PPP
protocol that enables a variety of authentication protocols to be used. It passes
through the exchange of authentication messages, allowing the authentication
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software stored in a server to interact with its counterpart in the client.

Profile Management

General| Security | Advanced

Set Security Options

O wWPAMWPAZ WRAAWPAZ EAP Tupe: | LEAF

O WwWPAAWPAZ Passphrase

3 802.1% B02 1% EAP Type: |EAP-TTLS =
EAP-TLS

() Pre-Shared Key [Static "WEP] EAPTTLS

PEAP [EAP-GTC)
O Maone PEAP [EAPMSCHAP 2]
LEAP
Configure... )
[ &llows Association to Mi Elis,t gii;d EAP

I 1] H Cancel ]

Select the 802.1x radio button, and then select EAP — TLS or EAP — TTLS from
the drop-down list. TLS (Transport Layer Security) is an IETF standardized
authentication protocol that uses PKI (Public Key Infrastructure) certificate-
based authentication of both the client and authentication server.

Click Configure to configure the TTLS settings.

Define EAP-TTLS Configuration

[ ] Uze Machine Infarmation For Domain Logan

Truzted Root Certification Autharities

i i W i

Idzer Infarmation for EAP-TTLS Authentication

Izer Mame: | |ames

Fazsword; | |

Confirn Password: | |

[ Settings... ] [ (] ] [ Cancel ]
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Trusted Root Certification Authorities: Select the appropriate
certificate authority from the drop-down list.

User Name: Enter the user name for the certificate authority.

Password: Enter the password that corresponds with the user name for
the certificate authority.

Confirm Password: Retype the password.

vV VYVY VY

Click Settings.

Configuration Settings

Specific Server or Domain: .

Login Mame; | 18mes

[ I:IK_] [ Cancel ]

»  Specific Server or Domain: Leave the server name blank for the client
to accept a certificate from any server with a certificate signed by the
authority listed in the Trusted Root Certification Authorities drop-down
list (Recommended). You can also enter the domain name of the server
from which the client will accept a certificate.

>» Login Name: Enter the login name if required.

Click OK to return to the previous window. Click OK again to return to the
Profile Management window.

3.2.3.9 802.1x — PEAP (EAP-GTC)

PEAP (EAP-GTC) was standardized along with EAP in RFC 2284. EAP-GTC
allows the exchange of clear text authentication credentials across the network.
The GTC method does provide a way to move a simple username and password
from client to server using an EAP method, so it can be used to provide an
authentication method. If EAP-GTC is used to transport reusable passwords, it
must be used inside a tunnel for protection and server authentication. EAP-GTC
can be used with both TTLS and PEAP.

Select the 802.1x radio button, and then select PEAP (EAP-GTC) from the drop-
down list.
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Profile Management

General | Security | Advanced |

Set Security Dphions

O wWPAMPAZ WPAAWPAZ EAP Type:
O wWPAAWPAZ Passphrase
) 802 1x BO21% EAP Type: |PEAP [EAP-GTC) W
. E&P-TLS
() Pre-Shared K.ey [Static WEF) EAP-TTLS
PEAP [EAP-GTL]
0 Nore FEAP [EAP-MSCHAP W2)
cas
Configure... :
o [C] Alloww Association to Mi Eizt Eﬁggd EAP

[ OF. l [ Cancel

Click Configure to configure the PEAP (EAP-GTC) settings.

Define PEAP (EAP-GTC) Configuration

[ Usze Machine Infarmation For Domain Logon

Truzted Root Certification Authorities

Loy -

Set Pazzword
{3 Token

() Static Pazsword

|Jzer Infarmation for PEAR [GTC) Authentication

Idzer Name: | |ames |

Fazaword: | |

Confirrn Pazsward: | |

[ Seftings... ]l ok, J[ Cancel ]

» Trusted Root Certification Authorities: Select the appropriate
certificate authority from the drop-down list.
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» User Name: Enter the user name for the certificate authority.
>» Set Password: Select Token or Static Password radio button. The
default setting is Static Password.

Click Settings.

Configuration Settings

Specific Server or Domain: .

Loagin M arne: Eniame_s.!

[ ok l [ Cancel ]

>» Specific Server or Domain: Leave the server name blank for the client
to accept a certificate from any server with a certificate signed by the
authority listed in the Trusted Root Certification Authorities drop-down
list. (Recommended). You can also enter the domain name of the server
from which the client will accept a certificate.

>» Login Name: Enter the login name if required.

Click OK to return to the previous window. Click OK again to return to the
Profile Management window.

3.2.3.10 802.1x — PEAP (EAP-MSCHAP-V2)

The PEAP (EAP-MSCHAP V2) authentication type is based on EAPTLS
authentication, but uses a password instead of a client certificate for
authentication. PEAP (EAP-MSCHAP V2) uses a dynamic session-based WEP
key, which is derived from the device and RADIUS server, to encrypt data.

Select the 802.1x radio button, and then select PEAP (EAP-MSCHAP-V2) from
the drop-down list.
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Profile Management

General | Security |.-’-‘«dvanced

Set Security Dptions

O wWhRAAWPAZ WRAAWPAZ EAP Type: | LEAF
O WPAANPAZ Passphrase
() 802.1x 021 EAP Type: | PEAP [EAP-MSCHAP W2 w
. EAP-TLS
) Pre-Shared Key [Static WEF] EAP-TTLS
PEAP [EAP-GTC
() Mone PEAF [EAP-RSCHAR W2
Configure... 4
S Q_Allowﬁﬁociation to Mi E;St E;g;d E4P

[ (].8 ] [ Cancel

Click Configure to configure the PEAP (EAP-MSCHAP-V2) settings.

Define PEAP (EAP-MSCHAP ¥2) Configuration

[ ] Use Machine Infarmation For Domain Lagon

Truzted Foot Certification Authorities

i oy w |

Idzer Infarmation for PEAR [EAP-MSCHAP V2] Authentication

Uszer Mame; | james I

Paszward: | L Ll |

Confirm Pazsword: | LI |

[ Settings... ] | 0k, | [ Cancel ]

Trusted Root Certification Authorities: Select the appropriate
certificate authority from the drop-down list.

User Name: Enter the user name for the certificate authority.

Password: Enter the password that corresponds with the user name for
the certificate authority.

Confirm Password: Retype the password.

YV VYVY VY
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Click Settings.

Configuration Settings

Specific Server or Domain: .

Login Mame; | 18mes

| ] 4 | [ Cancel ]

>» Specific Server or Domain: Leave the server name blank for the client
to accept a certificate from any server with a certificate signed by the
authority listed in the Trusted Root Certification Authorities drop-down
list. (Recommended). You can also enter the domain name of the server
from which the client will accept a certificate.

>» Login Name: Enter the login name if required.

Click OK to return to the previous window. Click OK again to return to the
Profile Management window.

3.2.3.11 802.1x — LEAP

LEAP (Lightweight Extensible Authentication Protocol) also known as Cisco-
Wireless EAP provides username/password-based authentication between a
wireless client and a RADIUS server. LEAP is one of several protocols used with
the IEEE 802.1X standard for LAN port access control. LEAP also delivers a
session key to the authenticated station, so that future frames can be encrypted
with a key that is different than keys used by others sessions. Dynamic key
delivery eliminates one big vulnerability; static encryption keys that are shared by
all stations in the WLAN.

Select the 802.1x radio button, and then select LEAP from the drop-down list.
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Profile Management

General | Security | Advanced |

Set Securty Options

) WPAPAZ wWRAAPAZ EAP Type:

I WPAMWPAZ Passphrase

() 80214 802.1% EAP Type: | LEAP o
) EAP-TLS

() Pre-Shared Key [Static WEF) EAP-TTLS

PE&P [EAP-GTC)

) Mone PEAP [EAP-MSCHAP W2

Canfi 4
[ — ] [ &llow Aszociation to Mi Eispt Eﬁag;d EAP

Group Palicy Delay: |EI:| $-| seC

ak ] [ Cancel

Click Configure to configure the LEAP settings.
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LEAP Settings

Uzemame and Paszword Seftings

(") Uze Temporary User Mame and Password

(%) Use Saved User Name and Password

Uszer Mame:
Paszword:

Confirm Pagzword: I

Domain:

Mo Metwork, Connection Unlezs User |z Logged In
—

Authentication Timeout Walle [in seconds) 59'3

| oK | [ Cancel ]

Use Temporary User Name and Password: Selecting this option will
manually prompt for the user name and password.

Use Saved User Name Password: Select this radio button if the user
name and password will be saved in this profile.

User Name: Enter the user name for the certificate authority.

Password: Enter the password that corresponds with the user name for
the certificate authority.

Confirm Password: Retype the password.

vV VYVY VY VY

Click OK to return to the previous window.

3.2.3.12 802.1x — EAP-FAST

EAP-FAST allows customers who cannot enforce a strong password policy to
deploy an 802.1X EAP type that does not require digital certificates. This method
supports a variety of user and password database types and password expiration
and change. lItis flexible, easy to deploy, and easy to manage. For example, a
customer using Cisco LEAP who cannot enforce a strong password policy and
does not want to use certificates can migrate to EAP-FAST for protection from
dictionary attacks. (See help menu on configuration utility for

more details)
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Profile Management

General | Security | &dvanced

Set Security Options

O wPaAWPAZ WRAAWPAZ EAP Type:
O wWPAMPAZ Passphrase
® 8021« BOZ14 EAF Type: | EAP-FAST =
. EAP-TLS
() Pre-Shared Key [Static WEF) EAP-TTLS
PEALP (EAP-GTC)
© None PEAP [EAP-MSCHAP v2)
LEAP

Confi
Sl ] L] &llove Azsociation to Mig - e o TP AR

Group Palicy Delay: sEC

Ok, H Cancel ]

vV YVY VY VY

Use Temporary User Name and Password: Selecting this option will
manually prompt for the user name and password.

Use Saved User Name Password: Select this radio button if the user
name and password will be saved in this profile.

User Name: Enter the user name for the certificate authority.

Password: Enter the password that corresponds with the user name for
the certificate authority.

Confirm Password: Retype the password.
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Click OK to return to the previous window.

EAP-FAST Settings

Uszermare and Pazswaord Seftings

() Use Temporary User Name and Pazsword

(® Use Saved ser Name and Password

User Marne:
Password:

Confirm Password:

Domain:

Mo Metwork Connection Unless User = Logged In

Praotected Access Credentials [PAC)
[ Allow Awtomatic PAC Provisioning for this Profile

Select a PAC Autharity to uze with this profile

Authentication Timeout Yalue (in seconds) |30

- Select More

~
-

[ o [ Cancel ]

3.2.3.13 Pre-Shared Key (Static WEP)

You may select 64, 128 or 152 bit WEP (Wired Equivalent Privacy) key to encrypt
data (Default setting is Disable). WEP encrypts each frame transmitted from the
radio using one of the Keys from the panel. When you use WEP to communicate
with the other wireless clients, all the wireless devices in this network must have

the same encryption key or pass phrase.
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Profile Management

General | Security |.-’-‘«dvanced'

Set Security Options

O Wi WRA2 WPAMPAZ EAP Type: | LEAF
O wWPAAWPAZ Passphiase
8021y 021 % EAP Typer  [EAF

(%) Pia-Shared Key [Static WEF)
" None

Configure...
[ &llows &szociation to Miked Cells

I |

[ k. |[ Cancel ]

Select the Pre-Shared Key (Static WEP) radio button and click Configure.

Define Pre-Shared Keys

F.ey Entry
(%) Hexadecimal [0-9, &-F] () BSCI Test [all keyboard characters)
Encryption Keys
WEP Key Size:
Tranzmit k.ey 64 128 152
WEPKepl: | ' ® O O
WEP Key 2 | ' ® O O
WEPKep3 | | ® © O
WEPKeyd | | ® O O
| Ok, J [ Cancel ]

>» Key Entry: Select Hexadecimal or ASCIl depending on the WEP key
that is used.

>» WEP Key Size: Select 64, 128, or 152 bit WEP key size.

>» Transmit Key: Enter the WEP key in the four WEP key text boxes.

Click OK to return to the previous window.
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3.2.4 Advanced Settings

Click on the Advanced tab in the Profile Management section. Here you can
configure the wireless mode, power save mode, and network type.

3.24.1

Infrastructure Settings

Profile Management

| General Securit_l,.l_j Advanced l

Power Save Mode: | EREI |
Metwark Type: Tnfra;tlu_cture V
B02.11b Preamble: (5) Short & Long () Long Orly

Wirelezs Mode Wireless Mode ‘When Starting Ad Hoc Metwork,
2.4 GHz 54 Mbps
2.4 GHz 11 Mbps
Super G
extended Range [%R] ™

80211 Authentication Mode

Qo5 () duto (=) Open () Shared
[ Prefermed &Ps... ]
I Ok ] l Cancel ]

>» Wireless Mode: Place a check in the preferred frequency and data rate.

>» Power Save Mode: Select Maximum, Normal, or Off from the drop-
down list. Selecting Maximum will save the most power. This is
recommended if using a laptop running on battery.

» Network Type: Select Infrastructure from the dropdown list if the
wireless client is connecting to an access point.

» 802.11b Preamble: This setting should be the same as the access point.
If you are not sure of that setting, select Short & Long.

>» Preferred APs: Click on this button to add specific access points to this

profile. Then enter the MAC addresses of the specific access points and
then click OK to return to the previous window.
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Preferred Access Points

Specified Access: Point MAC Addrezzes

Accesz Point 1: | |

Access Paoint 2 | |

Aoceszs Paoint 3 ! |

Access Point 4: ! |

3.24.2

Ad Hoc Settings

Profile Management

General | Security .&dvancedl

Metwork Tupe: !Ad Hoc V|

802,11k Preamble:| (&) Short & Long () Long Orly

Wireless Mode Wirelezz Mode When Starting Ad Hoo Metwork,
2.4 GHz 54 Mbps

[¥] 2.4 GHz 11 Mbps (%) 2.4 GHz 11 Mbps

[¥] Super G 2.4 GHz 54 Mbps

Ch, |
extended Range [=R] T S | Avto X

Gos L i}

80211 Authentication Mode

[ ok | [ Cancel ]
>» Wireless Mode: Place a check next to the preferred frequency and data
rates.
> Network Type: Select Ad hoc from the drop-down list if the wireless
client is connecting to another wireless client
>» 802.11b Preamble: This setting should be the same as the other

wireless client. If you are not sure of that setting, select Short & Long.

Click OK to return to the previous window.
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3.3 Diagnostics

The third tab displayed is the Diagnostics tab. This tab displays the number of
transmitted and received packets.

£ WLAN Client Utility - Current Profile: wlan
Action  Options  Help

: Current Status :ul;-'-mf.ile i\.-i.anagementi Diagnastics l__

Tranzmit

Multicast Packets: 12 | Adzpter Information |
Broadcast Packets: 1796 ’ Advanced Statistics ]
Unicast Packets: 12598
Tatal Bytes: 154055
Receive
Multicast Packets: 464
Broadcast Packets: 4773
Unicast Packets: =i=]
Total Bytes: 70BE0S

Click on Adapter Information to view information about the wireless USB
adapter (e.g. Card Name, MAC address, Driver, Driver Version and Driver Date).

Adapter Information

Card Mame: WLAM USE 2.0 Wireless Metwaork ddapter

MALC Addrass: 00-02-BF-3C-31-EB

Ciriver; CAwWAMD WS\ System 32D R VERS YWarb523 sps
Criver Wersion: 1.5.0102

Drriver Date: 05 Jan 2006 16:56:02

Client M arme: S

Click OK to return to the previous window

Click Advanced Statistics to view detailed statistics about transmit and receive
frames.
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Advanced Statistics

Tranzmit

Framesz Transmitted OF.; 3208 RTS Frames: 1
Framez Retried: 215 LTS Frames: 1
Framez Dropped: 1569 Mo CTS Frames: 1]
Mo ACK, Frames: 95 Retried RTS Frames: ]
ALK Frames: 3208 Fetried Data Frames: 215
Feceive

Beacon: Received: 24376 Authentication Tirme-0ut: ]
Frames Received OF: Fr Althentication Rejects: ]
Frames Recerved with Erars: 39853 Azzaciation Time-Out; ]
CRC Errorz: 4865 Agzociation Rejects: ]
Encryption Errars: 93 Standard MIC OFK: ]
Duplicate Frames: 36 Standard MIC Errars: ]
AP Mizmatches: ] CEIP KMIC OF:; 1]
[ ata R ate Mizmatches: 1] CEIP MIC Errors: ]

Click OK to return to the previous window
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3.4 Enable / Disable Radio

To disable the radio, click on Action in the menu bar, and then click on Disable
Radio.

@ 802.1 1g Client Utility, - Current Profile: Default
Dfadle W Options  Help
Disable Radio

Management | Diagnostics

Disable Tray Icon

E:xit Profile Mame: Default
Lirk Statuz: Associated
Wwirelezs Mode: 2.4 GHz 54 Mbps |P Address: 192.168.1.18
Metwork, Tupe: Infrastructure Current Channel: 4
Server Bazed Authentication: Mone Data Encryption: "WEP
Signal Strength: F air
[ Advanced l

You will then see a confirmation message “The RF signals for the following
network card(s) have been successfully disabled”.

WLAN Client Utility

The RF signals For the following network card(s) have been successfully disabled:
WWLAN IJSE 2.0 Wireless Network Adapter

Click OK to continue.
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To enable the radio, click on Action in the menu bar, and then click on Enable
Radio.

@ 802. 11z Client Utility - Current Profile: Default
Dfil ™ Cpkions  Help
Enable Radio

wanagement | Diagnostics

Disable Tray Icon

Exit Profile Mame:

Link Statuz: Mot Azsociated

Wireless Mode: IP Address:

M etwark, Type: Current Channel:

Server Baszed Authentication: Drata Encryplion:
Signal Strength:

Radio Status:  Software Dizabled
Advanced

You will then see a confirmation message “The RF signals for the following
network card(s) have been successfully enabled”.

WLAN Client Utility

The RF signals for the following network, card(s) have been successFully enabled:
WLAMN LISE 2.0 Wireless Metwark Adapter

Click OK to continue.
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3.5 Disable Tray Icon

To disable the tray icon, click on Action in the menu bar, and then click on
Disable Tray Icon.

@ 802.1 1g Client Utility - Current Profile: Default
DY Cpkions  Help
Disable Radio

Management | Diagnostics

Disable Tray Icon

Exit Profile Mame: Default
Link Status: Azsociated
Wireless Mode: 2.4 GHz 54 Mbpz IF &ddreszs: 192.168.1.18
Mebwork, Type: Infraztructure Curent Channel: 4
Server Bazed Authentication: Mone Data Encryption: WEP
Signal Strength: F air
[ Advanced

You will then notice that the tray icon has disappeared from the system tray.

3.6 Display Settings

To change the display settings, click on Options in the menu bar, and then click
on Display Settings.
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@ 802, 11g Client Utility - Current Profile: Default

Diagnostics

e e 2hit

£4 TRENDNET  Frofile Name: Default
Link Status: Aszociated
Wirelezs Mode: 2.4 GHz 54 Mbps
Infrastructure

Metwork, Type:

Server Bazed Authentication: Mone

Signal Strength:

IF Address: 192.168.1.18

Current Channel: 4

Data Encryption: "WEP

F air

Advanced

In this window you can change the Signal Strength Display Units from dBm to %,
and increase or decrease the refresh interval rate. You can also display date in a

cumulative or relative format.

Display Settings

Signal Strength Digplay U niks:

Refresh Interval [zeconds): |

[rata Dizplay:

Oz ©de

]|
O Relative (&) Cumulative
| ok | [ cancel

Click OK to return to the previous window.
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4 Uninstall the Drivers & Client Utility

If the device installation is unsuccessful for any reason, the best way to solve the
problem is to completely uninstall the device and its utility and repeat the
installation procedure again.

Follow the steps below in order to uninstall the Drivers and Client Utility:

1. Click on Start > Settings > Control Panel > Add or Remove Programs
2. You will then see the following window. Select the TRENDnet TEW-445UB
Wireless Client Utility and then click Remove.

Change or

Remave
Programs

%

Add MNew
Programs

Add/Remove
Windows
Components

8 Add or Remove Programs

Currently installed programs: [ show updates

Sort by: | SRS

ﬁ' Acronis True Image Workstation

& sraglt s

a Skype 2.5

ﬁ' WINRAR archiver

£+ TRENDnet TEW-445UB Wireless Client Utility

Click here For support information.

Ta change this program or remaove it from your computer, click Change or Remove,

Size  120.00MB
Size  24.17MB
Size  20.47MB
Size 3.26ME
Size: 0.61MEB

Used occasionally
Last Used On  10/3/2006

3. Select Uninstall the previous installation radio button. Then click Next.

TRENDnet TEW-445UB Driver and Client Application - InstallShield Wizard

Previous installation detected

InstaliShield

< Back H

o poL want ta da?

Canecel
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4. Click OK.

Confirm Uninstall

Do ol wank ko completely remove the selected application and all of its features?

(0.4 ] [ Zancel

5. Click Yes.

Question

\?{) Do wou realky wish ko remove the device driver? This removes vour profiles,

| Yes | [ Mo

6. Remove the device from your computer and then click OK.

TRENDnet TEW-445UB Driver and Client Application - InstallS hield Wizard [g|

The Installation Program has successfully perfarmed the selected operations, but the
! system needs to be rebooted before all of the changes will take effect. Click OK to
reboot the system.
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Appendix A — Specifications

Data Rates

802.11g: 6, 9, 12, 18, 24, 36, 48,54, 72, 96 &
108 (Super G) Mbps

802.11b: 1, 2, 5.5, 11Mbps

Standards / Compliance
IEEE802.11, IEEE802.11g, IEEE802.11b, draft
IEEE 802.11e, and i standards, IEEE802.1x

Regulation Certifications
FCC Part 15/UL, ETSI 300/328/CE
Operating Voltage

5V +0.25V

Status LEDs

RF link activity

Drivers

Windows XP/2K/ME/98

RF Information

Frequency Band

U.S., Europe and Japan product covering 2.4
to 2.484 GHz, programmable for different
country regulations

Media Access Protocol

Carrier Sense Multiple Access with Collision
Avoidance (CSMA/CA)

Modulation Technology

802.11g: OFDM (64-QAM, 16-QAM, QPSK,
BPSK)

802.11b: DSSS (DBPSK, DQPSK, CCK)
Operating Channels

11 for North America, 13 for Europe and Japan

Receive Sensitivity (Typical)
® 2.412~2.472G(IEEE802.11g)
6Mbps@ -91dBm;
54Mbps@ -76dBm
® 2.412~2.472G(IEEE802.11b)
11Mbps@ -91dBm;
1Mbps@ -96dBm
Available transmit power
FCC
® 2.412~2.472G(IEEE802.11g)

22 dBm @ 6 ~ 24 Mbps
21 dBm @ 36 Mbps
20 dBm @ 48 Mbps

19 dBm @ 54 Mbps

® 2.412~2.472G(IEEE802.11b)
22 dBm @1~11Mbps

ETSI

® 2.412~2.472G(IEEE802.119)

20 dBm @ 6 ~ 24 Mbps
20 dBm @ 36 Mbps
20 dBm @ 48 Mbps
19 dBm @ 54 Mbps

® 2.412~2.472G(IEEE802.11b)
20 dBm @1~11Mbps

Antenna

Detachable Dipole antenna (2dBi Gain)
Networking

Topology

Ad hoc, Infrastructure

Security

IEEE802.1x support for LEAP/PEAP
WEP 64,128,152bit

WPA (PSK, TKIP)

WPA2 (AES)

Physical

Form Factor

USB 2.0

Dimensions

75.2(L) mm x 53.9(W) mm x 14(H) mm
Weight

40 g/ 1.50z

Environmental
Temperature Range
Operating: -0°C to 55°C
Storage: -20°Cto 75°C
Humidity (non-condensing)
5%~95% Typical

Package Contents

One USB Adapter

One USB Cable (Type A to Mini B)

One CD-ROM with User’s Manual and Drivers
One Quick Installation Guide

One 2dBi Detachable Antenna

56



108Mbps 802.11g High Power Wireless USB 2.0 Adapter

Appendix B — FCC Interference Statement

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation.

This equipment generates, uses, and radiates radio frequency energy. If not installed and used in
accordance with the instructions, it may cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try and correct the interference by one or
more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the distance between the equipment and the receiver.

3. Connect the equipment to an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This device complies with FCC RF Exposure limits set forth for an uncontrolled environment, under 47
CFR 2.1093 paragraph (d) (2).

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
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Limited Warranty

TRENDnet warrants its products against defects in material and workmanship, under normal use
and service, for the following lengths of time from the date of purchase.

| TEW-445UB | Three years

If a product does not operate as warranted above during the applicable warranty period, TRENDnet
shall, at its option and expense, repair the defective product or deliver to customer an equivalent
product to replace the defective item. All products that are replaced will become the property of
TRENDnet. Replacement products may be new or reconditioned.

TRENDnet shall not be responsible for any software, firmware, information, or memory data of
customer contained in, stored on, or integrated with any products returned to TRENDnet pursuant
to any warranty.

There are no user serviceable parts inside the product. Do not remove or attempt to service the
product through any unauthorized service center. This warranty is voided if (i) the product has
been modified or repaired by any unauthorized service center, (i) the product was subject to
accident, abuse, or improper use (iii) the product was subject to conditions more severe than those
specified in the manual.

Warranty service may be obtained by contacting TRENDnet office within the applicable warranty
period for a Return Material Authorization (RMA) number, accompanied by a copy of the dated
proof of the purchase. Products returned to TRENDnet must be pre-authorized by TRENDnet with
RMA number marked on the outside of the package, and sent prepaid, insured and packaged
appropriately for safe shipment.

WARRANTIES EXCLUSIVE: IF THE TRENDNET PRODUCT DOES NOT OPERATE AS
WARRANTED ABOVE, THE CUSTOMER'S SOLE REMEDY SHALL BE, AT TRENDNET'S
OPTION, REPAIR OR REPLACEMENT. THE FOREGOING WARRANTIES AND REMEDIES ARE
EXCLUSIVE AND ARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESSED OR IMPLIED,
EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE, INCLUDING
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
TRENDNET NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERSON TO ASSUME FOR
IT ANY OTHER LIABILITY IN CONNECTION WITH THE SALE, INSTALLATION, MAINTENANCE
OR USE OF TRENDNET'S PRODUCTS.

TRENDNET SHALL NOT BE LIABLE UNDER THIS WARRANTY IF ITS TESTING AND
EXAMINATION DISCLOSE THAT THE ALLEGED DEFECT IN THE PRODUCT DOES NOT EXIST
OR WAS CAUSED BY CUSTOMER'S OR ANY THIRD PERSON'S MISUSE, NEGLECT,
IMPROPER INSTALLATION OR TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR OR
MODIFY, OR ANY OTHER CAUSE BEYOND THE RANGE OF THE INTENDED USE, OR BY
ACCIDENT, FIRE, LIGHTNING, OR OTHER HAZARD.

LIMITATION OF LIABILITY: TO THE FULL EXTENT ALLOWED BY LAW TRENDNET ALSO
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EXCLUDES FOR ITSELF AND ITS SUPPLIERS ANY LIABILITY, WHETHER BASED IN
CONTRACT OR TORT (INCLUDING NEGLIGENCE), FOR INCIDENTAL, CONSEQUENTIAL,
INDIRECT, SPECIAL, OR PUNITIVE DAMAGES OF ANY KIND, OR FOR LOSS OF REVENUE
OR PROFITS, LOSS OF BUSINESS, LOSS OF INFORMATION OR DATE, OR OTHER
FINANCIAL LOSS ARISING OUT OF OR IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE, USE, PERFORMANCE, FAILURE, OR INTERRUPTION OF THE POSSIBILITY
OF SUCH DAMAGES, AND LIMITS ITS LIABILITY TO REPAIR, REPLACEMENT, OR REFUND
OF THE PURCHASE PRICE PAID, AT TRENDNET'S OPTION. THIS DISCLAIMER OF LIABILITY
FOR DAMAGES WILL NOT BE AFFECTED IF ANY REMEDY PROVIDED HEREIN SHALL FAIL
OF ITS ESSENTIAL PURPOSE.

Governing Law: This Limited Warranty shall be governed by the laws of the state of California.
Note: AC/DC Power Adapter, Cooling Fan, and Power Supply carry 1-Year Warranty
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TRENDnNet Technical Support
US - Canada

Toll Free Telephone: 1[866) B45-3673
24, 7 Tech Support

EL.IF'DPE [Germany = France = ltaly = Spain = Switzerland = UK]
Toll Free Telephone: +00800 60 76 76 67

panol - 24,7
Deutsch - 1 1am-Bpm, Monday - Friday MET

Worldwide

Telephone: +[31] (0] 20 504 05 35

a/7

English,/Espanaol - 2
Francais, Deutsch - 1 1am-8pm, Monday - Friday MET

Product Warranty Registration

Please take a moment to register your product online.
Go to TRENDnet's website at http:/ /www.trendnet.com

TRENDNET

3135 Kashiwa Street
Torrance, CA 90505
USA

h___-_—-_
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